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1. lean u 3agaun AUCHUATIHMHBI
1.1 Henp qucuuruivHel — GopMUpOBaHUE KOMIIETEHIIHIA:

IIK-5 CnocobeH opraHu30BBIBaTH MPOIEAYPY aTTeCTali OOBEKTOB BBIYMCIUTEILHONW TEXHWKHA Ha
COOTBETCTBHE TPEOOBAHUSM I10 3aIIUTE HHDOPMAITTH

1.2 Tumbl 3amad mpodecCHOHATBHOW JEATETLHOCTH, K KOTOPBIM TOTOBATCS OOydYaroluecs B paMKax

OCBOCHHS JUCLIUILINHBL:
- DKCIUTyaTallMOHHBIN

1.3 JIucuurniauHa OpHEHTHPOBAaHA HA MOATOTOBKY OOydYaromuxcs K MpodeCCHOHAIBLHON JEsSTEIhHOCTH B
cthepe: 12 Obecneuenue 6e30macHOCTH (B cdhepe 3auuThl HHPOPMAIIUN)

1.4 B pe3ynbrare 0CBOCHMSI TUCIUILUIUHBI Y 00YYaroIIMUXCsl TOJIKHBI ObITH COPMUPOBAHBI:

O0001IeHHBIC TPYIOBBIE
(hyHKUMY / TPYAOBBIC
(GbyHKUMY / TPYyAOBBIC MU
npohecCHOHATTLHBIC
JeUcTBUs (IPU HATUYUU
npodcranaapra)

Kox u nauMeHnoBanue
komreTeHIIm OI'OC BO,
HEeOOXOIUMOM I
(hopMHUPOBAHUS TPYOBOTO
Win podecCHOHATBHOTO
JeHCTBHS

I/IH,I[I/IKaTopLI JOCTHXXCHUSA KOMHCTGHHI/If/’I

[TIK-5 Cnocoben
OpTaHU30BBIBATH MPOLETYPY
aTTecTaruu 00BEKTOB
BBIYUCITUTEIHHON TEXHUKU
Ha COOTBETCTBUE
TpeOOBaHUAM IO 3aIMHUTE
nHpopMaIu

[IpoBoguT arrecTamuio OOBEKTOB  BBIYMCIMTEIHLHOMN
TEXHHUKH Ha COOTBETCTBHE TPEOOBaHMSIM  3aIlUTHI
WH(OPMAIIMOHHBIX ~ TPOIIECCOB B KOMITBIOTEPHBIX
CUCTEMax

1.5 CornacoBanue MEXAUCITUTUTMHAPHBIX CBA3EH MUCIUTIINH, 00€CIIEYNBAIOIINX OCBOCHUE KOMITCTCHITHI:

[IK-5 CrocobeH opraHu30BBIBaTh MPOIEIYPY aTTECTAMA OOBEKTOB BBIYMCIUTEILHON
TEXHHMKHU Ha COOTBETCTBUE TPEOOBAHMSM I10 3aIUTE HH(POPMATUU

HanmenoBanmue
JIMCITUILINH,
OTIPEICIISIIOITIX
MEKIUCIUTUTMHAPHEIE
CBSA3H

Ne
n/m

dopma oOyyeHus

Ounas
(cemectp)

3145|7110

1 {International
information security

+

2 |3amuTa
MEPCOHANTBHBIX
JIAHHBIX B
WH()OPMAITMOHHBIX
cucTeMax

3| MexayHapoaHas
nH()OpMaIOHHAS
0e301MacHOCTh

4 |MukporpoieccopHas
TEXHUKA

5|OcHOBEI 21€KTpPO- U
paauou3MepeHuit

6 |[Ipemmurmomuast
NpaKTHKA




7|CranaapTsl B o0acTu +
MHPOPMALIIOHHON
0€30I1aCHOCTH

o0

TexHuveckas 3amuTa + | +
UHpOpMaLIH

9| DnexkTpoHNKa U +
CXEMOTEXHHUKA

2. Mecto nucuuiuiaabl B cTpykrype OIl cnenuanaurera:

JucuuiuinHa «3ammra  MHQOPMAIIMOHHBIX TPOLECCOB B KOMIBIOTEPHBIX CHUCTEMax» OTHOCUTCS K
oOs3arenbHO yacTu yueOHoro minana OIl mo nHampanenuto moaroroBku 10.05.05 - BesomacHocTh
MH(POPMALMOHHBIX TEXHOJIOTHI B TPaBOOXPAHUTEIBHOI chepe.

JucuumuinHa «3amuTta WHGOPMALMOHHBIX IPOLECCOB B KOMIIBPIOTEPHBIX CHUCTEMax» H3ydaeTcsi B 8
CEMECTpE.

3.00beM u conepxaHue TUCUUILIUHBI
3.1.00peM QUCIUILIMHEL: 3 3.€.
Ounas: 3 3.e.

N OuHas
Bun yueGHOM paboThI
(Bcero yacos)
OO0mas Tpyn0éMKOCTb 1M CHUILTTHHBI 108
KonTaktHas pabora 48
Jlexuu (Jlexiun) 16
Jlaboparopnsie (J1ab. pab.) 32
CamocrosrenbHas padota (CP) 60
3auer -
3.2.ConepxaHue Kypca:
No Hazpanue Bun yuebHoli | ®opMBbI TEKYIIETO
TEMBI paszena/TeMsbl pabotsl, Hac. KOHTPOJIS
Jlex |JIa6 | CP
U | .
pao.
O|l0|O
8 cemecTp
1 KommutexcHsrit JlabGopatopHas

MOJXO[ K pabota

o0ecreveHuno

nH(pOpMAITMOHHOM 2 15 8

0€3011acCHOCTH B

KOMITbIOTEPHBIX

cUCTeMax

2 Mertonbl U cpeacTaa JlabGopatopHas

3aIUTHI pabora

nH(popmaIuu ot

HECAHKIIMOHUPOBaH | 2 5 8

HOTO JIOCTYyIa B

KOMITbIOTEPHBIX

CUCTEMaXx.




3 3amura JlaGoparopHas
uH(pOpMAIUHU OT pabora
HECAHKIIMOHUPOBAH
HOTO JIOCTyIa B
OTEPALMOHHBIX
CHCTEMaxB
KOMIIBIOTEPHBIX
cucremMax

4 Kpunrorpaduyecku JlaGoparopHas
€ METOJIbl U pabora
cpeacTa
obecrieueHus
MH(POPMALTMOHHON
0€30MacHOCTHB
KOMIBIOTEPHBIX
cucTreMax

5 Kpunrorpaduyecku JlaGoparopHas
it uaTepetic pabora
MIPUIIOKECHUN
ONEpalOHHOU
cucreMbl Windows
(CryptoApi)B
KOMIBIOTEPHBIX
cucreMax

6 3amura JlaGoparopHas
KOMIIBIOTEPHBIX pabota
CHCTEM OT
BPEIOHOCHBIX 3 3 110
IpOTpaMMB
KOMIBIOTEPHBIX
cUCTEMaX.

7 3amura JlaGoparopHas
IIPOrPaMMHBIX pabora
CPEICTB OT
HECAHKIIMOHUPOBAH
HOTO 3 (4|10
WCTIOJIb30BaHUS U
KOIIMPOBAHMSB
KOMIIBIOTEPHBIX
cucTeMax.

Tema 1. KommuiekcHbIH M0OaX0 K 00ecnied4eHU0 MH(POPMANMOHHOM 0€30MMACHOCTH B KOMIIbIOTEPHbIX
cucremax (IIK-5)

Jlekumus.
VYrpo3sl nH(OpPMaMOHHON 0€30MacHOCTH W KaHaibl yTeuku HHpopmanuu. OpraHu3allioHHO-IIPaBOBOE
obecrnieueHne HH(popManoHHONH Oe3onmacHOCTU. MHKEHEpPHO-TEXHUUYECKHE METOABI U CPEACTBA 3aIIUTHI
unpopmaruu. [Iporpammuble ¥ MpOrpaMMHO-aNNapaTHble METOAbl M CpeAcTBa  oOecredeHust
nH(popmarmoHHoM 6e3omacHocTh. TpeboBaHUS K KOMIUIEKCHBIM CHCTEMAaM 3aluThl HHPpOpMaIun
JlaGopaTopHbie padoThbI.
JlaGoparopnast pabora
[TonuTrka yYETHBIX 3aMUCEH.
Y TUIUTBl aIMUHUCTPUPOBAHUS KOMAaHIHON CTPOKH.



[enb paboThI: U3yYCHHE BO3MOXHBIX MOJXOI0B K PEHICHHUIO 33184 aIMUHUCTPUPOBAHHS C
UCIIOJIb30BAaHUEM CPEICTB HACTPONKH OCHOBHBIX apaMeTpoB Oe3omacHoCTH pabo-ueit cranimu OC
Windows 2000, XP, cpencts padotsi ¢ peectpom OC, cucTeM-HBIX CPEACTB aIMUHUCTPUPOBAHUS
KOMaHJIHOW CTPOKH.

3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.
[ToaroroBka KOHCHEKTAa JEKIMH 1 IAOOPATOPHBIX PabOT, MPOUYTEHUE JOMIOTHUTEIBHOMN TUTEpaTyphl

Tema 2. MeToabl U CpPeICTBA 3aAIUTHI HHPOPMALMH OT HECAHKIIMOHUPOBAHHOIO 10CTYIA B
KOMIbIOTepHbIX cucTtemax. (ITK-5)

Jlekumus.
CriocoObl HECaHKIIMOHUPOBAHHOTO JIOCTyIMa K HMH(OpMAalUU B KOMIBIOTEPHBIX CHUCTEMax W 3allUThl OT
Hero. AyTeHTU(UKAIMS TOIh30BaTeIe Ha OCHOBE Mapojield M MOJAEIN PYKOMOXKaTHs». AyTeHTH(UKAIUS
MOJIb30BaTeNel M0 UX OMOMETPHUUECKUM XapaKTepUCTHKaM, KJIaBHATypPHOMY MOYEPKY U POCIHCH MBIIIBIO.
[IporpamMMHo-anmaparHas 3ammra WHGOPMAUMU OT JIOKAJbHOTO HECAHKIMOHUPOBAHHOTO JOCTYTIA.
AyTeHTHU(UKAIUs  MOJb30BaTeNlied  MpH  yAaJeHHOM  JocTyme.  3amuTta  uMHGOpManmuud  OT
HECAHKIIMOHUPOBAHHOTO JOCTYIIA B CETSIX.

JlaboparopHbie padoThbI.
JlaGopatopnas pabora Ne2.
Hcnonb3oBanue peectpa 1 HaCTPOUKHU ITapaMeTPOB ONEPALlMOHHON CUCTEMBI.
lens paGotbl: M3yueHHMe BO3MOXHBIX TIIOIXOIOB K PEIICHHUIO 3a4ad aJIMUHUCTPUPOBAHUS C
HCIIOJIb30BaHUEM cpencTB paboThl ¢ peectpom OC Windows 7.

3ajaHus AJ151 CAMOCTOSITEIbHOM PadoThI.
[ToaroroBka KOHCHEKTa JEKIMH U JAOOPATOPHBIX PabOT, MPOUYTEHUE JOTIOTHUTEIBHOM TUTEpary

Tema 3. 3amura uHGOpMALMH OT HECAHKIIMOHUPOBAHHOIO I0CTYIIa B ONEPALMOHHBIX CHCTEMAXB
KoMIbIOTepHbIX cucTtemax (ITK-5)

Jlekuus.
3ammra nHQOpPMAIUK OT HECAHKITMOHHUPOBAHHOTO JTOCTYMA B OTKPBITBIX BEPCHUSAX OMEPAITMOHHOW CUCTEMBI
Windows. JIMCKpEIIMOHHOE M MaHJAaTHOE YIpaBJIEHHUE IOCTYIIOM K OOBEKTaM KOMITBIOTEPHBIX CHCTEM.
[Toncucrema Ge30MacCHOCTH 3AIIUIIEHHBIX BEPCU ornepannoHHON cucteMbl Windows. AyauT cOOBITHIN
0€30MacHOCTH B 3alIMIICHHBIX BEPCHUAX oOmepanroHHON cucteMbl Windows. 3amura wHGOpMANUd OT
HECAHKIIMOHUPOBAHHOTO JTOCTYTA B ONEPAIMOHHBIX cucTeMax cemericTea Unix.

JlaGopaTopHbie padoThbI.
JlaGoparopHas pabota Ne3.
YTUIUTH aIMUHUCTPUPOBAHUST KOMAHTHOW CTPOKH.
[ens paboTel: 3ydueHrne BOZMOXKHBIX TTOAXOA0B K PEIICHUIO 3a/1a4 aJMUHUCTPUPOBAHUS C
MCTOJIb30BaHUEM YTWINT aJIMUHUCTpUpOBaHus KomangHoi ctpoku OC Windows 7.

3ananus AJ51 CAMOCTOSITEILHOI padoThI.
[TonroroBka KOHCIIEKTA JIEKIMH B TAOOPATOPHBIX PaOOT, MPOUTCHHUE JTOMIOJIHUTEIILHOMN JIUTEpaTy

Tema 4. Kpunrorpagudeckue MeToAbI M cpeacTBa o0ecniedeHHss HHPOPMALMOHHOH 0e30IACHOCTHB
KOMNbIOTepHBbIX cucTtemax (IIK-5)
Jlexknus.
OnemeHThl Teopuu uucen. OcCHOBHble MOHATHS Kpunrtorpaguu. CUMMETpUYHBIE M aCUMMETpPUYHBIC
Kpunrocucrembl. CrocoObl CO31aHUSI CHUMMETPUYHBIX KPUOTOCUCTEM. AOCOTIOTHO CTOMKHMA mudp.
Kpunrorpaduueckas cucrema DES u ee moguduxanuu. Kpunrorpaduueckas cucrema 'OCT 28147—89.
[TpUHIUIBI TOCTPOCHUSI ACHMMETPUYHBIX KPUOTOrpaprUECKUX CUCTEM. DJICKTPOHHAs HU(POBas MOAIHIChH
U ee mpuMeHeHHe. Vcroiap30BaHME CUMMETPHUUYHBIX M ACUMMETPHUYHBIX KPHUNTOTPA(QUUECKUX CHUCTEM.
KomnbrotepHast creranorpagus 1 ee IpuMeHEHHeE.

JlaGopaTopHbie padoThbI.



JlaGoparopnas pabora Ne 4.
AHanM3 ¥ HaCTPOKMKa MOJIMTUKU O€30TTaCHOCTH.

Lenb pabotsl: M3yueHne TeXHOIOTUH HACTPOHKU TapaMeTpOB 0e30MacHOCTH C UCIIOIb30BAaHUEM
11a0JIOHOB.

3anaHus AJ51 CAMOCTOSITEILHOI padoThI.
[TonroroBka KOHCTIEKTA JIEKIMH M TAOOPAaTOPHBIX PaOOT, MPOUTCHHUE JTOMIOJIHUTEILHOMN JIUTEpaTy

Tema S. Kpunrorpagu4yeckuii nurepgeiic npuiokeHnii onepanuoHHoi cucreMbl Windows
(CryptoApi)B komnbroTepHbIX cuctemax (IIK-5)

Jlexknus.

[Tpuniuns! noctpoeHus u ucnonb3oBanus CryptoAPIL. Co3nanue u nepeaaya KpUnTorpapuyeckux Kiouei
c mnomoupto ¢ynkuuii CryptoAPl. Hcnonb3oBanme ¢ynkuuit CryptoAPl mns mmdpoBanus u
pacundpoBsiBaHus  AaHHBIX. Mcnonb3oBanue ¢ynkuuit CryptoAPl nms momydeHuss uw  mpoBepKH
ANIEKTPOHHOU T1MdpoBoil moamucu. 3amura AokyMeHTOB MicrosoftOffice oT HecaHKIIMOHHPOBAHHOTO
nocryna. [ludpyromias daitnoBas cuctema B 3alMIEHHBIX BEPCUSAX ONEpallMOHHOM cucteMbl Windows.
JlaboparopHbie padoThbI.
JlaGopatopnas pabota Ne 5.
Aynur.
ens pabotsr: M3yuenue texHomoruu Beaenus aynura B OC Windows 2000, XP. 3y4yeHue BO3MOXKHOCTH
pasneneHust GyHKIUA aIMUHUCTPATOPA CUCTEMBI M aIMUHHCTpAaTOpa 0€30MacHOCTH (ayIuTopa).
3aganus AJ151 CAMOCTOSITEJIbHOM PadoThlI.
[ToaroroBka KOHCHEKTA JIEKIMH U JAOOPATOPHBIX Pa0OT, MPOUYTEHUE JOMIOTHUTEIBHOM TUTEpary

Tema 6. 3amuTa KOMIBIOTEPHBIX CHCTEM OT BPEJOHOCHBIX IPOrPAMMB KOMIILIOTEPHBIX CHCTEMAX.
(ITK-5)
Jlexkuus.

BpenonocHele mporpammbel M uX Kiaccudukaiusa. 3arpy3ouHble ¥ (aiioBele BUPYCHl. MeTObI
oOHapy>KeHHUs U yrnajaeHus BUpycoB. [IporpaMMHBbIe 3aKIaiKi U METOABI 3aLIUTHI OT HUX.

JlaGopaTopHbie padoThbI.

JlaGoparopnas pabora Ne 6.

Ncnons3oBanue npotokona [PSec.

Lenb pabotsl: M3yueHrne MexaHM3MOB 3aIIUThI CETEBOTO Tpaduka cpeacTBaMu nporokona [PSec.
3aganus AJ151 CAMOCTOSITEJIbHOM PadoThI.

[ToaroroBka KOHCHEKTa JEKIMH 1 JAOOPATOPHBIX Pa0OT, MPOUYTEHUE JOTIOTHUTEIBHOMN TUTEpary

Tema 7. 3amura NporpaMMHBIX CPeICTB OT HECAHKIIMOHMPOBAHHOIO UCIOJIb30BAHUSA U
KONMUPOBAHUAB KOMIIbIOTepHBIX cucTtemax. (ITK-5)
Jlekumus.

[TpyHIMITBI TOCTPOEHUS CUCTEM 3aIUThI OT KOMMPOBaHUSA. MeTobl 3aIMThl MHCTAJUISIIUOHHBIX JTUCKOB OT
KOMUpOoBaHMsI. MeTobl HACTPOMKH YCTaHABIMBAEMOIO MPOTPaMMHOIO OOECleUYeHUs Ha XapaKTepUCTUKU
KOMITbloTepa. MeToAbl IPOTUBOACHCTBHSI UCCIEIOBAHHUIO AJITOPUTMA PAaOOTHI CUCTEMBI 3AIUTHI.

JlaboparopHbie padoThbI.
Jlabopatopnas pabota Ne 7.
[ToBeIIEHNE 3AIUIIIEHHOCTH PA00YUX CTAHITUH.

ens paboTer: M3yueHne crmocoOOB MOBBIIEHUS 3aMUIEHHOCTH pabounx cTaHiuid mox ynpasinearnem OC
Windows 2000, XP oT HeCaHKIIMOHUPOBAHHOTO JIOCTYTIA.

3ajanus 1J151 CAMOCTOSITEJIbHOM PadoThlI.
[ToaroroBka KOHCHEKTa JEKIMH 1 JAOOPATOPHBIX Pa0OT, MPOUYTEHUE JOTIOTHUTEIBHOM TUTEpary

4. Konrpoab 3HaHMI 00y4alOLINXCS M THIIOBbIE OLICHOYHbIE CPEICTBA



4.1. Pactipenenenue 0amios:

rocemaemMocts — 10 0ayuioB

TEKYILHI KOHTpOsb — 70 6amioB
KOHTPOJIbHBIE Cpe3bl — 2 cpe3a 1mo 10 6aIoB Kax bl

npeMuanbHbie 6amsl — 20 6amioB

8 cemecTp

Pacripenenenne 6aioB 1mo 3aJaHusIM:

No |HazBanue tembl | @opmbl Max. Mertoauka npoBeJeHUs 3aHIATUS U OIIEHKU
Te | /BHUI y4eOHOH |TEKylIero | KOI-BO
MBI paboThI KOHTpois | Oamios
/ cpe3sl
1. | Kommiekcusrii | Jlabopato 8 JlaGopaTopHbie pabOTHI BEITOTHSIFOTCS
MOJIXO] K pHast 0 TEKYIIEMY pa3JeTy WU TeMbI
obecreueHuIo pabora TUACITATITNHBL.
nH(pOpPMAITHOHH 8 6amroB — mabopartopHas paboTa
on BBITIOJTHCHA B ITOJTHOM 00BEME, CTYICHT
0e301acHOCTH B cBOOOTHO BJa/IeeT MaTepHajIoM,
KOMITBIOTEPHBIX JIEMOHCTPHpPYET TITyOoKHe,
CUCTEeMax CUCTEMaTH3WPOBAaHHBIC 3HAHUS,

CBOOOJIHO OTBEYAET Ha BOIPOCHI,
UCTIONB3YS TPOQEeCCUOHATIHLHYIO
TEPMHUHOJIOTHIO.

5 Oamra — maboparopHas pabora
BBINTOJTHEHA, HO IMEET HEKOTOPhIE HETOYHOCTH BBITTOTHEHHUS, CTYICHT
BJIaJIeeT MPE/ICTaBICHHBIM
MaTepuasoM, OTBEUACT Ha 3aJIaHHbIC
BOTIPOCHI.

2 6amna - 1aboparopHasi pabora B
IIEJIOM BBITTOJTHEHA, OJTHAKO B ITPOIecce
BBITIOJTHCHUS JTa00paTOpHOU pabOThI
JOTYIIICHBI CYIIECTBEHHBI OIIHOKH,
CTYACHT cnabo BiajneeT nHPpopMarpen
MO TEMe, TIPH OTBETE HCIOIB3YET
3arOTOBIICHHBIH TEKCT, 3aTPYIHIECTCS C
OTBETaMH Ha 3aJ[aBaeMble BOIIPOCHI.




MeTons! u JlaGoparo 18 JlaGoparopHblie pabOTHI BHITOTHSIOTCS
cpeacrtsa pHas MO TEKYIIEMY pa3lieiy UiIH TeMbI
3aLIUTHI pabora JUCLIUTUTAHEL.

nH(OPMAIUH OT 18 6amioB — nabopatopras pabora
HECaHKIIMOHUPO BBITIOJTHEHA B TIOJIHOM 00BEMeE, CTYICHT
BaHHOTO CBOOO/IHO BJaJIC€T MaTepUaIoM,
JOCTyTIa B JIeMOHCTPHUPYET [ITyOOKHe,
KOMIIBIOTEPHBIX CHCTEMaTU3UPOBaHHBIC 3HAHUS,
cucTeMax. CBOOO/IHO OTBEYAET Ha BOIPOCHI,
UCTIONB3YA TPOQEeCCHOHATBHYIO
TEPMHUHOJIOTHIO.
5 6annoB — naboparopHas pabora
BBIMOJTHEHA, HO UMEET HEKOTOPhIe HETOYHOCTH BBIIOIHEHHUS, CTYACHT
BJaJieeT NpeACTaBICHHBIM
MaTepuaioM, OTBEUAeT Ha 3a/laHHbIE
BOIIPOCHI.
2 Gauta - naboparopHas padboTa B
LIEJIOM BBITIOJTHEHA, OTHAKO B IIPOLECcCe
BBITIOJTHEHHUS JTaA00OPAaTOPHOM padOTHI
JOMYLICHBI CYIIECTBEHHBI OIINOKH,
CTyACHT cnabo BiageeT nHPpopManuen
MO TeMe, IPH OTBETE UCIOIb3YET
3arOTOBJICHHBIH TEKCT, 3aTPYIHIETCS C
OTBETaMH Ha 3a7jaBaeMbl€ BOIIPOCHI.
3amuTa JlaGoparo 10 JIaboparopHbie pabOTHI BHITIOTHSIOTCS
uHbOpMaIMK OT | pHas 0 TEKYLIEMY pa3Jieiy UiIH TeMbI
HECaHKIIMOHMPO | padoTa(k JTUCLUIUIAHBI.
BaHHOIO OHTPOJIbH 10 6amnoB — nabopatopuas pabora

JoCTyTia B blii cpe3) BBINOJIHEHA B TIOJIHOM 00BEME, CTYICHT

OIIEPaLIOHHBIX CBOOO/IHO BJaJI€ET MaTe€pUaIoM,

CUCTEMaxB JNEMOHCTPHUpPYET INTyOoKue,

KOMIIBIOTEPHBIX CHCTEMaTU3UPOBAHHbIE 3HAHNUS,
cucreMax CBOOO/IHO OTBEYAET Ha BOIIPOCHI,

UCTIONB3YS POQEeCCHOHATIBHYIO
TEPMHUHOJIOTHIO.

6 Oamra — maboparopHas pabora
BBITTOJTHEHA, HO IMEET HEKOTOPhIe HETOYHOCTH BBITTOTHEHHUS, CTYICHT
BJIaJIeeT MPE/ICTaBICHHBIM
MaTepuasoM, OTBEUACT Ha 3aJIaHHbIC
BOTIPOCHI.

3 Oamra - maboparopHas pabora B
TIEJIOM BBITTOJTHEHA, OJTHAKO B ITPOIecce
BBITIOJTHCHUS JTa00paTOpHOU pabOThI
JOTYIICHBI CYIIECTBEHHBI OIIHOKH,
CTyACHT cnabo BiajneeT nHPpopMarpen
MO TEMeE, TIPH OTBETE HCIOIB3YET
3arOTOBIICHHBIH TEKCT, 3aTPYIHIECTCS C
OTBETaMH Ha 3aJ[aBaeMble BOIIPOCHI.
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Kpunrorpagpuue | Jlabopato 18 JlaGoparopHblie pabOTHI BHITOTHSIOTCS
CKHE METOIBI U pHas MO TEKYIIEMY pa3lieiy UiIH TeMbI
cpeacrtsa pabora JUCLIUTUTAHEL.
o0ecrieueHust 18 GannoB — naboparopHas paboTa
WHPOPMAIIOHH BBITIOJTHEHA B TIOJIHOM 00BEMeE, CTYICHT
oM CBOOO/IHO BJaJIC€T MaTepUaIoM,
0e301acHOCTHB JIeMOHCTPHUPYET [ITyOOKHe,
KOMIIBIOTEPHBIX CHCTEMaTU3UPOBaHHBIC 3HAHUS,
cucreMax CBOOO/IHO OTBEYAET Ha BOIPOCHI,
UCTIONB3YA TPOQEeCCHOHATBHYIO
TEPMHUHOJIOTHIO.
5 6annoB — naboparopHas pabora
BBIMOJTHEHA, HO UMEET HEKOTOPhIe HETOYHOCTH BBIIOIHEHHUS, CTYACHT
BJaJieeT NpeACTaBICHHBIM
MaTepuaioM, OTBEUAeT Ha 3a/laHHbIE
BOIIPOCHI.
2 Gauta - naboparopHas padboTa B
LIEJIOM BBITIOJTHEHA, OTHAKO B IIPOLECcCe
BBITIOJTHEHHUS JTaA00OPAaTOPHOM padOTHI
JOMYLICHBI CYIIECTBEHHBI OIINOKH,
CTyACHT cnabo BiageeT nHPpopManuen
MO TeMe, IPH OTBETE UCIOIb3YET
3arOTOBJICHHBIH TEKCT, 3aTPYIHIETCS C
OTBETaMH Ha 3a7jaBaeMbl€ BOIIPOCHI.
Kpunrorpagpuue | Jlabopato 11 JlaGoparopHblie pabOTHI BHITOTHSIOTCS
CKuii pHas MO TEKYIIEMY pa3lieiy UiIH TeMbI
uHTepheiic pabora JTUCHUTUTUHBL.
MIPUIOKCHUM 11 GanmoB — maboparopHast pabora
OTepalMOHHON BBITIOJTHEHA B TIOJIHOM 00BEMeE, CTYICHT
CHUCTEMBI CBOOO/IHO BJaJICET MaTepUaIoM,
Windows JIeMOHCTPHPYET [ITyOOKHe,
(CryptoApi)B CHUCTEMATU3UPOBAHHBIC 3HAHUS,
KOMIIBIOTEPHBIX CBOOO/IHO OTBEYAET Ha BOIPOCHI,
cucreMax UCTIONB3YS NPOQEeCCHOHATBHYIO

TEPMHUHOJIOTHUIO.

5 6annoB — naboparopHas pabora
BBIMOJTHEHA, HO IMEET HEKOTOPhIe HETOYHOCTH BBITIOIHEHHUS, CTYICHT
BJaJieeT NpeACTaBICHHBIM
MaTepuasioM, OTBEUAeT Ha 3a/laHHbIE
BOIIPOCHI.

2 Gata - naboparopHas padboTa B
LIEJIOM BBITIOJTHEHA, OTHAKO B IIPOIeCcce
BBITTOJTHEHHUS Ta00OPAaTOPHOM padOTHI
JOMYLICHBI CYIIECTBEHHBI OIINOKH,
CTyACHT cnabo BiageeT nHPpopMauen
MO TeMe, IPH OTBETE UCIOIb3YET
3aroTOBJICHHBIH TEKCT, 3aTPYIHSIETCS C
OTBETaMH Ha 3a7jaBaeMbl€ BOIIPOCHI.
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3amura
KOMITBFOTEPHBIX
CHCTEM OT
BPEIOHOCHBIX
MPOrpaMMB
KOMITEFOTEPHBIX
cHCTEMaX.

Jlaboparo
pHast
pabora

15

JlaGoparopHblie pabOTHI BHITOTHSIOTCS
MO TEKYIIEMY pa3lieiy UiIH TeMbI
JUCLIUTUTAHEL.

15 GannoB — naboparopHas paboTa
BBITIOJTHEHA B TIOJIHOM 00BEMeE, CTYICHT
CBOOO/IHO BJaJIC€T MaTepUaIoM,
JIeMOHCTPHUPYET [ITyOOKHe,
CHCTEMaTU3UPOBaHHBIC 3HAHUS,
CBOOO/IHO OTBEYAET Ha BOIPOCHI,
UCTIONB3YA TPOQEeCCHOHATBHYIO
TEPMHUHOJIOTHIO.

10 GannoB — naboparopHas paboTa
BBIMOJTHEHA, HO UMEET HEKOTOPhIe HETOYHOCTH BBIIOIHEHHUS, CTYACHT
BJaJieeT NpeACTaBICHHBIM
MaTepuaioM, OTBEUAeT Ha 3a/laHHbIE
BOIIPOCHI.

5 banna - 1aboparopHas paboTa B
LIEJIOM BBITIOJTHEHA, OTHAKO B IIPOLECcCe
BBITIOJTHEHHUS JTaA00OPAaTOPHOM padOTHI
JOMYLICHBI CYIIECTBEHHBI OIINOKH,
CTyACHT cnabo BiageeT nHPpopManuen
MO TeMe, IPH OTBETE UCIOIb3YET
3arOTOBJICHHBIH TEKCT, 3aTPYIHIETCS C
OTBETaMH Ha 3a7jaBaeMbl€ BOIIPOCHI.

3amura
MPOrPaMMHBIX
CPEICTB OT
HECaHKIIMOHHUPO
BaHHOT'O
HCIIOJIL30BaHUS
1 KOITUPOBAaHUSB
KOMITBFOTEPHBIX
cHCTEMaX.

JlaGoparo
pHas
padora(x
OHTPOJIBH
blIii cpe3)

10

JlaGoparopHblie pabOTHI BHITOTHSIOTCS
MO TEKYIIEMY pa3lieiy UiIH TeMbI
JUCLIUTUTAHEL.

10 GannoB — naboparopHas paboTa
BBITIOJTHEHA B TIOJIHOM 00BEMeE, CTYICHT
CBOOO/IHO BJaJICET MaTepUaIoM,
JIeMOHCTPHPYET [ITyOOKHe,
CHCTEMaTU3UPOBaHHBIC 3HAHUS,
CBOOO/IHO OTBEYAET Ha BOIPOCHI,
UCTIONB3YS NPOQEeCCHOHATBHYIO
TEPMHUHOJIOTHUIO.

6 Oanna — maboparopHas paboTa
BBIMOJTHEHA, HO IMEET HEKOTOPhIe HETOYHOCTH BBITIOIHEHHUS, CTYICHT
BJaJieeT NpeACTaBICHHBIM
MaTepuasioM, OTBEUAeT Ha 3a/laHHbIE
BOIIPOCHI.

3 Ganna - 1aboparopHas paboTa B
LIEJIOM BBITIOJTHEHA, OTHAKO B IIPOIeCcce
BBITTOJTHEHHUS Ta00OPAaTOPHOM padOTHI
JOMYLICHBI CYIIECTBEHHBI OIINOKH,
CTyACHT cnabo BiageeT nHPpopMauen
MO TeMe, IPH OTBETE UCIOIb3YET
3aroTOBJICHHBIH TEKCT, 3aTPYIHSIETCS C
OTBETaMH Ha 3a7jaBaeMbl€ BOIIPOCHI.

ITocemaeMocThb

10

10 GamnoB — crygent mocetua Bce 100% 3amstuit 6-7 OamnoB —
cTyaeHT moceTun He Menee 80% 3ansaTuilt 4-5 OamaoB — CTyOEeHT
nocetunt He MeHee 50% 3aHATui 1-3 Oamma — CTYIEHT MOCETHI HE
MeHee 25% 3ansaTuil Ecnu cTymeHT mocetwn MeHee 25% 3aHATHIM,
0aJuTbl HE HAYUCISIOTCST.

12
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9. [IpemuansHbie OaIbl 20 JlononHuTeNbHBIE TPEMHUAIIbHBIE OaIbl MOTYT OBITh HAUUCIICHBI: - 32
MIPOEKT, BHIMOJIHEHHBIN MO 3aKa3y paboToAaTeNs U peaJrn30BaHHbIN Ha
npaktuke — 20 0amioB; - TOCTOSHHAas AakKTHBHOCTb BO BpeMs
MPaKTUIECKUX 3aHATHH — 10 6aJIoB; - MOMTHOCTHIO TOATOTOBICHHAS K
nyOMUKamuu CTaThsl MO TEMAaTHKE B paMKax AUCHUIUIUHBI — 10
0ajuIoB; - y4yacTue C JOKJIaJO0M BO BCEPOCCHUCKON ONMMIIMAAE TIO
TeMaTuke wu3ydyaeMod aucuumiuae — 20 OamnoB; - ywactue B
BBICTaBKE MO TEMAaTWKe H3ydaeMoW IUCHMIUIMHBI — 20 0asios;
nyOnuKanus CTaTbl 10 TEMaTUKe HW3ydyaeModl JUCLUUIUIMHBI B
cOOpHUKE CTyA€HYEeCKHX paboT / MarepuaiaX BCEPOCCHICKON
KoH(epeHIH

10. HUroro 3a cemectp 100

HToroBast oueHka 1o 3a4ery BeicTaBisgercs B 100-0auibHOM 1IKane U B TPaIUIIMOHHON YeThIPeXOaIbHOM
mkane. IlepeBog 100-OamnipHONW  PEeHTUHTOBOM  OLIGHKM IO JAWCUUIUIMHE B TPAaTUIMOHHYIO
YeThIpeX0aIbHYIO0 OCYIIECTBISETCS CIEAYIOUIMM 00pa3oM:

100-6annpHas cucrema Tpagunuonnas cucrema

50 - 100 6ayuioB 3aureHo

0 - 49 Gaiu10B He 3aureno

4.2 TunoBsle OLICHOYHBIE CPEACTBA TEKYILIETO KOHTPOJIS
JlaboparopHas pabora

Tema 1. KoMIuiekcHbBIN TTOX01 K 00ecriedeHI0 HH()OPMAITMOHHONW 0€30MaCHOCTH B KOMITBIOTEPHBIX
cUCTEMAX

JlaGoparopnast pabora
[TonuTrka yYETHBIX 3aMUCEH.
Y TUIUTBl aIMAUHUCTPUPOBAHUS KOMAaHIHON CTPOKH.

[ens paboThI: M3yueHWEe BO3MOXKHBIX MOAXO0OB K PEIICHUIO 33/1a4 aIMUHUCTPUPOBAHUS C
WCIIOJIb30BAaHUEM CPEJICTB HACTPOMKH OCHOBHBIX IMapaMeTpoB Oe30macHOCTH pado-ueit ctanun OC
Windows 2000, XP, cpencts pabotsl ¢ peectpom OC, cucTeM-HBIX CPEACTB aIMUHUCTPUPOBAHUS
KOMaH/IHOW CTPOKH.

Tema 3. 3amuTa nH(pOpMAIUK OT HECAHKIIMOHUPOBAHHOTO JIOCTYIA B ONIEPAIIMOHHBIX CHCTEMaXB
KOMIIBIOTEPHBIX CUCTEMAX

JlaGoparopnas pabora Ne3.
Y TUnuTel aIMUHUCTPUPOBAHUS KOMAHIHON CTPOKHU.

Lens paboTel: 3yueHne BO3MOXKHBIX MOAXOAOB K PEIICHUIO 3a/1a4 aJMUHUCTPUPOBAHUS C
WCIIOJIb30BAaHUEM YTHIIUT aIMUHUACTpUpOoBaHus kKoMaHHO# cTpoku OC Windows 7.

Tema 4. Kpunrorpaduueckue METOIBI U CPEACTBA oOecriedeHus] HHGHOPMAIIMOHHON O€30ITaCHOCTUB
KOMIIBIOTEPHBIX CUCTEMaX

JlaGoparopnas pabora Ne 4.
AHanM3 ¥ HaCTPOMKa MOJIMTUKU O€30TTaCHOCTH.

Lenb pabotsl: M3yueHne TeXHOIOIUH HACTPOHKU TapaMeTpOB 0e30MaCHOCTH C UCIIOIb30BaHUEM
11a0JIOHOB.

Tema 5. Kpunrorpaduueckuit unrepdeiic npunoxkennii onepaunonnoit cucrembl Windows (CryptoApi)s
KOMIIBIOTEPHBIX CUCTEMAX
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JlaGoparopnas pabora Ne 5.
Aynur.
[ens paboter: U3yuenne Texnonoruu Beaenus aynuta B OC Windows 2000, XP. 3ydeHne BO3MOXKHOCTH
paszneneHus GyHKUUI aIMUHUCTPATOPa CUCTEMBI U aIMUHHCTpaTropa 0e301MacHOCTH (ayIuTopa).

Tema 6. 3ammuTa KOMIIBIOTEPHBIX CUCTEM OT BPEIOHOCHBIX MTPOrPaMMB KOMITbIOTEPHBIX CUCTEMAX.
JlaGoparopnas pabora Ne 6.
Ncnons3oBanue npotokoina [PSec.
Lenb pabotsl: M3yueHne MexaHM3MOB 3aIIUThI CETEBOTO Tpaduka cpeacTsaMu nporokona [PSec.

Tema 7. 3amuTa IporpaMMHBIX CPEICTB OT HECAHKLIMOHUPOBAHHOTO HCIIOIb30BAHUS U KOTIUPOBAHUSB
KOMITBIOTEPHBIX CHUCTEMAaX.

JlaGoparopnas pabora Ne 7.
[ToBbITIICHUE 3aNTUIIICHHOCTH pa0OUnX CTAHITUH.

Lenb pabotsl: M3yueHne criocoO0B MOBBIICHUS 3aIMIICHHOCTH pabo4ynx cTaHuil moa ynpasienuem OC
Windows 2000, XP oT HecaHKIIMOHUPOBAHHOTO TOCTYTIA.

JlaGoparopHnasi paéora

Tema 2. MCTOHBI " CPCACTBA 3alNUTHI I/IHq)OpMaL[I/II/I OT HCCAHKITUOHUPOBAHHOI'O NOCTYIIa B KOMIIBFOTCPHBIX
CHUCTCMaAX.

JlaGoparopnas pabora Ne2.
Hcnons3oBanue peectpa Jjisl HACTPOUKH MapaMETPOB OMEPAITMOHHON CHCTEMBI.

Llens pabGoter: M3yueHwe BO3MOXHBIX TIOAXOMOB K pPEIICHHIO 3a7ad  aJMUHUCTPHUPOBAHUS C
HCIIOJIb30BaHUEM cpencTB paboThl ¢ peectpom OC Windows 7.

4.3 TIpomexxyTouHas aTTecTalus 10 AUCIUILTMHE TPOBOAUTCS B hopMe 3aueTa

Tunosbie Bonpocekl 3a4era (I1K-5)

1. Knaccudukarmun yrpos 6e3onacaocti KC

2. Kanansl, ciocoObl ¥ cpeficTBa  BO3JECHCTBUS YTPO3

3. Oo6bexTs! 3amuTsl B KC

4. Knaccudukarmus KC u xapakrepucTuka Kiaccos

S. CucTteMHbIe TPUHIUIBI HH)OPMAIIMOHHON 0€30MacHOCTH

6. BripaboTka MOMUTUKK 0€30MacHOCTH

7. Hanpasnenus npuMeHneHuss MeTooB u cpenacts 31

8. PazpaboTka cucTtemMbl OpPraHM3alMOHHBIX U (pu3ndeckux mep 3amutsl KC

9. Pa3zpa0oTka cucTeMbl  IPOTrpaMMHO-TEXHUYECKHX Mep 3amuTsl KC



10.

I1.

12.

13.

14.

XapaKkTepHucTUKa OpraHU3allMOHHBIX Mep U cpencTB 3amuTsl KC
Anmunuctpuposanue KC
JlokymeHTHpoBaHUe MeponpusaTuil no 31

Texunueckue cpencrtsa 3amutsl KC or HC/J

TexHuveckre METO/IbI U CPEACTBA 3AILUTHI IIEIOCTHOCTH U OecriepeOOMHOCTH (PYHKIIMOHUPOBAHUS

rkommioueuToB KC

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

31.

32.

33.

Knaccudukanus cucrem koutpodst gocrymna (CKJI)

CKJl Ha oCHOBe CUMTHIBaHHS KIIFOUE€BOW WH(MOpMAITUU

CKJ]l Ha 0OCHOBE CUYMTHIBAaHHUS OMOMETPUYCCKUX TPU3HAKOB

Hcnonusromue noacucrembr CKJL

Opranmzanus 6ecrepeOOHHOTO EKTPOMUTAHUS

YerporictBa OGecriepeOOMHOTO  JIEKTPOIUTAHUS

Oco0eHHOCTH XpaHEHUST KOMITBIOTEPHOU HHPOpMAIMK Ha (U3HYECKUX HOCUTEIIAX
MeTob! 1 CTIOCOOBI YHUUTOXKEHHST HWH(POpMAIUn

Hcnonp30BaHne aKTUBHOTO KOMMYHHKAIITHOHHOTO 000PYI0BaHUS

MapmpyTu3zatopsl (routers)

ArnmaparHble KpUITOCUCTEMBI

Cucrema 3anutse! ot IIDMUH

MeTob1 CHIDKEHHSI BEPOSITHOCTH BOZHUKHOBEHUS yTPo3bl yTeuku nHpopmaruu 3a  cuetr [IDMUH
Mertoabl u cpenctsa oneHku ypoBus [I9MNUH

MeTtonsl 1 cpeacTBa OJTOKMPOBAHMS BO3MOKHOCTH yTe4ukd nHpopmaruu 3a cuet [[IDMUH
TexHon0ruM Opranu3alui KOMMYHHUKAIIMOHHON HHPPACTPyKTYyphI

TexHOoI0ruM XpaHeH!s U A0CTyNa K UH(POPMaLIMOHHBIM pecypcam

Knaccudukanus nporpammusix C3U

00630p coBpeMeHHBIX MporpaMMHbIX C3U.

15
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34. Tumnoas cTpykTypa nojacuctemsl 6e3omacuHoct OC

35. Iloncucrema 6ezonacHoctu B Windows NT/2000

36. IIporpammsl U1t ayTeHTU(UKAIMH JOCTYTIA K KOMITBIOTEPY........

37. Ilporpammsl i 3amuThl HenoctHocT OC

38. Ilporpamwmsr mis 3amutel [IK or BTOpkeHU 3 m1oOaTbHBIX CeTE

39. IlporpammHble KOMIIOHEHTHI ceTeBbIX C3U

40. MD: Buabl M BapUaHThl UCIIOJIB30BAaHUS

41. CpencrBa opraHu3allii BUPTYalIbHBIX YaCTHBIX CETEU

42. CpenctBa 0OOHapY)XEHHUsSI CETEBBIX arak

43.  CpencTsa 3aIUThl 3JIEKTPOHHBIX COOOIIEHHUI ¢ TOMOIIBIO II(POBOIT moaIHCH
44.  Ilporpammuslii kommiekc VIPNET

45. Knaccudukanuss MeTomoB U cpeacTB KoHTpous adpdexruBroctu 31 B KC

46. Ckanepsl 6e3omacaoctu KC

Tunosble 3aganusa 1 3adera (IIK-5)

1. OcHoBHOI Mpo0/1eMO¥i peaTu3alii CUCTEM 3alUTHI SBJISICTCH:
a) HCKJIOYeHHUe CJydaii-Horo ¥ mpeJHaMepeHHOro noay4eHusi HHGpoOpManuu NocTo-pOHHUMHU
JHIAMH;

b) pasrpanuYeHue 0CTyNna K YCTPOHCTBAM U pecypcaM CHCTeMbI BeeX MoJib30BaTeJiei,
aAMMHHUCTPALMH U 00CIYKUBAIOIIET0 NEePCOHAa;

€) CHCTeMbl 3alUTHI He J0JIKHbI CO-31aBaTh 3aMeTHBIX HEeY100CTB MO0/1b30BaTe/sIM B X0/1e HX pado-Th
¢ pecypcaMu CUCTeMBbI.

d) Bce BbIIIENIEpeYHCTIEHHOE. T
2. KommiekcHbIi (CHCTeMHBIH) MOAX0] K MNOCTPOECHHUIO K00 CHCTeMb] BKJIOYAET B ce0si:

a) u3yuyeHHe 00beKTa BHeAPsSieMOl CHCTEeMbI; OLIEHKY YIPo3 0€30MaCHOCTH 00b-eKTa; AaHAJHU3 CPeICTB,
KOTOPBHIMU OyleM 0nepUpOBaTh NMPHU MOCTPOCHHH CHCTEMbI; OLIEHKY IKOHOMMYeCcKOM
11eJ1eC000-Pa3HOCTH; U3YyUYeHHe CAMOIl CHCTEMbI, €€ CBOICTB, MPUHIIUIIOB PA0OTHI U BO3MOKHOCTH
yBesiudeHus ee 3 GeKTUBHOCTH; CO-OTHOIIEHHE BCeX BHYTPEHHUX M BHEIIHUX (PAKTOPOB;
BO3MOK-HOCTD /IOTIOJTHUTEJIbHbIX H3MEHEHUIl B Mpolecce NOCTPOEHUSI CHCTEMbI U MOJHYI0
OPraHu3anMio Bcero npoiuecca OT HA4aJia 0 KoHua; +

b) COBOKYNHOCTH HAay4-HbIX, HAYYHO-T€XHUYECKHUX U OPraHU3ALHOHHBIX MEPONIPUATHI U
NMPUMEHEHHS CHeNUAJBHBIX CPEACTB U METOA0B, 2 CO3IaHUS LEJTOCTHON CHCTEMBbI
OPraHU3aUMOHHO-TEXHOJIOTMYECKHUX Me-PONPUATHIA M IPMMEHEHUsI KOMILIEKCA CHelUAJIbHbIX
CPe/ICTB U METO/10B;

¢) Ppa3paldoTKy eINHOI KOHIENIUMN KAK MOJHO! COBOKYITHOCTH HAYYHO 000C-HOBAHHBIX B3IJIS/I0B,
MOJIOKEHU I U pelieHuil, He0OXOAMMBIX U JOCTATOYHBIX VISl ONTUMAJIbHOH OPraHu3alum U
o0ecrneyeHNs HAEKHOCTH 3aIIUTHI HH(POpPMALMU.



3. Kakumu Ob1BaloT cTpaTeruu 3amurel HHGopManuu?

a) 000poHUTeIbHAsl, HACTYNATEJbHAs, YIIPeKIAomas; +

b) HacTynarejibHasi, HHKeHepPHasl, CATHAJIU3AIlHOHHASI, aJalITUBHAS;

€) HH)KeHEePHO-TeXHMYecKasi, IPOrPaMMHO-aNNapaTHas1, MPOrPaMMHasi, OPraHN3alMOHHAasA.
4. Yro no/7KHA BKJIOYATH B ce0s1 CHCTeMAa 3a1UThI OT YTeUKH?

a) 3ammTa OT HAO/IIIEHHs, NMPOCJYININBAHUS, NEPEXBAaTa, KOHTPO/Ib BelIeCTBEHHBIX HOCHUTEJIEH
(KOMILIEKChI MEPONPHUATHIH 10 KOHTPOJI 3BYKONPOHHMIAEMOCTH IOMEILIeHU, NMpeloTBpalleHue
yTe4KH HH(poOpManuM nyreM muGppoBaHusi, KOHTPOJIb 32 YHUUTOKEHUEM HOCHTeJIeil U T.1.)

b) 3Bykom3ossinms, IIylIeHHe, JKPAHNPOBaHMe);+

€) 3aluMTa OT nepexnara (Iu{poBaHue, IKPAHUPOBaHNe, 3alIyMJIeHHe, GUabTpanus);+
KOMILJIEKC 3alIMTHI OT NepexBara (1u@poBanue, YKPaAaHUPOBaHUeE, 3alIyMJIeHHe, PUIbTpaIus)
KOMILJIEKC PeJ0TBP. YTeYKH Belll.HocHTe el (Y4eT U CKPbITHE 0TX010B, YHHYTOKEHHE 0TXO0/10B)

d) omnpeaejaeHue NMOJTHOMOYHI M0JIb30BaTE IS (yqu H aHAJHU3 IMOTOKA I/IH(l)OpMalII/II/I, pacipeaejicnue
MOJTHOMOYHIA l'IO.J'IL30BaTe.]'IeI7[, BE€ACHUA KypHaAJIa yqua);

e) YCTAaHOBKH NMPOMYCKHOI'0O pEKUMa (KHH Ha BXO0J€ B 3IaHUE€, KOHTPOJb A0CTYyIIa B IMOMECICHUSA
JJIsl COBeIlaHuii 1 XPaHUJIAII KOH(])I/I)IGHIII/IaJ'IbHLIX HaHHI)IX);

5. Kakue 31eMeHTbI BXOAAIT B COCTAaB HH()OPMALMOHHBIX NPABOOTHOLICHMIT ?
a) J0JLUKHOCTHbIE HHCTPYKUMH, O0OpanieHue, uKCMpoOBaHue, XPaAHEHHE;

b) mnpaBa, orpaHnYeHHne NPaB, 00513aHHOCTH, OTBETCTBEHHOCTh;+

¢) 1npasa, 00A3aHHOCTH, (PUKCHMPOBAHUE, XPAHCHHE;

d) mnpaBa, orpaHnYeHHe NPaB, J10JKHOCTHbIC HHCTPYKIMH, OTBETCTBEHHOCTD.

4.4. Illkana orieHUBaHMsI IPOMEXKYTOUYHOU aTTECTALIMU

Jeckpuntops! (ypOBHN) — OCHOBHBIC PU3HAKKA OCBOCHUS (TIOKa3aTeIH

Onenka Kommnerenrim
TOCTYKCHHSI pe3YJIbTaTa)

I1K-5 Iloka3piBacT  BBICOKMM YypOBEHb TEOPETUYECKUX 3HAHUM B
BOIPOCAX, CBA3AHHBIX C 3aLIUTON B MHPOPMALMOHHBIX CUCTEMAX.

«3a4TECHON CriocoOeH BBIMONHATH NPAKTUUECKUE 3aJaHHUs 110 aTTecTaluu
(50 - 100 6anoB) 00BEKTOB BBIYHCIUTEIILHON TEXHUKHA HAa COOTBETCTBUE TPEOOBAHUSIM
no 3ammre w“HPOpMANIMM B paMKax paboOT MO  3alIuTe
MH(POPMALMOHHBIX IPOLIECCOB.

ITK-5 He opuentupyercs B BONpPOCaX, CBS3aHHBIX C 3alIUTOH B
MHPOPMAITMOHHBIX CHCTEMaX.

«HE 324TEHO» He crmocoOeH BBHIMONHATH MPaKTHYECKUE 3aJaHUS 10 aTTECTAIHU
(0 - 49 6annos) 00BEKTOB BBIYMCIIUTCIIBHON TEXHUKHA HAa COOTBETCTBUE TPEOOBAHHIM
mo 3ammre uWHOpMAIMM B pamMKax paboT 1O  3aIluTe
WH(POPMAIIMOHHBIX TTPOIIECCOB.

5. Metoanueckue yKkazaHus JJisi 00y4al0UUXCsl 10 OCBOCHHMIO IMCHUILIMHBI (MOXYJIA)
5.1 Meroauueckue yKa3aHus IO OpraHU3aIUN CaMOCTOSITEIbHOI paboThl 00yUYaromuXCs:

[Mpuctynass K W3y4YCHUIO AMCUMUILUIMHBI, B TEPBYIO OYepenb OOyYaromMMCs HEOOXOIUMO O3HAKOMHTHCS
comepkanremM paboueii mporpammbl aucturumabl (PIT[]), koTopas ompenensieT comepskaHue, oObem, a
TaKXKe MOPSAIOK N3yUSHHsSI U TIPENOAaBaHus y4eOHOU AUCITUTUINHBI, €€ pa3/elia, YacTH.

Jlnist caMOCTOSTENbHON pabOThl BAKHOE 3HaUECHUE UMEIOT paszienbl «O0beM U copepikaHue TUCIUILTHHBDY,
«Y4eOHO-MeToauueckoe U HH(popMaIMoHHOE 00ecTiedeHne TUCIUILTMHBD U «MarepruanbHO-TEXHUIECKOe
obecriedeHre TUCIUILINHEI, IPOrpaMMHOE obecrieueHue, mpodeccHoHaIbHbIe 0a3bl TaHHBIX U
MH(POPMALMOHHBIE CIIPABOYHBIC CUCTEMBI.

B pasgene «O0beM U conep)kaHHe IUCIHMIUIMHBD) YKA3bIBAIOTCS BCE paslefibl M TEMbl H3y4yaeMoil
JTMCLUIUIMHBIL, @ TAK)KE BUJBI 3aHATHH U TNIAHUPYEMBbI 00bEM B aKaJJeMHUYECKUX Yacax.

B pasgene «YuebHO-MeTommyeckoe W HMH(OpMAIMOHHOE oOecreueHre AUCHUIUIMHBDY — yKa3aHa
pEeKOMeHIyeMasi OCHOBHAs U JOIIOJIHUTENbHAS JINTEpaTypa.
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B pazmene «MarepuanbHO-TEXHUYECKOE OOECIEUeHUE TUCIUIUIMHBL, TMPOTPaAaMMHOE OOecrieueHue,
npodeccruoHanbHble 0a3bl MaHHBIX W WH(OPMAIMOHHBIE CIPABOYHBIE CHCTEMBD» COACPKHUTCS IMEpeueHb
npodeccuoHaNbHBIX 0a3 JaHHBIX U HHPOPMAIMOHHBIX CIIPABOYHBIX CHCTEM, HEOOXOIUMBIX JJISi OCBOCHHUS
TACIIUATUIMHEL

5.2 Pexomennaruu o0y4aromumcs 1o padbore ¢ TeOPETHUECKUMHU MaTepHallaMu 110 TUCIUITIMHE

[Ipu uzyyennu u npopabOTKe TEOPETUUECKOT0 MaTepHana HeoOX0AUMO:

- IPOCMOTPETH elle pa3 mpe3eHTanuio Jekunu B cucreMe MOODLe, TOBTOPUTH 3aKOHCIIEKTUPOBAHHBIN Ha
JEKUMOHHOM 3aHATUM MaTepual M JOMNOJIHUTh €ro € YYEeTOM PEKOMEHJOBAaHHOM IOMOIHUTEIbHOU
JTUTEPaTyphl;

- IIPY CaAMOCTOSITEIBHOM M3yYE€HUH TEOPETUYECKOM TEMBI CAENATh KOHCIIEKT, UCIIOJIb3Ysl PEKOMEHIOBAHHBIE
B PII/] ucrounuku, npodeccruoHayibHble 0a3bl JaHHBIX U HHPOPMAIIMOHHBIE CIIPABOYHbBIE CUCTEMBI:

- OTBETUTDH Ha BOIIPOCHI JIsl CAMOCTOATEIILHON pabOoThI, TTO TeMe MpecTaBieHHbIe B myHKTe 3.2 PIT/I.

- TP IOATOTOBKE K TEKYIIEMY KOHTPOJIIO HCIIOIb30BaTh MaTepralibl (hoHa oreHouHbIX cpencts (POC).
5.3 Pexomenmanuu mo paboTe ¢ HayYHOU U y4eOHOM JIUTepaTypoit

PabGota ¢ OCHOBHOM M JONOJIHUTENBHOM JIHUTEPATYpOl SBISETCS IIaBHOM (OpMOIl caMOCTOATENbHOM
paboThl M HEoOXOoOMMa MPH MOATOTOBKE K YCTHOMY ONpPOCY Ha CEMUHApPCKUX 3aHATHAX, K Jebartam,
TECTHUPOBAaHUIO, 3Kk3aMeHy. OHa BKIIOYaeT MpopabOTKy JIEKIMOHHOTO MaTephalia M PEeKOMEHIOBAHHBIX
HCTOYHMKOB U JINTEPATYPHI 110 TEMATHKE JIEKIIUH.

KoHCHeKT JIeKInu JOJKEeH coliepKaTh pedepaTUBHYIO 3alIUCh OCHOBHBIX BOIPOCOB JICKIIUH, B TOM YHUCIIE C
ornopoii Ha pasMmeleHHsle B cucteme MOODLe mpe3eHTany, OCHOBHBIX MCTOYHUKOB M JIMTEPATYpPhl IO
TeMaM, BBIBOJBI MO KaXKAOMY Bompocy. KoHCIeKT MOXKeT OBITh BBITIOJIHEH B paMKax paclieuyaTKd BbIIa4uH
MPe3eHTAlUi JIGKIUH WM B OTACNBHOW TeTpaau mo mpeaMery. OH JOKeH OBITh aKKypaTHBIM, XOPOIIO
YUTAaEMBbIM, HE COAEPIKAaTh HE OTHOCALIYIOCS K TeMe UH(POPMAIUIO HITH PUCYHKH.

KoHcnieKThl HayyHOW JHUTEparypbl MPU CaMOCTOSATENBHOM IOATOTOBKE K 3aHATHUAM JOJDKHBI CONEPIKaTh
OTBETHl HA KaX/blii TOCTaBICHHBIH B TEME BONPOC, MMETh CCHUIKY Ha HCTOYHHK WH(POpPMALUU C
00s13aTeNbHBIM YKa3aHUEM aBTOpAa, HAa3BaHMS W TOJA HW3AAHUS HUCIOJIb3YeMOH HayyHOW JHMTEpaTyphl.
KoHcniekT MoOXeT ObITh ONOpPHBIM (COAEpXAaTh JHUIIb OCHOBHBIE KIIIOUYEBBIC MO3MIIMH), HO TPH 3TOM
MO3BOJISIIOIMM  JIaTh TIOJIHBIA OTBET IO BOINPOCY, MOXET ObITh MOAPOOHBIM. OO0bEeM KOHCHEKTa
OIIPENETSAETCS CAMUM CTYIACHTOM.

B nporecce paboThl ¢ OCHOBHOM U JOTIOTHUTEIIBHON JTUTEPATYPOH CTYICHT MOXKET:

- JenaTh 3allUCU IO XOAy 4YTE€HHS B BMJIE NPOCTOr0 WIM pPa3BEPHYTOrO IIaHa (co31aBaTh IEPEUYEHb
OCHOBHBIX BOIIPOCOB, PACCMOTPEHHBIX B UCTOYHHKE);

- COCTaBJATH TE3HUCHl (LMTHpOBaHHE HauOoJee BAKHBIX MECT CTaTbu MJIM MOHOTpaduu, KOPOTKOE
U3JI0KEHUE OCHOBHBIX MBICJIEH aBTOpA);

- TOTOBUTH aHHOTAIMH (KpaTKoe 000011IeHe OCHOBHBIX BOIIPOCOB PabOTHI);

- CO3/1aBaTh KOHCIIEKTHI (Pa3BEPHYTHIC TE3UCHI).

5.4. PexomeH1a1iuy MO NOATOTOBKE K OTAEJIBHBIM 33aHUAM TEKYIIETO KOHTPOJISA

CobecenoBanue MpennoyaraeT OpraHu3aluio Oecelpl MpernoAaBareist co CTyAEHTaMH 10 BOIpPOcam
MPAKTHYECKOTO 3aHATUS C LIEJbI0 Oojiee OOCTOATEIHHOTO BBISBICHHUS UX 3HAHUN MO OINpeneIeHHOMY
pasgeny, Teme, mpobieme W T.I. Bce wieHbl Ipynmbl MOTYT Y4acTBOBaTh B OOCYXKIEHUH, J00aBIATH
nH(pOpMaIUIO, TUCKYTUPOBATh, 3a/1aBaTh BOIIPOCHI U T.1.

YCTHBIE OMpOC MOXET TMPUMEHATHCS B pas3audHbIX (Qopmax: (QpoHTAIbHBIN, WHIWBUIYAIBHBIN,
KOMOMHUPOBaHHBIA. OCHOBHBIE KaU€CTBA YCTHOTO OTBETA MOJIJIEKALIETO OIICHKE:

- MPaBWJIBHOCTh OTBETA 110 COAECPIKAHHUIO;

- IOJTHOTA U TIIyOuHa OTBETA;

- CO3HATEJIbHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepuaa;

- PalMOHAJILHOCTh UCIIOJIb30BaHHBIX PUEMOB U CTIOCOOOB PEIlIeHUS TOCTaBIEHHONW yueOHO! 3a/1auu;

- CBOEBPEMEHHOCTh M 3((EKTUBHOCTH MCIIOIB30BAHUS HATNISIHBIX MOCOOMHA M TEXHUYECKUX CPEICTB IPH
OTBETE;

- HCII0JIb30BAaHUE JIONIOJHUTEIBHOTO MaTepraa;

- PallMOHAJIBHOCTH UCIOJIb30BAHUS BPEMEHH, OTBEICHHOIO Ha 3aJJaHUE.
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YCTHBIM OIIPOC MOXKET CONPOBOXAATHCS IMPE3CHTALUEH, KOTOpas IMOATOTaBIMBACTCA IO OAHOMY U3
BOIIPOCOB MPAKTHYECKOTO 3aHATHUS. [Ipy BRICTYIUIEHHH ¢ Mpe3eHTalueld HeoOXoauMo oOpamarb BHUIMaHUE
Ha TaKM€ MOMEHTBHI KaK:

- colep)KaHUE MPE3CHTAllMN: aKTYaJIbHOCTh TEMbI, MOJHOTA €€ PACKPBITHS, CMBICIOBOE COACpIKaHUE,
COOTBETCTBHE 3asBICHHOW TEMBI CONIEPIKAHHUIO, COOTBETCTBHE METOAMYECKAM TPEOOBaHUSIM (IIETTH. CCBHUTKH
Ha PeCypChl. COOTBETCTBHUE CONEPXKAHHS M JIUTEPATyphl), MPAKTHUECKasT HANPaBICHHOCTh, COOTBETCTBHE
CoZIepKaHus 3asiBICHHON (opMe, aJeKBaTHOCTD UCIIOJIb30BaHHS TEXHHUECKUX CPEICTB yUEOHBIM 3aqadam,
MOCIIEIOBATEIEHOCTD U JIOTHYHOCTb MPE3CHTYEMOTO Marepuara,

- odopMiieHHE TMpe3eHTAlMU: 00bheM (OMTHUMATbHOE KOJWYECTBO), AW3alH (YUTAEMOCTh, HAJIMYHE U
COOTBETCTBHE TpapUKd W aHUMAIMH, 3BYKOBOE OQOpMIICHHE, CTPYKTYpHpPOBaHUE WH(POPMAIIUH,
COOTBETCTBHE 3asBJICHHBIM TpPEOOBAaHUSIM), OPHUTHHAIBHOCTH OQGOPMIICHHS, ACTETHKA, HCIIOJIIb30BaHHE
BO3MO)KHOCTH ITPOTPAMMHO# CpeJIbl, COOTBETCTBHE CTaHIapTaM 0(hOpMIICHUS;

- JUYHOCTHBIC Ka4€CTBa: OPaTOPCKUC CIIOCOOHOCTH. CO6J'IIOI[€HI/IC periiaMEeHTa, SMOIMOHAJIBHOCTh, YMCHUC
OTBETUTH HA BOIIPOCHI, CHCTCMAaTU3NPOBAHHLIC, FJ'I}’60KI/IC U IIOJIHBIC 3HAaHUW IO BCEM pasaciiaM IIporpaMmai:

- COIEepKaHHWE BBICTYIUICHUS: JIOTMYHOCTh W3JIOKEHUS Marepuaia, PacKpbITHE TEeMbl, JOCTYITHOCTh
u3nokeHus, d¢pdextuBHOCT, TpuMeHeHus cpeactB  WKT, cmocoObl W yCIOBUSL  TOCTHDKCHHS
pPEe3yNBbTaTUBHOCTH W 3(P(HEKTUBHOCTH U1l BBIMIOJHEHHS 3a/1a4d CBOeH MpOo(eCCHOHAIBHOW WM Y4eOHOU
JESITeTbHOCTH, JOKA3aTeIbHOCTh MPUHUMAEMBIX PEUICHUH, YMCHHUE apTyMEHTHUPOBATh CBOW 3aKJIIOYCHUS,
BBIBOJIBI.

6. YueOHO-MeTOAUYecKOe U HHPOPMALIMOHHOE 00ecnieyeHue TUCIHIINHBI

6.1 OcHOBHas nuTEpaTypa:

1. Xopes I1.b. MeTtozs! 1 cpeacTBa 3auThl HH(POPMALIMU B KOMITBIOTEPHBIX CHUCTEMaX : Y4el. mocobue s
BYy30B. - M.: Akanemus, 2005. - 255 c.

2. lllanerun B.®. KommiekcHas 3amuTa HHPOPMAIIMK B KOPIIOPATUBHBIX CUCTEMaXx : yueb. mocodue. - M.:
N "®opym", THOPA-M, 2013. - 591 c.

6.2 JlononHUTENBHAS JIUTEPATYpA!

1. AepuenkoB B. WM., PeitoB M. IO., Kongpammun I. B., Pymanosckuit M. B. Cucremsl 3amuTsl
MHPOPMALIMHU B BEAYIIHUX 3apyOeKHBIX CTpaHaX : ydyeOHOe mocoOue A By30B. - 4-¢ u3J., cTep.. - Mockaa:
@nunTa, 2016. - 224 c. - Teker : snexTpoHHbIH // DBC «YHUBepcuTeTcKas OMbIMOTeKa OHJIAH» [caifT]. -
URL: http://biblioclub.ru/index.php?page=book&id=93351

2. baunkos, 0. B. OcHOBBI Teopuu MHPOPMAIIMOHHBIX MPOLIECCOB U CUCTEM : yuebHoe mocobue. - Bech
CPOK OXpaHbl aBTOPCKOTO Mpasa; OCHOBBI TEOpUH HH(OPMAIMOHHBIX HPOIECCOB M cucTeM. - [leH3a:
IleHn3eHCcKM rocyJapCTBEHHBIM YHUBEPCUTET apXUTEKTYpsl U cTpoutenberBa, ObC ACB, 2011. - 184 c. -
Texct : anexrponsnsiii / IPR BOOKS [caiit]. - URL: http://www.iprbookshop.ru/23103.html

3. brnok 2: CoBpeMeHHbIE CHCTEMBI 3alIMThl MH(POpPMALMK B BEIyIIUX 3apyOexHbIX cTpaHax, 2017. - 1
aneKkTpoH. ont. 1uck (CD-ROM).

6.3 VlHble HICTOUHUKHU:
1. ®enepanpubiii moptan «Poccuiickoe oopa3zoBanue» - http://www.edu.ru/
2. Nopran «I'ymanurapHoe obpazoBanue» - http://www.humanities.edu.ru/

3. ®epepanbHoe xpanwiuile «EauHas Komneknus UUQPOBBIX 00pa30BATENBHBIX PECYPCOBY -
http://school-collection.edu.ru/

4. denepanbHas ciryx0a 1mo Haa30py B chepe oObpazoBanms u Hayku - http://obrnadzor.gov.ru
5. Bompocsl o6pazoBanus - http://www.ecsocman.edu.ru/vo

7. MaTepuaibHO-TeXHHYECKOe o0ecnedeHue M CHUIIMHBI, IPOrPpaMMHOe odecrieveHne,
npodeccuoHaIbHbIEe 0a3bI JAHHBIX U HHPOPMAIIMOHHBIE CTIPABOYHbIE CHCTEMbI
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I[JIH MMPOBCACHUA 3aHATHU 110 JUCHUITIINHE HGOGXO,Z[I/IMO CJICAyoHmICcC MarCpruaJIbHO-TCXHUYCCKOC
OGCCHC‘-IGHI/ICZ y‘-Ie6HI>Ie AyauTOpruun Jid TIPOBCACHUA 3aHATUN JICKHIUOHHOI'O W CCMHUHAPCKOTr0 THIIA,
IPYIIIOBbIX M HHIUBHUIYaJIbHBIX KOHCYJIBTALMM, TEKYLIEr0 KOHTPOJIA M IIPOMEXKYTOYHOM arrecTalud,
IIOMCIICHUSA OJIs1 CaMOCTOSITEIILHOU pa6OTI:I.

VY4eOHble ayTUTOPUN U MIOMELICHHUS JJIS1 CAMOCTOSTEILHON pabOThl YKOMIUIEKTOBAHBI CHICIIMATM3UPOBAHHOM
MeOeNbI0 U TEXHUYECKUMHU CPEACTBAMH 00yUeHHUsI, CITy>KalllMMU JJIsl TIPeACTaBIeHUs yueOHoMi nHpopManuu
OO0JIBIION ayTUTOPHH.

[TomereHust 111 CaMOCTOSITEIbHON pabOThl YKOMITJIEKTOBAHBI KOMIIBIOTEPHOW TEXHUKOM C BO3MOXKHOCTBIO
MOAKITFOYEHHUS K ceTn "UnTepuer” u obecrieueHreM JloCTyna B AIEKTPOHHYIO
MH(pOPMAITMOHHO-00pa30BaTEIBHYIO CPENy YHUBEPCUTETA.

Jlnst mpoBeieHusl 3aHATHI JICKIIMOHHOTO THIIA UCTIONB3YIOTCS HAOOPBI IEMOHCTPAIIHOHHOTO 000PYI0BaHUS,
o0ecreYnBarole TEMaTHIEeCKIE WILTIOCTPAIH (TIPOEKTOP, HOYTOYK, SKpaH/ MHTEPaKTUBHAS JOCKA).

JluneH3noHHOE B CBOOOIHO paCIpOCTPaHsIEMOE IPOrpaMMHOe 00eCIICUCHHE:
Microsoft Windows 10

ITpodeccronanbhpie 6a3bl JaHHBIX U UHPOPMAITMOHHBIE CIIPABOYHBIE CUCTEMBI:

1. ONEeKTPOHHBIN Karajor @yHIaMEHTaIbHON OoubmuoTeKN TTV. — URL:
http://biblio.tsutmb.ru/elektronnyij-katalog

2. VYHuBepcuTeTckasg OMONIMOTEKa  OHJIAHH:  DIEKTPOHHO-OMONMoTeuHas  cuctema. —  URL:
https://biblioclub.ru
3. KoncynbranT cryneHTa. l'ymaHuTapHble HAyKH: 3JIEKTpOHHO-OMOnmmoreuHass cuctema. — URL:

https://www.studentlibrary.ru

4. Hayunas snextponnas oubiamoreka eLIBRARY.ru. — URL: https://elibrary.ru

5. Poccwuiickas rocynapcrBenHast 6nbnuoreka. — URL: https://www.rsl.ru

6. Poccuiickas HarmoHanpHas 6nbamoreka. — URL: http://nlr.ru

7. [Ipe3unentckas 6ubnuoreka umenu b.H. Enpriuaa. — URL: https://www.prlib.ru

8. Hayunas onektpoHHas Oubnmoreka Poccuiickoii  akamemun — ecrectBo3HaHus. — URL:
https://www.monographies.ru

9. Dnexrponnas 6udmuorexka POOU. — URL: https://www.rtbr.ru/rffi/ru/library

DJIeKTpPOHHAS HH(OPMALIMOHHO-00pa3oBaTe/ibHas cpeaa
https://auth.tsutmb.ru/authorize?response type=code&client id=moodle&state=xyz
B3auMoneiicTBue mpenomaBaTenss W CTY[JCHTa B Tpoiecce OOyYeHHUs OCYHIECTBISIETCS MOCPEICTBOM

MYJIBTUMEMHHBIX, THIIEPTEKCTOBBIX, CETEBBIX, TEICKOMMYHUKAIIMOHHBIX TEXHOJIOTHUH, HUCIOJIB3YEMBIX B
ANIEKTPOHHON HH()OPMAIIMOHHO-00Pa30BaTEILHON CPEIe YHUBEPCHUTETA.
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