[Tpunoxenue 5

denepanbHOE rOCYIapCTBEHHOE OIOKETHOE 00PAa30BATEIHHOE YUPEXKICHUE BBICILIETO
obpazoBanus « TaMOOBCKHUIA rocynapCTBEHHbIN yHUBEpcUTET uMenu [.P. Jlep:kaBuHay»
NuctutyT MareMaTtuku, Pu3nku 1 HHPOPMAITMOHHBIX TEXHOJIOTUN
Kadenpa maremarnueckoro MoJieTMpOBaHMs 1 HHPOPMALIMOHHBIX TEXHOJIOTUI

YTBEPX/IAIO:
JUpPEKTOP-UHCTUTYTA

0 T0BPAS
%8 0rPAI0843,04

HHOOPMAOIHE
TERHOSON

0
%

O
- N
s N

S

PABOYAS ITPOT'PAMMA

no puciumuinae b1.B.J1B.06.3 International information security

Hanpasnenue noarorosku/cnenuanbHocTb: 10.05.05 - bezonacHocTh HH(DOPMALIMOHHBIX
TEXHOJIOTUH B IPaBOOXPAHUTENIBHOM cepe

[Ipoduns/HanpaBieHHOCTH/CrIeUATU3aIHs: TeXHOIOTHH 3aIIUThl HH)OPMALIUH B
IPaBOOXPAHUTETHHOU chepe

VYpoBeHb BBICIIET0 00pa30BaHMsL: CIIELUATUTET
Kpanu¢ukanus: CrnenuanucT no 3amuTe HHPOopMaIiu

rox Habopa: 2021

TamboB, 2022



ABTOp NMpOrpamMmsbi:
Kannunar nenarornyeckux Hayk, noueHT CamoxBanoB Alnekceit Bnaaumuposuu

Pabouas mporpamma cocrapnena B coorBeTcTBuu ¢ ®I'OC BO mno nampasienuto noaroroBku 10.05.05 -
be3zonacHocTs MHGOPMAIIMOHHBIX TEXHOJOTHH B TPaBOOXPAaHUTEIBHON cdepe (YpOBEHb CHEIHATIUTETA)
(mpuxa3 MunuctepcTBa oopazoBanus 1 Hayku PO ot «26» Hos0ps 2020 . Ne 1461).

PabGouwass mnporpamma mnpuHsitTa Ha 3acenanud Kadeapbsl mareMaTHUecKOro MOJAETUPOBAaHUS U
nHpopmarmoHHbIX TexHOomoru# «18» mast 2021 1. [Iporokon Ne 9

Paccmorpena u omoOpeHa Ha 3acemaHun YdeHoro coBera MHcTuTyTa MareMaTukd, (U3UKA U
nH(popMaIrmoHHBIX TexHONMoruH, [IpoTokon ot «05» urons 2021 . Ne 5.



COIEPXAHUE

B (5011708 BB 12 2 001 02 (0300200 00711 4

. Mecto muctiatIuHBL B CTPYKTYPE OIT CITETIHAIIACTA. . ...t veneteete et et ete et et et eeeeeeeeeeaeeeanans 5

. O0OBEM U COMEPIKAHME TACTIATIITITHBL. . . ..\ vsussenssenteenseenneenseenneeneeeaseeeseanasanseanseanseenreenneenneans 5

. KoHTponb 3HaHMI 00y9atONINXCS U TUTIOBBIC OIIEHOTHBIC CPEICTBA. - . u e v eneeeneeneneeneeaneananeananeenenss 8

. MeToandeckne ykazaHus I 00YUYAIOITAXCS 10 OCBOCHHUIO JUCITUTUTHHBI (MOJTYTIS) ..\ vveeeeeanreannannnns 20
. YueOHO-MeTonnYeCKOe U HH(POPMAIIMOHHOE 00CCIICUCHHE TUCIIMIIMHBL. . ... vvvsenransereereareareensannnns 22
. MarepuanbHO-TeXHUYECKOe obecrievueHue JICIIUTUTAHBI, MpOTrpaMMHOE obecrieveHue,

npodeccroHabHBIC 0a3bl TaHHBIX U WH(POPMAITHOHHBIE CITPABOTHBIC CHCTEMBL. . ...'vveeereenreanreansannns 22



1. lean u 3agaun AUCHUATIHMHBI

1.1 Henp qucuuruivHel — GopMUpOBaHUE KOMIIETEHIIHIA:

IIK-5 CnocobeH opraHu30BBIBaTH MPOIEAYPY aTTeCTali OOBEKTOB BBIYMCIUTEILHONW TEXHWKHA Ha
COOTBETCTBHE TPEOOBAHUSM I10 3aIIUTE HHDOPMAITTH

1.2 Tumbl 3amad mpodecCHOHATBHOW JEATETLHOCTH, K KOTOPBIM TOTOBATCS OOydYaroluecs B paMKax
OCBOCHHUS JUCIUILTUHBL:

- OpPraHU3aLMOHHO-YIIPABICHYECKUN

- DKCIUTyaTalMOHHBIN

1.3 JlucumrinHa OpUEHTHPOBAHA Ha MOATOTOBKY OOydYaroHIMXCsl K Mpo(ecCHOHaIbHOM AEATEIbHOCTH B
cdepe: 06 Csa3b, HHPOPMAIIMOHHBIC I KOMMYHUKAITMOHHBIE TEXHOJOTHH (B c(epe TEXHUKU U TEXHOJIOTHH,
OXBAaTBIBAIOIIEH COBOKYNHOCTb MpPOOJEM, CBS3aHHBIX C OOECleUeHHEeM 3alIUIICHHOCTH OOBEKTOB
MH(OPMAaTH3AIMU B YCIOBUAX CYIIECTBOBAHHS YTPO3 B MH(POPMALMOHHOM cepe)

1.4 B pe3ynbTare 0CBOCHHS JUCHUIUIMHBI y 00YYarOIUXCs TOJKHBI OBITH C(OPMUPOBAHBIL:

O06001TIeHHBIEC TPYIOBEIC Kon n HaumMeHoBaHue
(yHKIMH / TPYAOBBIC komrtereHiu GI'OC BO,
(byrximn / Tpynoesie win HeobxoaMMOl 1 MHankaTtopbl JOCTHKEHUS] KOMIIETEHIIAM
npodeccnoHaIbHbIC (hopMHpOBaHUS TPYIOBOTO
nercTBus (IPH HAUTHIUAH WIH PO CCHOHATBLHOTO
npodcTangapra) TEHCTBHUS
[IK-5 Cnocoben [IpoBogut artecranuio OOBEKTOB  BBIYMCIMTEIBHOM
OPTraHHU30BHIBATH NMPOIEYPY [TEXHUKH Ha COOTBETCTBHE TPEOOBAaHHSM CTaHIApTOB
arTecTaluu 00bEKTOB MEXIyHapOoIHOH HH()OPMAaLMOHHOW 6€301acHOCTH
BBIYHCIUTEILHON TEXHUKH
Ha COOTBETCTBHUE
TpeOOBaHUAM IO 3aIIUTE
nHpOPMaITUH

1.5 CormacoBanue MCKIUCHTUIITIMHAPHBIX CBsI3eH JAWUCIMIIINH, OGCCHG‘-II/IBEIIOH_II/IX OCBOCHHC KOMHGTGHHHﬁ:

[1IK-5 CnocoGeH OpraHM30BBIBaTH HPOILEAYPY ATTECTAIMM OOBEKTOB BBIYUCIUTEIHLHON
TEXHUKU Ha COOTBETCTBUE TPEOOBAHUAM MO 3alIUTE HHPOPMAIIH

Ne HanmenoBanwme ®dopma oOyueHus
/1 JIACLIVIUINH,
OTIPEJICIISIOIINX
MEXTUCIUTUIMHAPHBIE
CBSI3U

Ounas
(cemecTp)
314151718110

1 |3amura +
WH()OPMAITMOHHBIX
MPOIIECCOB B
KOMITBFOTEPHBIX
cucTeMax

2 |3amuTa +
MEPCOHANTBHBIX
JIAHHBIX B
WH()OPMAITMOHHBIX
cucTeMax

3| MexayHapoaHas +
nH()OpMarOHHAS
0e301MacHOCTh

4 |MukporporeccopHas | +
TEXHUKA




5|OcHOBEI 21€KTpO- U +
paanou3MepeHuit

6 |[Ipemmurmomuast +
NpaKTHKA

7|CranaapTsl B o0acTu +
MHPOPMALIIOHHON
0€30I1aCHOCTH

8 | Texuuyeckas 3ammra + | +
UHpOpMaLIH

9| DnexkTpoHNKa U +
CXEMOTEXHHUKA

2. Mecto nucuuiuiaabl B cTpykrype OIl cnenuanaurera:

HucuumuinHa «International information security» oTHocHTCS K 4YacTd, (HOpMUpPYEeMOHl y4yaCTHUKAMHU
oOpa3oBarelbHbIX OTHOIIEHUH, yueOHoro twrana OIl mo Hampasiaenuto mnoarotoBku 10.05.05 -
bezonacHocTh MH(OPMAIIMOHHBIX TEXHOJIOTUN B IPAaBOOXPAHUTENBHOU cdepe.

JucrunmHa «International information security» u3zydaercst B 5 cemecTpe.

3.00beM U coep:kaHMe TUCHUILTHHBI
3.1.00beM QUCIUILINHEL:

Bun yueGHOM paboThI (Bcgglf;io]s)
OO0mas Tpyn0éMKOCTb 1M CHUILTTHHBI 144
KonTaktHas pabora 64
Jlexuuu (Jlexummn) 32
Jlaboparopnsie (JIab. pab.) 32
CamocrositenbHas pabota (CP) 44
DK3aMeH 36

3.2.ConepxaHue Kypca:

Ne Ha3zBanue Bun yuebHoli | ®opMBbI TEKYIIETO
TEMBI paszena/TeMsbl pabotsl, yac. KOHTPOJIS
Jlex |JIa6 | CP
U | .
pao.
O|l0|O
5 cemecTp
1 [TorpeOHOCTE B 6 4 6 CobecenoBaHue;
KnoepOe30nacHOCTH TectupoBanue
2 Ataku, NOHATHS U 6 6 ] CobecenoBaHue;
TEXHHUKHU TecTtupoBanue
3 3amura JaHHbBIX | CobecenoBaHue;
KOHUIEHITHAIBLHOC | 6 6 8 TecTtupoBanue
TH
4 3ammura 4 6 6 CobecenoBaHnue;
OpraHu3aluu TectupoBanue
5 Kubepbe3onacHocTh CobecenoBanue;
— Mup 3kcrieproBu | 6 [ 6 | 8 TectupoBanue
MIPECTYITHUKOB
6 Ky6 4 4 2 CobecenoBaHue;
KnoepOe30nacHOCTH TectupoBanue




Tema 1. IlorpednocTs B kudepoe3onacHoctu (IIK-5)

Jlekumus.
Brenenne. IlorpedHocth B kubOepOeszonmacHocTu. [lepconansubie gaHHbie. UYTo Takoe «llepcoHanmbHbie
nanHeie». UYto Takoe kubepOe3zomacHOCTh. MaeHTudukamus mosib3oBareNss OHJaiH W odduaiiH.
Brruncnurensubie  yctpoiictBa. KopropatuBHble nmaHHbie. UTo Takoe «KopropaTuBHbIE TaHHBIE.
[locnencTBust HapyiieHuss O€30MACHOCTH. 3JIOYMBIIUIEHHUKHM M O3KCIEPThl MO KHOepOe30macHOCTH.
[Tpoduns kubepnpectynuuka. IOpuandeckue u sTndeckue mpoodseMbl kudepoe3onacHocTH. Knbeppoiina.
[TonsiTre kMOEPBONHEI.

JlaboparopHbie padoThbI.
1. KubepBoiiHa - u3y4nTe X0a COOBITHIA, KOTOPBIC YK€ OB U MIPEATIOIOKUTE BEPOSITHOCTh KHOSPBOWHBI B
Hale BpeMs
2. U3yunre nesTenbHOCTh 37I0YMBIIIJIEHHUKOB U 3KCIIEPTOB MO KHMOepOe30MacHOCTH
3. Kakwue mporpaMMebl ¥ cpeicTBa IOMOTAIOT PEAIN30BaTh CTPYKTYPY KHOEpOe30macHOCTH?

3ajaHus AJ151 CAMOCTOSITEJIbHOM PadoThlI.
1. Yro takoe «KopriopaTuBHbIE JaHHBIE»
2. IlocnencTBus HapymieHUs: 0€30MaCHOCTH

3. OOBsicHUTE, KaK UCTIONB3YEeTCS HHPPACTPYKTYPa OTKPBITHIX KIIIOUEH JJIs1 0OecTieueHus
KOH(UACHIMAIBHOCTH JAHHBIX U ayTCHTU(HUKAIUH.

4. Co3paiiTe X011 AEUCTBUS KUOEPIIPUCTYITHUKA, 00pa3 3710yMBIIIICHHUKA.

Tema 2. Ataku, nousaTusi u TexHuku (IIK-5)
Jlexknus.
Ananu3 kubepataku. YA3BHUMOCTH CHUCTEMbl OE30MaCHOCTH M SKCIUIOMTBHI. THIBI YS3BUMOCTEW CHUCTEMBI
6e3onacHocTH. Tumel u cumntomsl BpenonocHoro [10. CrocoObl mpoHnkHOBeHUS. OTKa3 B 00CITyKUBaHHH.
Jlangmagt kubepOezonacHocT. CMemaHHas aTaka. YMEHbBUICHHE TTOCIEICTBHMA.
JlaGopaTopHbie padoThbI.

1. HaiiTi kubepyrpo3bl 7Sl IEPCOHATLHOTO KOMIThIOTEpa pabOoTAaIOIIEro Kak padoyasi CTAaHIIHS B
opranu3auuu. M3yuuTh, HANTH METOMBI PEaIU3alU
2. [IpoBectu ananu3 ceoero [1K u pe3ynbrar npeiacTaBuTh B OTYETE C MOAPOOHBIM OIMMMCAHUEM KaXI0TO
npoiiecca
3. Mcnionb3ys moydeHHbIE HABBIKUA PaOOTHI C MIOMCKOBOM CHCTEMOH, ONpeIeNIuTh HanboJiee akTyaabHbIe
METOAB! (PUIIIMHT aTaK ¥ MPEICTaBUTh UX B OTUETE.

3ananus AJ51 CAMOCTOSITEILHOI padoThI.
1. 3amanue. OnpeneneHue TEPMUHA KYSI3BUMOCTBY.
2. 3apanue. Onpeznenenue TUIOB BpenoHocHOro [10.
3. 3amanue. Onpenenenue tuna DoS-ataku.

Tema 3. 3amura 1aHHbIX U KOHpuaeHnuaabHoctu (IK-5)
Jlekumus.
3ammTa yCTPOMCTB M CETH. 3allliTa BBIYUCIUTEIBHBIX YCTpocTB. CoOmoaeHue mpaBuia 0€30MacHOCTH
IPU HMCTIOJIB30BaHUM OCCIPOBOAHBIX ceTeil. Vcronp30BaHNE YHUKAIBHBIX MApOJICH ISl KKIOH YUETHOU
3amucu B ceTd. Benenuwe pannbiX. IludpoBanue nanHbIXx. Pe3epBHOE KONMUpOBaHUE JTAHHBIX.
OxoHyarenpbHOE yJaleHHe JaHHbBIX. 3allliTa MePCOHANbHBIX JaHHBIX B ceTH. HanexxHas ayreHTUUKaLUS.
JByxdakropras ayreHTHGuKamus. OAuth 2.0. KonpuaeHmma sHOCTS 37IEKTPOHHOM MOYTH U BeO-Opay3epa.

JlaGopaTopHbie padoThbI.

1. Coznanue U cOXpaHEHNE HAIEKHBIX IapoJien

2. Pe3epBHOE KOITUPOBAHME JAHHBIX BO BHEIIHEE XPAHWIUILIE

3. JJaboparopnas pabora. Hackonbko pUCKOBaHHO MOBEICHHE MOJIb30BaTeNns B IHTepHeTe?
3ajanus AJ151 CAMOCTOSITEJIbHOM PadoThlI.

5. Yo BKiIIOYaeT B ceOs 3amuTa nHpopmanun’?



6. Kakne nenu npecnenyer 3ammra nuHpopmanun?
7. Kakoe MecTo 3aHMMaeT 3amuTa nHhopManui B ”HGOPMAIIMOHHON 6€30macHOCTH?

Tema 4. 3amura opranusanuu (ITK-5)

Jlekumus.
MexceTeBble dKpaHbl. THIIBI MEXKCETEBBIX dKpaHOB. CKaHMPOBAaHUE TMOPTOB. YCTPOHCTBAa OE30MACHOCTH.
O6napyxeHue arak B peanbHOM BpeMeHu. OOHapyKeHHE araKk B peajlbHOM BpemeHHu. Jlydmme
MPaKTUYECKUE METOIUKH TI0 MHPOpManoHHON Oe3omacHoCTH. [logxon kK krnbepOe30macHOCTH Ha OCHOBE
noBezieHusl. borHeT. YOuiicTBeHHas 1ienouka. YOUNCTBEHHAs Iienodka B kKuOep3amnure. bezonacHocTs Ha
ocHoBe moBeaeHus. NetFlow u kubGeparaku. Ilogxom Cisco k kubepoezonacHoctu. CSIRT. COopuHuk
ClleHapueB M0 o0ecneueHuio Oe3omacHOCTU. MHCTpyMeHTHI A MpEeNoTBpAIleHUs U OOHapy>KEHUS
naimaeHToB. CucteMsl IDS u IPS.

JlaGopaTopHbie padoThbI.
1.Hacrpoiika MexceTeBoro 3xpana "IIpon3BecT HaCTPONKY MEKCETEBOIO FKpaHa Ha OCHOBE 30H"
ens: B aT0it MaboparopHoii paboTe BbI CO3IaIUTE CETh C HECKOJIBKUMHU MapIIpyTH3aTOPaMU, HACTPOUTE
MapupyTu3aropsl U XocThl 11K, a Takxke HacTpouTe MEXCETEBOM SKpaH HA OCHOBE 30H C TOMOIIbIO
untepderica komanaHou crpoku Cisco IOS (CLI).
2.Hactpoiika 6a30Boii koHurypauun ASA "Ha ceTeBbIX yCTpOHUCTBaxX JOIKHBI OBITh HACTPOEHBI Oa30BbIe
napamerTpsl”
Lenb: Llens 310ii 1aboparopHO pabOTHI - HACTpoUTh ASA Kak 6a30BbIi MexkceTeBOU 3kpaH. [{pyrue
YCTPOKUCTBA MOIyYaT MUHIUMAIIbHYIO KOH(DUTYPAIUIO IS TIOJACPIKKU YaCTH 3TOM TabopaTopHOi paboThI,
nocaseHHoi ASA. B aToit nabopatopHoii pabote ucnonbs3yercss HHTepdenc KoMmanaHoH cTpoku ASA,
aHaJIOTUYHBINA UHTEpdeiicy koMaHaHOM cTpoku 1OS, 1715 HACTPOIKU OCHOBHBIX ITAPAaMETPOB YCTPOUCTBA U
0€30IacHOCTH.
3. Hacrpoiika VPN "Ha ceTeBbIX ycTpoHCTBax JOMKHBI OBITH HaCTpoeHbl VPN
Iens: B aT0it 1aboparopHoii paboTe BbI CO3IaIUTE U HACTPOUTE CETh C HECKOIBKUMH MapIIPyTH3aTOPAMH,
Bocmnonb3yerech Cisco I0OS mnst nHactpoiiku [Psec VPN tuma "cetb-cets", a 3aTtem npotectupyere VPN.

3aganus 1J151 CAMOCTOSITEJIbHOM PadoThlI.
1. 3ananue. OnpeneneHue OTBETa IPOrpaMMbl CKAHUPOBAHUS IIOPTOB.
2. 3aganue. OnpeneneHre yCcTporucTBa 6€30MacHOCTH.
3. 3amanue. OnpenencHue MOpPsIKa STANOB yOUNHCTBEHHOM HIEMTOYKH.

Tema 5. Kubep0e3onacHoctb — MHp 3KcnepToB H npectynunkos (ITK-5)
Jlexknus.

Kubepbe3onacHOCTh — MHp 3KCIEpTOB U mpecTynHHKoB. OO030p ypoBHeW oOecrnedeHus
kubepOezonacHocTu. [Ipumepsr ypoBHel obecredeHust kudepoOe3omacHoCTH. Poct kubepmomenoB. Kro
Takue KuOepnpecTymHUKU? MOTHUBBI KHOEPIPECTYNHHUKOB. 3ayeéM CTAHOBHUTHCS CHEIMAJIMCTOM II0
kubepoe3onacHoctu? IlporuBozeiicTBue KuOepnpecTynmHUKaM. THMOBbIE Yrpo3bl Ui KOHEYHBIX
IIOJIb30BarTeliel. TUIIBI IEPCOHANIBHBIX JAHHBIX. YTPpo3bl IHTEpHET-cepBUCaM. YTPO3bl KIIFOUEBBIM OTPACIISIM
MPOMBIIIJICHHOCTH. YTpo3bl 00pa3y >KuW3HU Jtofed. BHyTpeHHHE W BHELIHHE YTPO3bl. YA3BUMOCTH
MOOMIBHBIX ycTpoicTB. IlosiBnenue Murepnera Bemieil. BnusHue Oonbpiimx maHHBIX. Vcmonmb3oBaHue
nepesoBoro opyxusi. bonmee mumpokmii oxBaT M KackamHblid dddekr. IIpeanochuiku 6e30MacHOCTH.
[ToBbIIeHHOE paciio3HaBaHue yrpo3 [ kubepbezonacHocTH. Pemenne mpobaemMbl HEXBATKU CHEUATHCTOB IT
kubepoOe3onacHocTH. HarmoHaneHast KOHLENIHMS MPO(heCcCHOHATBHOM MOATOTOBKH COTPYIHHUKOB B cdepe
kubepoe3onacHoct  (The National Cybersecurity Workforce Framework). IIpodeccuonanbubie
opranuzanuu. CTyIeHYeCKMe OpraHu3all U KOHKYypchl 1O KkuOepOe3omacHocTtu. OTpacieBbie
ceprudpukanuu. Ceprudukanuu, CHOHCHpyeMble KOMOaHMAMH. Kak  cTarh  AIKCIEPTOM IO
K1OepOe30nmacHOCTH.

JlaGopaTopHbie padoThbI.
1. Packet Tracer — co3znaHue KOMIIBIOTEPHOTO MHUPA.
2. Packet Tracer — OO1enue B kubepmupe



3. 3y4uTh CyIIECTBYIOIIUE aTOPUTMBI BBIYMCICHUS JAWPKECTOB COOOLICHUN M HAallKCaTh MPOTrpaMMy,
peanu3yIolyo X31upoBaHue npu nomowmu MDS.
4. OnumuTe 1 U3y4uTe X3IIHUPOBaHUE ITpH nnomouu anropurtMa MDS, SHA-512, SHA-256
3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.
1.ITouck pabotsl B chepe knbepObe30nacHOCTH.
2. Unentudukanus yrpos.
3. 3agaun nmpodeccroHanoB B cepe kndepOe30macHOCTH.

Tema 6. Ky6 kudepoezonacnoctu (IIK-5)
Jlexknus.
[Mpuniuns! nHGopMaronHoi 6ezonacHocTu. CocrostHus AaHHBIX. Mepsl [/kubep6esonacHoctu. [Tpunim
KOH(UACHIMANBHOCTH. 3aluTa KOH(pUACHIMATbHBIX JaHHbIX. KOHTponms pgoctyna. 3akoHBl U
OTBETCTBEHHOCTb. [IpMHIMII IIETOCTHOCTH MAAaHHBIX. TpeOoBaHMS K IIEIOCTHOCTH AaHHBIX. I[IpoBepku
nenoctHocTH. [IpuHnun nocrtynuoctu. [Iate naeBstok. ObecnieueHre NOCTYIHOCTH. BapuaHThl XpaHeHUs
JaHHBIX. 3aJaud 3allUThl XPAHALIMXCS JaHHBIX. MeToAbl Tepelauyd JaHHBIX. 3aJaud  3alluThI
NepeJaBaeMbIX JaHHBIX. Buasl 00paOOTKM MaHHBIX. 3afaddl 3alUThl 00pabaTbIBAaEMbIM JIaHHBIX.
TexHonmornueckue NpPOrpaMMHBIE MeEpbl 3aIIUTHL. TEXHONOTMYECKHE ammapaTrHble MeEpbl  3allUThl.
TexHnonmornueckue ceTeBbIE MeEphbl 3aIUTHL. TEXHONOTMYECKHE CpeICTBa 3alUThl Ha Oasze oOmaka.
OOpaszoBatenpHble U y4yeOHbIE MeponpusATHs 10 KubepOesonacHOCTH. DPOpMHpPOBAHUE KYIBTYpPbI
kubepoesonacHoct.  [lomutuku.  Crangaptel.  Pexomenpmammu.  Ilpomenypsl.  O0630p  Mozpenu
kubepOe3onacHOCTH. YpoBHH obOecrneueHus: kuOepOe3zomacHocTtd. KouTponbHble 1emn. CpencTsa
ynpasinenusi. Mopgens  [Jkubep6e3onacHoctu  ISO wu  tpmama «KILJI». Wcnonbs3zoBanue Mozen
CxkubepoeszonacHoctr ISO u cocrostaust naHHBIX. Moaens [1kubepoe3omnacHocT [ISO 1 MephI 3aIUTHI.
JlaboparopHbie padoThbI.
1 VYcranoBka BupTyasnbHOW MamuHbl Ha [1K.
2 AyteHTu(UKAIH, aBTOPU3ALUS U yUeT.
3 Packet Tracer — uzydenue mudpoBanus ¢aiiioB U JaHHBIX.
4 Packet Tracer — nmpoBepKa 11eTOCTHOCTH (HaiJIOB U JJAHHBIX.
3aganus 1J151 CAMOCTOSITEJIbHOM PadoThlI.
1 Yrto moHMMAETCs MO TEPMUHOM O€30MacHOCTh HH(pOpMAIUu?
2 Yro BKrOUaeT B cebs 3amuTa nHpopmarun?
3 Kakwue uenu npecienyer 3amura nHpopManun?
4 Kakoe MecTo 3aHMMAET 3anuTa nHopMaru B ”HOOPMAIIMOHHON 0€301acHOCTH?

4. KoHTpO/Ib 3HAHUI 00yYAKOIIMXCS U THIIOBbIE OLIEHOYHbIE CPeACTBA
4.1. Pactipenenenue 6amios:

5 cemecTp
* mocemaeMocTts — 10 0auIoB
*  TeKylMi KoHTpoisb — 50 OanoB
*  KOHTPOJIbHBIE CPE3bl — 2 cpe3a Mo S5 OAITOB KaX bl
* npemuanbHble 6amiel — 20 6amIoB
* OTBeT Ha 3Kk3aMeHe: He Ooinee 30 OamioB

Pacnipenenenre 6aJiioB 10 3aaHKSIM:

No  [HaszBanue Ttembl | DopMbl Max. MeTtonuka mpoBeICHUS 3aHATHS U OLICHKU
Te | /BHJI y4eOHOH |TEKyIEro | KoJI-BO
MBI paboThI KOHTpoJsi | 0asuioB

/ cpe3sl




[MorpeGHOCTE B
Kkubepbe3onacH
oCTH

Cobeceno
BaHUE

CobecenoBanue npeAIoaracT OpraHu3aluio Oecebl MpenogaBaTesis
CO CTYAEHTaMH IO BOTIPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Oosee
OOCTOSITENBHOTO BBISIBICHUS WX 3HAHHWH 10 ONPEACICHHOMY Pa3ieny,
Teme, mpodieMe U T.II. Bce WieHsl Ipymmbsl MOTYT y4acTBOBaTh B
o0CyXJeHnu, n00aBisATh HH(OpMaNWio, AUCKYTUPOBAaTh, 3a/JaBaTb
BOIPOCHI U T.1I.

VYeTHBIE  OMpoc MOKET NPUMEHATHCS B Pa3iMyHBIX  (QopMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIA, KOMOMHUPOBaHHBIH. (OCHOBHBIE
Ka4yecTBa yCTHOTO OTBETA MOJJIEHKAILETO OLEHKE:

- IPaBWJIBHOCTH OTBETA 110 COAEPIKAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepuana;

- palMOHANBHOCTH HCIIOJIB30BaHHBIX MIPUEMOB U CHOCOOOB peIICHUs
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;

- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

- PalMOHAIBHOCTh HCIOJNB30BAHHUA BpPEMEHH, OTBEJEHHOIO Ha
3aJlaHueE.

5 OaIoB — CTYIEHT YMEET COINOCTAaBUTh TMOMYyYCHHYIO TIpH
MOATOTOBKE K MPAaKTHUYECKOMY 3aHATHIO WH(POPMALUIO, CPaBHUBATH
pasHble TOYKH 3pEHHs Ha aHAIM3UPYEMYIO MPOOJeMy, YMETh UYETKO
(opMynHpOBaTh CBOM BONIPOCH M OTBEUaTh Ha 3a/JaBacMblec EMy
BOIIPOCHI

3 Oamna - CTyIeHT yMeeT IIPUMEHSTh MOMyYSHHYIO IPU MOATOTOBKE K
MPaKTUIECKOMY 3aHSATHIO MHQOPMAIMIO, OTBEYaTh Ha OOJBIIMHCTBO
BOIIPOCOB, BECTH JUCKYCCHIO .

2 Ganna — CTyAEHT BIIQJEET TCOPETHUECKUM MAaTepuaoM IO Teme
MPaKTUYECKOTO 3aHATHSA, HWHOTAA 3aTpyiHsAETCS IIpU OTBETE Ha
BONPOCHI, HE YMeeT CQOPMYIMPOBaTh CBOIO TOYKY 3pEHHUS Ha
o0cyxaaeMyto npodiemy

Ecnu ctyneHt He BnazeeT mpoOieMaTHKOW MPakTHYECKOTO 3aHSTHS,
HE MOXET OTB€YaTb Ha BOINPOCH], 3a4UTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET OaJylaMH HE OLICHUBACTCA.

Tectupos
aHue

OneHka TecTa 1o TeKyIeMy pasfesy Uil TeMe AUCHUIUIHHBL

5 6amioB — cTyIeHT npaBuibHO oTBeyaeT Ha 80-100% BompocoB B
TECTe.

4 Gaa - CTyIeHT npaBUIIbHO 0TBedaeT Ha 50-80% BompocoB B TecTe.
3 Oamma — CTygeHT HpaBWIbHO oTBedaeT Ha 25-50% BompocoB B
TECTe.

2 GaJta - CTYICHT IpaBUIIbHO OTBedYaeT Ha 1-25% BOMpocoB B TecTe.
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ITocemaeMocThb

10

10 6ammoB — crymeHnt mocetun Bce 100% 3amsTuii 6-7 OamioB —
cTymeHT mocetun He MmeHee 80% 3aHsATHA 4-5 0alIoB — CTYIEHT
nocetunn He MeHee 50% 3aHaTuit 1-3 Gamma — CTyIeHT MOCETHI He
MeHee 25% 3ansTuit Ecnu ctymeHT moceTwn MeHee 25% 3aHATHIH,
0aTel He HAYNCIISIFOTCSIT.

IIpemMuansHBIC OaITHI

20

JlomomHUTENbHBIE TPEMHUANIbHBIE 0aJTbl MOTYT OBITH HAUMCIICHBIL: - 32
MIPOEKT, BHIMIOJTHEHHBIN M0 3aKa3y padoToqaTeNs i pealn30BaHHBIA Ha
npaktuke — 20 0amioB; - TOCTOSHHAS AaKTUBHOCTH BO BpPEMS
MIPaKTUICCKUX 3aHATHI — 10 0aIoB; - TOTHOCTHIO MTOTOTOBIICHHAS K
MyOMUKAIMA CTAaThs 10 TEMATHKE B paMKaxX AUCHUIUIAHBI — 10
0aJIOB; - ydJacTHe C JOKJIaJOM BO BCEPOCCHICKON OJUMITHAIE II0
TeMaTtuke wu3ydaeMoi mucruiimae — 20 06amioB; - ydJacThe B
BBICTABKE I10 TEMAaTHKE HM3ydyaeMON IHUCHUILIMHBEI — 20 OayuioB; -
myOnuKanus CTarbd 10 TEMaTWKe M3y4aeMOW JHUCHWIUIMHBI B
COOpPHHMKE CTyACHUECKMX paboT / MaTepuaigax BCEPOCCHICKOM
KOH(EpeHIH
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9. OTBeT Ha ’K3aMeHe 30 25-30 6amynoB — CTYAEHT PacKpbll OCHOBHBIE BOMPOCH M 3aJaHuUs
Ousera Ha OLIEHKY «OTIIMYHO».

18-24 ©annoB — CTyAEGHT PacKpbUI OCHOBHBIE BOMPOCHI M 3aJaHUs
OuseTa Ha OLIEHKY «XOPOLIOY,

10-17 ©annoB — CTyAEHT PacKpbUl OCHOBHBIE BOMPOCHI M 3aJaHUs
Ousera Ha OLICHKY «YIOBJICTBOPUTEIHHO

10. Hroro 3a cemectp 100

HrtoroBass omeHka mo »Sk3aMeHy BbicTaBisiercs B 100-OammpHOM 1Kajge W B TPATUIIMOHHOMN
yeTelpexOauibHOM  mikane. IlepeBom 100-0ayuibHONM  pEWTHHTOBOW OIEHKHM IO JWCIHHUIUIMHE B
TPATUITMOHHYO YETHIPEXOALTEHYIO OCYIIECTBISIETCS CISIYIONNM 00pa3oM:

100-6ayuipHasA cucTeMa TpanuimonHas cucteMa
85 - 100 6anmoB OTnugyHO
70 - 84 6annoB Xoporto
50 - 69 Gannos YIOBIETBOPUTEIBEHO
Menee 50 HeynosneTrBopurenbHo

4.2 TunoBsie OLIEHOYHBIE CPEACTBA TEKYILIETO KOHTPOJIS
ColecenoBanue

Tema 1. Ilorpe6HOCTE B KHOEPOE30TTACHOCTH
Kakue Tpu THNa 1aHHBIX KHOSPIPECTYITHUKY Yallle BCETO MbITAI0TCS OXUTUTH Y OpraHu3aui?

K kaxkoii kareropuu, cornacHo kinaccudukauu NICE Workforce Framework, otHocutcs
CTeMATM3UPOBaHHAs OI[CHKA MOCTYTANIEH HHPOPMALIUU 0 KHOepOE30TaCHOCTH C IEIIhI0 ONPEACTICHHS
€e MPUTOHOCTH JJIsl aHATUTHKH?

IIpu xako# arake 1eIb BBIBOJUTCS U3 CTPOS IIyTEM OTIIPABKHU €1 OPOMHOI0 KOJIMYECTBA 3aIIPOCOB OT
MHOJKECTBA IPYTUX CUCTEM?

Kaxk Ha3bIBaloT Xakepa, 3aHUMAIOIIETOCs B3JIOMaMU Pajid MPOJIBUKEHUSI HEKOU uaen?
Kak Ha3bIBalOT XakepoB-AWJIETAHTOB?

Tema 2. ATaku, TIOHATUS U TEXHUKU
[Touemy BaxkHO oOecriednTh KHOEPOE30MacHOCTh?
Kakne ocHoBHBIE TOHATHS?
Yro Takoe ATaka U Kak OHa IPOUCXOIUT?
Kakwue cucremMbl HCTIONB3YIOTCS AJs 317
[Tpuseaure npumep Kubeparaku

Tema 3. 3amuTa JaHHBIX U KOHQHUIECHIMATHLHOCTH

Kaxkue Texnonornu nHGOpPMaIIMOHHON 3aIIUTHI HEOOXOIMMO UCIIOIb30BaTh YTOOBI 00ECIICYNTh HACKHYIO
3aIUTY PeCYypPCOB HHGOPMAIIMOHHON CUCTEMBI?

UTto Takoe TOCTYIMHOCTb, IIEIOCTHOCTh U KOH()UICHIIUATBHOCTD?

Uro Takoe yrposa 6e30macHOCTH HHPpopManud, yiepd 0e30macHOCTH, HICTOYHUK YTPO3bl 0€30MaCHOCTH,
ySI3BUMOCTb, araka?

Yrto Takoe CaHKIIMOHMPOBAHHBINA U HECAHKLIIMOHUPOBAHHBIHN TOCTYT K HH(POPMALIUH, ITpaBa A0CTyma?

Uro Takoe 3anuTa HHGOPMAIH, OOBEKT 3alTUThI, 3)(HEKTUBHOCTD 3aIIUTH HHGOPMAIINH, 1IE€ITh 3aIIAThI
nH(popmaIuu, 3anmrta HHOOPMAIUH OT YTEUKH?

Tema 4. 3amura opraHu3aun
1 HaiiTe onpeneneHne NOHATHH «uH(DOpMaIMOHHAs 0€30TaCHOCThY, «3aIlUTa HH)OPMAITUN).
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2 OrmpenennuTte COCTABISIONINE XapaKTEPUCTUKH 3aIIUIIICHHOCTH HHPOPMAIIHH.
3 JlaliTe onpeeneHne MOHATHS ITOJMTHKA O€30TTaCHOCTH.
4 Ha3zoBwurte 3Tanbl BEIPAOOTKH MOJTUTUKUA O€30MACHOCTH.

5 HaszoBuTe HOpMaTHBHBIEC JOKYMEHTHI ()eIepaTbHOTO YPOBHS, ONPEACIISIONINE TIOIUTHKY
nHdopmarmonHon 6ezonacHoctu 0.

Tema 5. Kubep6e30macHOCTb — MUP SKCIIEPTOB U MPECTYITHUKOB

1 Ha3oBuTe HOpMATHBHBIEC JJOKYMEHTHI (hDeIepaIbHOTO YPOBHS, ONPEACIISIONINAE TIOIUTHKY
nHdopmarmonHon 6ezonacHoctu 0.

2 Hazosute xapakrepHnbie cBoiicTBa ¢pyHKImoHupoBanus AC CD3 A0 ¢ Touku 3peHust ”HPopMaIuu u
nH(}OpPMAITMOHHON 0€30TTaCHOCTH.

3 Yewm omnpeaensroTcss OCHOBHBIC TPeOOBAHUS 110 3alTUTe HH(OPMAIINH, COCTABIISIONICH
rOCyAapCTBEHHYIO U CIyeOHbIe TalHBI.

4 Kaxkwue cBenenus HeoOxoanuMo 3amumars Ha 0.
5 Kakwne nndopmanmoHabie 00beKTH He0OXoauMo 3amumars Ha 0.

Tema 6. Ky6 kubepb6e3omnacHoCTH
1 Kakue yrpo3bl CBsI3aHbl C YMBIIUIEHHOHN JEATEIbHOCTHIO YEJIOBEKA.
2 Omnpenenute BO3MOKHBIE CIIOCOOBI HapyIeHUs HH(popMannoHHo# 6e3omacHocTn CP3 SO.
3 Ilepeuncnure nHPOpPMAITMOHHBIC CITOCOOBI HapyIeHUs nHPopmarmoHHou 6e3omacHoctu CO3 S10.

4 Tlepeuucnure MporpaMMHO-MaTeMaTHIECKUE CIIOCOOBI HAapyIIeHUs HH(OPMAITMOHHON 0€30MacHOCTH
C®3 0.

5 Tlepeuucnute puznyeckue crnocodsl HapyuieHus HHGpopmaronHoi 6e3onacnoctu CP3 S0O.
6 Ilepeuncnure paarodIEKTPOHHBIC CITOCOOBI HapyleHus nHpopmarmonHoi 6e3onacHoctu CO3 S10.

TecTupoBanme

Tema 1. [TorpeGHOCTH B KNOEPOE30MIACHOCTH
Kak Ha3pIiBaeTcs 3alUIICHHAs BUPTYyaIbHAS CETh, CYIIECTBYIOIAs BHYTPH OOIIETOCTYITHOM CeTH?
Kak Ha3bI1BalOT yCTPOMCTBO XpaHEHUS JAHHBIX, TOJKIIOYEHHOE K CETH?
HazoBure Tpu MeTona uaeHTU(UKAILNH, TIPUMEHSIEMbIE B IIPOIeCCe ayTeHTU(UKALIHH.
HazoBuTe 1Ba MeTo1a MpoBEpKH LIETOCTHOCTH JIaHHBIX.

Kaxoli u3 npuHIKIOB MOApa3yMeBaeT UCKIIIOUEHUE JOCTYIa HEaBTOPU30BAHHBIX JIUI], PECYPCOB U
MpOIeCcCcOB K HHPOpMAIUN?

Tema 2. Ataku, NOHATUS U TEXHUKH

1. B 2016 roxy 6but yKpaieHsl JaHHbIC 412 MIJUTHOHOB aKKayHTOB CalTa AJIsl «B3POCIBIX) 3HAKOMCTB
AdultFriendFinder (AFF). 3noymermmenauku Bocnonb3oBanuck LFI — local file inclusion — Ha onHoM 13
CepBEpOB. A UYTO 3TO Takoe?

B03M0OXXHOCTh N3MEHEHHS M BHITIOJTHEHUS JTJOKAIBHBIX (haliJIOB HA CEPBEPHON CTOPOHE.

Va3BUMOCTE B IpoHeCCC KOMUPOBAHUS IPU 3aIlIMCH, U3-3a KOTOpOﬁ II0JIB30BaTCJIb MOT IIOBBICUTH CBOU
IMPUBUJICTUU.

AmnmnaparHas omr0Ka mporeccopa, Mo3BOoJSIONIas MOTYYUTh JOCTYI K BUPTYAIbHOM MaMATH cepBepa.

2. B 2018 rogy crano u3BeCTHO 00 yTEUKE TaHHBIX KJIUEHTOB oTesneil Marriott: manubie 383 mMitH rocrei, 8,6
MJTH HOMEPOB KPEIUTHBIX KapT, S MJTH He3amu(ppoBaHHBIX maposieid. Kak Bl TymaeTe, CKOIbKO BpEeMEHH
JUIAJIach JaHHas araka?

6 MecsIIcB
1 rox

2 rona

4 rona
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3. B aToM roay ObUI0 HECKOJIBKO PUMEPOB aTak Ha 1enb noctaBok (Supply chain attack), korga
3JI0YMBIIIUIEHHUKH JISHCTBOBAJIM HE HANPSAMYIO, a Uepe3 TOBEPEHHbBIX NapTHEPOB. CBeXMii MpUMep — araka
Ha MHJHMICKOTO ayTcopc-ruranta Wipro, YbM COTPYIHUKH UMEIOT TOCTYI BO BHYTPEHHHUE CETH
€BPONEHCKUX U aMepUKAaHCKUX KommaHuil. Uepe3z Wipro mpecTymTHUKH BHEAPUIUCH K €T0 KJIMEHTaM U
YCTaHOBHJIM HAa KOMIBIOTEpaX MPOrpaMMy Ui yAaaEHHOTO JOCTYIa. A BbI JOra/laeTeCh, KAKyI0 UIMEHHO?

TeamViewer
Ammyy Admin
ScreenConnect
RDP

4. Emie o1HOM royIoBHOM 00JIBIO CIIEUATUCTOB MO O€30MACHOCTH SBISIOTCS 001auHble cepBHchl. B 2017
roxy B o0iauHoM XpaHuiuie Amazon Obliia OOHapy)keHa OTKpbITas 6a3a qaHHbIX 200 MIIH aMepUKaHCKUX
n3bupareneir. Uudopmarus Obiia GepekHO MOATOTOBICHA U CUCTEMAaTU3UPOBaHa [T aHAIUTHYECKON
paboThl 1 puHaIexana komnanuu Deep Root Analitics, koTopast oOpabarsiBaja Ux 1o 3aKasy
Pecny6nukanckoii naptun. s noctyna K Heil ObIJIO JOCTAaTOYHO. ..

3unats URL unu nepeiitu Ha BHyTpeHHu# cyonomen dra-dw (Deep Root Analytics Data Warehouse)

Hcnonb30BaTh CTaHIAPTHYIO CBA3KY JIOTMH/Mapoib: administrator/qwerty
briTh kimentom Deep Root Analytics u 3aiiTu o1 CBOel y4eTHON 3aIKChIO.
Ckauatb 110 ccbUike ¢ opunmansroro caiita Deep Root Analytics B pazaene TexHu4ecKast MoJIepiKKa

5. Maxxe HeOounpIIas ouMbKa ¢ mpaBaMH JOCTyIa MOXKET MIPUBECTH K HETIPUSATHBIM MOCIEACTBUAM. B 3TOM
roay ¢ 3TuM ctoikHynack [loarosas ciayx6a CILIA. JTro60oi sxenaromuii MOT MOJTYYUTh JOCTYII K IaHHBIM
60 MiTH TIOTTE30BaTENCH M HHPOPMAIIUK O IBHYKCHUH KOMMEPUECKUX TPYy30B. J[J1s1 TOro ObUI0 10CTaTOYHO:

HcnonpzoBarh SQL-uHBEKIIMN HA caliTe IIPU MOUCKE TOYTOBOIO OTIPABIEHUS.
3narp URL wim BHyTpennuii cyonomen dra-dw obmaunoro cepsepa [ToutoBoi ciry )01
Hcnonp3yst cBoM yueTHBIE JaHHBIE, MOAKIIOUUTHCA K cepBucaM USPS o API.

Tema 3. 3amuTa TaHHBIX U KOHPHUIEHIIMATIHLHOCTH
Yro camoe I1aBHOE JODKHO MPOAYMAaTh PyKOBOACTBO NPH Kiaccu(UKauK JaHHBIX? BapuaHTe! oTBeTa:
TuIel COTPYIHUKOB, KOHTPAreHTOB M KIIMEHTOB, KOTOPBIE OYIyT UMETh JOCTYII K JaHHBIM
Heo06xoauMelii ypoBeHB TOCTYIHOCTH, [IEIOCTHOCTH U KOH(PHUICHIINATIBHOCTH
O1neHuTh YpOBEHb PUCKA U OTMEHUTH KOHTPMEPHI
VYrpasneHne 10CTyoM, KOTOPOE JOIDKHO 3alUIaTh JaHHbIE

Wudopmanus He SBISIOMAsACs 00IIET0CTYTHOM, KOTOpasi CTaBUT JIUII, 00IaJaloIuX €0 B CHITy CBOETO
CITy>K€OHOTO TIOJIOKEHHSI B IPEUMYIIIECTBEHHOE MOJIOKEHUE 10 CPABHEHUIO C IPYTUMHU OOBEKTaAMH.

ciyxeOHast HHpOpMaIus
KOMMep4YecKasi TaliHa

OaHKOBCKas TaliHa
KOH(UAEHITHaTbHas HHpOopMaIus

["apanTHs TOro, 4TO KOHKpPETHAs: HH(POPMAIIHsI JOCTYIHA TOJIBKO TOMY KPYTY JIUIL, /Ul KOTOPBIX OHA
[IpeHA3HAYCHA

KOH(HICHIIUATHHOCTD

IIEJIOCTHOCTb

JOCTYITHOCTh

ayTEeHTUYHOCTh

anmenepyeMocThb

ABTOMaTHU3UpPOBAHHAS CHCTEMA JIOJDKHA 00€CIICeYHBaTh
HA/I)KHOCTh

JIOCTYITHOCTD

LIEJIOCTHOCTh

KOHTPOJIUPYEMOCTh
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OxpaHa nepcoHaIbHbIX JaHHBIX, TOCYIaPCTBEHHOMN CITY)eOHOU U IPyTUX BUJOB HHPOPMALIUU
OrPaHUYEHHOI0 IOCTYyTA ITO. ..
3amura nHpopMaLuu
KommbrorepHast 6e301macHOCTh
3anIeHHOCTh HH(OpMaun
BbesomacHOCTh JaHHBIX

Tema 4. 3amura opranu3auu
K nmpaBoBbIM MeTOmaM, 00ecTIeynBaOIIUM HH()OPMAIIMOHHYIO 0€3011aCHOCTh, OTHOCSTCS:
- Pa3pabotka anmapaTHbIX CpeACTB 0OecTiedeH sl MPABOBBIX JTaHHBIX
- Pa3paboTtka u ycTaHOBKa BO BCEX KOMIIBIOTEPHBIX MTPABOBBIX CETSAX KYPHAJIOB yueTa NeHCTBUI
+ Pa3paboTka u KOHKpeTH3alus IPaBOBbIX HOPMATUBHBIX aKTOB 00OecIeueHns: Oe301MacHOCTH
OCHOBHBIMU HCTOYHUKAMHU YIp03 HH()OPMAIIMOHHON 0€30IaCHOCTH SIBIISIIOTCS BCE YKAa3aHHOE B CITHCKE:
- XuIleHne KECTKUX JIUCKOB, MOJIKJIIOYEHHUE K CETH, HHCAUIEPCTBO
+ IlepexBaT JaHHBIX, XUIICHUE JAHHBIX, N3MEHEHUE APXUTEKTYPbl CUCTEMBbI
- XulleHne JaHHBIX, MOJIKYIl CUCTEMHBIX a]MUHUCTPATOPOB, HApYyIlIEHHE periiaMeHTa paboThl
Buas! napopmManmonHoi 6€30MacHOCTH:
+ IlepconanbHasi, KOpropaTUBHAs, TOCYIapCTBEHHAs
- Kiinenrckas, cepBepHas, cereBas
- JlokanbHas, m1o0asbHasi, CMEIIaHHas
Lenu napOpMaIIMOHHON 6€30IaCHOCTH — CBOEBPEMEHHOE OOHAPYKEHHUE, TPEAYIIPEKACHUE!
+ HECaHKIIMOHUPOBAHHOTO JOCTYIIA, BO3ACHCTBUS B CETH
- MIHCANAEepCTBA B OPraHU3aLuu
- Upe3BBbIYANHBIX CUTyallui
OcHoBHBIE 00BEKTHI UHPOPMAITUOHHON O€30IaCHOCTH:
+ KommnbrotepHbie ceTu, 0a3bl JaHHBIX
- UndopmaninoHHbIe CUCTEMBI, ICUXOJIOTUYECKOE COCTOSIHUE TIOIb30BaTeNeH
- busnec-opueHTHpOBaHHBIE, KOMMEPUYECKUE CHCTEMBbI

Tema 5. Kubep6e30macHOCTb — MHUP IKCHEPTOB U MPECTYITHUKOB
1 Chopmynupyiite TpeOGOBaHUS M PEKOMEHAALINY 110 3aIIUTE peueBON HHPOPMAIIH.

2 Chopmynmupyiite TpeOOBaHUS U PEKOMEHIAIIMH TI0 3aITUTe HHPOPMAIIUKA OT YTEYKH 32 CYET MOOOUHBIX
AIIEKTPOMATHUTHBIX M3JTy4YCHUH U HABOJIOK..

3 Cdopmynupyiite TpeOOBaHUS U PEKOMEHIAIIUH 110 3alIUTe HH(OPMALMU OT HECAHKLIMOHUPOBAHHOTO
JoCTyna.

4 Chopmynmupyiite TpeOOBaHUS U PEKOMEHAIINY TI0 3aIuTe HHGOpManuu oT poTtorpapuuecKkux u
OTNITUKOAJIEKTPOHHBIX CPEIICTB Pa3BEIKH.

5 Cdopmynupyiite TpedoBanus u nepconany CO3 0.

Tema 6. Ky6 xubepOe3omnacHocTu
1 Chopmynupyiite npuHiunsl obecrneuenus napopmanmonnoit 6e3onacaoctan CTPC npu nx
ucnosib3oBaHuu Ha S0.
2 Ilepeuncnute ocHOBHBIE dTanbl knaccuduranuu CTPC.
3 Ilepeuncnure OCHOBHBIE TaHHBIE He0OXoauMbIe ts kinaccudukamuun CTPC.
4 Tlepeuncnure knaccsl 3auuiieHHocTd CTPC n gaiite ux KpaTKyro XapakTepUCTHUKY.
5 Ilepeuncnure moxcuctTeMsbl cucTeMbl 3anuThl nHGpopmaruu CTPC.

4.3 IIpomexxyTouHast aTTECTAlU 110 AUCIUIUTHHE MPOBOAUTCS B hopMe dK3aMeHa
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Tunosbie Bonpockl 3xk3ameHna (I1K-5)

. Uto Takoe SQL-uHbeKuA 1 9eM oHa oTan4daeTcs oT XXE?
. Uro Takoe: IDS, IPS u EDR. Uem oHHM oTIH4aroTcs?

. Uem CSRF otnuuaercs ot XSS?

. Urto takoe DLP, xak oHO paboraer?
. Uro Takoe ACL? Kak nx ucnonp3oBarb?

. Uto Takoe VLAN u xorzaa ero ucnosin3oBath? Kak padoraet nepexiouenue VLAN?
. Uto takoe DoS u DDoS? Kakas paznuna?

Tunosble 3aganusa s 3k3amena (IIK-5)
1. Hactpoiika SSH "CereBble ycTpOHCTBa JOIKHBI ObITh HACTPOEHBI I oaepkku SSH."

2. Hactpoiika aBrokoHpurypaiuu 6e3onacHocTH. "Ha ceTeBbIX yCTpONCTBaX TOJDKHBI OBITh HACTPOCHBI
aBTOMaTH4ecKue PyHKIUU 6e30macHOCTH"

3. Hactpoiika mexceTeBoro 3kpana "lIpor3BecT HACTPOUKY MEXKCETEBOrO YKpaHa Ha OCHOBE 30H"

4. Hactpoiika napametpos 3autsl STP "Ha ceTeBbIX ycTpoiicTBaX JOIKHBI OBITh HACTPOCHBI TapaMETPhI

urst 3amuTel STP"

5. Hactpoiika 6a3oBoii koHpurypamuu ASA "Ha ceTeBbIX yCTpONUCTBaX JOKHBI ObITh HACTPOCHBI 0a30BbIC

napameTpsl”

6. Hacrpoiika 6a3oBoii koHpurypamun ASA "Ha ceTeBbIX yCTpoiicTBaxX JOKHBI OBITH HACTPOCHBI 0a30BbIE

napamerTpsl”

4.4. llIkana oueHMBaHUS TPOMEKYTOUHOM aTTECTALMKI

Onenka

Kommnerenmu

Heckpuntopsl (ypOBHH) — OCHOBHBIE IPU3HAKH OCBOCHUS (ITOKA3aTeNn
JTOCTH>KCHHUSI pE3yJIbTaTa)

COTITHYHOY
(85 - 100 6ammoB)

IIK-5

Crioco6eH mpoBOIUTH
aTTecTalrio 0ObEKTOB BHIYMCIUTEIBHON TEXHUKU
Ha COOTBETCTBHE
TpeOOBaHUSM
MEXTyHapOIHBIX
CTaH/apTOB
HH(pOpMAITMOHHOM
0€30IMacHOCTH.
JleMOHCTpHUpYyET 3HAHUA B
001aCTH MEXTyHAPOTHOM
“H(pOpMAITMOHHOM
0€30IMacHOCTH.

«XOPOIIO»
(70 - 84 6amoB)

[K-5

YacTiuuHO criocoOeH MPOBOIUTh
aTTECTaINI0 0OBEKTOB BHIYMCIUTEIHHON TEXHUKN
Ha COOTBETCTBHE

TpeboBaHUIM

MEXTyHapOIHBIX

CTaHJapTOB

MH(POPMALTMOHHON
0€30MacHOCTH.

JIeMOHCTpUPYET 3HAHUS B
00J1aCTH MEXTyHapOIHOM
MH(POPMALTMOHHON
0€30MacHOCTH.
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[K-5 HenocraTouno cnocoOeH MpoBOAUTh
aTTecTanuio OOBEKTOB BHIYUCIUTEIHPHON TEXHUKU
Ha COOTBETCTBHUE

TpebOoBaHUIM
MEKIYHAPOIHBIX
«YAOBJICTBOPHUTCIBHO» CTaHI[apTOB
(50 - 69 6amoB) MH(POPMALTMOHHON
0€30MacHOCTH.

JIeMOHCTpUPYET 3HAHUS B
00J1aCTH MEXTyHapOIHOM
MH(POPMALTMOHHON
0€30MacHOCTH.

[IK-5 He crioco6en nmpoBomuTh
arTecTaluio 00bLEKTOB
BBIYHCIIATEILHON TEXHUKH
Ha COOTBETCTBHE

TpeOOBaHUSIM
MEXTyHapOIHBIX
«CHCYAOBJICTBOPUTCIILHO»
CTaH/IapTOB
(menee 50 6amnoB) N
nH(pOpMAITMOHHOM
0€30IMacHOCTH.

He oGnamaer 3HanusIMu B
001aCTH MEXTyHAPOTHOM
nH(pOpMAITMOHHOM
0Ee30MacHOCTH.

5. MeTonnueckue ykazaHusi AJ1s1 00y4al0IUXCS 10 OCBOCHUIO M CHUILTHHBI (MOLYJIS)

5.1 MeTtoandeckue yka3aHus IO OPTaHU3aIlNA CaAMOCTOSTEIBHOM PadO0ThI 00YUYaIOIIUXCSI:

[Tpuctynas kK U3y4eHUIO AUCIUILTUHBI, B IEPBYIO OYepeab 00yJarOIUMCs HEOOXOAMMO 03HAKOMHUTBCS
cofepxaHueM padoueii mporpammel nucruiuinabl (PI1/]), kotopas onpexnenser cogepxanue, 00beMm, a
TaKKe TMOPSIOK U3YUCHHsI U MTPETIOAaBaHus yIeOHOM TUCIUILINHEL, €€ pa3/iena, YacTu.

J71 caMOCTOSTENbHOM paboThl BaKHOE 3HaYEHHE UMEIOT pa3zeibl «O0beM U collep:kaHne AUCIUTITMHBD),
«YuebHo-MeTonnyeckoe U nHGOpMAIIMOHHOE 0O0ecTieyeHIe TUCIUIUIMHBD U «MaTepruaabHO-TEXHUYECKOe
obecrieueHre JUCITUTUIMHBI, TporpaMMHOE o0ecredeHue, MpodecCHoHaIbHbIC Oa3bl TaHHBIX U
MH(OPMAIMOHHBIE CTIPABOYHBIE CUCTEMBI».

B pazgene «O0beM U conepkaHue TUCHUIUIMHBD) YKA3bIBAIOTCS BCE pa3/ielbl U TEMbI H3y4aeMon
JTUCIMILTMHBL, @ TAKXKE BUJIbI 3aHIATHI U TUTAHUPYEMBI 00BEM B aKaJIeMUYECKHX Yacax.

B paznene «YuebHO-MeTOAMUECKOE U MH(DOPMAITMOHHOE 00ECTIEUeHHE TUCIUILTMHBD) YKa3aHa
peKOMeHTyeMasi OCHOBHAS U JIOTIOJTHUTEIbHAS JINTEpaTypa.

B pazgene «MatepuanbHO-TeXHUYECKOE 0OecreueHrne AUCIUIIIMHBI, TPOrpaMMHOE 0OecTiedeHue,
npodeccuoHanbHble 0a3bl JAHHBIX U HHPOPMAIIMOHHBIE CIIPABOYHBIE CUCTEMBD) COJIEPIKUTCS NIEPEUCHb
npodeccuoHanbHbIX 0a3 JAaHHBIX U HH(GOPMAIIMOHHBIX CIIPABOYHBIX CUCTEM, HEOOXOIUMBIX JJISi OCBOCHHUS
JTUCIUIITAHBL.

5.2 Pexomenanuu oOy4aromumcs 1o padbore ¢ TEOPeTUUECKUMHU MaTeprallaMy 110 TUCIUITIIMHE

[Tpu u3yuennu u npopaboTKe TEOPETUIECKOTO MaTepraia HeoOX0IuMO:

- IPOCMOTPETH elle pa3 npe3eHraiuto Jekiuuu B cucreme MOODLe, moBTOpUTH 3aKOHCIIEKTUPOBAHHBIN Ha
JIEKIMOHHOM 3aHATUU MATEPHUAII U TOIOIHUTD €r0 C Y4€TOM PEKOMEHI0OBAHHOM JOOIHATEIbHON
JIUTEPATYPBI;

- IPY CaMOCTOSITEIIbHOM M3yYE€HUU TEOPETHUUECKOM TEMBI CIENIAaTh KOHCIEKT, UCIONIb3Ysl PEKOMEH/I0BAHHbIE
B PIT/] ucrounuku, npoeccuoHanbHbie 0a3bl JAHHBIX U HHPOPMALIMOHHBIE CIIPABOYHbIE CUCTEMBI:

- OTBETUTH HA BOIIPOCHI JJIsi CAMOCTOSTENILHOW pabOThI, IO TeMeE MpecTaBieHHbIe B myHKTe 3.2 PI1/I.

- IIpY NOATOTOBKE K TEKYIIEMY KOHTPOJIIO MCIIOIb30BaTh MaTepualibl (hoH1a oreHouHbIX cpencts (POC).
5.3 Pexomennamuu 1o pabore ¢ Hay4HOU U y4eOHOM IuTepaTypoit



PaboTa ¢ 0OCHOBHOH M JOTIOITHUTEIBHOM JTUTEPaTypO SBIAETCS TIIaBHOU (POPMOI CaMOCTOSTETbHON
paboThl ¥ HEOOXOMMA MTPU MOATOTOBKE K YCTHOMY ONPOCY Ha CEMMHAPCKHX 3aHATHAX, K JebaTam,
TECTHUPOBAHUIO, 3k3aMeHy. OHa BKIIIOYaeT MpopabOTKy JIEKLIMOHHOTO Marepraia u peKOMEHIOBAaHHBIX
HUCTOYHUKOB U JINTEPATYpPBI 10 TEMATUKE JICKLUN.

KoHcnekT nexium JomKeH coepkarh pedepaTuBHYIO 3alICh OCHOBHBIX BOIIPOCOB JICKIMH, B TOM YHCIIE C
ornopoi Ha pazMenieHHble B cucteMe MOODLe npe3eHTanu, OCHOBHBIX UCTOYHUKOB M JIUTEPATYPBI IO
TeMaM, BBIBOJIBI IO KaX10My BoIpocy. KOHCTIEKT MOKeT ObITh BHITOJIHEH B PAMKaX pacrlevyaTky BbIIauu
MIPe3CeHTAIUH JEKINI WK B OTAETBHOM TeTpaau 1o npeamety. OH T0KeH ObITh aKKyPaTHBIM, XOPOILIO
YUTAaEMBbIM, HE COAEPHKAaTh HE OTHOCALIYIOCS K TeMe HH(POPMAIUIO HITH PUCYHKH.

KoHcneKThl HayuHOM IUTEpaTypbl IPU CAMOCTOATENBHON OATOTOBKE K 3aHATHUAM JOJKHBI COZIEP)KATh
OTBETHI Ha KaX/Iblif TOCTABJICHHBINH B TEME BOIIPOC, UMETh CCHUIKY Ha UCTOUHUK MH(DOPMAIIH C
00s13aTeIbHBIM YKa3aHHEM aBTOPA, HA3BaHUS U O/1a U3AAHUS HCIIOIB3yEeMOM HAydHOM JIUTEPATyPHI.
KoHcnekT MokeT ObITh OLOPHBIM (COAEPIKATh JIUIIb OCHOBHBIE KIIIOYEBHIC TO3UIMN), HO TIPH 3TOM
MIO3BOJISIFOIIMM J1aTh MOJHBIN OTBET MO BONIPOCY, MOXKET ObITh MOAPOOHBIM. OObEM KOHCIIEKTa
OIIPENIETSAETCS CAMUM CTYIACHTOM.

B nporecce paboThl ¢ OCHOBHOM W JOTIOTHUTEIIBHON JTUTEPATYPOI CTYICHT MOXKET:

- ACJIaTh 3allUCH I10 XOAY UYTCHUA B BUJAC IPOCTOTO WJIK PA3BCPHYTOIO IJIaHA (COB,Z[aBaTI: MNEpCUCHb
OCHOBHBLIX BOITPOCOB, PACCMOTPCHHLIX B I/ICTOLIHI/IKG);

- COCTaBIIATh TE3UCHI (LIUTUPOBaHKUE HanOoJIee BaXKHBIX MECT CTAaTbU MJIM MOHOTpaduu, KOPOTKOE
M3JI0KEHUE OCHOBHBIX MBICJIEH aBTOpA);

- TOTOBUTH aHHOTAIMH (KpaTKoe 0000I1eHe OCHOBHBIX BOIIPOCOB PadOTHI);
- CO3/1aBaTh KOHCIIEKTHI (Pa3BEPHYTHIE TE3UCHI).
5.4. PexoMeHalMy 10 OATOTOBKE K OTAEIBHBIM 3a/1aHUSIM TEKYILIETO KOHTPOJIS

CobecenoBaHue MpernoiaracT OpraHu3alio 6ecepl MpenoaaBares co CTyAeHTaMH 110 BOIIpocam
MIPAKTHUYECKOTO 3aHATHSI C LeNbl0 Oosiee 00CTOATENHHOTO BBISIBICHUS UX 3HAHUM 110 OMPEIEICHHOMY
paszzeny, Teme, npobieme U T.I. Bce uiieHsl rpyIbel MOTYT Y4acTBOBaTh B OOCYXACHUHU, 100aBIATh
nH(pOpMaIUIO, TUCKYTUPOBATh, 3a/1aBaTh BOIIPOCHI U T.1.

VYCTHBINM OITPOC MOXKET MPUMEHSITHCS B Pa3TUIHBIX (hopMax: (GpOHTATBHBIN, WHIUBHUIYaTbHBIH,
KOMOMHUPOBaHHBIA. OCHOBHBIE KaU€CTBA YCTHOTO OTBETA MOJJIEIKALIETO OIICHKE:

- IPaBUJIBHOCTB OTBETA IO CONEPIKAHHUIO;

- IOJTHOTA U TIIyOuHa OTBETA;

- CO3HATEIILHOCTh OTBETA;

- JIOTMKA U3JI0KEHUsI MaTepuaa;

- PallMOHAIILHOCTD MCIIOJIb30BAHHBIX IIPUEMOB U CIIOCOOOB PELIEHHs OCTABICHHON yueOHOil 3a1aun;

- CBOEBPEMEHHOCTh U 3(PPEKTUBHOCTH UCIIOIB30BAHUS HAITISIIHBIX MOCOOUI U TEXHUUECKUX CPEICTB MPH
OTBETE;

- CIIOJIb30BaHUE JOIOJHUTEIBHOIO MaTepUaa;

- PallMOHAJILHOCTb UCIIOJIb30BaHUS BPEMEHH, OTBEJCHHOIO HA 3a/laHNE.

YCTHBINM OIIPOC MOXKET CONPOBOXKAATHCS MPE3ECHTALNUEH, KOTOPAst IOATOTaBIMBACTCS 110 OAHOMY U3
BOIIPOCOB MPAKTHUECKOTO 3aHATHA. [Ipu BRICTYIUIEHNH ¢ TIpe3eHTalue Heooxonumo oOpamars BHUMaHUe
Ha TaKME€ MOMEHTBHI KaK:

- coJIepKaHUE TIPE3CHTAIMH: aKTYaIbHOCTh TEMBI, IIOJTHOTA €€ PACKPBITHS, CMBICIIOBOE CONIEPIKAHHE,
COOTBETCTBHE 3asBIICHHOI TEMBI COACPIKaHUIO, COOTBETCTBHE METOUYECKUM TPEOOBAHUM (IEJTH. CCHIIIKU
Ha PECYPCHI. COOTBETCTBUE COICPKAHSI U JINTEPATYPhI), IPAKTHUECKasi HAIIPABICHHOCTh, COOTBETCTBUE
cozIepKaHus 3asiBICHHON opMe, aJIeKBaTHOCTh HCIIOJIh30BaHUS TEXHUYECKUX CPEACTB YUCOHBIM 3a1a4aMm,
MOCIIEIOBATEIIEHOCTD U JIOTHYHOCTb MTPE3CHTYEMOT0 MaTrepuara,

- ohopmiteHHE Mpe3eHTaIU: 00beM (ONTUMATBHOE KOJIMUECTBO), AU3alH (YMTAEMOCTh, HATMYNE U
COOTBETCTBHE I'pa)MKN ¥ aHUMAIINH, 3BYKOBOE 0(OpPMIICHHE, CTPYKTYpUPOBaHHE HH(POPMAITIH,
COOTBETCTBHE 3asiBIICHHBIM TPEOOBAHHUSIM ), OPUTUHAIBHOCTh OOPMIICHHS, ICTETHKA, UCTIOJIb30BAaHHE
BO3MO)KHOCTH ITPOTPAMMHO# CpeJIbl, COOTBETCTBHE CTaHIapTaM 0(hOPMIICHUS;

- JUYHOCTHBIC KQ4€CTBa: OPATOPCKUC CIIOCOOHOCTH. CO6J'IIOI[€HI/IC periraMCcHTa, SMOINOHAJIBHOCTh, YMCHHC
OTBCTUTH HA BOIIPOCHI, CHCTCMAaTU3NPOBAHHBLIC, FJ'I}’60KI/I6 1 IIOJIHBIC 3HAHUA 110 BCEM pasgcjiaM IIporpaMMbl:
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- CoJiepKaHNE BBICTYIUICHUS: JIOTHYHOCTD U3JIOKEHUS MaTepuaa, paCKpbITHE TEMbI, TOCTYITHOCTb
u3noKeHus, 3ppexkTuBHOCT npuMeneHus cpenctB MKT, ciocoObl U yciioBuUs TOCTHKEHUS
PE3yABTaTUBHOCTH U A((EKTUBHOCTH JIJISl BBITIOJIHEHUS 33]1a4 CBOCH MpodeccHoHanbHON WK yueOHOU
NesITeIbHOCTH, JOKA3aTeIbHOCTh IPUHIMAEMBIX PEILICHUH, yMEHHE apryMEHTHPOBATh CBOM 3aKJIIOUEHUS,
BBIBOJIBI.

6. YueOHO-MeTONM4YecKoe M HHPOPMALMOHHOE o0ecieyeHre JUCHMIITTHHbI

6.1 OcHoBHas UTEpaTYypa:

1. Kosran H. M. Kommnbtorepusie cetu : yuebHoe mocobue. - Munck: PUIIO, 2014. - 180 c. - Teker :
sanektpoHubit  /  OBC  «YHuBepcuterckas ~— OuOnmoreka  onmaiim»  [caiit]. -  URL:
http://biblioclub.ru/index.php?page=book&id=463304

2. Jlanonnna O. P. Kpuntorpadguueckne ocHOBBI Oe3omacHOCTH. - MockBa: HarmoHanbHbI OTKPBITHINA
VYuusepcuretr « MTHTYUT», 2016. - 244 c. - Teker : anexkrponHsiil / DbC «YHuBepcuteTckas oubamnorexa
onaiiny» [caitt]. - URL: http://biblioclub.ru/index.php?page=book&id=429092

6.2 JlonosHUTENBHAS IUTEpPATYpA:

1. ®omun JI. B. KommbiorepHsle ceTu : ydeOHO-MeTromuueckoe mocobue. - Mocksalbepnu:
Hupekt-Menua, 2015. - 66 c. - Tekcr : snexkrponHsiii / OBC «YHuBepcureTckas 6MONIMOTEKa OHIAWH
[caiiT]. - URL: http://biblioclub.ru/index.php?page=book&id=349050

2. Kapramesckuii, B. I, Jluxtuungep, b. f., Kupeesa, H. B., Bypanoa, M. A. KoMmmnbioTepHbie ceTH :
yueOHUK. - Becb cpok oxpanbl aBropckoro mnpaBa; Kommbiorepaele cetu. - Camapa: IloBomxckuii
TOCY/IapCTBEHHBIN YHHUBEPCUTET TelNeKOMMYHUKalmii u wuHpopmaruku, 2016. - 267 c. - Texkcr
anektpoHHbIi / [IPR BOOKS [caiit]. - URL: http://www.iprbookshop.ru/71846.html

3. Kosran, H. M. KomnetotepHasie cetu : yuebHOe ocodue. - 2025-03-10; KommnbroTepHbie ceTu. - MUHCK:
PecniyOnukanckuit mHCTUTYT mnpodeccuoHansHoro obpaszosanust (PUIIO), 2019. - 179 c. - Teker
anekTpoHHbi // [IPR BOOKS [caiit]. - URL: http://www.iprbookshop.ru/93384.html

6.3 VHbpIe NICTOUHMKMU:

1. Bonpocs! o6pazoBanus - http://www.ecsocman.edu.ru/vo

2. ®enepanpHas ciyx0a 1mo Haa30py B chepe oObpazoBanms u HayKu - http://obrnadzor.gov.ru
3. Ilopran "I'ymanutapaoe oopazoBanue" - http://www.humanities.edu.ru/

4. ®enepanpHbiii optan «Poccuiickoe oopazoBanue» - http://www.edu.ru/

7. MaTepuaJbHO-TeXHHMYeCKOe o0ecnedeHHe TUCHUILVINHBI, IPOrpaMMHOe o0ecredyeHue,
npogeccnoHanbHbIe 023bI JAHHBIX 1 HHPOPMALMOHHBbIE CIIPABOYHbIE CHCTEMbI

Jliis mpoBeieHus 3aHATHI 110 IUCHUIUTMHE HE00X0IUMO Cieylollee MaTepruaabHO-TEXHUYECKOe
oOecriedyeHue: yueOHbIe ayqUTOPUHU I IPOBEACHUS 3aHATHH JIEKIIMOHHOTO ¥ CEMHUHAPCKOTO THUIIA,
IPYNIOBBIX U UHAUBUIyaJIbHBIX KOHCYIbTALUM, TEKYIETO KOHTPOJIS U IPOMEKYTOUHOM aTTeCcTaluH,
MTOMEIIEHUS JIIs1 CAMOCTOSITENIbHOM paboThl.

VY4eOHble ayTUTOPUH U TOMEILIEHUS JJIsi CAMOCTOSTENIbHOM pabOThl YKOMIUIEKTOBaHbI CHIEIUAIM3UPOBAHHON
Me0eIbI0 U TEXHUYECKUMU CPEICTBAMH 00yUEHHs, CITY>KalIUMU JIJIsl PEACTaBIeHUs yueOHON HHpOopMaIH
OO0JBIION ayTUTOPUH.

[TomerieHust 17151 CaMOCTOSITENBHOM pabOThl YKOMILIEKTOBAHBI KOMITBIOTEPHOI TEXHUKON C BO3ZMOKHOCTBIO
MoJKITIoUeHus K ceTu "MHTepHeT" 1 obecrnedeHrneM TOCTyIa B SJEKTPOHHYIO
nH(OPMAITMOHHO-00pa30BaTEIbHYIO CPey YHUBEPCHUTETA.

Jlyis mpoBeieHHs! 3aHATHH JIEKIIMOHHOTO THUIIA UCIIONB3YIOTCS HAOOPHI IEMOHCTPALlMOHHOTO 000pYy/I0BaHUS,
o0ecreunBaIfe TeMaTHYECKUE WILTIOCTPAUU (ITPOSKTOP, HOYTOYK, SKpaH/ MHTEPAKTUBHAS JTI0CKA).

JluneH3noHHOE ¥ CBOOOHO PAcIIPOCTPaHIEMOE MPOTPaMMHOE 00eCTICUCHHE:
Microsoft Windows 10

22



Microsoft Office [Ipodeccronanbhsrii mioc 2007
Adobe acrobat

LibreOftice

Omnepamnmonnas cuctema "Anst O6pazoBanue"
Cisco Packet Tracer

ITpodeccronanbhbie 6a3bl JaHHBIX U UHPOPMAITMOHHBIE CIIPABOYHBIE CUCTEMBI:

1. DNEeKTpOHHBIN KaTrajor @yHIaMEHTaIbHON OoubmuoTeKN TTV. — URL:
http://biblio.tsutmb.ru/elektronnyij-katalog

2. VYuuBepcuTeTckas OMONMOTEKa  OHJIAHH:  DIEKTPOHHO-OMONMoTreuHas  cuctema. —  URL:
https://biblioclub.ru
3. KoncynbranT cryneHTa. l'ymaHuTapHble HAyKH: 3JIEKTpOHHO-OMOnmmoreuHass cuctema. — URL:

https://www.studentlibrary.ru

4. Hayunas snextponnas oubiamoreka eLIBRARY.ru. — URL: https://elibrary.ru

5. Poccwuiickas rocynapcrBenHast 6nbnuoreka. — URL: https://www.rsl.ru

6. Poccuiickas HarmoHanpHas onbamoreka. — URL: http://nlr.ru

7. [Ipe3unentckas 6ubnuoreka umenu b.H. Enprinaa. — URL: https://www.prlib.ru

8. Hayunas onextpoHHas Oubnmoreka Poccuiickoii  akamemun — ecrectBo3Hanus. — URL:
https://www.monographies.ru

9. Dnexrponnas 6udmuorexka POOU. — URL: https://www.rtbr.ru/rffi/ru/library

DJIeKTpPOHHAS HH(OPMALIMOHHO-00pa3oBaTe/IbHas cpeaa
https://auth.tsutmb.ru/authorize?response type=code&client id=moodle&state=xyz
B3anMoneiicTBue mpenomaBaTenss W CTY[JEHTa B Tpolecce OOyYeHHUs OCYHIECTBISIETCS MOCPEICTBOM

MYJIBTUMEIUHHBIX, THIIEPTEKCTOBBIX, CETEBBIX, TEICKOMMYHHUKAIIMOHHBIX TEXHOJIOTHH, HUCIOJIB3YEMBIX B
ANIEKTPOHHOH HH()OPMAIIMOHHO-00Pa30BaTEILHON CPEIe YHUBEPCHUTETA.



