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1. lean u 3agaun AUCHUATIHMHBI

1.1 Henp qucuuruivHel — GopMUpOBaHUE KOMIIETEHIIHIA:

OIIK-4 CriocoOeH BBIMONMHATh TEXHUKO-3KOHOMHYECKOE 000CHOBAHHE MPOCKTHBIX PEIICHHUH M0 CO3/IaHUI0
cucteM obecrieueHuss HMHQPOPMAIMOHHOW O€30MacHOCTH, pa3padarbiBaTh pPabOYyl0 TEXHUYECKYIO
JOKYMEHTAIMI0 B COOTBETCTBUM C JEHCTBYIOLIMMHU HOPMATHBHBIMH M METOAWYECKUMU JIOKYMEHTaMU B
o0nacTH 3anuThl HHGOpMaIUN

1.2 Tumbl 3amad mpodecCHOHATBHOW JEATETLHOCTH, K KOTOPBIM TOTOBATCS OOydYaroluecs B paMKax
OCBOCHHUS JUCIUILTUHBL:
- OpPraHMU3aLMOHHO-YIIPABICHYECKUN

1.3 JlucuurniauHa OpHEHTHPOBAaHA HA MOATOTOBKY OOydYaromuxcs K MpodeCCHOHAIBLHON IEsSTEIhHOCTH B
chepax: 06 CBsa3p, WHPOPMAIMOHHBIE M KOMMYHHMKAIMOHHBIC TEXHOJIOTHU (B cdepe TEXHUKH U
TEXHOJIOTMH, OXBATHIBAIOLICH COBOKYNMHOCTh MpoOJeM, CBA3aHHBIX C O0OECleYeHHEeM 3alUIIEHHOCTH
00BbeKkTOB WH(OpMATH3allMd B YCIOBHUSAX CYIIECTBOBaHHS yrpo3 B wHHPoOpManuoHHOH cdepe), 12
Ob6ecnieuenne 6e3omacHocTH (B cdepe 3ammutsl nHGopmarun), Chepa mpaBoOXpaHUTETHLHOHN AESITEIIBHOCTH

1.4 B pesynbrare 0CBOCHHMSI TUCIUILUIUHBI Y 00YYaroIMUXCsl TOJKHBI ObITH COPMUPOBAHBI:

O0001IEeHHBIC TPYIOBBIE

KO,I[ 1 HAUMCHOBAHUC

(hyHKUMY / TPYAOBBIC komriereHiu @I'OC BO,
(GbyHKUMY / TPyAOBBIC U HEOOXOIMMOM ISt .
WnankaTopbl JOCTHKEHHSI KOMIIETSHIHHA
npodeccroHaIbHbIE (hopMHupOBaHUS TPYAOBOTO
JeicTBus (Ipy HaTU9UU WK IpoecCHOHATBHOTO
npodcranaapra) nefcTBUS
OIIK-4 Criocoben BrimmonasieT  TEXHWKO-dKOHOMHYECKOe  000CHOBaHHWE
BBINOJIHSATD IIPOCKTHBIX PEIICHUN 110 CO3JaHUIO CUCTEM 00ECIEUEeHUs

nH(pOpMaITMOHHON 0e30macHOCTH, pa3pabaTsiBacT
pabouy0 TEXHHYECKYIO JOKYMEHTAIUIO B COOTBETCTBUH
TpeOOBAHUAM 10 3aITUTE KPUTHIECCKOW HH(POPMAITMOHHON

HHPPACTPYKTYPHI

TEXHHUKO-IKOHOMHYECKOEe
000CHOBaHNE TTPOCKTHBIX
pEILIeHHH TI0 CO3/IaHuI0
cucTteM obecrieueHus
nH(pOpMaITMOHHON
0e301aCHOCTH,
paspabarsIiBaTh PabouyIo
TEXHUYECKYTO
JTOKYMEHTAIIHIO B
COOTBETCTBHH C
JIEUCTBYIOIITUMU
HOPMaTHBHBIMH H
METOAMYECKUMHU
TIOKyMEHTaMH B 00JIaCTH
3alIUThl KHpOPMALIUK

1.5 CormacoBanue MCKIUCHTUIITIMHAPHBIX CBs3eH JAWUCIMIIINH, OGCCHG‘-II/IBaIOH_II/IX OCBOCHHC KOMHGTGHHHﬁ:

OIIK-4 CrocoOGeH BBINONHATh TEXHHUKO-YKOHOMUYECKOE OOOCHOBAHME MPOEKTHBIX
pelIeHrii 1O CO3JaHMI0 CHUCTeM obecredueHus: HMH(OPMAIMOHHON Oe30MacHOCTH,
pa3pabareiBaTh ~ pabOYyl0  TEXHHUYECKYI0 JOKYMEHTAIMIl0 B  COOTBETCTBUH  C
JEUCTBYIOUIMMHU HOPMATUBHBIMH M METOJUYECKUMHU JIOKYMEHTAaMH B OOJACTH 3alUThI
uHpOpMaLUU

Ne HaumeHnoBanue ®dopma
n/n JUCIIUTLITNH, o0yueH
OTIPEIETISIOINX us




MEXIUCIUTUTMHAPHBIE | OyHas
CBSI3H (cemect
p)
6
1 |TIpaBoBas 3amura +
uHopMaru

2. Mecto nucuuiuiaabl B cTpykrype OIl cnenuaaurera:

JucuuiuinHa «3amuTa KpuTHYeCKod MH(OpMAIMOHHON HWHQPACTPYKTYphD» OTHOCUTCS K 00s3aTelIbHOMN
yactu y4yeOHoro tuiaHa OIl mo nampasienuto moaroroBku 10.05.05 - besomacHocTh MH(DOPMAIIMOHHBIX

TEXHOJIOTHH B IPaBOOXPAHUTENIBHOM cepe.

JucrumninHa «3anmTa KpUTHIeCcKo HHPOpManOHHON HHPPACTPYKTYphD» H3ydaeTcs B 9 cemecTpe.

3.00beM U coep:kaHMe TUCHUILTHHBI
3.1.00beM QUCLUILUIMHEL: 3 3.€.

Ounas: 3 3.e.
Bun yueOHo# paboTh (BCSEI;ZEOB)

O0mast Tpy10éMKOCTb TUCHHUILIHHBI 108
KonrakTHast pabora 48
Jlexmm (Jlextmm) 16
JlaGoparopnsie (J1ab. pab.) 32
CamocrostensHas padota (CP) 60
3auer -

3.2.Conepxanue Kypca:

No Haspanue Bun yuebnoit | dopmbl TekyIero
TEMBI pasnena/TeMbl paboThI, yac. KOHTPOJIS
Jlex |JIa6 | CP
ouu | .
pao.
O]l0|O
9 cemecTp
1 KommnekcHslit JlaGoparopHas
MOJXOM K pabora
00€eCIeYeHUI0
MH(POPMALTMOHHON 21419
0€301acHOCTH B
KOMIBIOTEPHBIX
cucTreMax
2 Merone! u cpeacTsa JlaGoparopHas
3aIUTHI pabora

nHpOpPMALIUU OT
HecaHKIMoHupoBaH | 3 [ 5 | 9
HOTO JIOCTyIa B
KOMIBIOTEPHBIX
cucTeMax.




3 3amura JlaGoparopHas
uH(pOpMAIUHU OT pabora
HECAHKIIMOHUPOBAH
HOTO JIOCTyIa B
OTEPALMOHHBIX
CHCTEMaxB
KOMIIBIOTEPHBIX
cucremMax

4 Kpunrorpaduyecku JlaGoparopHas
€ METOJIbl U pabora
cpeacTa
obecrieueHus
MH(POPMALTMOHHON
0€30MacHOCTHB
KOMIBIOTEPHBIX
cucTreMax

5 Kpunrorpaduyecku JlaGoparopHas
it uaTepetic pabora
MIPUIIOKECHUN
ONEpalOHHOU
cucreMbl Windows
(CryptoApi)B
KOMIBIOTEPHBIX
cucreMax

6 3amura JlaGoparopHas
KOMIIBIOTEPHBIX pabota
CHCTEM OT
BPEIOHOCHBIX 21519
IpOTpaMMB
KOMITBIOTEPHBIX
cUCTEMaX.

7 3amura JlaGoparopHas
IIPOrPaMMHBIX pabora
CPEICTB OT
HECAHKIIMOHUPOBAH
HOTO 21519
WCTIOJIb30BaHUS U
KOIIMPOBAHMSB
KOMIIBIOTEPHBIX
cucTeMax.

Tema 1. KommuiekcHbIH M0OaX0 K 00ecnied4eHU0 MH(POPMANMOHHOM 0€30MMACHOCTH B KOMIIbIOTEPHbIX
cucremax (OIIK-4)

Jlekumus.
VYrpo3sl nH(OpPMaMOHHON 0€30MacHOCTH W KaHaibl yTeuku HHpopmanuu. OpraHu3allioHHO-IIPaBOBOE
obecrnieueHne HH(popManoHHONH Oe3onmacHOCTU. MHKEHEpPHO-TEXHUUYECKHE METOABI U CPEACTBA 3aIIUTHI
unpopmaruu. [Iporpammuble ¥ MpOrpaMMHO-aNNapaTHble METOAbl M CpeAcTBa  oOecredeHust
nH(popmarmoHHoM 6e3omacHocTh. TpeboBaHUS K KOMIUIEKCHBIM CHCTEMAaM 3aluThl HHPpOpMaIun
JlaGopaTopHbie padoThbI.
JlaGoparopHas pabota [lonuTrka yuyeTHBIX 3aMCEeN. Y TWIIMTHI AMUHUCTPUPOBAHHS KOMAaHIHOM CTPOKH.
3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.
[ToaroroBka KOHCHEKTa JEKIMH 1 JAOOPATOPHBIX Pa0OT, MPOUYTEHUE JOMIOTHUTEIBHOM JTUTEpaTyphl



Tema 2. MeToabl U CpPeCTBA 3aA1IUTHI HHPOPMALMH OT HECAHKIMOHUPOBAHHOIO I0CTYIA B
KOMIIbIOTepHbIX cucTtemax. (OIIK-4)

Jlekumus.
CriocoObl HECaHKIIMOHUPOBAHHOTO JIOCTyIMa K HMH(OpMAaluu B KOMIBIOTEPHBIX CHUCTEMax W 3allUThl OT
Hero. AyTeHTU(UKAIKS TOIh30BaTeIe Ha OCHOBE Mapojied M MOJAENIN PYKOMOXKaTHs». AyTeHTH(UKAIUS
MOJIb30BaTeNel M0 UX OMOMETPHUUECKUM XapaKTepUCTHKaAM, KJIaBHATYpPHOMY MOYEPKY U POCIHCH MBIIIBIO.
[IporpamMMHo-anmaparHas 3ammra WHGOPMAMU OT JIOKAJbHOTO HECAHKIMOHUPOBAHHOTO JOCTYTIA.
AyTeHTHUUKAUsT  MOJb30BaTeNlied  MpH  yAaJeHHOM  JocTyme.  3amuTta  uMHGOpManmuud  OT
HECAHKLIIMOHUPOBAHHOTO JOCTYIIA B CETSIX.

JlaboparopHbie padoThbI.
Jlabopatopnas pabota Ne2. Mcnonp3oBanue peectpa Ijisi HACTPOMKHU MTapaMeTPOB ONEePaIlMOHHON CHCTEMBI.

3ananus 1J151 CAMOCTOSITEILHOI padoThI.
[ToaroroBka KOHCTIEKTA JEKIUH U TaOOPATOPHBIX PadOT, MPOUYTEHUE JOMOTHUTENBLHOMN TUTEpaTy

Tema 3. 3ammuTa HHPOPMALUM OT HECAHKLIMOHHPOBAHHOIO I0CTYNA B ONEPAIHOHHBIX CHCTEMAXB
KOMIIbIOTepHBbIX cucTemax (OITK-4)

Jlexknus.
3amura HHGOPMAIMKM OT HECAaHKIMOHUPOBAHHOTO JOCTYIA B OTKPBITHIX BEPCUSAX ONEPALMOHHON CHCTEMBI
Windows. JlMCKpeIMOHHOE M MaHJATHOE YMPAaBIEHUE TOCTYNOM K OOBEKTaM KOMIIBIOTEPHBIX CHCTEM.
[Togcucrema 6€30MacHOCTH 3aMIEHHBIX BEPCHM onepannoHHOM cucteMbl Windows. AyauT COOBITHIMA
0€30IacHOCTH B 3allUIIEHHBIX BEPCHIX omepauuoHHoi cucteMbl Windows. 3ammuTa nHbOpManuuM ot
HECAHKIIMOHUPOBAHHOTO JOCTYIIA B ONEPAIlMOHHBIX cUcTeMax cemeiicTa Unix.

JlaboparopHbie padoThbI.
Jlabopatopnas pabora Ne3. YTUIUTEI aIMUHUCTPUPOBAHUS KOMAaHTHON CTPOKH.

3ananus AJ51 CAMOCTOSITEILHOI padoThI.
[ToaroroBka KOHCIIEKTA JIEKIUH M JTaOOPAaTOPHBIX PaOOT, IPOUYTEHHE JOTIOTHUTEILHON JTUTEPATy

Tema 4. Kpunrorpagudeckue MeToAbI M cpeacTBa o0ecriedeHHss HHPOPMALMOHHO 0e30IACHOCTHB
KOMIIbIOTepHBbIX cucTemax (OITK-4)

Jlexknus.
OneMeHThl Teopuu uucen. OcCHOBHble MOHATHS Kpunrtorpaguu. CUMMETpUYHBIE M aCUMMETpPUYHBIC
Kpunrocucrembl. CrocoObl CO31aHUSI CHUMMETPUYHBIX KPUOTOCUCTEM. AOCOTIOTHO CTOMKHMA mudp.
Kpunrorpaduueckas cucrema DES u ee moguduxanuu. Kpunrorpaduueckas cucrema 'OCT 28147—89.
[TpUHIUIBI TOCTPOCHUSI ACHMMETPUYHBIX KPUOTOrpapUUECKUX CUCTEM. DJIEKTPOHHAs HU(POBas MOIIHIChH
U ee mpuMeHeHHe. Vcroiap30BaHME CUMMETPHUYHBIX M ACUMMETPHUYHBIX KPHUNTOTPA(QUUECKUX CHUCTEM.
KomnbrotepHast creranorpagus 1 ee IpuMeHEHHeE.

JlaGopaTopHbie padoThbI.
JlaGoparopHas pabota Ne 4. AHanu3 U HaCTPOHKA MOJIUTUKU O€30MACHOCTH.

3ajanus AJ151 CAMOCTOSITEJIbHOM PadoThlI.
[ToaroroBka KOHCHEKTa JEKIMH U JAOOPATOPHBIX PabOT, MPOUYTEHUE JOTIOTHUTEIBHOM TUTEpary

Tema 5. Kpunrorpaduveckuii nurepdeiic npuiio:keHuii onepanmuoHHon cucrembl Windows
(CryptoApi)B komnbroTepabix cucremax (OIIK-4)

Jlekumus.
[Tpuntumner noctpoenus u ucnoib3oBanus CryptoAPI. Co3mnanne u nepenada Kpunrorpapuaeckux KIrodei
¢ mnomompio ¢yHkuuid CryptoAPl. UWcnons3zoBanue dyaknuidi CryptoAPI mns mmdpoBanus wu
pactmudpoBbeiBaHus  JdaHHBIX. Vcmons3oBanue (ynkmmii CryptoAPl mms momydyeHuss u  mpoBepku
AMEKTPOHHON 1MdpoBoit mommucu. 3ammTa JOoKyMeHTOB MicrosoftOffice oT HecaHKIIMOHHMPOBAHHOTO
noctymna. [ludpyromas daitioBas cucreMa B 3alIUIICHHBIX BEPCHUSIX ONEparimoHHon cucteMbl Windows.

JlaGopaTopHbie padoThbI.
JlaGoparopnas pabora Ne 5. Ayaur.



3ananus 1J151 CAMOCTOSITEILHOI padoThI.
[TonroroBka KOHCTIEKTA JIEKIMH M TAOOPATOPHBIX PaOOT, MPOUTEHHUE JTOMIOJIHUTEILHOMN JIUTEpaTy

Tema 6. 3amUTa KOMIBIOTEPHBIX CHCTEM OT BPEIOHOCHBIX MPOrPAMMB KOMIIBIOTEPHBIX CHCTEMAX.
(OIIK-4)
Jlexknus.

BpenonocHsle mporpaMmbl M UX KiIaccu(uKauusA. 3arpy304Hble M (aiiyioBble BHUPYCHl. MeTombl
oOHapyXeHus U yaaneHust BUpycoB. [IporpaMMHbIe 3aKIaJ KK U METO/bI 3AIIUTHI OT HUX.

JlaboparopHbie padoThbI.
Jlaboparopnas pabora Ne 6. Mcrionp3oBanue npotokona [PSec.
3ananus AJ51 CAMOCTOSITEILHOI padoThI.
[ToaroroBka KOHCTIEKTA JEKIUH U TaAOOPATOPHBIX PadOT, MPOUTEHUE TONOTHUTENBLHOMN TUTEpaTy

Tema 7. 3ammTa NpOrpaMMHBIX CPEACTB 0T HECAHKIIHOHMPOBAHHOIO HCI0JIB30BAHUS H
KONMHMPOBAHUAB KOMNIBIOTepHbIX cuctemax. (OIIK-4)

Jlexknus.

IIpuHIUIIBI TOCTPOECHMS CUCTEM 3AILMTHI OT KONIMPOBaHUA. MeTobl 3alUThl HHCTAJUIALIMOHHBIX JUCKOB OT
KOIUPOBaHMUA. MeToAbl HACTPONKM YCTaHABIMBAEMOTO MPOTPAMMHOIO OOECIIEUECHUsI Ha XapaKTEPUCTUKU
KOMIbIOTepa. MeTopl IPOTUBOACHCTBHS UCCIEIOBAHUIO AITOPUTMA pAOOTHI CUCTEMBI 3AIIUTHI.

JlaGopaTopHbie padoThbI.
JlaGoparopnas pabota Ne 7. [ToBbllIeHnE 3aIUIIEHHOCTH Pad0YMX CTAHIIHA.
3aganus 1J151 CAaMOCTOSITEJIbHOM PadoThlI.
[ToaroroBka KOHCHEKTa JEKIMH U JAOOPATOPHBIX Pa0OT, MPOUYTEHUE JOTIOTHUTEIBHOM TUTEpary

4. Kontpoab 3HaHMI 00y4alOLINXCS M THIIOBbIE OLICHOYHbIE CPEICTBA
4.1. Pactipenenenue 0aioB:

9 cemecTp
* mocemnraemocts — 10 GamtoB
*  TEKyImHuH KOHTPOJIb — 40 GamioB
*  KOHTPOJIBHBIEC Cpe3bl — 2 cpe3a mo 10 6amIoB KaKabIi
* mpeMuasbHBIC OauTel — 20 6aioB
* OTBeT Ha ’Kk3aMeHe: He Oonee 30 6amioB

Pacripenenenre 6aioB 1mo 3aJaHusIM:

No |HazBanue tembl | @opmbl Max. Mertonuka npoBeJeHUs 3aHIATUS U OIIEHKU
Te | /BHUI y4eOHOH |TEKylIero | KOI-BO
MBI paboThI KOHTpos | Oamios

/ cpe3sl




Kommunexcupiit | Jlabopato JlaGoparopHblie pabOTHI BHITOTHSIOTCS
MOAXON K pHas MO TEKYIIEMY pa3lieiy UiIH TeMbI
obecrieueHuto | paboTa JUCLIUTUTAHEL.
MH()OPMAITMOHH 8 OayioB — maboparopHas paboTa
oit BBITIOJTHEHA B TIOJIHOM 00BEMeE, CTYICHT
Oe3omacHOCTH B CBOOO/IHO BJaJIC€T MaTepUaIoM,
KOMIIBIOTEPHBIX JIeMOHCTPHUPYET [ITyOOKHe,
cucreMax CHCTEMaTU3UPOBaHHBIC 3HAHUS,
CBOOO/IHO OTBEYAET Ha BOIPOCHI,
UCTIONB3YA TPOQEeCCHOHATBHYIO
TEPMHUHOJIOTHIO.
5 banna — maboparopHas paboTa
BBIMOJTHEHA, HO UMEET HEKOTOPhIe HETOYHOCTH BBIIOIHEHHUS, CTYACHT
BJaJieeT NpeACTaBICHHBIM
MaTepuaioM, OTBEUAeT Ha 3a/laHHbIE
BOIIPOCHI.
2 Gauta - naboparopHas padboTa B
LIEJIOM BBITIOJTHEHA, OTHAKO B IIPOLECcCe
BBITIOJTHEHHUS JTaA00OPAaTOPHOM padOTHI
JOMYLICHBI CYIIECTBEHHBI OIINOKH,
CTyACHT cnabo BiageeT nHPpopManuen
MO TeMe, IPH OTBETE UCIOIb3YET
3arOTOBJICHHBIH TEKCT, 3aTPYIHIETCS C
OTBETaMH Ha 3a7jaBaeMbl€ BOIIPOCHI.
Mertonpl 1 JlaGoparo JlaGoparopHblie pabOTHI BHITOTHSIOTCS
cpeacrtsa pHas MO TEKYIIEMY pa3lieiy UiIH TeMbI
3aLIUTHI pabora JUCLIUTUTAHEL.
nH(OPMAIUH OT 8 dayioB — maboparopHas paboTa
HECaHKIIMOHUPO BBITIOJTHEHA B TIOJIHOM 00BEMeE, CTYICHT
BaHHOTO CBOOO/IHO BJaJICET MaTepUaIoM,
JOCTyTIa B JIeMOHCTPHPYET [ITyOOKHe,
KOMIIBIOTEPHBIX CHCTEMaTU3UPOBaHHBIC 3HAHUS,
cucTeMax. CBOOO/IHO OTBEYAET Ha BOIPOCHI,

UCTIONB3YS NPOQEeCCHOHATBHYIO
TEPMHUHOJIOTHUIO.

5 banna — maboparopHas paboTa
BBIMOJTHEHA, HO IMEET HEKOTOPhIe HETOYHOCTH BBITIOIHEHHUS, CTYICHT
BJaJieeT NpeACTaBICHHBIM
MaTepuasioM, OTBEUAeT Ha 3a/laHHbIE
BOIIPOCHI.

2 Gata - naboparopHas padboTa B
LIEJIOM BBITIOJTHEHA, OTHAKO B IIPOIeCcce
BBITTOJTHEHHUS Ta00OPAaTOPHOM padOTHI
JOMYLICHBI CYIIECTBEHHBI OIINOKH,
CTyACHT cnabo BiageeT nHPpopMauen
MO TeMe, IPH OTBETE UCIOIb3YET
3aroTOBJICHHBIH TEKCT, 3aTPYIHSIETCS C
OTBETaMH Ha 3a7jaBaeMbl€ BOIIPOCHI.




3amura Jlaboparo 10 JlaGoparopHblie pabOTHI BHITOTHSIOTCS
nHPOpPMAINHK OT | pHAasA MO TEKYIIEMY pa3lieiy UiIH TeMbI
HECAHKLUOHUPO | padoTa(k JUCLIUTIIIUHBL.
BaHHOTO OHTPOJIBH 10 GannoB — naboparopHas paboTa
JOCTyTIa B blii cpe3) BBITIOJTHEHA B TIOJIHOM 00BEMeE, CTYICHT
OTIEPallUOHHBIX CBOOO/IHO BJaJIC€T MaTepUaIoM,
CHCTEMaxB JIeMOHCTPHUPYET [ITyOOKHe,
KOMIIBIOTEPHBIX CHCTEMaTU3UPOBaHHBIC 3HAHUS,
cucreMax CBOOO/IHO OTBEYAET Ha BOIPOCHI,
UCTIONB3YA TPOQEeCCHOHATBHYIO
TEPMHUHOJIOTHIO.
6 Oanna — maboparopHas paboTa
BBIMOJTHEHA, HO UMEET HEKOTOPhIe HETOYHOCTH BBIIOIHEHHUS, CTYACHT
BJaJieeT NpeACTaBICHHBIM
MaTepuaioM, OTBEUAeT Ha 3a/laHHbIE
BOIIPOCHI.
3 Ganna - 1aboparopHas paboTa B
LIEJIOM BBITIOJTHEHA, OTHAKO B IIPOLECcCe
BBITIOJTHEHHUS JTaA00OPAaTOPHOM padOTHI
JOMYLICHBI CYIIECTBEHHBI OIINOKH,
CTyACHT cnabo BiageeT nHPpopManuen
MO TeMe, IPH OTBETE UCIOIb3YET
3arOTOBJICHHBIH TEKCT, 3aTPYIHIETCS C
OTBETaMH Ha 3a7jaBaeMbl€ BOIIPOCHI.
Kpunrorpagpuue | Jlabopato 8 JlaGoparopHblie pabOTHI BHITOTHSIOTCS
CKHE METOIBI U pHas MO TEKYIIEMY pa3lieiy UiIH TeMbI
cpeacTsa pabora JUCLIUTUTAHEL.
o0ecrieueHust 8 6amnos — naboparopHast paboTa
WHPOPMAIIOHH BBITIOJTHEHA B TIOJIHOM 00BEMeE, CTYICHT
oM CBOOO/IHO BJaJICET MaTepUaIoM,
0e301acHOCTHB JIeMOHCTPHPYET [ITyOOKHe,
KOMIIBIOTEPHBIX CHCTEMaTU3UPOBaHHBIC 3HAHUS,
cucreMax CBOOO/IHO OTBEYAET Ha BOIPOCHI,

UCTIONB3YS NPOQEeCCHOHATBHYIO
TEPMHUHOJIOTHUIO.

5 banna — maboparopHas paboTa
BBIMOJTHEHA, HO IMEET HEKOTOPhIe HETOYHOCTH BBITIOIHEHHUS, CTYICHT
BJaJieeT NpeACTaBICHHBIM
MaTepuasioM, OTBEUAeT Ha 3a/laHHbIE
BOIIPOCHI.

2 Gata - naboparopHas padboTa B
LIEJIOM BBITIOJTHEHA, OTHAKO B IIPOIeCcce
BBITTOJTHEHHUS Ta00OPAaTOPHOM padOTHI
JOMYLICHBI CYIIECTBEHHBI OIINOKH,
CTyACHT cnabo BiageeT nHPpopMauen
MO TeMe, IPH OTBETE UCIOIb3YET
3aroTOBJICHHBIH TEKCT, 3aTPYIHSIETCS C
OTBETaMH Ha 3a7jaBaeMbl€ BOIIPOCHI.
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Kpunrorpagpuue | Jlabopato JlaGoparopHblie pabOTHI BHITOTHSIOTCS
CKuii pHas MO TEKYIIEMY pa3lieiy UiIH TeMbI
uHTepheiic pabora JUCHUTUTUHBL.
MIPUIOKCHUM 8 OayioB — maboparopHas paboTa
OTepalMOHHON BBITIOJTHEHA B TIOJIHOM 00BEMeE, CTYICHT
CHUCTEMBI CBOOO/IHO BJaJIC€T MaTepUaIoM,
Windows JIeMOHCTPHUPYET [ITyOOKHe,
(CryptoApi)B CHUCTEMATU3UPOBAHHBIC 3HAHUS,
KOMIIBIOTEPHBIX CBOOO/IHO OTBEYAET Ha BOIPOCHI,
cucreMax UCTIONB3YA TPOQEeCCHOHATBHYIO
TEPMHUHOJIOTHIO.
5 banna — maboparopHas paboTa
BBIMOJTHEHA, HO UMEET HEKOTOPhIe HETOYHOCTH BBIIOIHEHHUS, CTYACHT
BJaJieeT NpeACTaBICHHBIM
MaTepuaioM, OTBEUAeT Ha 3a/laHHbIE
BOIIPOCHI.
2 Gauta - naboparopHas padboTa B
LIEJIOM BBITIOJTHEHA, OTHAKO B IIPOLECcCe
BBITIOJTHEHHUS JTaA00OPAaTOPHOM padOTHI
JOMYLICHBI CYIIECTBEHHBI OIINOKH,
CTyACHT cnabo BiageeT nHPpopManuen
MO TeMe, IPH OTBETE UCIOIb3YET
3arOTOBJICHHBIH TEKCT, 3aTPYIHIETCS C
OTBETaMH Ha 3a7jaBaeMbl€ BOIIPOCHI.
3ammra JlaGoparo JlaGoparopHblie pabOTHI BHITOTHSIOTCS
KOMIBIOTEPHBIX | pHas MO TEKYIIEMY pa3lieiy UiIH TeMbI
CHCTEM OT pabora JUCLIUTUTAHEL.
BpPEIOHOCHBIX 8 6amnos — naboparopHast paboTa
MpoTrpaMMB BBITIOJTHEHA B TIOJIHOM 00BEMeE, CTYICHT
KOMIIBIOTEPHBIX CBOOO/IHO BJaJICET MaTepUaIoM,
cucTeMax. JIeMOHCTPHPYET [ITyOOKHe,

CHCTEMaTU3UPOBaHHBIC 3HAHUS,
CBOOO/IHO OTBEYAET Ha BOIPOCHI,
UCTIONB3YS NPOQEeCCHOHATBHYIO
TEPMHUHOJIOTHUIO.

5 banna — maboparopHas paboTa
BBIMOJTHEHA, HO IMEET HEKOTOPhIe HETOYHOCTH BBITIOIHEHHUS, CTYICHT
BJaJieeT NpeACTaBICHHBIM
MaTepuasioM, OTBEUAeT Ha 3a/laHHbIE
BOIIPOCHI.

2 Gata - naboparopHas padboTa B
LIEJIOM BBITIOJTHEHA, OTHAKO B IIPOIeCcce
BBITTOJTHEHHUS Ta00OPAaTOPHOM padOTHI
JOMYLICHBI CYIIECTBEHHBI OIINOKH,
CTyACHT cnabo BiageeT nHPpopMauen
MO TeMe, IPH OTBETE UCIOIb3YET
3aroTOBJICHHBIH TEKCT, 3aTPYIHSIETCS C
OTBETaMH Ha 3a7jaBaeMbl€ BOIIPOCHI.
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7. 3amura Jlaboparo
MIPOrpPaMMHBIX pHasi
CPEICTB OT padora(x
HECAHKIMOHHUPO | OHTPOJIbH
BaHHOTO blil cpe3)
UCIIOJIb30BaHUS
11 KOITMPOBaHUSB
KOMITBIOTEPHBIX
CUCTEMaX.

10

JlaGoparopHblie pabOTHI BHITOTHSIOTCS
MO TEKYIIEMY pa3lieiy UiIH TeMbI
JUCLIUTUTAHEL.

10 GannoB — naboparopHas paboTa
BBITIOJTHEHA B TIOJIHOM 00BEMeE, CTYICHT
CBOOO/IHO BJaJIC€T MaTepUaIoM,
JIeMOHCTPHUPYET [ITyOOKHe,
CHCTEMaTU3UPOBaHHBIC 3HAHUS,
CBOOO/IHO OTBEYAET Ha BOIPOCHI,
UCTIONB3YA TPOQEeCCHOHATBHYIO
TEPMHUHOJIOTHIO.

6 Oanna — maboparopHas paboTa
BBIMOJTHEHA, HO UMEET HEKOTOPhIe HETOYHOCTH BBIIOIHEHHUS, CTYACHT
BJaJieeT NpeACTaBICHHBIM
MaTepuaioM, OTBEUAeT Ha 3a/laHHbIE
BOIIPOCHI.

3 Ganna - 1aboparopHas paboTa B
LIEJIOM BBITIOJTHEHA, OTHAKO B IIPOLECcCe
BBITIOJTHEHHUS JTaA00OPAaTOPHOM padOTHI
JOMYLICHBI CYIIECTBEHHBI OIINOKH,
CTyACHT cnabo BiageeT nHPpopManuen
MO TeMe, IPH OTBETE UCIOIb3YET
3arOTOBJICHHBIH TEKCT, 3aTPYIHIETCS C
OTBETaMH Ha 3a7jaBaeMbl€ BOIIPOCHI.

8. ITocemaeMocThb

10

10 6anyoB — CTONPOLIEHTHOE
MOCEIICHUE 3aHATHI CTYICHTOM

7-9 6annoB — MOCemaeMoCTh CTyIEHTa
coctaBiseT He MeHee 80 % 3aHITUH
4-6 6a/IOB — MOCENMAeMOCTh CTYJICHTA
coctaBiseT He MeHee 50 % 3aHITuil
1-3 Gana — mocemaeMoCTh CTy/ICHTa
coCTaBJgeT He MeHee 25 % 3aHsaThii

9. IIpeMuansHbIC OaITHI

20

JlomomHUTENbHBIE TPEMHUANIbHBIE 0aJTbl MOTYT OBITH HAUMCIICHBIL: - 32
MIPOEKT, BHIMIOJTHEHHBIN M0 3aKa3y padoToqaTeNs H peann30BaHHBIA Ha
npaktuke — 20 0amioB; - TOCTOSHHAS AaKTUBHOCTH BO BpPEMS
MPaKTUIECKUX 3aHATHI — 10 0aIoB; - TOJTHOCTHIO MTOTOTOBIICHHAS K
MyOMUKAIMA CTAaThs IO TEMATHKE B paMKaxX AUCHUIUIAHBI — 10
0aJTOB; - ydJacTHe C JOKJIaJOM BO BCEPOCCHHCKON OJUMITHAIE II0
TeMaTtuke wu3ydaeMoi mucruiimae — 20 06amioB; - ydJacThe B
BBICTABKE I10 TEMAaTHKE HM3ydyaeMON IUCHUILIMHBEI — 20 OayuioB; -
myOnuKanus CTarbd 10 TEeMaTWKe M3y4aeMOW JUCHUIUIMHBI B
COOpPHHMKE CTyACHUECKMX paboT / MaTrepuaigax BCEPOCCHICKOM
KOH(EpeHIH

10. OTBeT Ha DK3aMEHE

30

25-30 6amIoB — CTYICHT PacKphUl OCHOBHBIC BOTIPOCHI M 3aJaHUS
Ousera Ha OIEHKY «OTIHYHO.

18-24 GammoB — CTYIEHT PACKPHLI OCHOBHBIE BOIIPOCHI W 3aJaHUS
OmiieTa Ha OIICHKY «XOPOIIIOY,

10-17 GammoB — CTYIEHT PACKPHLI OCHOBHBIE BOIIPOCHI W 3aJaHUS
Ousera Ha OIEHKY «YIOBJICTBOPUTEIHHO

11. Hroro 3a cemectp

100

HToroBast oueHka 1o 3a4ery BeicTaBisgercs B 100-0auibHOM 1IKane U B TPaIUIIMOHHON YeThIPEeXOaIbHOM
mkane. IlepeBog  100-0annpHON
YeThIpeX0aIbHYIO0 OCYIIECTBISETCS CIEAYIOUIMM 00pa3oM:

peﬁTHHFOBOﬁ OLICHKHU 10 JUCHUITIIIMHE B TpaAUIIUOHHYIO

100-0ajuibHasg cucreMa

TpanuuonHas cucrteMa

50 - 100 6aiutoB

3ayTeHo

0 - 49 Gaiu10B

He 3auteno

12



4.2 TunoBsie OLIEHOYHBIE CPEACTBA TEKYIIIETO KOHTPOJIS
JlaGoparopHasi paéora

Tema 1. KoMruiekcHblii moaxon kK o0ecriedeHno HHPOPMALMOHHONW 0€30MaCHOCTH B KOMITBIOTEPHBIX
CUCTEMAX

JlaGopartopuast pabota [lonmuTrka ydYeTHBIX 3amUCEd. Y TWIIMTHI IMUHUCTPUPOBAHMS KOMAHHOW CTPOKH.
Ilenb pabOThI: N3y4eHHE BO3MOXKHBIX ITOJIXO/I0B K PELIECHUIO 3a7a4 aIMUHUCTPUPOBAHMSI C
MCTIOJIb30BAaHUEM CPEACTB HACTPONKHU OCHOBHBIX TapaMeTpoB Oe3omacHocTH pabo-ueit craniuu OC
Windows 2000, XP, cpencts padotsl ¢ peectpom OC, cCTEM-HBIX CPEACTB aIMUHUCTPUPOBAHHUS
KOMaHIHOW CTPOKH.
KonTposnbusie Bonpocsl 1. [Toscaute napametp «Ilaponb q0mKeH 0TBe4aTh TPEOOBAHUSAM CIIOKHOCTH» U
MIEPEYNCIIUTE MUHUMAJIbHBIE TPEOOBaHUS, KOTOPBIM JIOJKHBI YJIOBJIETBOPATH MAPOJIH, €CIIU TapaMeTp
BKJIIOUeH. 2. Kakue mapamMeTpsl BXOIAT B MOJUTHKY OJOKUPOBKU YUETHOM 3anucu? 3. Bo3MoxHO 11, 4TO
yuéTHast 3aruch He OyeT OIOKMpOoBaHa MPU KOJIMYECTBE OIIMOOK OOJIBIIEM, YeM YCTAaHOBICHHOE ITOPOTOBOE
3HaueHue? 4. Yro taxoe u i yero npumensercss MMC? 5. Uto Takoe ocHacTka? 6. B uéMm coctout
OTJINYKE KOH(PUTYpAIIH KOMITBIOTEpa OT KOH(PUTYpaluy MOIb30BaTessl B rpynnoBoi nonutuke? 7. Kakum
00pa3oM MOXKHO BKJIIOUMTH aBTO3AITyCK IIPOrpaMM 4yepes3 IpynioByto monuTuky? 8. Ilpu momorm kakoi
KOMaH/Ibl MOKHO ITOJIyYUTh CIIMCOK I10JIb30BaTENEN OnepalluoHHON cucTeMbl? 9. [Ipu noMomy Kakoi
KOMaH/Ibl MOKHO IIOJIyYUTh CIIMCOK IPpyI MOjb30Baresiei onepannonHoi cucremsl? 10. [Ipu nomomu
KaKOM KOMaH]Ibl MO’KHO CO3J1aTh HOBOTO I10JIb30BaTeNsA?

Tewma 3. 3amura nHPOpPMAIIUK OT HECAHKIIMOHUPOBAHHOTO JTIOCTYTA B ONEPAIIMOHHBIX CHCTEMAaxB
KOMITHIOTEPHBIX CUCTEMAX

JlaGoparopnas pabota Ne3. YTHINTBI aAIMUHUCTPUPOBAHUS KOMAHTHON CTPOKH.

Lens paboTel: N3yueHne BO3MOXKHBIX MOAXOAOB K PEIICHHUIO 3a/1a4 aJMUHUCTPUPOBAHUS C
WCIIOJIb30BAaHUEM YTHIIUT aIMUHUACTpUpOoBaHus KoMaH1HOH cTpoku OC Windows 7.

3amanus U1l BBIIOIHEHUS

1. Ucnons3ys yrunuty PING omnpenenuTs NpoIyckHyIo criocoOHOCTb ceTH 10 aapecos 10.7.0.120,
10.219.0.1, 10.239.1.1 u 10.7.15.15. O0BsicHUTE pa3HHUILY B pe3yJabTaTax.

2. Ucnons3ys yrunuty TRACERT u tabnuity MapmpyTH3aIiy HUTi03a (UCIoab3ynTe (aiin
«APOS-LR#04—router2», a TouHEe aapeca HUII030B), IOCTPOMTE CXEMY CETH YHUBEPCUTETA.

3. [TepenaiiTe makeThl y4aCTHHKAM CETH HAMPsMYIO U uepe3 1utio3. OObSCHUTE TOTyYeHHbBIS
3anucu B Tabinuie ARP.

KonTtposnbHbie BOIpOCHI

1. st wero ucnonwszyercs yruiura PING?

2. Kak ¢ nomomipto yrunutsl PING oneHUTh TPOIyCKHYO criocOOHOCTh ceTu? OObsICHUTE
bopmymy.

3. Uro Takoe neTis MapupyTH3auu?

4. Kak BeINISIAST MpaBuiia MapipyTH3auu, 00pas3yoye meTiro?

5. 3adem HyxHa Tabmuia ARP?

6. OO0BbscHUTE pa3HUIlY BO BpEMEHHU MEKIy 0OpaIIeHUSIMU K OTHOMY U TOMY € XOCTY 10 UIMEHU U
IP agpecy.

Tema 4. Kpunrorpaduueckue METOIBI U CPEACTBA oOecriedeHUsT HHGOPMAIIMOHHON O€30ITaCHOCTHB
KOMIIBIOTEPHBIX CUCTEMaX

JlaGoparopHas pabota Ne 4. AHanu3 U HaCTPOHKA MOJIUTUKU O€30MACHOCTH.

[ens paboTel: M3yueHne TeXHOIOTUN HACTPOMKHU MapaMeTpoB 6€30MaCHOCTH C MCTIOIb30BaHUEM
11a0JI0HOB.
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KoHTposnbHBIE BOIIPOCHI.
1 HazoBute ocHOBHBIE cpeacTBa 3amuThl Windows XP.

2 PacckakuTe anropuTM CO3/1aHus, peJaKTHPOBAHUS U MPUMEHEHHs 1a0iI0oHOB O6e3onacHocTH B Windows
XP.

3 JlaiiTe KpaTKyI0 XapaKTepUCTUKY HHCTpyMeHTaM ayauta 6e3onacHoctd Windows XP.

4 Kakum 00pa3oM B ocHacTKe AHaau3 U HacTpoiika 6e3omacHocTH MMC aHamu3UpyIOTCS TEKYIITUE
HacTpoeKk Oe30macHOCTH?

5 Kaxk paboraet mporokoi [PSec?

6 Kakue ObIBaroT THIIBI IpoLieccoB Bxona B cuctemy Windows XP?

7 Kakue BO3MOXHOCTH oOecrednBaeT mpoTokon 6e3omacHoctu Kerberos?

8 Kak npoucxoaut ayTeHTU(UKALHS [TOJIb30BaTels o poTtokory NTLM?

9 yem ayTeHTU(UKALIKS TOIB30BATENS OTIIMYAETCS OT BXOJa B CHCTEMY?

10 Kakue cranmapTHbIe THITBI YY€THBIX 3anuceil umetorcst B Windows XP?

11 Kakue ciocoOsl yripaBieHus mapossiMu cymecTBytoT B Windows XP u uem oHM OTIIM9aroTCes pyT OT
npyra?

12 IMo kakuM npuHIMIAM OOBIYHO yUETHBIE 3aMKUCU OOBbEIUHSIOT B TPYIIIbI?

13 s wero B Windows XP ucnonessyercst uHCTpyMeHT Whoami?

14 Kakue criucku kouTpoiist noctyna ACL ucnonsiytorest B Windows XP? Jlaiite uM KpaTkyto
XapaKTEePUCTUKY.

Tema 5. Kpunrorpaduueckuit uatepdeiic nprioxennit oneparmonHoi cucrembl Windows (CryptoApi)s
KOMIIBIOTEPHBIX CUCTEMaX

JlaGoparopHas pabota Ne 5. Ayaur.
ens pabotsr: M3yuenue texnomoruu Beaenus aynura B OC Windows 2000, XP. 3y4yeHue BO3MOXKHOCTH
pasneneHust GyHKIUA aIMUHUCTPATOPA CUCTEMBI M aIMUHHCTPATOpa O€30MacHOCTH (ayIuTopa).
KoHTponbHBIE BOTPOCHI:

1 Yro Ha3bIBa€TCs MOHUTOPUHIOM?

2 Yewm ommnuaercss MOHUTOPUHT TapamMeTpOB U MOHUTOPUHT COCTOSIHUSA?

3 Kakoii nporpaMMHbII MOAYJIb peain3yeT MOHUTOPUHT napameTpoB? MOHUTOPUHT COCTOSTHUS?

4 Yro takoe DirectX?

Tema 6. 3ammunTa KOMIIBIOTEPHBIX CUCTEM OT BPEIOHOCHBIX MTPOrPAaMMB KOMITbIOTEPHBIX CUCTEMAX.

JlaGoparopnas pabota Ne 6. Mcnonb3oBanue npotokoia [PSec.
[ens paboTer: M3yueHne MexaHU3MOB 3allMTHl CETEBOTO Tpaduka cpeacTBamu npoTtokona [PSec.
Otuet o nabopaTopHOi paboTe TOMKEH CONEPIKATh:

1. cxoHy10 TOMOJIOTHIO;

2. Kongurypanumonssie Gaiisl;

3. IPsec coobmenust mepexBaTbiBaeMbie mporpammoit Wireshark.
KoHTposbHBIE BOIIPOCHI:

1 TTonsarue VPN (OcHOBHBIC MTOJIOKEHHMSI, PEUMYIIIECTBA U HEAOCTATKH )

2 Tynnenuposanue B VPN

3 Knaccudukanus VPN (o6rras)

4 Tlporoxon PPTP

5 TIporokon L2F

6 I[Iporokon L2TP

7 OcHOBHBIE TPOTOKOJIBI BXoasIue B [PSec

8 Dramnbl yCTaHOBIIEHUS COETUHEHUS

9 Anroputm uddu-Xemmana

10 ITporoxon SSL
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11 MHdpacTpyKTypa OTKPBITHIX KITIOUEH

12 CpaBuenue npotokosnioB PPTP, L2F, L2TP, IPSec, SSL (O6macth npuMeHEHHsI, OCHOBHBIC
MPEUMYIIECTBA U HEJTOCTATKH )

Tema 7. 3amura nporpaMMHBIX CPEICTB OT HECAHKLIMOHUPOBAHHOTO HCIOIb30BAHUS U KOTIUPOBAHUSB
KOMITBIOTEPHBIX CHUCTEMAaX.

Jlaboparopnas pa6ora Ne 7. [ToBbIieHre 3aTUIIIEHHOCTH PAOOYHUX CTAHIIUMA.

ens paboTer: M3yueHne criocoO0B MOBBIIEHHUS 3AUIIEHHOCTH pabourx cTaHuid moxa yrpasierarnem OC
Windows 2000, XP oT HeCaHKIIMOHUPOBAHHOTO JIOCTYTIA.

Bonpocs! 1 3aganus

1 3yunth pekoMEHAANH K 3alllMIICHHON pealln3alii MeXaHu3Ma XpaHeHus napoiueil. Mccnenosarsb
MEXaHH3M BOCCTAHOBJICHUS MMaposiel BEBIOPAHHOTO BEO-TIPUIIOKEHHS.

2 UccnenoBaTb MUHUMAJIBHO JOMYCTUMYIO JUIMHY U CJIOXKHOCTb NApOJIEH B IPOU3BOJIBHBIX MISITH
BeO-npunoxenusx u3 pertuara ALEXA TOP 100

3 HccnenoBars HaTM4KE OPAKyJIOB B MEXaHU3MaxX ayTEHTH(PHUKALIUU MPOU3BOJIBHBIX MISITH
BeO-npunoxenusx u3 pertuara ALEXA TOP 100

JlaGoparopHasi paéora

Tema 2. MeTonsl 1 cpecTBa 3aUThl HH(QOpMAIMK OT HECAHKIIMOHMPOBAHHOTO JI0CTYIa B KOMITBIOTEPHBIX
CUCTEMaX.

Jlabopatopnas pabota Ne2. Mcnonbp3oBanue peectpa il HACTPOMKHU MTapaMeTPOB ONEePAIMOHHON CHCTEMBI.
Llens pabGorbl: M3yueHne BO3MOXHBIX TOAXOJOB K pEIICHHIO 3a7ad aJMUHUCTPHUPOBAHUS C
UCIONB30BaHUEM cpecTB paboTsl ¢ peectpom OC Windows 7.

Kontponwsasie Bompocsl. 1. Uto Takoe cucreMusiii peectp Windows? 2. Pacckaxute 0 CTpyKType peecTpa.
3. [losicHuTe OCOOCHHOCTH «TPOSHCKHX mporpamm». 4. [loueMy mpoQuMIIakTUKa «TPOSHCKUX MPOTPAMM))
CBiA3aHa C CHUCTCMHBIM peeCTpOM? 5. Kaxkue pasaciibl U KIIIOYW ABJIAIOTCA MOTCHLIUAJIBHBIMU MCECTaMU
3aMMuceil «TPOSTHCKUX MPOrpamMmm»»?

4.3 IIpomexxyTouHast aTTeCTaIMs 110 AUCIIUIUIMHE POBOIUTCS B popMe 3adeTa

Tunossie Bonpocsl 3auera (OIIK-4)

1. Knaccudukanum yrpos 6ezonacaoctu KC

2. Kananbl, ciocoObl U cpeAcTBa  BO3JIEHCTBUS YTPO3

3. O6bexTsI 3amuThl B KC

4. Knaccudukanus KC u xapakreprucTrka KiiaccoB

5. CucreMHbIe TPUHLIMITBI HHPOPMAILIMOHHON 0€3011acHOCTH
6. BripaGotka monuTuku 0e30MacHOCTH

7. Hanpasnenus npumeHeHus: MeToioB U cpeacts 3U

8. Pa3paboTrka cuctemMbl OpraHU3alMOHHBIX U ¢uznyeckux mep 3amuThl KC
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0. Pa3paboTka cucteMbl  TIporpaMMHO-TEXHHYECKHX Mep 3amuThl KC
10.  XapakTepuCTHKa OpraHu3allMOHHBIX Mep | cpenctB 3amuTtbl KC
11.  AamunuctpupoBanue KC

12.  JlokymeHTHpOBaHHE MeponpusaTuii no 31

13.  Texuuueckue cpenctna 3amuthl KC or HCJ]

14. TexHMuYeCcKHE METOBI M CPEACTBA 3aLTUTHI IIEIOCTHOCTH U Oecrepe0oMHOCTH (PYHKIITMOHHPOBAHUS
romnoHeHToB KC

15. Knaccudukamnus cucrem koHTpois nocrymna (CKJI)

16. CKJl Ha OCHOBE CUMTBHIBaHHUS KIIIOUE€BOHM HMH(pOpMALIUU

17.  CKJ/Il Ha ocHOBE CUMTHIBAaHHSI OMOMETPUYECKHUX IPHU3HAKOB

18. MHcnomustomnue noacucteMmbl CKJL

19.  Opranuzanus 6ecriepeOOiHOTO AEKTPONUTAHUS

20. VYcrpoiictBa OecriepeOOMHOTO 3IEKTPONTUTAHUS

21.  OcoOeHHOCTH XpaHEHHs KOMIIBIOTEpHON MHPOPMAIIK HA (PU3MUECKUX HOCHTEISIX

22.  Mertonsl u c1ocoObl YHUUTOXKEHUSI WHGPOPMALIUU

23. Hcnonp3oBaHUE aKTUBHOTO KOMMYHHUKAIIHOHHOTO 000PYIOBaHHS

24.  MapupyTu3zatopsl (routers)

25. AnnaparHble KpUITOCHCTEMBI

26. Cucrema 3amursl ot [IIDMUH

27. MeTonsl CHUKEHHSI BEPOSITHOCTH BOZHUKHOBEHUS YIPO3bl yTeukH nHpopmanuu 3a cuet [IDMUH
28. Meronpl u cpencTa oueHkH ypoBHs IIDMWH

29. Mertonsl u cpecTBa OJOKMPOBAHUS BO3MOXKHOCTH yTEUKH MH(popmanuu 3a cuet [IDMUH
30. TexHOIOTMHU OpraHU3alUU KOMMYHHUKAIIMOHHON MH(PACTPYKTYPHI

31.  TexHOIOTUU XpaHEHHS U JOCTyNa K MH()OPMALIMOHHBIM pecypcam

32. Knaccudukarus nporpammusix C31U



33. O0630p coBpeMeHHBIX TporpammHubIXx C3U.

34. Twunoas cTpykTypa nmoacuctemsl 6e3onacaoctu OC

35. Tloxncucrema 6e3onacHocta B Windows NT/2000

36. IIporpammsl A ayTeHTU(PUKAIIANA JOCTYTA K KOMITBIOTEPY........

37. IIporpammsl ajis 3amuThl 1einoctHoct OC

38. IIporpammel s 3ammthl [IK oT BrOopskeHui U3 10OANBHBIX CETEH

39. IIporpamMmmHbie KOMIOHEHTHI ceTeBbIX C3U1

40. MD: BuABI ¥ BAPUAHTHI UCIIOJIB30BAHUS

41. CpencrBa opraHu3allii BUPTYAJIbHBIX YaCTHBIX CETEH

42. Cpencra oOHapyKCHHSI CETEBBIX aTak

43. Cpencrta 3alIMTHI MJIEKTPOHHBIX COOOIIEHUH ¢ TTOMOIILI0 IIU(PPOBO TOATTHUCH
44. Ilporpammusbiii komiieke VIPNET

45. Knaccudukamuss MeTonoB u cpeAcTB KoHTpodst dddexTuBHocTr 31 B KC

46. Cxkanepnl 0e3omacaHoctu KC

TunoBble 3axanus A 3a4era (OIIK-4)

1. OcHOBHOM nMpo0IeMOii peau3anun CUCTEM 3ALUTHI SABJIACTCSH:
a) MCKJIYEeHHUE CJOYy4ail-HOro M MpeJHAMEPEHHOr0 MoJIy4eHuss HH(POPMALMHU MOCTO-POHHUMH
JIMIAMH;

b) pasrpaHnyeHme J0CTyNa K yCTPOHCTBaM M pecypcaM CHCTeMbI BCeX MOJIb30BaTeei,
aJIMMHHMCTPALMH U 00CTYKHBAIOLIETr0 NMEePCOHAIA;

€) CHCTeMbI 3alIUTHI He JOJIKHBI CO-31aBaTh 3aMeTHBIX Hey100CTB MO/Ib30BATE/ISIM B X0/1e HX pado-Th
¢ pecypcaMy CHCTeMBbl.

d) Bce BbllIenepevncIeHHOE. T

2. KommiekcHblii (CHCTEMHBIH) MOAX0/ K MOCTPOCHUIO JIIO00H CHCTeMbl BKJIKOYAET B cedsi:

a) u3yYeHHe 00beKTAa BHEAPAEMON CHCTeMbI; OLIEHKY YIP0o3 0e30aCHOCTH 00b-eKTa; AHAJHU3 CPEeICTB,
KOTOPBIMH OyAeM ONepHpPOBATh NPH MOCTPOCHNH CHCTEMbI; OLICHKY 3KOHOMHMYeCKOM
11eJIecC000-Pa3HOCTH; M3yYeHHe CaMOH CHCTeMbl, ee CBOMCTB, IPMHIMIIOB Pad0Thl H BO3MOKHOCTh
yBean4deHus ee 3QpGpeKTHBHOCTH; CO-OTHOLICHHE BCeX BHYTPEHHUX H BHEIIHUX (PAKTOPOB;
BO3MOK-HOCTB J10NIOJIHUTEIbHBIX H3MEHEHHI B Ipouecce MOCTPOCHHUS CHCTEMBbI M MOJIHY 10
OpraHu3anyIo BCero npouecca oT Ha4yaJia A0 KoHua; +

b) COBOKYNMHOCTH HAay4-HBIX, HAYYHO-TEXHHYECKHUX H OPraHU3ALHMOHHBIX MEPONPHUATHI H
NPHUMEHEHHs CIIeIHAIbHBIX CPEACTB H METOA0B, 2 CO3AHHUH LEJOCTHOH CHCTEMBbI
OPraHU3alMOHHO-TEXHOJOIrHYeCKUX Me-PONIPUATHIA U IPMMEHEHHsI KOMILIEKCA CleNHaJIbHbIX
CPEeICTB U METO/I0B;
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C) pa3pa60TKy eIMHOM KOHLENMIUN KAK MOJHO COBOKYITHOCTH HAY1HO 000C-HOBAHHBIX B3IVII10B,
MOJIOKEHUH U pemeﬂnﬁ, H606X0£[I/IMLIX M JOCTATOYHBIX IJI1 ONTHUMAJIbHOM OpraHusanvuv u
o0ecneyeHus HAACKHOCTHU 3aIUTbI I/IH(l)OpMaIII/II/I.

3. KakuMmu 0b1BaloT cTpareruu 3aiiuThbl HHpopMauuu?

a) 000pOHHTeNbHAs, HACTYNATEJbHAsI, yIPeKIA0IIast; +

b) HacTynarejbHasi, UH:KeHepHAasl, CATHAJIU3AIlUOHHAS, aJalITUBHAS;

€¢) MH/KeHePHO-TeXHMYecKas, IPOrPaMMHO-aNNaApaTHasA, IPOrPpaMMHasi, OpPraHu3anMoOHHAasA.

4. Y10 10/17KHA BKJIKOYATH B Ce0sl CHCTEMA 3alUThI OT YyTeYKu?

a) 3ammurTa oT HaO/JINeHHs, NPOCJIYLIMBAHNS, NEePeXBaTa, KOHTPOJb BelleCTBEHHbIX HOCHTEJIeH
(KoMIIEKCHI MEpONpHUATHH 10 KOHTPOJI 3BYKONPOHHIIAEMOCTH IOMEILIeHUH, NpeIoTBpalleHne
yTeuku nHpopManuu nyreM mugpoBaHus, KOHTPOJIb 32 YHHYTOKeHHEM HOCHTeJIel 1 T./1.)

b) 3ByKoM30/ 51U, [VIYLIEHHUE, JKPAHUPOBAHKE);+

€) 3aluMTa OT nepexsara (IIH(pPoBaHNe, IKPAHUPOBaHNe, 3alIyMJIeHHe, GUabTpanus);+

KOMILIEKC 3a1IUTHI OT nepexsara (umndpoBaHue, IKPAHUPOBAHUE, 3aLIyMJIeHHe, PUiIbTpanus)
KOMILJIEKC MPeI0TBP. YTeUKH Bell.HOCHTeJIeil (Y4eT H CKpbITHE 0TX010B, YHHYTOKeHHE 0TXO0/10B)

d) omnpeneseHHe MOJHOMOYHI MOJIb30BaTeNs (YUeT M AHAJIN3 MOTOKA HH(POPMALIUH, pacpeaeIeHue
MOJTHOMOYM I MOJIb30BaTeJIeil, BeJeHUs )KyPHaJIa y4yeTa);

e) ycraHoBku npomnyckHoro pe:xkuma (KIIII Ha Bxone B 31aHHe, KOHTPOJIb I0CTYNIa B MOMeIeHUs
JJISl COBEIAHMH M XPaHWINI KOHQUICHIHATbHBIX IaHHBIX);

5. Kakmue 3;1eMeHTBI BXOAAT B cOCTAB HHPOPMALMOHHBIX PABOOTHOIICHUH ?

a)  JOJKHOCTHBIE HHCTPYKIHH, OOpalieHne, (MKCHPOBaHNe, XPaHEHHE;

b) mnpasa, orpaHuyYeHHe NpaB, 00A3aHHOCTH, OTBETCTBEHHOCTh;+

¢) mpasa, 00513aHHOCTH, (pUKCHUPOBaHUE, XPAHEHHUE;

d) mnpaBa, orpaHnYeHue NPaB, 10JKHOCTHbIE HHCTPYKIMH, OTBETCTBEHHOCTD.

4.4. llIkana oueHMBaHUS TPOMEKYTOUHOM aTTeCTALMKI

JleckpunTopsl (YpOBHH) — OCHOBHBIC TIPU3HAKH OCBOCHHUS (ITOKA3aTeIn

Ornenka Komnerentuu
TOCTHKEHHMSI pe3ynbTaTa)

OIIK-4 [Toka3piBaeT XOpOIIWK YpPOBEHb 3HAHWUN 0a30BBIX TEOPETHUYECCKHUX
3HAaHUM W TPAKTHYECKUX HABBIKOB Ui TPOTPAMMHUPOBAHHS Ha
«3a4TEHO» S3bIKaX BBICOKOTO YpOBHS.YCrocobeH  10cTaTodHO 3IPPEKTUBHO
(50 - 100 6amnos) MPUMEHSTh MPOrPaMMHBIC CPEJICTBA CHCTEMHOTO WM TPHKIIAI-HOTO
HA3HAYCHHS, SI3BIKM, METOJbl W WHCTPYMEH-TAIBHBIC CPEICTBA
MIPO-TPaMMUPOBAHHS ISl pe-IIeHUs MPO(HeCcCHOHATb-HBIX 3a/1a4

OIIK-4 He wumeer 0a30BBIX TEO-PETHUYECKMX 3HAHUH U TMPAKTHUYECKUX
HaBBIKOB JUIsl IIPOIPAaMMHUPOBAHUS Ha sI3bIKaxX BBICOKOTO ypoBHs.He
CIIOCOOCH TPOAEMOH-CTPUPOBATh METOABI W HHCTPYMEHTAaJbHBIC
CpEICTBa MPOTrPaMMHPO-BaHUS ISl PEIICHUsT MPO-()eCCHOHATBHBIX
3a/1a4.

«HE 3a4TCHO»
(0 - 49 GannoB)

5. Metoanueckue yKkazaHus JJisi 00y4al0UUXCsl 10 OCBOCHHM IO TMCIUILIMHBI (MOXYJIA)

5.1 Meroauueckue yKa3aHus IO OpraHU3aIUN CaMOCTOSITEIbHOI paboThl 00yUYaromuXCs:

[Ipuctynas K W3y4eHHUIO TUCIUIUIMHBI, B MEPBYIO ouepe/b OOydaromuMcsi HEOOXOAMMO O3HAKOMUTHCS
comepkanreM paboueii mporpammbl aucturumabl (PIT[]), koTopas ompenenseT comepskaHue, oObem, a
TaK)Ke MOPSAIOK U3YUEHHsI U MTPEToAaBaHus yueOHOM TUCIUILIMHEL, €€ pa3/iena, YacTu.

Jlnist caMOCTOSTENbHON pabOThl BAKHOE 3HaUECHUE UMEIOT paszieibl «O0beM U copepikaHue TUCIUILTHHBDY,
«Y4eOHO-MeToauuecKkoe U HH(popMaIMoHHOE 00ecTedeHne TUCIUILTMHBD U «MarepruanbHO-TEXHUIECKOe
obecriedeHre TUCIUILINHEI, IPOrpaMMHOE obecrieueHue, mpodeccHoHaIbHbIe 0a3bl TaHHBIX U
MH(POPMALMOHHBIE CIIPABOYHBIC CUCTEMBI.

B pasgene «O0beM U conep)kaHHe IUCIHMIUIMHBD) YKa3bIBAIOTCS BCE paslelibl M TEMbl H3y4yaeMoil
JTMCLUIUIMHBIL, @ TAKXKE BUJBI 3aHATHH U TNIAHUPYEMBbI 00bEM B aKaJJeMHUYECKUX Yacax.
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B pasgene «YuebHO-MeTommyeckoe ©  HMH(OpMAIMOHHOE oOecreueHre AUCHUIUIMHBDY — yKa3aHa
pexoMeHayeMasi OCHOBHAs U IONIOJIHUTEIbHAS JINTEpATypa.

B pasgene «MarepuaabHO-TEXHUYECKOE OOECIeYeHne UCLUUIUIMHBL, MPOrpaMMHOE OOecCIeyYeHue,
npodeccruoHabHble 0a3bl JaHHBIX U MH()OPMAIMOHHBIE CIPABOYHBIC CHUCTEMBD» COIEPKUTCS MEpeueHb
npodeccuoHaNbHBIX 0a3 JaHHBIX U HHPOPMAIMOHHBIX CIIPABOYHBIX CHCTEM, HEOOXOIUMBIX JJISi OCBOCHHUS
JUCLUIUINHBL.

5.2 Pexomennarnuu o0y4aromumcs 1o padbore ¢ TeOPETHUECKUMHU MaTepHallaMu 110 TUCIUILIIMHE

[Ipu uzyyennu u npopabOTKe TEOPETUUECKOr0 MaTepHana HeoOX0AUMO:

- IPOCMOTPETH €Ile pa3 npe3eHTaluo Jeknuu B cucteMe MOODLe, noBTOpUTh 3aKOHCIIEKTUPOBaHHBIN Ha
JEKUMOHHOM 3aHATUM MaTepual M JOMNOJIHUTh €ro € YYEeTOM PEKOMEHJOBAHHOM IOMOJIHUTEIbHOU
JTUTEPaTyphl;

- IPY CaAMOCTOSITEIBHOM M3yYE€HHH TEOPETUUYECKOM TEMBI CAENATh KOHCIIEKT, UCIOJIb3Ysl PEKOMEHIOBAHHBIE
B PII/] ucrounuku, npodeccruoHaibHble 0a3bl JaHHBIX U HHPOPMAIIMOHHBIE CIIPABOYHBIE CUCTEMBI:

- OTBETUTD Ha BOIIPOCHI JIsl CAMOCTOATEILHON pabOoThI, TTO TeMe MpecTaBieHHbIe B myHKTe 3.2 PIT/I.

- [P IOATOTOBKE K TEKYIIEMY KOHTPOJIIO HCIIOJIb30BaTh MaTepralibl (hoHIa oreHouHbIX cpencts (POC).
5.3 Pexomenpanuu no pabote ¢ Hay4HOH 1 yueOHOM JuTepaTypoit

PabGoTa ¢ OCHOBHOM M JONOJIHUTENBHOM JHMTEPAaTYpOl SBISETCS IIaBHOM (OpMOIl caMOCTOATENbHOM
paboThl M HEoOXOoaMMa MPH MOATOTOBKE K YCTHOMY ONpPOCY Ha CEMUHApPCKUX 3aHATHAX, K Jebartam,
TECTHUPOBAHHUIO, 3Kk3aMeHy. OHa BKIIOYaeT MpopabOTKy JIEKIMOHHOTO MaTephalia U PEeKOMEHIOBAHHBIX
HCTOYHMKOB U JINTEPATYPHI 110 TEMATHKE JIEKIIUH.

KoHCHeKT JIeKInu JOJKEeH coliepKaTh peepaTuBHYIO 3alIUCh OCHOBHBIX BOIPOCOB JICKIIUH, B TOM YHCIIE C
ornopoii Ha pa3MmeleHHsle B cucteme MOODLe mpe3eHTay, OCHOBHBIX MCTOYHUKOB M JIMTEPATYphl IO
TeMaM, BBIBOJBI MO KaXAOMY Bompocy. KOHCIeKT MOXKeT OBITh BBITIONHEH B paMKax pacliedyaTKd BbIIa4uH
MPe3eHTAlUi JIGKIUH WM B OTACNBHOW TeTpaau mo mpeaMery. OH JOKeH OBITh aKKypaTHBIM, XOPOIIO
YUTAaEMBbIM, HE COAEPIKATh HE OTHOCALIYIOCS K TeMe HH(POPMAITUIO HITH PUCYHKH.

KoHcnieKThl HayyHOW JHUTEparypbl MPU CaMOCTOSATENBHOM IMOATOTOBKE K 3aHATHUAM JOJDKHBI COJEPIKaTh
OTBETHl HA KaX/blii TOCTaBICHHBIH B TEME BONPOC, MMETh CCHUIKY Ha HCTOYHHK WH(POpPMALUU C
00s13aTeNbHBIM YKa3aHUEM aBTOpAa, HAa3BaHMS W TOJa W3AAHUS HUCIOJIb3YeMOH HaydyHOW JHMTEpaTyphl.
KoHcniekT MoOXeT ObITh ONOpPHBIM (COAEpXAaTh JUIIb OCHOBHBIC KIIIOUYEBbIC MO3HMIIMHU), HO TPH 3TOM
MO3BOJISIIOIMM  JIaTh TIOJIHBIA OTBET IO BOINPOCY, MOXET ObITh MOAPOOHBIM. OO0bEeM KOHCHEKTa
OIIPENETSAETCS CAMUM CTYIACHTOM.

B nporecce paboThl ¢ OCHOBHOM W JOTIOTHUTEIIBHON JTUTEPATYPOH CTYICHT MOXKET:

- JenaTh 3allUCU IO XOAy 4YTE€HHS B BHJIE NPOCTOr0 WIM pPa3BEPHYTOrO IIaHa (co31aBaTh IEPEUYECHb
OCHOBHBIX BOIIPOCOB, PACCMOTPEHHBIX B UCTOYHHKE);

- COCTaBJATH TE3HUCHl (LMTHpOBaHHE HauOoJee BAKHBIX MECT CTaTbu MJIM MOHOTpaduu, KOPOTKOE
U3JI0KEHUE OCHOBHBIX MBICJIEH aBTOpA);

- TOTOBUTH aHHOTAIMH (KpaTKoe 000011eHe OCHOBHBIX BOIIPOCOB PabOTHI);

- CO3/1aBaTh KOHCIIEKTHI (Pa3BEPHYTHIC TE3UCHI).

5.4. PexomeH1a1iuy MO NOATOTOBKE K OTAEJIBHBIM 33aHUAM TEKYIIETO KOHTPOJISA

CobecenoBanue MpenanojaraeT OpraHu3aluio Oecelpl MpernoAaBareist co CTyAEHTaMH 10 BOIpOcam
MPAKTHUYECKOTO 3aHATUS C LIEJbI0 Oojiee OOCTOATEIHHOTO BBISBICHHUS UX 3HAHUN MO OINpeneIeHHOMY
pasgeny, Teme, mpobieme U T.I. Bce wieHbl Ipynmbl MOTYT Y4acTBOBaTh B OOCYXKIEHUH, J00aBIATH
nH(pOpMaIUIO, TUCKYTUPOBATh, 3a/1aBaTh BOIIPOCHI U T.1.

YCTHBIE OMpOC MOXET TMPUMEHATHCS B pas3audHbIX (Qopmax: (QpoHTaIbHBIN, WHIWBUIYAIBHBIN,
KOMOMHUPOBaHHBIA. OCHOBHBIE KaUY€CTBA YCTHOTO OTBETA MOJIJIEKAIIETO OIICHKE:

- MPaBWJIBHOCTh OTBETA 110 COAECPIKAHHUIO;

- IOJTHOTA U TIIyOuHa OTBETA;

- CO3HATEJIbHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepuaa;

- pPalMOHAJIBLHOCTh UCIIOJIb30BaHHBIX PUEMOB U CTIOCOOOB PEIlIEHUS TOCTABIEHHON yueOHO! 3a/1auu;

- CBOEBPEMEHHOCTh M 3((EKTUBHOCTH MCIIOIB30BAHUS HATNISIHBIX MOCOOMHA M TEXHUYECKUX CPEICTB IPH
OTBETE;
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- CTIOJIb30BaHUE JOTIOTHUTEIBHOTO MaTepHaa;
- palMOHAJIBLHOCTD UCIIOB30BAaHUSI BPEMEHU, OTBEJICHHOTO Ha 3a/1aHue.

YCTHBI OIIPOC MOXKET CONPOBOXKAATHCS IMPE3CHTALUEH, KOTOpas IMOATOTaBIMBAECTCA IO OAHOMY U3
BOIPOCOB MPAKTHYECKOTO 3aHATUS. [IpH BRICTYIUIEHHH ¢ Mpe3eHTalnueld HeoOXoauMo odpamarb BHUIMaHUE
Ha TaKWe MOMEHTHI KaK:

- colep)KaHUE TPE3CHTALMU: aKTyalbHOCTh TEMbI, IOJIHOTA €€ PACKPBITHSA, CMBICIOBOE COJAEp)KAHUE,
COOTBETCTBHE 3asBJIEHHOM TEMbI COJIEPIKaHNIO0, COOTBETCTBHE METOAUYECKUM TPEeOOBAHUAM (LIETTU. CCHUIKU
HA PECYpChl. COOTBETCTBUE COACpPKAHUS U JIMTEPATypbl), MpaKTUUeCcKas HaNpaBIeHHOCTb, COOTBETCTBUE
cofiepaHusl 3asBICHHON QopMe, aleKBaTHOCTh UCIOIb30BAHUS TEXHUYECKHUX CPEACTB YUeOHBIM 3ajlauam,
MOCJIEZIOBATENBHOCTD U JIOTUYHOCTDH MPE3EHTYEMOT0 MaTepuara;

- odopMiieHHE TMpe3eHTAlMU: O00bheM (OMTHUMATbHOE KOJWYECTBO), AW3alH (YUTAEMOCTh, HAJIMYHE U
COOTBETCTBHE TpaUKd U aHUMAIMH, 3ByKOBOo€ OQOpMIIEHHE, CTPYKTypUpOBaHHE HUHOpMAINH,
COOTBETCTBHE 3asBICHHBIM TPEOOBAaHUSAM), OPUTHHAIBHOCTH O(OPMIIEHUS, SCTETHKA, HCIIOJIb30BaHUE
BO3MOXKHOCTH MPOTPAMMHOM CpPeIbl, COOTBETCTBHE CTaHIAapTaM o(pOpMIICHUS;

- TMYHOCTHBIE KaueCTBa: OPATOPCKUE CIIOCOOHOCTH. COOMIOIEHUE pErIaMeHTa, SMOIIMOHATILHOCTh, YMEHUE
OTBETUTH Ha BOIIPOCHI, CUCTEMaTU3UpOBaHHbIE, INTyOOKKE U MOIHbIE 3HAHUS 110 BCEM pa3jiesaM MporpaMMmbl:
- coep)KaHWe BBICTYIUICHHUS: JIOTUYHOCTh H3JI0KEHHUS Marepualia, pacKpbITUE TEMBl, JOCTYIHOCTh
uznoxkeHus, d3PpdextuBHOoCcTh npuMeHeHuss cpeacts HWKT, cmocoObl u  yciaoBHsS JIOCTHXKEHUS
pPEe3yNBbTaTUBHOCTH W 3(P(EKTUBHOCTH U1l BBIMOJHEHHS 3a/1a4d CBOeH MpOo(eCCHOHAIBHONW WM Y4eOHOU
NeSITeIbHOCTH, JJ0Ka3aTeJIbHOCTh NMPUHUMAEMBIX PEIICHUM, YMEHHE apryMEHTHPOBATh CBOM 3aKIIIOYCHMUS,
BBIBO/IbI.

6. YueOHO-MeToAN4YecKOe U HHPOPMALIMOHHOE 00ecrieyeHrue TUCIHIIINHBI

6.1 OcHOBHas nuTEpaTypa:

1. Xopes I1.b. MeTtozs! 1 cpeacTBa 3auiuThl HH(GOPMALIMU B KOMITBIOTEPHBIX CHUCTEMaX : Y4el. mocobue s
BYy30B. - M.: Akanemus, 2005. - 255 c.

2. llTanprun B.®. KommiekcHas 3amuTa HHPOPMAIMK B KOPIIOPATUBHBIX CUCTEMaXx : yueb. mocodue. - M.:
N "®opym", TH®PA-M, 2013. - 591 c.

6.2 JlononHUTENbHAS JIUTEPATYpA!

1. AepuenkoB B. WM., PeitoB M. IO., Kongpammun I. B., Pyganosckuit M. B. Cucremsl 3amuThl
MHPOPMALIMHU B BEAYIIHUX 3apyOeKHBIX CTpaHaX : ydyeOHOe mocoOue A By30B. - 4-¢ u3J., cTep.. - Mockaa:
@nunTa, 2016. - 224 c. - Teker : snexTpoHHbI // OBC «YHUBepcuTeTcKas OMbIMOTeKa OHJIaH» [caifT]. -
URL: http://biblioclub.ru/index.php?page=book&id=93351

2. baunkos, 0. B. OcHOBBI Teopuu MHPOPMAIIMOHHBIX MPOLIECCOB U CUCTEM : yuebHoe mocobue. - Bech
CPOK OXpaHbl aBTOPCKOTO Mpasa; OCHOBBI TEOPUM HH(OPMAIMOHHBIX HPOIECCOB M cucTeM. - [len3a:
IleH3eHCcKM rocyJapCTBEHHBIM YHUBEPCUTET apXUTEKTYphl U cTpoutenbersa, ObC ACB, 2011. - 184 c. -
Texct : anexrponsnsiii / [IPR BOOKS [caiit]. - URL: http://www.iprbookshop.ru/23103.html

3. brnok 2: CoBpeMeHHbIE CHCTEMBI 3alIMThl MH(GOpPMALMU B BEIyLIIUMX 3apyOexHbIX cTpaHax, 2017. - 1
aneKkTpoH. ont. 1uck (CD-ROM).

6.3 VlHble HICTOYHUKMU:
1. ®enepanpubiii moptan «Poccuiickoe oopazoBanue» - http://www.edu.ru/
2. Nopran «I'ymanurapHoe obpazoBanue» - http://www.humanities.edu.ru/

3. ®epepanbHoe xpanwiuiie «EauHas Komnmeknus UUQPOBBIX 00pa30BATENIBHBIX PECYPCOBY -
http://school-collection.edu.ru/

4. denepanbHas ciryx0a 1mo Haa30py B chepe obpazoBanms u Hayku - http://obrnadzor.gov.ru
5. Bompocsl o6pazoBanus - http://www.ecsocman.edu.ru/vo

7. MaTepuaibHO-TeXHHYECKOe o0ecnedeHue M CHUIIMHBI, IPOrPpaMMHOe odecrieveHne,
npodeccuoHaIbHbIe 0a3bI JAHHBIX U HHPOPMAIIMOHHBIE CTIPABOYHbIE CHCTEMbI
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I[JIH MMPOBCACHUA 3aHATHU 110 JUCHUITIINHE HGOGXO,Z[I/IMO CJICAyoHmICcC MarCpruaJIbHO-TCXHUYCCKOC
OGCCHC‘-IGHI/ICZ y‘-Ie6HI>Ie AyauTOpruun Jid TIPOBCACHUA 3aHATUN JICKHIUOHHOI'O W CCMHUHAPCKOTr0 THIIA,
IPYIIIOBbIX M HHIUBHUIYaJIbHBIX KOHCYJIBTALMM, TEKYLIEr0 KOHTPOJIA M IIPOMEXKYTOYHOM arrecTalud,
IIOMCIICHUSA OJIs1 CaMOCTOSITEIILHOU pa6OTI:I.

VY4eOHble ayTUTOPUN U MIOMELICHHUS JJIS1 CAMOCTOSTEILHON pabOThl YKOMIUIEKTOBAHBI CHICIIMATM3UPOBAHHOM
MeOeNbI0 U TEXHUYECKUMHU CPEACTBAMH 00yUeHHUsI, CITy>KalllMMU JJIsl TIPeACTaBIeHUs yueOHoMi nHpopManuu
OO0JIBIION ayTUTOPHH.

[TomereHust 111 CaMOCTOSITEIbHON pabOThl YKOMITJIEKTOBAHBI KOMIIBIOTEPHOW TEXHUKOM C BO3MOXKHOCTBIO
MOAKITFOYEHHUS K ceTn "UnTepuer” u obecrieueHreM JloCTyna B AIEKTPOHHYIO
MH(pOPMAITMOHHO-00pa30BaTEIBHYIO CPENy YHUBEPCUTETA.

Jlnst mpoBeieHusl 3aHATHI JICKIIMOHHOTO THIIA UCTIONB3YIOTCS HAOOPBI IEMOHCTPAIIHOHHOTO 000PYI0BaHUS,
o0ecreYnBarole TEMaTHIEeCKIE WILTIOCTPAIH (TIPOEKTOP, HOYTOYK, SKpaH/ MHTEPaKTUBHAS JOCKA).

JluneH3noHHOE B CBOOOIHO paCIpOCTPaHsIEMOE IPOrpaMMHOe 00eCIICUCHHE:
Microsoft Windows 10

ITpodeccronanbhpie 6a3bl JaHHBIX U UHPOPMAITMOHHBIE CIIPABOYHBIE CUCTEMBI:

1. ONEeKTPOHHBIN Karajor @yHIaMEHTaIbHON OoubmuoTeKN TTV. — URL:
http://biblio.tsutmb.ru/elektronnyij-katalog

2. VYHuBepcuTeTckasg OMONIMOTEKa  OHJIAHH:  DIEKTPOHHO-OMONMoTeuHas  cuctema. —  URL:
https://biblioclub.ru
3. KoncynbranT cryneHTa. l'ymaHuTapHble HAyKH: 3JIEKTpOHHO-OMOnmmoreuHass cuctema. — URL:

https://www.studentlibrary.ru

4. Hayunas snextponnas oubiamoreka eLIBRARY.ru. — URL: https://elibrary.ru

5. Poccwuiickas rocynapcrBenHast 6nbnuoreka. — URL: https://www.rsl.ru

6. Poccuiickas HarmoHanpHas 6nbamoreka. — URL: http://nlr.ru

7. [Ipe3unentckas 6ubnuoreka umenu b.H. Enpriuaa. — URL: https://www.prlib.ru

8. Hayunas onektpoHHas Oubnmoreka Poccuiickoii  akamemun — ecrectBo3HaHus. — URL:
https://www.monographies.ru

9. Dnexrponnas 6udmuorexka POOU. — URL: https://www.rtbr.ru/rffi/ru/library

DJIeKTpPOHHAS HH(OPMALIMOHHO-00pa3oBaTe/ibHas cpeaa
https://auth.tsutmb.ru/authorize?response type=code&client id=moodle&state=xyz
B3auMoneiicTBue mpenomaBaTenss W CTY[JCHTa B Tpoiecce OOyYeHHUs OCYHIECTBISIETCS MOCPEICTBOM

MYJIBTUMEMHHBIX, THIIEPTEKCTOBBIX, CETEBBIX, TEICKOMMYHUKAIIMOHHBIX TEXHOJIOTHUH, HUCIOJIB3YEMBIX B
ANIEKTPOHHON HH()OPMAIIMOHHO-00Pa30BaTEILHON CPEIe YHUBEPCHUTETA.
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