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1. lean u 3agaun AUCHUATIHMHBI
1.1 Henp qucuuruivHel — GopMUpOBaHUE KOMIIETEHIIHIA:

OIIK-9 CnocoGeH TpUMEHSATH TEXHOJOTUU TIOJYYCHHUS, HAKOIUICHUS, XpaHCHHS,
MHTEPIIPETAIMH U UCIIOJIB30BaHU HHPOPMALIUU B X0/1e IPo(heCCHOHAIBHOM 1eATeIbHOCTH

00paboTKHw,

1.2 Tumbl 3amad mpodecCHOHATBHOW JEATETLHOCTH, K KOTOPBIM TOTOBATCS OOydYaroluecs B paMKax
OCBOEHUS JUCLUIIINHBI:

- AHAJIUTUYECKUU

- OpPraHU3alMOHHO-YIIPaBICHUYECKUN

- DKCIUTyaTallMOHHBIN

1.3 JlucuurniauHa OpHEHTHPOBAaHA HA MOATOTOBKY OOydYaromuxcs K MpodeCCHOHAIbHON JesSTEIhHOCTH B
chepax: 06 CBsa3p, WHPOPMAIMOHHBIE M KOMMYHHKAIMOHHBIC TEXHOJIOTHU (B cdepe TEXHUKH U
TEXHOJIOTMH, OXBATHIBAIOLIEH COBOKYNHOCTh MpOOJeM, CBA3aHHBIX C O0OEClEeYeHHEM 3alUIICHHOCTH
00BeKTOB WH(OpMATH3allMd B YCIOBHUSAX CYIIECTBOBaHHS yrpo3 B wHHPOpManuoHHON cdepe), 12
Ob6ecneuenue 6e3omacHocTH (B cdepe 3ammTsl nHGopmarun), Chepa mpaBoOXpaHUTETHLHOHN AESITEIIBHOCTH

1.4 B pesynbrare 0CBOCHHMSI TUCIUILUIUHBI Y 00YYaroIIMUXCsl TOJKHBI ObITH CHOPMUPOBAHBI:

O0001IeHHBIC TPYIOBBIE

KO,I[ 1 HAUMCHOBAHUC

(hyHKUWY / TPYAOBBIE komriereHu @I'OC BO,
(GbyHKUMY / TPYyAOBBIC MU HEOOXOIUMOM ISt .
WuankaTopbl JOCTHXKEHHSI KOMIIETEHIHHA
npodeccroHaIbHbIE (hopMHpOBaHUS TPYAOBOTO
JeicTBus (py HaTUIUU WK IpoecCHOHATBHOTO
npodcranaapra) nefcTBUS

OIIK-9 Cnocoben
MPUMEHSTH TEXHOIOTUU
MOJTYYCHUS!, HAKOTUICHHUSI,
XpaHeHHs1, 00pabOTKH,
WHTEPIPETANNN H
WCTIOJIb30BAHUS
nHpOpMaIu B X01e
npodhecCHoHaIbHOM
JeSITETBHOCTH

[MpuMeHsieT TEXHOJOTMM  TOJYYEHUsS, HAKOILUICHUS,
XpaHeHHs, 00pa0OTKH, HHTEPIIPETAIINN W HCITOJIH30BAHMS
nHpopMaIu B Xo1e IpodeCCHOHATEHOM AeSITETEHOCTH

1.5 CormacoBanue MCKIUCHTUIITIMHAPHBIX CBsI3eH JAWUCIIMIIINH, OGCCHG‘-II/IBaIOH_II/IX OCBOCHHC KOMHGTGHHHﬁ:

OIIK-9 CnocobeH TpPUMEHATH TEXHOJOTHM TIOJTYYEHHUs, HAKOIUICHHS, XpaHEHUs,
00pabOTKH, MHTEPIPETAIIMN U UCTIOIB30BaHMs HH(OpMAIUU B X0/1€ TpodeccHnoHambHOMU
NeSITeIbBHOCTH

Ne HaumenoBanue dopma
/o JUCUUILINH, o0yueH
OTIPEIEISIOMNX us
MEXIUCIUTUIMHAPHBIE | OyHas
CBSI3H (cemect
p)
214
1 |[Cnenmansabie +
nH()OPMAITOHHEIE
TEXHOIIOTUH B
MPaBOOXPAHUTEIHHOMN
JESTeNbHOCTH




2| Teopus +
MHPOPMALIIOHHON
0e30MacHOCTU U
METOIOIOTHS 3AIIUTHI
UHpOpMaLIH

2. Mecto mucuuiuiaabl B cTpykrype OIl cnenuaaurera:

HucuunnuHa «BBeneHue B creluaibHOCTh» OTHOCHTCS K 00s3arenbHON vacTtu ydebHoro mmiaHa OIT mo
UH(POPMAITMOHHBIX

10.05.05 -

HaITpaBJICHUTO noATrOTOBKH
MIPaBOOXPAHUTENIBHOM cepe.

JucunminHa «BBeaeHue B cienualibHOCTh» U3ydaeTcs B 1 cemectpe.

3.00beM U coep:kaHMe TUCHUILTHHBI
3.1.00beM QUCLUILUIMHEL: 3 3.€.

Bbe3omnacHocTth

Ounas: 3 3.e.
Bun yueOHo# paboThI (BCSEI;ZEOB)

O0mast Tpy10éMKOCTb TUCHHUILIHHBI 108
KonrakTHast pabora 32
Jlexmm (Jlextmm) 16
[Tpakruueckue (Ilpakt. pad.) 16
CamocrositensHas padota (CP) 40
OK3aMeH 36

3.2.Conepxanue Kypca:

No Haspanue Bun yuebnoit | dopmbl TekyIero
TEMBI pasnena/TeMbl paboThI, yac. KOHTPOJIS
Jlek |IIpa | CP
L[UH | KT.
pao.
O]l0|O
1 cemectp
1 Kapbepnbrit CobecenoBanue;
HABUTATOP TIO >l 2| 4 [IpakTueckoe
UT-cenmmanbHOCTS 3aJaHHE;
M TectupoBanue
2 HcTopus 3aluThl CobecenoBanue;
uHpOpMaLIUH. [IpakTnueckoe
Kpunrorpaduyecku > 19| a 3aJlaHuE;
eu TectupoBanue
cTeraHorpagpuuecku
€ METOJIbI
3 CoBpeMeHHbIE CobecenoBaHue;
Kpuntorpaduyecku > 12| a [IpakTueckoe
€ MPOTOKOJIbI 3aJlaHuE;
TecTtupoBanue
4 Nudopmarnmonnas CobecenoBaHue;
0€3011acHOCTh > 12| a [IpakTueckoe
MOJIb30BATENs 3aJlaHuE;
TecTtupoBanue

TEXHOJIOT UM




TepmuHonOrMYECKH CobecenoBanue;
€ OCHOBBI IIpakTuueckoe
MH(POPMALTMOHHON 3aJlaHuE;
0€301acHOCTH TectupoBanue
HopmarusHo-1ipaBo CobecenoBanue;
BOe obecreueHue > 1216 [MpakTHyeckoe
MH(POPMALTMOHHON 3aJlaHuE;
6e3onacHocTH B PO. TectupoBanue
7 Crpykrypa Pedepar;
MH(POPMALTMOHHON TectupoBanue
0€30I1aCHOCTH, ) | o g
npUMEHsieMas B
00IIeMUPOBOMA
MPaKTHKE
8 Yrpo3sl CobecenoBaHue;
nH(pOpMAITMOHHOM > 12| a [TpakTrueckoe
0e30macHOCTH 3aJlaHuE;
TecTtupoBanue

Tema 1. Kapbepubiii Hapurarop no UT-cnennaabHoCTAM
(OIIK-9)

Jlekumus.
Jlexuust HampaBiieHa Ha pacKpbITHe TeMbl kakue MT-crnenuanbHOCTH CYIIECTBYIOT B COBPEMEHHOM MMpE,
Kakue 3a1adn croat nepen UT cnenumanucrtamMu B KOMIIAHMSX, U Kak pa3BuBarh T-koMneTeHIIMN y CBOUX
pabOTHHUKOB, KaKue HOBbIE CHEIMAIBHOCTH (POPMUPYIOTCS Ha CThIKE OTpacieBblX creruanbHocTeit ¢ UT
chepoil, Kakue KOMIIETEHIIUH OymayT BOCTpeOOBaHBI B Omkaiimiem OymymieM. PackppIBaroTCs TOHSATHS
CKBO3HBIE TEXHOJIOTMM, KOTOpbIE€ BKJIIOYalOT B ceOs: bonbmme pannble; MamuHHOe 00yueHue;
HckyccTBeHHBIN WHTEINIEKT; JlOmoOMHEHHAss peallbHOCTh, BupTyanbHas peallbHOCTh, PoOOTOTEXHMKA;
bnokueiin; Untepuer Bemieit;S G.

IIpakTnyeckoe 3aHsATHE.
[Tpaktuueckas padora Ne 1. MccnenoBanue pelHKa TPyAOyCTPOMCTBA CIIEUAINCTOB 10 HHPOPMAITHOHHON
0€30MacHOCTH

Ha ocHOBE OTKPBITBIX JaHHBIX CAUTOB JEHCTBYIOIIMX BAKaHCUH IIPOBEIUTE aHAIU3 PhIHKA
TPYAOYCTPOMCTBA CHIEUATMCTOB MO0 WH(POPMALIMOHHOM O€30MacHOCTH. 3aroIHUTE TAOIUILy 10 pe3yJibTaTaM
aHaNu3a, e OTpa3uTe HallICHHYI0 HH(OPMALINIO: BAKAaHCHS, PETHOH, KOMITaHHsI, 3apa0oTHas IJara,
TpeOOBaHUs K KBaTH(PUKALINY.

Otuer nOoKEH coaepxkKarb:

1. TutynbHBIN JTUCT

2. Coneprxanue

3. CBomHas Ta0nuIa 1Mo pe3yabraraM Imorucka

4. CriuCcoK MCIOJIb30BaHHBIN HCTOYHUKOB
3aganus AJ151 CAaMOCTOSITEJIbHOM PadoThI.

Llenp camocCTOATENBbHOM pabOTBl — CONCHCTBHE ONTUMAJIBHOMY YCBOCHHIO CTYIEHTaAMHM Y4eOHOro
Marepuaia.

3amaun caMOCTOSTEIHHON paOOTHI:

yrIyOJICHHE U CHCTeMAaTH3aIlusl 3HaHUM;

pa3BUTHE AaHATUTUIECKUX CTIOCOOHOCTEH YMCTBEHHOM JEATEILHOCTH, YMEHHM pabOThI C pa3NIuYHON TI0
00bEéMy U BUIYy UHpOpMAIIHeH, yaeOHOW U HAyYHOH JTUTEpaTyPO.

3agaHue:

3anucarb KpaTKU KOHCTIEKT JICKIUH.

N3yunth 6a30ByI0 U JOMOTHUTEIBHYIO JINTEPATYPY M0 TEME JICKIIUU

OTBETUTH HA BOMPOCHI JIJIs1 CAMOKOHTPOJIS



Tema 2. Uctopus 3amutsl uHpopmanuu. Kpunrorpapuueckne u creranorpaguyeckue MeToAbI
(OIIK-9)
Jlexknus.

[ToHATHS KpUNTONOrMM, KpunTorpaduu, KpunToaHanusza, kiod mudpa. IlepBeie mmppsl 3aMeHBl U
nepectaHoBku  (mmdp courans, mmpp uesaps). Iludp Bmkenepa. Pemerka Kapnano.
Creranorpaguueckre MetoAsl 3amuThl MHGopManuu. CTaHOBICHHE MAaTEMAaTHUYECKUX W TEXHUYECKHX
ocHOB 3ammuThl MH(Mopmamuu B HoBoe Bpems. Hauano ¢opmupoBanus HaydHbIX NPUEMOB 3aIIUTHI
uHpopmanuu. M300peTeHne 3IeKTPOMarHUTHOTO Tejerpada M TMepBBIX MEXaHWYECKUX MIU(PPOMAIIMH.
CemeiictBo MammH Juurma. Kpuntoananus mmudpa DHurma. M300peTeHHe COBEPLICHHO CEKPETHOTO
mmdpa («oxHOpa30BbIN MUPPOOIOKHOTY), TPEUMYIIIECTBA U MTPOOIEMBI €T0 UCTIONIb30BaHHUS.

IIpakTH4eckoe 3aHATHE.
[TpakTuueckas padora 2.1 Hludposanue ¢ momoristo cuctems Llezaps.
3ammdpyiite cooOuIeHIe «}‘IJACTO}IH_[I/IPI JIPYT C TOBOI, KOI'JIA ThI HE ITPAB. KOTJIA ThI IIPAB,
BCAKUU BYJIET C TOBOMN» (Mapxk TseH), ucnionb3ys cucreMmy Llezaps co 3HaueHHneM Kiroda
COOTBETCTBYIOIIMM HOMEPY BallleTO BapHaHTa MO XKypHATYy y4eOHOM IpyIsl (HarpuMep, HOMEp MO CIHCKY
— 5; Bapuanrt —35; kitou K = 95).
OTueT 1o npakTU4YecKoil paboTe JOIKEH BKIIIOYATh: TUTYJIBHBIN JIUCT, X0 paObOTHI (IIHM(ppOBaHNE TEKCTA
JMYHBIM KJIFOYOM), OTBETHI Ha BOIIPOCHI.
ITpaktuueckas padora 2.2 lllupposanue ¢ nomomuipio mudpa Bukenepa

Ucnons3ys cucremy Buwkunepa, 3ammdpyiiTe coOOOIIEeHHs IO BApHaHTaM, TPUBEIACHHBIM B Ta0IUIIE 2.
TekcT coob1IeHus ¥ KITI0YEBOE CIIOBO JOKHBI COOTBETCTBOBATh BallleMy BapHaHTY IO )KypHaIly y4eOHOit
rpynnsl (HalpuMep, €CJI HOMEp MO CIOUCKY 3, 3HAYUT BapuaHT — 3).

OTueT 1o npakTU4YecKoil paboTe AOIKEeH BKIIIOYATh: TUTYJIBHBIN JIUCT, X0 paObOTHI (IIHM(ppOBaHNE TEKCTA
JIMYHBIM KJIFOUOM), OTBETHI HA BOIIPOCHI.

3anaHus AJ51 CAMOCTOSITEILHOI padoThI.

Llenp camocTosTeNbHON pPabOTBI — COAEHCTBHE ONTUMAIbHOMY YCBOEHHUIO CTYACHTaMH Y4eOHOTO
Matepuana.

3aauu cCaMOCTOSITEIbHON PabOTHI:

yoIyOJIeHHe U CUCTeMAaTU3allisl 3HAHU;

pPa3BUTHE aHATUTHYECKUX CIIOCOOHOCTEH YMCTBEHHOU JCSITSIIBHOCTH, YMEHUN PaOOTHI ¢ pa3TuIHOM 110
00BEMY ¥ BUAY HH(pOpMaIuel, yueOHOM U HayYHOH JINTEpaTypPOH.

3amanue:

3anucarbh KpaTKui KOHCTIEKT JICKIUH.

N3yuuTs 6a30BYIO0 M TOMOJHUTEIBHYIO JTUTEPATYPY IO TEME JICKIIUH

OTBGTI/ITB Ha BOHpOCBI JUISA CB.MOKOHTpOJI}I

Tema 3. CoBpeMeHHbIe KpUnTOrpaguyeckne MpoToOKOJIbI
(OIIK-9)

Jlekumus.
[Tonsitue kpunrorpaduueckoro nporokona. Kimroun. Cummerpudanbie MeToas! mudpoanus (mudpoBanue
C 3aKPBITBHIM KJIIOYOM): TEXHOJIOTHH, CTOMKOCTh, IPEUMYIIECTBA U HEAOCTATKU. ACUMMETPUYHBIE METOIbI
muppoBanus (MUGpoOBaHUE C OTKPBITBIM KJIIOYOM): TEXHOJOTHH, CTOMKOCTh, NPEHMYIIECTBA U
HemocTaTku. Ataka "denmoBek mocepenune". Ludposas momamuce. CeprudukaTsl W yIOCTOBEPSIONINE
LEHTPBI.

IIpakTnyeckoe 3ansATHE.
[Tpaktudeckas padora 3.1. CpaBHEHHE NaHHBIX C TTOMOIIBIO XAII-(PYHKIIHH.



Baxxno moHumMars, ObLIM JIM JJAaHHBIE TOBPEXICHBI HJIM OblJIa COBEpIICHA MOMBITKA MX (albCUPUKAIIHH.
Jlnist onipenienieHust Toro, ObLIN JIM JaHHbIE H3MEHEHBI T OCTAJINCh TAKMMH e, MO)KHO HCIIOJIb30BaTh
porpamMMmy X3IupoBaHus. [IporpaMma X31mupoBaHus BEIIOTHSAET MpeoOpa3oBaHue TaHHBIX WK ¢aiina
UCTIONB3YsI X3UI(YHKIUIO, KOTOpas BBIAAET HEKOe 3HaYeHUE (0OBIYHO 3HAUUTENFHO KOPOUe, UeM CaMu
ucxozHble ganHple). CyliecTByeT MHOKECTBO Pa3HbIX X3II-(YHKIUH, OJHH OYEHb MIPOCTHIE, IPyTHE,
HaIpOTHUB, OUEHb CIOXKHbIe. ECii o1Ha 1 Ta ke X31I-(QYyHKIUS BBIIOIHACTCS 71 TPeoOpa30BaHusl OAHUX U
TeX K€ JaHHBIX, TO 3HAUEHHE, KOTOpoe OyzeT nmoay4yeHo, OyeT Beeraa oquHakoBo. Ecinu qanHbie Obun
KaKHM-TO 00pa30M U3MEHEHBI, TO OIY4YeHHOE 3HaueHHe X3UI-(QyHKIMen OyneT OTandaThCs.

[Tpaktuueckas padora 3.2. Creranorpaduieckie MeTo/Ibl 3alUThl HHQOpMaIMK (COKPBITHE TEKCTOBOTO
¢aiina B rpaduyeckom)

Heo6xonnmo 3HaKOMUTBCS € TEOPETHUECKUM MarepuaioM. [IpousBecTi yCTaHOBKY MTPOrpaMMHOTO
npoxykra Masker; cripsTate TEKCTOBBIH (paiin B n300paskeHHH, BBIOPAB alropuT™ IU(GPOBAHUS MTAPOJIS;
OTIIPABUTH 3aIU(PpOBAHHOE COOOIIEHHUE TI0 IIEKTPOHHOM 1MOYTe; U3BIEUb TEKCTOBBIN (aiin u3
M300paXCHHUS;, YIAIUTh N3BICUEHHBIN TEKCTOBBIN (haiiin, 6e3 BO3MOXKHOCTHU JJII BOCCTAHOBIICHUSI.

3ananus AJ51 CAMOCTOSITEILHOI padoThI.

Llenp camocTosTENbHON pPabOTBI — COAEHCTBHE ONTUMAIbHOMY YCBOEHHUIO CTYACHTaMH Y4YeOHOTO
Marepuana.

3aauu cCaMOCTOSITEIbHON PabOTHI:

yoIyOJIeHHe U CUCTeMAaTU3allusl 3HAHU;

pPa3BUTHE aHATUTHYECKUX CIOCOOHOCTEH YMCTBEHHOM JCSITCIIBHOCTH, YMEHUN PabOTHI ¢ pa3IuIHOM 10
00BEMY ¥ BUAY MH(pOpMaIuel, yueOHOM U HayYHOH JINTEpaTypPOH.

3amanue:

3anucarbh KpaTKui KOHCTIEKT JICKIUH.

N3yunth 6a30BYyI0 U JOMOJHUTENBHYIO JINTEPATYPY M0 TEME JEKIUU

OTBeTUTH Ha BOIIPOCHI JJIs1 CAMOKOHTPOJIA

Tema 4. UndopmanmoHHas 6€30MaCHOCTD MOJIb30BaTEJIs
(OIIK-9)
Jlekumus.

®umuHT. OcHOBHBIE BapuaHThl (pumuHra. CriocoOsr ¢ummuara. TanncBotunr. TposHckuii koHb. KBU T1po
Kgso. Ilperekctunr. «Jlopoxknoe sibnoko». COop wHOOpPMAIMK M3 OTKPBITBIX HCTOYHHKOB. OOparHas
conuanbHas wHxeHepusa. Bpenonocnoe I10. Croco6sr 3amutel mHpOpManuu ot BpemoHocHoro I10.
CToMKOCTh apoJIei.

IIpakTnyeckoe 3ansATHE.
[Tpaktuueckas padora 4. 1 «CMoxeTe M BBl pacClo3HATh (DUIITMHTOBYIO aTaKy»
Tect «CMorkeTe 11 Bbl pacro3HaTh (PUILIMHIOBYIO aTaKy»
https://phishingquiz.withgoogle.com/
Otuet 1o padoTe - CKPUHILOT C pe3yJIbTaTaMH TecTa

3anaHus AJ151 CAMOCTOSITEILHOI padoThI.

Llens camocTosTENbHON pPadOTBI — COAEHCTBHE ONTUMAIbHOMY YCBOEHHUIO CTYACHTaMHU Y4YeOHOTO
Marepuana.

3aauu cCaMOCTOSITEIbHON PabOTHI:

yoIyOJIeHHe U CUCTeMAaTU3allusl 3HAHUH;

pPa3BUTHE aHATUTHYECKUX CIOCOOHOCTEH YMCTBEHHOM JCSITCIIBHOCTH, YMEHUN PabOTHI ¢ pa3IuIHOM 10
00BEMY ¥ BUAY MH(pOpMaIuel, yueOHOM U HayYHOH JINTEpaTypPOH.

3amanue:

3anucaTrbh KpaTKui KOHCTIEKT JICKIUH.

N3yuuTs 6a30BYIO0 M TOMOJHUTEIBHYIO JTUTEPATYPY IO TEME JICKIIUH

OTBGTI/ITB Ha BOHpOCBI JUISA CB.MOKOHTpOJI}I



Tema 5. TepMuHosoruyeckue 0CHOBbI HHPOPMALMOHHOM 0€30MACHOCTH
(OIIK-9)
Jlekumus.

[Monsatne wHbopmanmu, wHQOpMaTH3anuK, WHOOPMAIMOHHBIX CHCTEM H CMEXKHBIX C HHMHU:
nHpopmarmonHas  0e30MacHOCTb, uH(OpMAIIMOHHAsT ~ BOWHA, nHopMaImoHHas arpeccus,
nH(pOpMaIMOHHOE OpYyXHe, WH(POPMAITMOHHBIC TTPOLIECChl, MHPOPMAIIMOHHAS CHUCTEeMa, HH(POPMaIMOHHAS
cthepa. [TonsTusa aBropa u coOCTBeHHHKA WH(OpPMAIIUU, B3aUMOJICUCTBHE CYOBEKTOB B MH(OPMAITMOHHOM
oOMene. 3ammTa WHGOPMAIHMM, TaiHa, CPEACTBA 3aIUTHl WHGOPMAIMH, YIPO3bl - OIMPEICIICHHUS,
COITOCTAaBJICHHE.

IIpakTH4eckoe 3aHATHE.
[TpakTuueckas padora No5
«TepmuHonorus B 061actu HHGOPMAIIMOHHON 0€30MaCHOCTI

3amanue. 1. B cetu UHTEpHET HAliIUTE ONpeeICHHs HIKETIEPEUHCIICHHBIM TEPMUHAM, oOparias
BHUMaHUE Ha CTENEeHb JJ0CTOBEPHOCTH UCTOYHHUKA (BO3MOXKHO YKa3aTh HECKOJIBKO Pa3HBIX OINpeIeIeHH
JUIS OTHOTO U TOTO ke TepMuHa). [[11st Kaskoro onpeaeneHuss HE0OX0AUMO 0003HAYUTh UCTOYHUK.

3ananue 2. CaMOCTOATENbHO MONBITATECh 00bEAMHNUTH HIKETIEPEUHCICHHBIE TOHATHUS B TPYIIIHI 110
OIpeIeJICHHBIM NPU3HAKaM, KOTOPBIE BaM MOKaXYTCsl Hanbosee BaXKHBIMU.

3ananue 3. [loHsTHS, BBIIETICHHBIC )XHPHBIM MIPU(PTOM HEOOXOUMO BHIYUNUTH HAU3YCTh.
. Uudopmarmonnas 6e30macHOCTh

. 3ammrTa uHGOpMAIUH

. KonpunennuansHoctsh

. LlenocTHOCTD

. HoctynHocTh

. Yrpo3za 6e30nacHOCTH HH(POPMALIUU

. UcTouHUK yrpo3b1

0 I N n bW

. OOBeKT 3aumThl HH(OPMAITUU

9. VazBumocTh

10. Unentudukanus

11. AyrenTudukamnms

12. Opranu3zaiioHHbIe MEpHI 10 3aIIuTe HHYOpMAIUU

13. Texau4yeckue MepbI 1O 3aIIUTe HHPOPMAITUH

14. TIporpamMmmMHO-anmapaTHbIe MEPHI 10 3aIIUTE HH(OPMAIUU
15. Kpunrorpaduueckas 3amura nuHGopmaum

16. IIpaBoBas 3amuTa HHGOPMAITUU

17. Cioco6 3amuTel “HGpOpMAIUN

18. 3amuTa nH(pOpMALIUK OT HECAHKIIMOHUPOBAHHOTO BO3ACHCTBUS
19. IlonuTHka 6e30MacHOCTH

20. Hocurens 3amuimaeMoi HTHPOpPMAITUH

21. CpenctBo 3anuThl HHPOpPMAITUN

22. JlunieH3upoBaHue B 001aCTH 3aIUTHl HHPOPMAIIH

23. Ceprudukaiys Ha COOTBETCTBHE TPEOOBAHUSIM TI0 O€30MaCHOCTH WH(MOPMAITTH
24. Aynut a arrectanus 00beKTOB HH(OpMaTH3auu

25. AHanu3 nHPOPMAITMOHHOTO PUCKa

26. TpeboBaHue MO 3aIUTEe HHPOPMAITUH

27. DdbheKTHBHOCTH 3aIUTHI HHGOPMAITUN

28. Ataka

29. 310yMBIIIEHHUK

30. Unentudukarop

31. ITapons

32. Kunrou



33. YueTHas 3aIKCh ITOIL30BATEIIS
34. Caudep
35. Cnydep
36. CkaHupoBaHuE MOPTOB
37. OTka3 oT 00CTyKUBaHUS
38. YTeuka
39. Pasrnamenue.
40. Ilen-Tect
3anaHus AJ151 CAMOCTOSITEILHOI padoThI.

Llenp camocTosTeNbHON pPabOTBI — COAEHCTBHE ONTUMAIbHOMY YCBOEHHUIO CTYyACHTaMH Y4YeOHOTO
Marepuana.

3aauu cCaMOCTOSITEIbHON PabOTHI:

yOIyOJIeHHe U CUCTeMAaTU3allnsl 3HAHU;

pPa3BUTHE aHATUTHYECKUX CIIOCOOHOCTEH YMCTBEHHOH JCSITEIIBHOCTH, YMEHUN PaOOTHI ¢ pa3IuIHOM 10
00BEMY 1 BUAY MH(pOpMaIuel, yueOHOM U HaydYHOH JINTEpaTypPOH.

3amanue:

3anucarbh KpaTKui KOHCTIEKT JICKIUU.

N3yunth 6a30BYyI0 U JOMOJHUTENBHYIO JINTEPATYPY M0 TEME JEKIUU

OTBeTUTH Ha BOIIPOCHI JJIs1 CAMOKOHTPOJIA

Tema 6. HopmaTuBHO-IpaBoBoe o0ecnedyeHne nHGpopmManuoHHoii 6ezonacHoctu B P@. (OIIK-9)

Jlexknus.
B cocraB 3akoHomarenbcTBa MO oOecredeHUI0 HMH(OPMAIMOHHON O€30MacHOCTH  BKIIHOYAIOTCS
denepanbHble  3aKOHBI, TOA3aKOHHBIE HOPMATHBHBIE IIPAaBOBbIE aKThl  (heAepalibHBIX  OPraHoOB
WCTIOTHUTENILHOM BJIACTH, 3aKOHBI U IMOJ3aKOHHBIC HOpPMAaTHBHBIC MPABOBBIE aKThl CyOBEKTOB Poccuiickoit
denepanun.

IIpakTH4Yeckoe 3aHATHE.
[TpakTuueckas padota 6. HopmarnBHBIC TpaBOBBIE aKThI B 00JacTH HH(DOpMAITMOHHON Oe3omacHocT PO

Lesb: 03HAKOMUTHCS] ¢ HOPMATHUBHBIMH ITPABOBBIMU aKTaMH B 00JIaCTH WH(POPMALIMOHHOM 6€3011acHOCTH,
MIPOaHATU3UPOBATh CHCTEMY JCHCTBYIOUINX MPaBOBHIX akTOB PD B 00nacTi nH(pOpMALMOHHOM
6e30nmacHOCTH, (POPMHUPOBATH YCTONUMBBIE HABBIKH CAMOCTOSTEIILHOM PAOOTHI.

[TpakTrdeckast paboTa BBITOIHIETCS C HCIIONB30BaHNEM ceTh MHTepHeT, (morckoBas paboTa, aHaIn3
HMCTOYHUKOB).

AHanuThyecKkas 3arnucka JohKHA COAepKaTh HEPAPXUUECKYIO CTPYKTYPY HCCIEI0BaHHBIX MPAaBOBbIX aKTOB,
cdepy AecTBUS OTIEIbHBIX IPYII JTOKYyMEHTOB, COOTHOILIEHUE U COITIACOBAaHUE TPYIII MPABOBBIX aKTOB.

ConepmaHI/Ie oT4ycTa: TeMa, eJb, ICPECYCHb HOPMATHBHO-IIPABOBBIX AKTOB C ITOJIHBIMU PEKBU3HUTAMU,
OTBETHI HA KOHTPOJBHBIC BOIIPOCHI, AaHAJIMTHUYCCKAs 3allMCKa.

3ajanus AJ151 CAMOCTOSITEJIbHOM PadoThlI.

Llenp camocTOATENBbHOM pabOTBl — CONCHCTBHE ONTUMAJIBHOMY YCBOCHHIO CTYIEHTaAMH Y4eOHOro
Marepuaia.

3amaun caMOCTOSTEIBHON paOOTHI:

yIIyOJeHHe U CUCTeMAaTU3alus 3HaHUH;

pa3BUTHE AaHATUTUIECKUX CIIOCOOHOCTEH YMCTBEHHOM JEATEILHOCTH, YMEHHM paboThI C pa3NIuYHON TI0
00béMy 1 Buay uH(popManme, yaeOHON 1 HayqHOU JUTEpaTypou.

3aganue:

3anucarb KpaTKU KOHCTIEKT JICKIUH.

N3yunth 6a30BYyI0 U JOMOTHUTEIBHYIO JIUTEPATYPY MO0 TEME JCKIIUU

OTBETUTH HA BOIIPOCHI JIs1 CAMOKOHTPOJIA
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Tema 7. CTpyKkTypa MH(POPMAIHOHHOI 0€30MMaCHOCTH, MPUMeHsieMasi B 001IeMUPOBOI MPAKTUKE
(OIIK-9)

Jlekumus.
[IpaBoBass 3amura wuHbopManuu. OpraHuzaloHHas 3amuUTa HHPoOpManMH. TexHUYecKas WIu
WHXXCHEpHO-TEXHUYeCKass  3ammra. lIporpammHo-anmapaTHas — 3amuTta.  MaTeMmaTH4yecKkue  WUJu
kpuntorpadpuueckre Mmerosl. [Icuxonornyeckre BUIbI 3aUThl HHGOpMauu. MopanbHO-3THYECKUE BUIBI
3amuThl nHGopmanmu. CTpaxoBas 3aniuTa HHHOPMAIIHH.

IIpakTnyeckoe 3ansATHE.
[ToaroroBka pedepara u 1okj1aaa Mo BEIOPaHHOM Teme
[TonroroBka pedepara u 10KjIa/1a MO BHIOPAHHOM TEMe C MCII0JIb30BaHNE MaTeprasioB 6a3 HayYHBI cTaTel
(https://elibrary.ru, https://cyberleninka.ru/).

Iens pedepara — mpruoOpeTEHUE CTYICHTAMH HABBIKOB CAMOCTOSTEILHON pabOTHI IO MOAO0PY, U3yUCHHUIO,
aHaJIM3y ¥ 0000IIEHUIO TUTEPaTypPHBIX HCTOUYHUKOB. OOBeM pedepara coctariser 15-20 crpanmil.

Kpurepuu onenku pedepara

CooTBeTCTBHE COIEPIKAHUSI TEME.

[IpaBUIBHOCTH M MOJHOTA UCTIOIb30BAHUS HCTOYHHUKOB.

CootBercTBUE 0opMIIeHUS pedepaTa CTaHAaApTaM.
3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.

Llenb camocCTOATENBbHOM pabOTBl — CONCHCTBHE ONTUMAJIBHOMY YCBOCHHIO CTYIEHTaAMH Y4eOHOro
Marepuaia.

3amaun caMOCTOSITEIHbHON paOOTHI:

yIIyOJeHHe U CUCTeMAaTU3alus 3HaHUH;

pa3BUTHE AaHATUTUIECKUX CIIOCOOHOCTEH YMCTBEHHOM JEATEILHOCTH, YMEHHM paboThI C pa3NIuYHON 110
00béMyY 1 Buay uH(popManme, yaeOHON 1 Hay4HOU JTUTEpaTypou.

3aganue:

3anucarb KpaTKU KOHCTIEKT JICKIUH.

N3yunth 6a30ByI0 U JOMOTHUTEIBHYIO JINTEPATYPY MO0 TEME JCKIIUU

OTBETUTH HA BOIIPOCHI JIs1 CAMOKOHTPOJIA

Tema 8. Yrpo3sl uHpopMALMOHHOI 0€30I1ACHOCTH
(OIIK-9)

Jlexknus.
[Tonsitrie yrpo3sl. Buasl yrpo3. Tpu Hambonee BhIpaKEHHBIE YTPO3bl: 1) MOABEPKEHHOCTH (HU3HUECKOMY
WCKAKEHUIO WM  YHUYTOXKEHUIO; 2) BO3MOXHOCTh HECAHKUIMOHUPOBAHHOW (CiiyyailHOM  wim
3NMOYMBIIIUNIEHHOW) ~ Momudukanuu; 3)  OHNacHOCTh  HECAHKIIMOHUPOBAHHOTO  (CIy4alHOTO |
MpeHAMEPEHHOTO) TONMy4YeHHs] WHGOPMAIUK JIMIIAMH, IS KOTOPHIX OHA HE MpeJaHa3HadeHa. Xapakrep
MPOUCXOXKACHHUST YIPO3: YMBIIUICHHbIE (aKTOpPBI, €CTeCTBEHHbIE (akTOphl. VICTOYHUKH  yTpo3.
[IpenmnocklIKy MOSBIEHUS YTPO3: 00BEKTUBHBIC, CYObEKTUBHBIE

IIpakTnyeckoe 3ansATHE.
[Tpaktuueckas padora 8 . Kaspersky Internet Security

[{ens paboTel. PaccmoTpeTs cpenctBa 3ammuThl, HHTErpupoBaHHbie B Kaspersky Internet
Security 12.0.0.374ru_ru v HACTPOUTH MPUIOKCHUS

OTBeTUTH Ha BOIIPOCHI, BBIIIOJHUTD 3aaHUs.

OTueT I0/DKEH BKIIFOYATh TUTYIIBHBIN JIUCT, X0/ Pa0OTHI (C BKIOUEHUEM CKPHHIIIOTOB U OMTUCAHUEM
NENCTBUIA), OTBETHI HA BOIIPOCHI.
Prakticheskaya rabota Kaspersky Internet Security.pdf
Prakticheskaya rabota Kaspersky Internet Security.pdf

3ananus AJ51 CAMOCTOSITEILHOI padoThI.

Llens camocTosTeNbHON pPabOTBI — COAEMCTBHE ONTUMAIbHOMY YCBOEHHUIO CTYACHTaMH Y4eOHOTO
Marepuana.

3aauu cCaMOCTOSITEIbHON PabOTHI:
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yoIyOJIeHHe U CUCTeMAaTU3allisl 3HAHU;

pPa3BUTHE aHATUTHYECKUX CIIOCOOHOCTEH YMCTBEHHOM JCSITEIIBHOCTH, YMEHUN PaOOTHI ¢ pa3IuIHOM 110
00BEMY ¥ BUAY MH(pOpMaIuel, yueOHOM U HayYHOH JINTEpaTypPO.
3amanue:

3anucarh KpaTKUil KOHCTIEKT JIEKLINU.

N3yunth 6a30BYyI0 U JOMOJHUTENBHYIO JINTEPATYPY 110 TEME JEKIIUU

OTBETUTH Ha BOIIPOCHI JJIs1 CAMOKOHTPOJIA

4. Konrpoab 3HaHMI 00y4alOLINXCS M THIIOBbIE OLICHOYHbIE CPEICTBA
4.1. Pactipenenenue 0auioB:

TEKYIUI KOHTPOJIb — 67 6aioB
KOHTPOJIBHBIE Cpe3bl — 2 cpe3a: 2 bama, 1 6amr

npemuanbHbie 6amel — 10 6annoB

1 cemectp

OTBET Ha dK3ameHe: He Ooiee 30 0ayuioB

Pacnipenenenne 6aJiioB 10 3aaHHSIM:

No  [Ha3zBanue tembl | DopMbl Max. Mertoauka mpoBeIcHUS 3aHATHS U OLICHKU
Te | /BHUI Yy4eOHOH |TEKyLIero | KOJ-BO
MBI paboThI KOHTpoJist | 0asuioB
/ cpe3sl
1. Kapobepnrrit Cobleceno 1 CobecenoBaHre MpeAIoiaraeT OpraHu3aluio Oeceapl MPEnoaaBaTels
HABUTATOP I10 BaHHE CO CTYACHTaMH IO BOMPOCAM MPAKTUYECCKOTO 3aHATHUS C IENbI0 Ooiee

UT-cnemmmansHO
CTIM

OOCTOSITENIHOTO BBISIBIICHUS WX 3HAHHWH 10 ONPEACICHHOMY Pa3ieny,
Teme, mpobiieMe W T.II. YCTHBIH ONpPOC MOXKET INPHUMEHSITHCA B
Pa3IMYHBIX dopmax: (pOHTAIBHBIMH, WHIUBUAYaJIbHBIH,
KOMOMHUpPOBaHHBIH. ~ OCHOBHBIE  KayecTBa  yCTHOTO  OTBETa
MOJIEKAIIIETO OLICHKE:!

- IPaBWJIBHOCTH OTBETA 110 COAEPIKAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepHana;

- palMOHANBHOCTH HCIIOJIB30BaHHBIX MIPUEMOB U CHOCOOOB peIICHUs
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;

- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTepuana;

-  palMOHANBHOCTh HCIOJNB30BAHHUA BpPEMEHH, OTBEJEHHOIO Ha
3aJlaHueE.

1 Gamn - cTyneHT yMeeT MPUMEHSTh MOJYyYSHHYIO MPH MOATOTOBKE K
MPaKTUYECKOMY 3aHSATHIO MHQOPMAIMIO, OTBEYaTh Ha OOJBIIMHCTBO
BOIIPOCOB, BECTH JUCKYCCHIO .

Ecnu ctyneHt He BnazeeT mpoOieMaTHKOW MPakTHYECKOTO 3aHsTHS,
HE MOXET OTBeYaTb Ha BOINPOCH], 3a4UTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET OajylaMH He OILICHUBAeTCs




[IpakTnue
CKOE
3a/laHue

[IpakTudeckue 3a1aHusl BHIIOMHSIOTCS
MO TeMAaTHKe MPAKTHUECKUX 3aHATHH.
3 Ganna — maboparopHas paboTa
BBITTOJTHEHA B TIOJIHOM 00BEME,
CTYACHT CBOOOIHO BIajeeT
MaTepuaioM, IEMOHCTPHUPYET
IyOOKHe, CHCTEMaTU3UPOBAHHBIC
3HaHUsI, CBOOOJHO OTBEYAET Ha
BOIIPOCHI UCTIONB3YS
npo¢eCCHOHATILHYIO TEPMUHOIOTHIO
2 Gata — naboparopHas paboTa
BBITIOJTHEHA, HO UMEET HEKOTOPHIC
HETOYHOCTH BBITIONHEHUSI, CTYACHT
BJaJieeT NpeACTaBICHHBIM
MaTepuaioM, OTBEUAeT Ha 3a/laHHbIE
BOTIPOCEHI

1 6ann - naboparopHas paboTa B
LIEJIOM BBITIOJTHEHA, OTHAKO B
mpoliecce BHIOTHEHUS 1ab0paTopHOH
paboThI JOMYIIEHBI CYIIECTBEHHBI
OKOKH, CTYIEHT c1abo BiaaeeT
nHpOpMaIuel o TeMe, IPH OTBETE
HCTIOJIb3YET 3aTOTOBJICHHBIN TEKCT,
3aTpyAHSETCS C OTBETaMHU Ha
3aJjaBaeMbI€ BOIIPOCHI

Tectupos
aHue

OrieHKa TecTa 10 TeKyIeMy paszieny W TeMe TUCIIHTUTHHBI

3 OGamma — crymeHT npaBwibHO oTBewaeT Ha 50-100% BompocoB B
TecTe.

1 Gamna - CTyZIeHT MpaBUIIBHO OTBedaeT Ha 25-50% BOMpOCOB B TecTe.

Hctopus
3aIIUTHI
nHpOopMarum.
Kpunrrorpaduae
CKHE U
cTera"orpadudae
CKH€ METOJIBI

Cobeceno
BaHue(Ko
HTPOJIBH
blii cpe3)

CobecenoBanue TPEAIIOIaracT OPraHu3aIuio Oecenbl MPEnoIaBaTes
CO CTyACHTaMH IO BOIIPOCAM MPAKTUIECKOTO 3aHATHUS C HENbIo Oonee
0OCTOSITEILHOTO BBISIBICHUS WX 3HAHUI 1O ONpeAesIeHHOMY pa3/ieny,
Teme, TmpoOieMe W T.II. YCTHBIH OMPOC MOKET IPHUMCHSTHCS B
Pa3THMYHBIX ¢dopmax: (hpOoHTANBHEIH, WHIUBHTY aTbHBIN,
KOMOMHHUpOBaHHBI.  OCHOBHBIE  KadecTBa  YCTHOTO  OTBETa
MOJIJIeKAIIETO OLIEHKE:

- IPaBWJIBHOCTH OTBETA 110 COIEPIKAHUIO;

- TIOJTHOTA U TITyOWHA OTBETA;

- CO3HATENFHOCTh OTBETA;

- JIOTHKA M3JIOKEHHUS MaTepHana;

- palMOHATBFHOCTH HMCIIOIB30BAaHHBIX MPUEMOB M CIIOCOOOB peIIeHUs
TTOCTaBJICHHOH y4ueOHOU 3a/1auu;

- CBOEBpeMEHHOCTh U 3((HEKTHBHOCTH HMCIONH30BAHUS HATJISIIHBIX
MOCOOUI M TEXHUYECKUX CPEJNICTB IPU OTBETE;

- HCIIONTb30BaHME JIOTIOIHUTEIEHOTO MaTeprana;

-  palnMOHANBHOCTh HCIONB30BAHHSA BpPEMEHH, OTBEJICHHOTO Ha
3aJlaHue.

1 Gamy — CTyZIEHT yMeeT COIOCTaBUTh MOIYYEHHYIO TIPY OATOTOBKE K
MPaKTUIECKOMY 3aHSATHIO MH(OPMAIIUIO, CPABHUBATH Pa3HbIC TOUYKH
3peHus Ha aHAJIM3UPYEMYIO MPOOJIEMY, YMETh YeTKO (GOpMYIHPOBaTh
CBOM BOTIPOCHI M OTBEYATh HA 33/JaBAEMbIE EMY BOTIPOCHI

Ecnu ctynent He BinazeeT mpoOieMaTHKON MPaKTHUECKOTO 3aHSATHS,
HE MOXXET OTBe4aTh Ha BOINPOCHI, 3a4UTHIBAET OTBET IIO
Hale4yaTaHHOMY TEKCTY — OTBET OajutaMy He OIEHUBAETCS
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[IpakTnue
CKOE
3a/laHue

[IpakTudeckue 3a1aHusl BHIIOMHSIOTCS
MO TeMAaTHKe MPAKTHUECKUX 3aHATHH.
3 Ganna — maboparopHas paboTa
BBITTOJTHEHA B TIOJIHOM 00BEME,
CTYACHT CBOOOIHO BIajeeT
MaTepuaioM, IEMOHCTPHUPYET
IyOOKHe, CHCTEMaTU3UPOBAHHBIC
3HaHUsI, CBOOOJHO OTBEYAET Ha
BOIIPOCHI UCTIONB3YS
npo¢eCCHOHATILHYIO TEPMUHOIOTHIO
2 Gata — naboparopHas paboTa
BBITIOJTHEHA, HO UMEET HEKOTOPHIC
HETOYHOCTH BBITIONHEHUSI, CTYACHT
BJaJieeT NpeACTaBICHHBIM
MaTepuaioM, OTBEUAeT Ha 3a/laHHbIE
BOTIPOCEHI

1 6ann - naboparopHas paboTa B
LIEJIOM BBITIOJTHEHA, OTHAKO B
mpoliecce BHIOTHEHUS 1ab0paTopHOH
paboThI JOMYIIEHBI CYIIECTBEHHBI
OKOKH, CTYIEHT c1abo BiaaeeT
nHpOpMaIuel o TeMe, IPH OTBETE
HCTIOJIb3YET 3aTOTOBJICHHBIN TEKCT,
3aTpyAHSETCS C OTBETaMHU Ha
3aJjaBaeMbI€ BOIIPOCHI

Tectupos
aHue

OrieHKa TecTa 10 TeKyIeMy paszieny W TeMe TUCIIHTUTHHBI

3 OGamma — crymeHT npaBwibHO oTBewaeT Ha 50-100% BompocoB B
TecTe.

1 Gamna - CTyZIeHT MpaBUIIBHO OTBedaeT Ha 25-50% BOMpOCOB B TecTe.

CoBpeMeHHbIE
Kpurrrorpagude
CKHE MTPOTOKOJIBI

Cobeceno
BaHHE

CobecenoBanue TPEAIIOIaracT OPraHu3aIuio Oecenbl MPEnoIaBaTes
CO CTyACHTaMH IO BOIIPOCAM MPAKTUIECKOTO 3aHATHUS C HENbIo Oonee
0OCTOSITEILHOTO BBISIBICHUS WX 3HAHUI 1O ONpeAesIeHHOMY pa3/ieny,
Teme, TmpoOieMe W T.II. YCTHBIH OMPOC MOKET IPHUMCHSTHCS B
Pa3THMYHBIX ¢dopmax: (hpOoHTANBHEIH, WHIUBHTY aTbHBIN,
KOMOMHHUpOBaHHBI.  OCHOBHBIE  KadecTBa  YCTHOTO  OTBETa
MOJIJIeKAIIETO OLIEHKE:

- IPaBWJIBHOCTH OTBETA 110 COIEPIKAHUIO;

- TIOJTHOTA U TITyOWHA OTBETA;

- CO3HATENFHOCTh OTBETA;

- JIOTHKA M3JIOKEHHUS MaTepHana;

- palMOHATBFHOCTH HMCIIOIB30BAaHHBIX MPUEMOB M CIIOCOOOB peIIeHUs
TTOCTaBJICHHOH y4ueOHOU 3a/1auu;

- CBOEBpeMEHHOCTh U 3((HEKTHBHOCTH HMCIONH30BAHUS HATJISIIHBIX
MOCOOUI M TEXHUYECKUX CPEJNICTB IPU OTBETE;

- HCIIONTb30BaHME JIOTIOIHUTEIEHOTO MaTeprana;

-  palnMOHANBHOCTh HCIONB30BAHHSA BpPEMEHH, OTBEJICHHOTO Ha
3aJlaHue.

1 Gamn - CTyIeHT yMeeT MPUMEHSTh MONYYCHHYIO TPH MOATOTOBKE K
MPaKTUIECKOMY 3aHSATHIO WHQOPMAIIMIO, OTBEYaTh HAa OONBIIMHCTBO
BOIPOCOB, BECTH JUCKYCCHIO .

Ecnu ctynent He BrmazeeT mpoOneMaTHKON MPaKTHUECKOTO 3aHSATHS,
HE MOXET OTBeYaTh Ha BOINPOCHI, 3a4UTHIBAET OTBET IIO
HaleyaTaHHOMY TeKCTY — OTBET OajutaMy He OIEHUBAETCS
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[IpakTnue
CKOE
3a/laHue

[IpakTudeckue 3a1aHusl BHIIOMHSIOTCS
MO TeMAaTHKe MPAKTHUECKUX 3aHATHH.
3 Ganna — maboparopHas paboTa
BBITTOJTHEHA B TIOJIHOM 00BEME,
CTYACHT CBOOOIHO BIajeeT
MaTepuaioM, IEMOHCTPHUPYET
IyOOKHe, CHCTEMaTU3UPOBAHHBIC
3HaHUsI, CBOOOJHO OTBEYAET Ha
BOIIPOCHI UCTIONB3YS
npo¢eCCHOHATILHYIO TEPMUHOIOTHIO
2 Gata — naboparopHas paboTa
BBITIOJTHEHA, HO UMEET HEKOTOPHIC
HETOYHOCTH BBITIONHEHUSI, CTYACHT
BJaJieeT NpeACTaBICHHBIM
MaTepuaioM, OTBEUAeT Ha 3a/laHHbIE
BOTIPOCEHI

1 6ann - naboparopHas paboTa B
LIEJIOM BBITIOJTHEHA, OTHAKO B
mpoliecce BHIOTHEHUS 1ab0paTopHOH
paboThI JOMYIIEHBI CYIIECTBEHHBI
OKOKH, CTYIEHT c1abo BiaaeeT
nHpOpMaIuel o TeMe, IPH OTBETE
HCTIOJIb3YET 3aTOTOBJICHHBIN TEKCT,
3aTpyAHSETCS C OTBETaMHU Ha
3aJjaBaeMbI€ BOIIPOCHI

Tectupos
aHue

OrieHKa TecTa 10 TeKyIeMy paszieny W TeMe TUCIIHTUTHHBI

3 OGamma — crymeHT npaBwibHO oTBewaeT Ha 50-100% BompocoB B
TecTe.

1 Gamna - CTyZIeHT MpaBUIIBHO OTBedaeT Ha 25-50% BOMpOCOB B TecTe.

HubopMaimonH
as
0e3011aCHOCTh
MIOJIB30BATENIS

Cobeceno
BaHHE

CobecenoBanue TPEAIIOIaracT OPraHu3aIuio Oecenbl MPEnoIaBaTes
CO CTyACHTaMH IO BOIIPOCAM MPAKTUIECKOTO 3aHATHUS C HENbIo Oonee
0OCTOSITEILHOTO BBISIBICHUS WX 3HAHUI 1O ONpeAesIeHHOMY pa3/ieny,
Teme, TmpoOieMe W T.II. YCTHBIH OMPOC MOKET IPHUMCHSTHCS B
Pa3THMYHBIX ¢dopmax: (hpOoHTANBHEIH, WHIUBHTY aTbHBIN,
KOMOMHHUpOBaHHBI.  OCHOBHBIE  KadecTBa  YCTHOTO  OTBETa
MOJIJIeKAIIETO OLIEHKE:

- IPaBWJIBHOCTH OTBETA 110 COIEPIKAHUIO;

- TIOJTHOTA U TITyOWHA OTBETA;

- CO3HATENFHOCTh OTBETA;

- JIOTHKA M3JIOKEHHUS MaTepHana;

- palMOHATBFHOCTH HMCIIOIB30BAaHHBIX MPUEMOB M CIIOCOOOB peIIeHUs
TTOCTaBJICHHOH y4ueOHOU 3a/1auu;

- CBOEBpeMEHHOCTh U 3((HEKTHBHOCTH HMCIONH30BAHUS HATJISIIHBIX
MOCOOUI M TEXHUYECKUX CPEJNICTB IPU OTBETE;

- HCIIONTb30BaHME JIOTIOIHUTEIEHOTO MaTeprana;

-  palnMOHANBHOCTh HCIONB30BAHHSA BpPEMEHH, OTBEJICHHOTO Ha
3aJlaHue.

2 Gamna — CTyIEHT yMEEeT COMOCTAaBUTh MOTYUYEHHYIO IMPH TOATOTOBKE
K TIPaKTHYECKOMY 3aHSTHIO HHQOPMAIINIO, CPABHUBATH PA3HBIC TOUKU
3peHus Ha aHAJIM3UPYEMYIO MPOOJIEMY, YMETh YeTKO (GOpMYIHPOBaTh
CBOM BOTIPOCHI M OTBEYATh HA 33/JaBAEMbIE EMY BOTIPOCHI

1 Gamn - CTyIeHT yMeeT MPUMEHTh MONYICHHYIO TPH MOATOTOBKE K
MPaKTUIECKOMY 3aHSATHIO WHQOPMAIIMIO, OTBEYaTh Ha OONBIIMHCTBO
BOIIPOCOB, BECTH JUCKYCCHIO .

Ecnmu ctynent He BimazeeT mpoOneMaTHKON MPaKTHUECKOTO 3aHSATHS,
HE MOXET OTBe4aTh Ha BOINPOCHI, 3a4UTHIBAET OTBET IIO
HaleyaTaHHOMY TEKCTY — OTBET OajutaMy He OIEHUBAETCS
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[IpakTnue
CKOE
3a/laHue

[IpakTudeckue 3a1aHusl BHIIOMHSIOTCS
MO TeMAaTHKe MPAKTHUECKUX 3aHATHH.
3 Ganna — maboparopHas paboTa
BBITTOJTHEHA B TIOJIHOM 00BEME,
CTYACHT CBOOOIHO BIajeeT
MaTepuaioM, IEMOHCTPHUPYET
IyOOKHe, CHCTEMaTU3UPOBAHHBIC
3HaHUsI, CBOOOJHO OTBEYAET Ha
BOIIPOCHI UCTIONB3YS
npo¢eCCHOHATILHYIO TEPMUHOIOTHIO
2 Gata — naboparopHas paboTa
BBITIOJTHEHA, HO UMEET HEKOTOPHIC
HETOYHOCTH BBITIONHEHUSI, CTYACHT
BJaJieeT NpeACTaBICHHBIM
MaTepuaioM, OTBEUAeT Ha 3a/laHHbIE
BOTIPOCEHI

1 6ann - naboparopHas paboTa B
LIEJIOM BBITIOJTHEHA, OTHAKO B
mpoliecce BHIOTHEHUS 1ab0paTopHOH
paboThI JOMYIIEHBI CYIIECTBEHHBI
OKOKH, CTYIEHT c1abo BiaaeeT
nHpOpMaIuel o TeMe, IPH OTBETE
HCTIOJIb3YET 3aTOTOBJICHHBIN TEKCT,
3aTpyAHSETCS C OTBETaMHU Ha
3aJjaBaeMbI€ BOIIPOCHI

Tectupos
aHue

OrieHKa TecTa 10 TeKyIeMy paszieny W TeMe TUCIIHTUTHHBI

3 OGamma — crymeHT npaBwibHO oTBewaeT Ha 50-100% BompocoB B
TecTe.

1 Gamna - CTyZIeHT MpaBUIIBHO OTBedaeT Ha 25-50% BOMpOCOB B TecTe.

TepMmuHonornye
CKH€ OCHOBBI
nH(pOpPMAITHOHH
oit
0e30macHOCTH

Cobeceno
BaHHE

CobecenoBanue TPEAIIOIaracT OPraHu3aIuio Oecenbl MPEnoIaBaTes
CO CTyACHTaMH IO BOIIPOCAM MPAKTUIECKOTO 3aHATHUS C HENbIo Oonee
0OCTOSITEILHOTO BBISIBICHUS WX 3HAHUI 1O ONpeAesIeHHOMY pa3/ieny,
Teme, TmpoOieMe W T.II. YCTHBIH OMPOC MOKET IPHUMCHSTHCS B
Pa3THMYHBIX ¢dopmax: (hpOoHTANBHEIH, WHIUBHTY aTbHBIN,
KOMOMHHUpOBaHHBI.  OCHOBHBIE  KadecTBa  YCTHOTO  OTBETa
MOJIJIeKAIIETO OLIEHKE:

- IPaBWJIBHOCTH OTBETA 110 COIEPIKAHUIO;

- TIOJTHOTA U TITyOWHA OTBETA;

- CO3HATENFHOCTh OTBETA;

- JIOTHKA M3JIOKEHHUS MaTepHana;

- palMOHATBFHOCTH HMCIIOIB30BAaHHBIX MPUEMOB M CIIOCOOOB peIIeHUs
TTOCTaBJICHHOH y4ueOHOU 3a/1auu;

- CBOEBpeMEHHOCTh U 3((HEKTHBHOCTH HMCIONH30BAHUS HATJISIIHBIX
MOCOOUI M TEXHUYECKUX CPEJNICTB IPU OTBETE;

- HCIIONTb30BaHME JIOTIOIHUTEIEHOTO MaTeprana;

-  palnMOHANBHOCTh HCIONB30BAHHSA BpPEMEHH, OTBEJICHHOTO Ha
3aJlaHue.

2 Gamna — CTyIEHT yMEEeT COMOCTAaBUTh MOTYUYEHHYIO IMPH TOATOTOBKE
K TIPaKTHYECKOMY 3aHSTHIO HHQOPMAIINIO, CPABHUBATH PA3HBIC TOUKU
3peHus Ha aHAJIM3UPYEMYIO MPOOJIEMY, YMETh YeTKO (GOpMYIHPOBaTh
CBOM BOTIPOCHI M OTBEYATh HA 33/JaBAEMbIE EMY BOTIPOCHI

1 Gamn - CTyIeHT yMeeT MPUMEHTh MONYICHHYIO TPH MOATOTOBKE K
MPaKTUIECKOMY 3aHSATHIO WHQOPMAIIMIO, OTBEYaTh Ha OONBIIMHCTBO
BOIIPOCOB, BECTH JUCKYCCHIO .

Ecnmu ctynent He BimazeeT mpoOneMaTHKON MPaKTHUECKOTO 3aHSATHS,
HE MOXET OTBe4aTh Ha BOINPOCHI, 3a4UTHIBAET OTBET IIO
HaleyaTaHHOMY TEKCTY — OTBET OajutaMy He OIEHUBAETCS
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[IpakTnue
CKOE
3a/laHue

[IpakTudeckue 3a1aHusl BHIIOMHSIOTCS
MO TeMAaTHKe MPAKTHUECKUX 3aHATHH.
3 Ganna — maboparopHas paboTa
BBITTOJTHEHA B TIOJIHOM 00BEME,
CTYACHT CBOOOIHO BIajeeT
MaTepuaioM, IEMOHCTPHUPYET
IyOOKHe, CHCTEMaTU3UPOBAHHBIC
3HaHUsI, CBOOOJHO OTBEYAET Ha
BOIIPOCHI UCTIONB3YS
npo¢eCCHOHATILHYIO TEPMUHOIOTHIO
2 Gata — naboparopHas paboTa
BBITIOJTHEHA, HO UMEET HEKOTOPHIC
HETOYHOCTH BBITIONHEHUSI, CTYACHT
BJaJieeT NpeACTaBICHHBIM
MaTepuaioM, OTBEUAeT Ha 3a/laHHbIE
BOTIPOCEHI

1 6ann - naboparopHas paboTa B
LIEJIOM BBITIOJTHEHA, OTHAKO B
mpoliecce BHIOTHEHUS 1ab0paTopHOH
paboThI JOMYIIEHBI CYIIECTBEHHBI
OKOKH, CTYIEHT c1abo BiaaeeT
nHpOpMaIuel o TeMe, IPH OTBETE
HCTIOJIb3YET 3aTOTOBJICHHBIN TEKCT,
3aTpyAHSETCS C OTBETaMHU Ha
3aJjaBaeMbI€ BOIIPOCHI

Tectupos
aHue

OrieHKa TecTa 10 TeKyIeMy paszieny W TeMe TUCIIHTUTHHBI

3 OGamma — crymeHT npaBwibHO oTBewaeT Ha 50-100% BompocoB B
TecTe.

1 Gamna - CTyZIeHT MpaBUIIBHO OTBedaeT Ha 25-50% BOMpOCOB B TecTe.

HopmarusHo-11p
aBOBOE
obecrneuenue
nH(pOpPMAITHOHH
o
0e301IacHOCTH B
PO.

Cobeceno
BaHue(Ko
HTPOJIBH
blii cpe3)

CobecenoBanue TPEAIIOIaracT OPraHu3aIuio Oecenbl MPEnoIaBaTes
CO CTyACHTaMH IO BOIIPOCAM MPAKTUIECKOTO 3aHATHUS C HENbIo Oonee
0OCTOSITEILHOTO BBISIBICHUS WX 3HAHUI 1O ONpeAesIeHHOMY pa3/ieny,
Teme, TmpoOieMe W T.II. YCTHBIH OMPOC MOKET IPHUMCHSTHCS B
Pa3THMYHBIX ¢dopmax: (hpOoHTANBHEIH, WHIUBHTY aTbHBIN,
KOMOMHHUpOBaHHBI.  OCHOBHBIE  KadecTBa  YCTHOTO  OTBETa
MOJIJIeKAIIETO OLIEHKE:

- IPaBWJIBHOCTH OTBETA 110 COIEPIKAHUIO;

- TIOJTHOTA U TITyOWHA OTBETA;

- CO3HATENFHOCTh OTBETA;

- JIOTHKA M3JIOKEHHUS MaTepHana;

- palMOHATBFHOCTH HMCIIOIB30BAaHHBIX MPUEMOB M CIIOCOOOB peIIeHUs
TTOCTaBJICHHOH y4ueOHOU 3a/1auu;

- CBOEBpeMEHHOCTh U 3((HEKTHBHOCTH HMCIONH30BAHUS HATJISIIHBIX
MOCOOUI M TEXHUYECKUX CPEJNICTB IPU OTBETE;

- HCIIONTb30BaHME JIOTIOIHUTEIEHOTO MaTeprana;

-  palnMOHANBHOCTh HCIONB30BAHHSA BpPEMEHH, OTBEJICHHOTO Ha
3aJlaHue.

2 Gamna — CTyIEHT yMEEeT COMOCTAaBUTh MOTYUYEHHYIO IMPH TOATOTOBKE
K TIPaKTHYECKOMY 3aHSTHIO HHQOPMAIINIO, CPABHUBATH PA3HBIC TOUKU
3peHus Ha aHAJIM3UPYEMYIO MPOOJIEMY, YMETh YeTKO (GOpMYIHPOBaTh
CBOM BOTIPOCHI M OTBEYATh HA 33/JaBAEMbIE EMY BOTIPOCHI

1 Gamn - CTyIeHT yMeeT MPUMEHTh MONYICHHYIO TPH MOATOTOBKE K
MPaKTUIECKOMY 3aHSATHIO WHQOPMAIIMIO, OTBEYaTh Ha OONBIIMHCTBO
BOIIPOCOB, BECTH JUCKYCCHIO .

Ecnmu ctynent He BimazeeT mpoOneMaTHKON MPaKTHUECKOTO 3aHSATHS,
HE MOXET OTBe4aTh Ha BOINPOCHI, 3a4UTHIBAET OTBET IIO
HaleyaTaHHOMY TEKCTY — OTBET OajutaMy He OIEHUBAETCS
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IIpaktuue 4 [IpakTrueckue 3agaHus BBIIOIHSIIOTCS
CKoe M0 TEMAaTHKE MPAKTHYECKUX 3aHATHIMA.
3a/laHue 3 Ganna — maboparopHas paboTa
BBITIOJTHEHA B TIOJTHOM 00BEME,
CTYACHT CBOOOIHO BIajeeT
MaTepHUaioM, IEMOHCTPUPYET
IyOOKHe, CUCTeMAaTH3UPOBaHHBIC
3HAHUS, CBOOOTHO OTBEYACT Ha
BONIPOCHI UCTIOB3YS
Mpo(heCCHOHAEHYI0 TEPMUHOIOTHIO
2 Gata — naboparopHas paboTa
BBITIOJTHEHA, HO UMEET HEKOTOPBIC
HETOYHOCTH BBIMTOJHEHUS, CTYICHT
BJIQJICET MPEICTABICHHBIM
MaTepuayioM, OTBEYacT Ha 3aaHHEIC
BOIPOCHI
1 6ann - naboparopHas paboTa B
IIEJIOM BBITTOJTHEHA, OJTHAKO B
MPOIIECCE BHIMOIHECHUS JIA0OPATOPHOMA
paboTHI TOMYIIEHBI CYIICCTBCHHBI
OIUOKH, CTYICHT CIIa00 BIIaJeeT
nH(pOpMAaIUe 1o TeMe, IIPU OTBETE
WCIIONB3yEeT 3aTOTOBJICHHEIN TEKCT,
3aTPYIHACTCS C OTBETaMU Ha
3aJlaBacMbIC BOTIPOCHI
Tectupos 3 OreHka TecTa 1o TeKyIeMy pa3aeny WiH TeMe AUCIUTUTHHEI
aHue 3 OGamma — crymeHT npaBwibHO oTBewaeT Ha 50-100% BompocoB B
TecTe.
1 Gamna - CTyZIeHT MpaBUIIBHO OTBedaeT Ha 25-50% BOMpOCOB B TecTe.
CrpykTypa Pedepar 10 10 6amoB — pedepar BBIIOIHEH O0YyYaIOMIUMCS CaMOCTOSTEILHO, B
nH(pOpPMAITHOHH MIOJTHOM 00BbeMe, C COONMOICHUEM HEOOXOMUMBIX TEXHHUIECCKUX
oif MapaMeTpoB; CTHJIb M3JIOKEHHS OTBETCTBYeT CHenHu]uKe xKaHpa
0e301aCHOCTH, HayyHOW paboThl; BO BBEACHWH JIOTHYHO, OOBEKTHBHO |
MpUMEHseMas B apryMEHTHPOBAHO XapaKTEepPHU3yeTCsl HaywdHas mpoliemMa; conepikaHue
001IeMIpPOBOH pedepara BKIIOYAET CAMOCTOSTENFHOE UCCIIEAOBAHUE, a 3aKITIOUCHIE
MPaKTHKE cofiepat BBIBOJIBI, IOTHYHO BBITEKAIOIINE U3 COACPKAHMSI OCHOBHOM
YacTH; CHHCOK JINTEPATyphl O(hOpMIIEH B COOTBETCTBUHU C IIPaBHIAMHU
I'OCTa
8 Oayta — BO BBEJCHHUE YETKO CPOPMYITHPOBAHEI OCHOBHEIE TTO3HITIH
pedepara, a colepxaHWE COOTBETCTBYeT TeMme pedepara; B
cofepxaHuu pedepara JOTHYHO, CBSI3HO, HO HEIOCTATOYHO TIOITHO
M3TIaraeTcs TeopeTHYecKas WM TPaKTHYecKas YacTbh; 3aKITIOUeHHe
COZEPKHUT BBIBOJIBI, IOTHYHO BBITEKAIOIIUE M3 COACPKAHMSI OCHOBHOU
Y4acTH; CTHJIb M3JIOKEHHUSI COOTBETCTBYET crienn(rKe jKkaHpa HAyIHOH
pabotel; B OQOpPMIICHMH CHHCKAa JIUTEPATyphbl  BCTPEYAIOTCS
HE3HAYHUTETbHBIE TIOTPEITHOCTH
1-2 OGamma — TekcT pedepara MPEACTABIAECT HECAMOCTOSTEIHLHOE
(KOMITHJIATINS, TIIaTHaT) HAydYHOE HMCClIeoBaHue; pedepar HammucaH ¢
HECOOIIONEHNEeM TeXHUYECKUX U HAy9IHBIX TPeOOBaHUN
Tectupos 3 OreHka TecTa Mo TEeKyIIeMy pasieiy Wik TeMe JUCIUTUTHHEL
aHue 3 Oamna — cTynmeHT mpaBwibHO oTBedaeT Ha 50-100% BompocoB B

TECTe.
1 Ganna - CTyAeHT IpaBUIILHO OTBevaeT Ha 25-50% BOMpPOCOB B TeCTe.
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Yrpo3ssl
WHPOPMAIIOHH
oM
0e30macHOCTH

Cobeceno
BaHUE

CobecenoBanue npeAIoaracT OpraHu3aluio Oecebl MpenogaBaTesis
CO CTYAEHTaMH IO BOTIPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Oosee
OOCTOSITENBHOTO BBISIBICHUS WX 3HAHHWH 10 ONPEACICHHOMY Pa3ieny,
Teme, mpoOiieMe W T.II. YCTHBIA ONpPOC MOXKET INPHUMEHSITHCA B
Pa3IMYHBIX dopmax: (pOHTATBLHBIMH, WHINBUAYaJIbHBIH,
KOMOMHUpPOBaHHBIH. ~ OCHOBHBIE  KayecTBa  yYCTHOTO  OTBETa
MOJIEKAIIIETO OLICHKE:!

- IPaBWJIBHOCTH OTBETA 110 COAEP>KAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepHana;

- palMOHANBHOCThH HCIIOJIB30BaHHBIX MIPUEMOB U CIOCOOOB peIICHUS
MOCTaBJICHHOW y4eOHOH 3a/1auu;

- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCIHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;

- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

-  PalMOHANBHOCTh HCIOJNB30BAHHUA BpPEMEHH, OTBEJEHHOIO Ha
3aJlaHueE.

2 Oanna — CTYAEHT yMEEeT CONOCTABUTh MOMYyYCHHYIO IIPU OATOTOBKE
K MPaKTHYECKOMY 3aHSATHIO HH)OpMAaLHUIO, CPaBHUBATH PAa3HbIC TOUKU
3peHHS Ha aHATM3UPYEMYI0 poOiieMy, YMETh YETKO (HOpMYITUPOBAThH
CBOM BOIPOCHI M OTBEYATh HA 33/1aBAEMbIE€ EMY BOIIPOCHI

1 Gamn - cTyneHT yMeeT MPUMEHSATH MOJYyYEHHYIO NP MOATOTOBKE K
MPaKTUIECKOMY 3aHSATHIO MHQOPMAIMIO, OTBEYaTh Ha OOJBIIMHCTBO
BOIIPOCOB, BECTH JUCKYCCHIO .

Ecnu ctyneHt He BnazeeT mpoOieMaTHKOW MPakTHYECKOTO 3aHsTHS,
HE MOXET OTBeYaTb Ha BOINPOCH], 3a4UTHIBAET OTBET IIO
Hale4aTaHHOMY TEKCTY — OTBET OajylaMH He OILICHUBAeTCs

[IpakTnue
CKOE
3a/laHue

[IpakTudeckue 3a1aHusl BHIIOMHSIOTCS
MO TeMAaTHKe MPAKTHUECKUX 3aHATHH.
3 Ganna — maboparopHas paboTa
BBITIOJTHEHA B TIOJIHOM 00BEME,
CTYACHT CBOOOIHO BajceT
MaTepuaioM, IEMOHCTPHUPYET
IyOOKHe, CHCTEMaTU3UPOBAHHBIC
3HaHMsI, CBOOOJHO OTBEYAET Ha
BOIIPOCHI UCTIOMNB3YS
npo¢eCCHOHATILHYIO TEPMUHOIOTHIO
2 Gata — naboparopHas paboTa
BBITIOJTHEHA, HO UMEET HEKOTOPHIC
HETOYHOCTH BBITIONHEHUSI, CTYACHT
BJaJieeT NpeACTaBICHHBIM
MaTepuasioM, OTBEUAeT Ha 3a/laHHbIE
BOTIPOCHI

1 6ann - naboparopHas paboTa B
LIEJIOM BBITIOJTHEHA, OTHAKO B
mpoliecce BHIOTHEHUS 1a00paToOpHOH
paboThI JOMYIIEHBI CYIIECTBEHHBI
OKOKH, CTYIEHT c1abo BiaaeeT
nHpOpMaIyel o TeMe, IPH OTBETE
HCTIOJIb3YET 3aTOTOBJICHHBIN TEKCT,
3aTpyAHSETCS ¢ OTBETaMHU Ha
3aJjaBaeMbI€ BOIIPOCHI

Tectupos
aHue

OrieHKa TecTa 10 TeKyIeMy paszieny WK TeMe TUCIIHTUTHHBI

3 Gamma — crymeHT npaBwibHO oTBeyaeT Ha 50-100% BompocoB B
TecTe.

1 Gamna - CTyZIeHT paBUIIBHO OTBedaeT Ha 25-50% BOMpOCOB B TecTe.

IIpeMuansHBIC OaITHI

10

JIOTOTHUTEIbHBIC ITPEMHAIbHBIC 0aJIJIbl MOT'YT OBITh HAYHCJICHBI:
- MOCTOSIHHAs aKTUBHOCTh BO BpeMs MPaKTHUECKHX 3aHATHH — 10
(%:08)():]
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10. OTBeT Ha ’K3aMeHe 30 25-30 6amynoB — CTYAEHT PacKpbll OCHOBHBIE BOMPOCH M 3aJaHuUs
Ousera Ha OLIEHKY «OTIIMYHO».

18-30 OannmoB — CTyAEGHT PacKpbUI OCHOBHBIE BOMPOCHI M 3aJaHus
OuseTa Ha OLIEHKY «XOPOLIOY,

10-17 ©annoB — CTyAEHT PacKpbUl OCHOBHBIE BOMPOCHI M 3aJaHUs
Ousera Ha OLICHKY «YIOBJICTBOPUTEIHHO

11. Hroro 3a cemectp 100

HrtoroBass omeHka mo »Sk3aMeHy BbicTaBisiercs B 100-OammpHOM 1Kajge W B TPATUIIMOHHOMN
yeTelpexOauibHOM  mikane. IlepeBom 100-0ayuibHONM  pEWTHHTOBOW OIEHKHM IO JWCIHHUIUIMHE B
TPATUITMOHHYO YETHIPEXOALTEHYIO OCYIIECTBISIETCS CISIYIONNM 00pa3oM:

100-6ayuipHasA cucTeMa TpanuimonHas cucteMa
85 - 100 6anmoB OTnugyHO
70 - 84 6annoB Xoporto
50 - 69 Gannos YIOBIETBOPUTEIBEHO
Menee 50 HeynosneTrBopurenbHo

4.2 TunoBsie OLIEHOYHBIE CPEACTBA TEKYILIETO KOHTPOJIS
IIpakTnyeckoe 3aaHue

Tema 1. Kapwsepnsbiii HaBurarop o U T-criennaabHOCTIM

[Tpaktuueckas padora Ne 1. MccnenoBanue pelHKa TPyAOyCTPOMCTBA CIIEHUAINCTOB 1O HHPOPMAITHOHHON
0e30MacHOCTH

Ha ocHOBE OTKPBITBIX JaHHBIX CAUTOB JEHCTBYIOIIMX BAKaHCUH IIPOBEIUTE aHAIU3 PhIHKA
TPYAOYCTPOMCTBA CHEUATUCTOB MO0 HH(POPMALMOHHOM O€30MaCHOCTH. 3aroIHUTE TAOIUILy 10 pe3yJibTaTaM
aHaNu3a, e OTpa3uTe HalACHHYI0 HH(OPMALIMIO: BAaKAaHCHS, PETHOH, KOMITaHHsI, 3apa0oTHas IJara,
TpeOOBaHUs K KBaTH(PUKALINH.

OTuer nOoKEH coaepkKarb:

1. TutynbHBIN JIUCT

2. Coneprxanue

3. CBomHas Ta0nuIa 1Mo pe3yabraraM morucka
4. CiuCcoK MCIOJIb30BaHHBIN HCTOYHHKOB

Tema 2. Uctopus 3ammtel nHpopmanuu. Kpunrorpadguueckue u creraHorpaduyeckiue MeTO b
[TpakTuueckas padora 2.1 Hludposanue ¢ momoristo cuctems Lle3aps.
Bammdpyiite coodmenne «HACTOSILMIM APYT C TOBOI, KOTJIA ThI HE ITPAB. KOI'JIA ThI ITPAB,
BCSKUI BYIET C TOBOI» (Mapxk Tsen), ucrions3ys cucteMy Lle3apst co 3HaueHHEM KITI0ua
COOTBETCTBYIOIIMM HOMEPY Balllero BapHaHTa MO )KypHATy y4yeOHOM IpyIsl (HarpuMep, HOMEp MO CIHCKY
— 5; Bapuanrt —35; kitou K = 95).
OTueT 1o npakTU4YecKoil paboTe AOIKEeH BKIIIOYATh: TUTYJIBHBIN JIUCT, X0 paObOTHI (IIHM(ppOBaHNE TEKCTA
JMYHBIM KJIFOYOM), OTBETHI Ha BOIPOCHI.
ITpaktuueckas padora 2.2 lllupposanue ¢ nomomuipio mudpa Bukenepa
Ucnons3ys cucremy Buwkunepa, 3ammdpyiiTe coOoOIIeHHs IO BApHaHTaM, IPUBEIACHHBIM B Ta0IuUIIE 2.
TexcT cooOLIEeH s U KIF0UEBOE CIIOBO JAOJIKHBI COOTBETCTBOBATh BallleMy BapUaHTY IO )KypHaly y4eOHOH
IpyIIsl (HaIpuUMep, €CIM HOMEP MO CHHUCKY 3, 3HAYUT BapUaHT — 3).
OTueT 1o npakTU4YecKoil paboTe AOIKEH BKIIIOYATh: TUTYJIBHBIN JIUCT, X0 pabOTHI (IIHM(ppOBaHUE TEKCTA
JIMYHBIM KJIFOYOM), OTBETHI Ha BOIPOCHI.

Tema 3. CoBpeMeHHbIE KpunTorpaduuecKue MPOTOKOIBI



[Tpaktuueckas padora 3.1. CpaBHeHHE NaHHBIX C TTOMOIIBIO XAII-(PYHKIIHH.

Baxno noHumarp, ObUTH JIM TaHHBIE TOBPEXKICHBI WIIK OblIa COBEpILIEHA MOMbITKA UX (anbCcUPUKAIIIH.
Jlnig onpeneneHus Toro, ObUIN JIU JaHHbIE U3MEHEHBI WIIM OCTAIMCh TAKUMH K€, MOJKHO HCIIOJIb30BaTh
nporpaMmy xamupoBanud. [IporpamMma xsmmpoBaHust BHITOMHSAET MpeoOpa3zoBaHKe JaHHBIX WU ¢aiina
UCIOJB3YS X3UI(YHKINIO, KOTOpasi BbIJAeT HeKoe 3HaueHHe (0ObIYHO 3HAYUTENIbHO KOpoUe, YeM CaMu
ucxoaHble AaHHble). CyliecTByeT MHOKECTBO Pa3HbIX X3UI-QyHKLIUN, OAHU OY€Hb IPOCTHIE, APYTHE,
HAIpPOTHB, OUEHb CIOKHbIe. Eci of1Ha U Ta e X31I-(YHKIIHS BBITOIHAETCS AJI MPeoOpa3oBaHus OJHUX U
TeX K€ JIJaHHBIX, TO 3HAUYEHHUE, KOTopoe OyAeT MmoiyueHo, OyaeT Bcerna oquHakoBo. Eciu nanHbie ObU1H
KaKHM-TO 00pa3oM U3MEHEHbI, TO MOITyYeHHOE 3HaueHue X3MI-QyHKIuei OyneT oiyaTbCesl.

[Tpaktuueckas padota 3.2. Creranorpaguieckre METOIbI 3aUTh HHPOPMaIUK (COKPHITHE TEKCTOBOTO
(aiina B rpadugeckom)

Heo6xonmnmo 3HaKOMUTBCS ¢ TEOPETHUECKUM MarepuaioM. [Ipon3BecTi yCTaHOBKY TPOrPaMMHOTO
npoaykta Masker; cipsiTaTh TEKCTOBBIN (haiisl B M300pakeHUH, BRIOPAB aITOPUTM UGPOBAHUS TTAPOJIS;
OTIIPaBUTH 3aITM(POBAHHOE COOOIIEHUE IO JIEKTPOHHOM IMOYTE; U3BJIEYb TEKCTOBBIN (haii u3
N300paKEHHST; YAATUTh N3BJICUYEHHBIN TEKCTOBBIN (aiisl, 03 BOSMOXKHOCTH JIs1 BOCCTAHOBJICHHSI.

Tema 4. MudopmarimonHas 6e30mMacHOCTh TOIh30BATENSA
[Tpaktuueckas padota 4. 1 «CmoxeTe i BB pacrio3HaTh (PUIITUHTOBYIO aTaKy»
Tect «CMoXxeTe U BBI PACIIO3HATH (PUIIMHTOBYIO aTaKy»
https://phishingquiz.withgoogle.com/
Otuet 1o padoTe - CKPUHIIOT C pe3yJIbTaTaMH TecTa

Tema 5. TepMuHONTOTHUECKIE OCHOBBI MH()OPMAITMOHHON 0€30MTaCHOCTH
[TpakTtuueckas padora No5
«TepmuHonorus B 061actu HHGOPMAIIMOHHON 0€30MaCHOCTI

3amanue. 1. B cetu UHTEpHET HAliIUTE ONMpeECIICHHs HIKETIEPEUHCIICHHBIM TEPMUHAM, oOparias
BHUMaHUE Ha CTENEeHb J10CTOBEPHOCTH UCTOYHUKA (BO3MOXKHO YKa3aTh HECKOJIBKO Pa3HBIX ONpeIeIeHHM
JUIS OTHOTO U TOTO ke TepMHuHa). [[11st Kaskoro onpeaeneHuss HEOOX0AUMO 0003HAYUTh UCTOYHUK.

3amanue 2. CaMOCTOATENBHO MONBITATeCh 00bEAMHNUTH HHKETIEPEUHCICHHBIE TOHATHUS B TPYIIIHI 110
OIpeIeJICHHBIM NPU3HAKaM, KOTOPBIE BaM MOKaXYTCsl Hanbosee BaXKHBIMU.

3ananue 3. [loHsTHS, BBIIETICHHBIC )XUPHBIM MIPU(YTOM HEOOXOTUMO BHIyUUTH HAU3YCTh.
. Uudopmarmonnas 6€30macHOCTh

. 3ammra uHGOpMaIUH

. KonpunennuansHoctsh

. LlenocTHOCTD

. HoctynHocTh

. Yrpo3za 6e30nacHOCTH HH(POPMALIUU

. UcTouHUK yrpo3bl

0 I N W bW

. OOBeKT 3aumThl HH(OPMAIUU

9. Va3BuUMOCTH

10. Unentudukanus

11. AyrenTudukamnms

12. Opranu3zaiioHHbIE MEpHI 10 3aIIKUTe HHOpMAIUU

13. Texau4yeckue MepbI 1O 3aIIUTe HHPOPMAITUH

14. IIporpamMmmMHO-anmapaTHbIe MEPHI 10 3aIIUTE HH(OPMAIUU
15. Kpunrorpaduueckas 3amura nuHGopmaum

16. IIpaBoBas 3amuTa HHGOPMAITUU

17. Crioco6 3amuThel “HGpOpMAIUN

18. 3amura nHGOpMaUK OT HECAHKIIMOHUPOBAHHOTO BO3ACHCTBUS
19. Tlonutuka G6e30macHOCTH

21
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20. Hocurens 3amuiaeMoii HHPOpPMAITUH
21. CpenctBo 3anuThl HHPOpPMAITUN
22. JIunieH3upoBaHue B 001aCTH 3aIUTHl HHPOPMAIIH
23. Ceprudukaiys Ha COOTBETCTBHE TPEOOBAHUSIM TI0 O€30MaCHOCTH WH(MOPMAITTH
24. Aynut a arrectanus 00beKTOB HH(OpMaTU3auu
25. AHanu3 nHPOPMAIMOHHOTO pUCKa
26. TpeboBaHue 1O 3aIUTEe HHPOPMAITUH
27. Db bheKTHBHOCTH 3aIUTHI HHGOPMAITUH
28. Ataka
29. 310yMBIIIEHHUK
30. Unentudukarop
31. ITapons
32. Kitou
33. Y4eTHas 3anuCh MOJIb30BATENS
34. Caudep
35. Coydep
36. CxkaHupoBaHueE IOPTOB
37. OTka3 ot 00CTy>KUBaHUS
38. YTeuka
39. Pasniamenue.
40. Ilen-Tect

Tema 6. HopmaruBHo-1ipaBoBoe o0ecrniedyeHne HHPOpMamoHHoi 6e3onacHoCcT B PO.
[TpakTuueckas padota 6. HopmarnBHBIC TpaBOBBIE aKThI B 00JacTH HH(DOpMAITMOHHON Oe3omacHocT PO

Lesb: 03HAKOMUTHCS] ¢ HOPMATHUBHBIMH ITPABOBBIMU aKTaMH B 00JIaCTH WH(POPMALIMOHHOM 6€3011acHOCTH,
MIPOaHATU3UPOBATh CHCTEMY JCHCTBYIOUINX MPaBOBHIX akTOB PD B 00nacTi nH(pOpMALIMOHHOM
6e30nmacHOCTH, (POPMHUPOBATH YCTONUMBBIE HABBIKM CAMOCTOSATEIILHOM PaOOTHI.

[TpakTrdeckast paboTa BBITOIHIETCS C HCIIONB30BaHNEM ceTh MHTepHeT, (moncKkoBast paboTa, aHaIn3
HMCTOYHUKOB).

AHanuThyecKkas 3arnucka JohKHA COAEpKaTh HEPAPXUUECKYIO CTPYKTYPY HCCIEI0BaHHBIX MPAaBOBbIX aKTOB,
cdepy AecTBUS OTIEIbHBIX IPYII TOKYyMEHTOB, COOTHOILIEHUE U COITIACOBAHUE TPYIII MPABOBBIX aKTOB.

Coz:epmaHI/Ie oT4ycTa: TeMa, eJb, ICPECYCHb HOPMATHBHO-IIPABOBBIX AKTOB C ITOJIHBIMU PEKBU3HUTAMU,
OTBETHI HA KOHTPOJBHBIC BOIIPOCHI, AaHAJIMTHUYCCKAs 3allMCKa.

Tema 8. Yrpo3sl nH(DOpPMAITMOHHON 06€30MTaCHOCTH
[TpakTuueckas padota 8 . Kaspersky Internet Security

Lenb paboTsl. PaccMoTpeTsb cpecTBa 3amuThl, HHTErpupoBanHbie B Kaspersky Internet
Security 12.0.0.374ru_ru v HaCTPOUTH MPUIOKEHUS

OTBETUTH Ha BOIIPOCHI, BBIIIOJHUTD 3aaHUs.

OT4er AOKEH BKIIIOYATh TUTYJIbHBIN JIUCT, X0 pabOoThI (C BKIIOUEHUEM CKPUHIIIOTOB U OMKCAaHUEM
JIEHCTBUIA), OTBETHI HA BOITPOCHI.

Prakticheskaya rabota Kaspersky Internet Security.pdf
Prakticheskaya rabota Kaspersky Internet Security.pdf

Pedepar

Tema 7. CtpykTypa nHGOPMAITMOHHON 0€30MacCHOCTH, IPUMEHSIEMast B OOIIEMUPOBOM MPAKTUKE
1. - JIBaamnare nepBbIi BeK U MpooOaeMbl HHPOPMAIMOHHOM 0€301MacHOCTH.
2. - CoBpeMEHHbIE METOIbI AHTUBUPYCHOM 3aIIUThI HH(OPMAIUH.
3. - [IporpamMMHEBIE CpeCTBa COBPEMEHHBIX CHCTEM 0€30MMacHOCTH B HH()OPMAIIMOHHBIX CHCTEMAaX.
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4. - 3amuTa 1aHHBIX B ceTH VIHTEpHeT.
5. - JInunas uHpopManmoHHas 6€30MacHOCTh MOJIb30BATEIS
6. - udopmanmonHas 6e30macHOCTh B OU3HEce.

7. - Cepruduxarus, JUICH3UPOBaHHUE, CepTU(DHUKAIUS U aTTeCTAIUs B 00J1acTH HH(OOPMAITMOHHON
0€30IMacHOCTH.

8. - CnyxeOnas Taiitna. Kommepueckas taitHa. ['ocynapcTBeHHas TaifHa.

9. - DKOHOMMKA U TIPAaBOBHIE OCHOBBI PhIHKA HHTEJUICKTYaJIbHOM COOCTBEHHOCTH.

10. - OxoHOMHYEcKast ”HHOPMAIIMOHHAS 0€3011aCHOCTb.

11. - CrangapTsl UppOBaHUS JAHHBIX.

12. - Anroput™m mmudpoBanus gaaHbeix IDEA.

13. - briioyHble ¥ TOTOYHBIE HTH(PHI

14. - 3akoH PD 00 311eKTpOHHOM MOAIHUCH.

15. - YpaBnenue KpunrorpaguuecKuMu KJII0O4aMu: TeHepalys, XpaHeHue, paclpeieIeHue KITI0YeH.

16. Puck paboTsl Ha IepcOHAbLHOM KoMItbioTepe. [InmannpoBanue 6e30macHoi pabOThI Ha MEPCOHATHEHOM
KOMIIBIOTEPE.

17. O6ecnieuenne nHGOpMaMOHHOM O6e30macHoCcTH Poccuiickont Deaepanun
18. bezonmacHocTh paboTsl B IHTEpHET C HCIONIb30BaHEM Opaysepa.
19. 3amumra napopMaIuu 1ist SIEKTPOHHOU KoMMepruH B MTHTepHET

20. CToMKOCTh aaropuT™MoB mudpoBanusd. Tunsl anroputmos mudposanus. [Ipumeps
KpUNTOrpapuyecKux alropuTMoB.

21. IIpoTuBOAEHCTBIE HECAHKIIMOHUPOBAHHOMY MEKCETEBOMY JIOCTYIY. MCIonb30BaHNE MEKCETEBbIX
skpanoB (Firewall).

22. OcoOeHHOCTH KpUnTOrpapuueckoro u creraHorpaduyeckoro nmpeodpasoBanusi HHOOPMAIIHH.
23. 3ammTa 0(pHCHBIX JOKYMEHTOB.

24. O6mue moaxoasl K MOCTPOCHUIO MapoJIbHBIX cucTeM. Bribop maposneit. Xpanenue naposneit. [lepenaya
IIapoJIst 110 CETH.

25. Ha3znauenue u 3a7a4u B cepe obdecrnedeHrss HHPOpPMaIMOHHON 6€30aCHOCTH HA YPOBHE rOCyAapCTBa.
KomnbroTepHble pecTyIIeHHs.

26. O630p COCTOSHUS CUCTEM 3alUThI HH(popManuu B PD B Bemymux 3apyOeXHbIX CTpaHax.
27. OpraauzanuoHHoe odecredeHne NHHOPMAIIMOHHON O€30TTaCHOCTH.

28. NmkeHepHO-TeXHUIEeCKoe o0ecrieueHrne NHPOPMAIIMOHHON 0€30acHOCTH.

29. IIporpamMHoO-anmaparHoe obecrneueHrne nHHOPMAITMOHHONW O€30MTaCHOCTH.

30. IIpaBoBoe obecmeueHre HHHOPMAITMOHHON 6€30MaCHOCTH.

CobecenoBannue

Tema 1. Kapsepnbiit Hapurarop no MT-cnenuanbHoOCTIM
OTBETUTH Ha BOMPOCHI JJIsl CAMOKOHTPOJIS:
1. Ilepeuncnure ocHOBHBIE TpodeccroHanbhbie Tpeku B UT.
2. ITo kakuM TIpU3HAKaM MOYKHO KJIaCCHU(UIIMPOBATH CTICIIUAIMCTOB, 3aHUMAIOIUXCcs pa3padotkoit [10?
3. YUem 3anuMarotcs cnenuaiuctsl DevOps?

4. Cxonbko ObIBaeT JTMHUHN TOJACPKKH MPU COMTPOBOXKICHHUH MOJIb30BaTenei? Kakne QpyHKIMY BRIMOTHSIIOT
CIIEIIMAINUCTEI IO KAKIOU JTUHUU?

5. Kakue BapuaHThI 1€ATEILHOCTH €CTh B Tpeke «PoboToTexHuka»?

6. UTo Takoe HKyHHOP-pa3pabOTUnK, MHUT-Pa3pabOTUUK U CUHBOP-pa3paboTIHK?

7. OxapakTepu3yiTe HarpapieHue AesTenbHoCTH QA-engineer.

8. Uem ommmuaercs UX-rectuposanue ot Ul-rectupoBanus?

9. Kakue Busibl poOOTOB OBIBAIOT?

10. Yto BXxOmuUT B chepy AeITeTbHOCTH TEXHUYECKOTO TUcaTes?

11. EcTb 111 oTinuue OM3HEC-aHaIUTHKA OT CHCTEMHOro aHanuThka? Eciau 1a, To B uém?
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12. Yto BXOIUT B KPYT OOS3aHHOCTEH MPOEKTHOTO MEHeKepa?

Tema 2. Uctopus 3ammutel nHpopmanuu. Kpunrorpadguueckue u creraHorpaduyeckiue METO b
OTBeTUTH Ha BONPOCHI Il CAMOKOHTPOJIS:
. B ueM ocobenHOCTh mM(pPOB NPOCTOi 3aMeHbI?
. Uem omimmuatrorcs cuctema mudposanus Lle3aps u abdunnas cucrema nogactanoBok Lezaps?
. Kakue TpeboBanus npeabsaBisitoTcs K BbIOOpY Kittouelt 11t ahGuHHON crucTeMbl oAcTaHOBOK Lle3aps?
. Uem mmdpbl mpocToit 3aMEHBI OTIMYAIOTCS OT MU(POB CIOKHOU 3aMEHBI?
. Kakoii xiitou ucnionb3yercs B cucreMe Bukunepa?
. B ueM 3akitouaercs anroput™ mudpoBaHUs TEKCTa ¢ UCIIOJIb30BaHUEM cUcTeMbl Brxkunepa?
. B ueM 3akirouanuce npeumyIiecTsa muppoBaIbHON MaIMHBl JHUTMA?

00 3 N L LN

. Kakue "ys3BuMocTi" mm@poBanbHON MaIIMHBI DHUTMA OBLIA WCIIOB30BAaHBI KOMaHI0W AJlaHa
Teropunra?

9. [lepeuncnure HEOOXOAMMBIC YCIOBHS 1711 A0COIIOTHO CTOMKOTO IHdpa.

10. B yem 3axiito4aroTcsi IPUMYIIECTBA U HEAOCTATKH OTHOPAa30BOTo MindgpoonokHoTa?
11. YUeM OTIMYArOTCS TIOHATHUS KPUTITOJIOTHH, KpUNTOrpaduu, KpunToaHammusa?

12. Yro Takoe kirou mudpa? [puseanre npumeps! MUGPOB € OAHUM U ABYMsI KIIIOUAMHU.
13. B ueM otimume mmdpa 3amMeHbI OT mHdpa mepecTaHoBKU?

Tema 3. CoBpeMeHHbIE KpunTorpaduuecKue MPOTOKOIBI
OTBETUTH HA BOIMIPOCHI JIJIsi CAMOKOHTPOJIS:
1. Yto Takoe OTKPBITHIA KITH0Y?
2. Yem cumMeTpuuHOE MU(POBAHUE OTIIHYAETCS OT aCCHMETPUIHOTO?
4. Yto Takoe 3aKpBITHIN KITt04?
5. YTo Takoe 3MEeKTpOHHAsI TOANNCH?

6. KakuMu HOpMaTUBHO—TIPABOBBIMHU JOKYMEHTAMU YCTAHABJIMBAIOTCS OCHOBHBIE IEMUCTBUS C JIEKTPOHHOM
noanuceio B Poccun?

7. JOCTOMHCTBA M HEIOCTATKA CUMMETPUYHOTO U (PPOBAHKE.

8. JlocToMHCTBA ¥ HEOCTATKH ACHMMETPHYHOTO MU POBaHUE.

9. Kaxoii Bux mudpoBaHust Ha3pIBalOT KomMepueckuM? [Touemy?

10.HazoBuTe 06:1acTé NpUMEHEHUS XAI-(PYHKITHA.

11. TlpumenstoT a1 X>I-QyHKIUH 7151 g poBaHus cooOrieHuit? OObICHUTE CBOM OTBET.

Tema 4. adopmanrionHast 6€301MacHOCTb MOJTH30BATEIIS
OTBETUTH HA BOIMIPOCHI JIJIsi CAMOKOHTPOJISL:
. Uto oTHOCUTCS K (PUIITUHTOBBIM aTakam?
. Kakue Bunbl pUImHTOBBIX arak BbI 3HaeTe? ONUIINTE UX.
. Ha xakue BUIIbI AeNSATCS BPEAOHOCHBIE IPOTPaMMBbl?
. IIpuBenuTe npuMep METOI0B COLUAIbHON UHKEHEPUU.
. UTOo Takoe KOMIbIOTEPHBIN BUPYyC? B 4eM ero maBHOE OTAWYHUE OT APYTUX BPEAOHOCHBIX MpOorpamm?
. Uto Takoe ceTeBoi 4epBb?
. [Touemy HEoOxoaMMO cBOeBpeMeHHO 0OHOBHOBIIeHHE [10?

0 I N n bW

. O6T,SICHI/ITC, KaK MOBBIIIAETCS CTOMKOCTHU napoJi Npu YBCJIMYCHUN KOJIMICCTBA CUMBOJIOB U
HUCIIOJIB30BaHUH AOITOJIHUTCIIBHBIX CUMBOJIOB?

Tema 5. TepmuHOIOTHYECKHE OCHOBBI MHPOPMAITMOHHOW 0€30MMaCHOCTH
OTBETUTH HAa BOMPOCHI JJIsI CAMOKOHTPOJIS:
1. IIpuBenute mpuMepbl BO3MOXHBIX MMOAXOA0B K KilacCU(UKALUU YTPO3 0€30MacHOCTH UHPOPMAIIUH.
2. B uem cocTout cyTh CUCTEMHOMN KIacCUPUKALIUU YTPo3?
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3. Ilo xakuM mapameTpam MPOBOAUTCS CUCTEMHas Kjaccu(uKaius yrpos?

4.  Kakue nmapameTpbl aBTOMAaTU3UPOBAHHOM CUCTEMBI, MH(OPMAIIUU U CUTYallUU 3alIUThl MOTYT OBITh
MCIIOJIb30BaHbI JJIs

OTIpe/IeTICHUS BEPOSITHOCTH HapyIIECHHUs 3alUIIEHHOCTH HH(popManun?
5. B uewm 3axmouaercst cyTb 6a30BOro, 0000IIEHHOTO M 00IIero moKa3areyie yI3BUMOCTH HHPOpMaIu?
6. Kakue nmokazarenu UCHOIB3YIOTCS ISl XapaKTEPUCTUKU HarOosiee HeOIaronpusaTHBIX CUTyalui
3aIUTEI?
7. Uto BBI MOXETE CKa3aTh 0 (POPMHUPOBAHUU MHOXKECTBA YIpo3 O6e30macHOCTH HHpopManuu?
8.  JlaiiTe ompenencaue nHMHOPMAITMOHHON 0€30MTACHOCTH U 3alTUTHI MHPOPMAITHH.

Tema 6. HopmaruBHo-1ipaBoBoe o0ecrniedyeHne HHPOpMamoHHoi 6e3onacHocTH B PO.
1. Kakoii TOKyMEHT U3 IEpEUHs SIBJISETCS BBICIIMM B H€PAPXUU MTPABOBBIX aKTOB?
2. B cocTaBieHHOM NepedyHe OTMETHTE [IPaBOBBIE aKThl, PEMIAMEHTUPYIOIINE TEXHUYECKNUE YCIOBHS
3. B cocTaBieHHOM nepeuHe OTMETHTE MTPABOBbBIE aKThl, PEIVIAMEHTHPYIOIINE OPTraHU3aI[IOHHBIE YCIOBUS

4. Kakue TOKyMEHTHI U3 NPEACTABICHHOTO IEPEYHSI SBIISIOTCS CIEICTBUEM aCCOLMUPOBAHUS IIPABOBBIX
akToB PD ¢ MeXIyHapOIHBIM 3aKOHOAATEIECTBOM

Tema 8. Yrpo3sl nHGOpMaIIMOHHOMN 6€30TTaCHOCTH
[IpuBenuTe mpuMepbl BO3MOXKHBIX OAXOI0B K KJIACCH(PHUKALNU YTpo3 0€30MacHOCTH HHPOPMAIUH.
B ueM cocTouT cyTh CUCTEMHOM Kiaccu(UKAIUU yrpo3?
[To xakuM mapaMeTpam MPOBOAMTCS CUCTEMHAs Kiaccuukarus yrpo3?

b S

Kakue mapameTpbl aBTOMaTH3UPOBAHHOM cHCTEMBI, MH(OPMAIIUU U CUTYallUU 3alIUTHl MOTYT OBITh
WCIIOJIb30BaHbI I OTPEAeSICHUs] BEPOSTHOCTH HAPYIICHUS 3alUIIIEHHOCTH HH(popManun?

5. B dewm 3akmouaeTcs cyTh 6a30BOro, 0000IIEHHOTO U 00IIIeTO MoKa3areel ysi3BUMOCTH HHpopManun?

6. Kakwue moka3aTeny UCTIOIB3YIOTCS ISl XapaKTEPUCTHKU Hanbolee HeOIaronpusaTHBIX CUTyalui
3aIUATEI?

7. Uro BBl MOXKETE CKa3aTh 0 POPMUPOBAHUH MHOXKECTBA YIpo3 Oe30macHoCTH HHPOpMAIu?

8.  Kakwue meTompr MOTYT OBITh MCTIONB30BaHBI IS TIEPBOHAYAIBHOTO (hOPMHUPOBAHHUS BO3MOKHO Ooee
MTOJITHOTO MHOKECTBA yIpo3 0e30macHocT nHpopmaruu?

TecrupoBanue

Tema 1. Kapsepnbiit HaBurarop o MT-cnenuanbHOCTIM
1. B P® ycraHoBJIeHbI cTreneHu(-ei) TUIJIOMOB O BbICIIEM 00pa30BaHUM.

* TpU

2. MoaeJib 4eJI0Be4eCKOro MoBeAeHUs, KOTOpasi 3a1aHa I0JKHOCTHOH Mo3uIuei, T. e. HA00pom
(yHKuMii, CTEepeOoTHIIOB MOBEAEHHUSs, CPEACTB CAMONOAAYH, KOTOPBIX K1eT 0011eCTBO OT HOCHTEJIsI
ITOM NOKHOCTHOM MO3HIMH B 1€10BOM B3aUMO/JAEHCTBHY, HA3BIBAETCH:

* IOJKHOCTHOM POJIBIO

3. CYHUTAJI, YTO «HAJIOT eCTh Takasi popmMa 10X010B rocy1apcrBa, KOraa 3Tu
JI0XO/Ibl, MOJIy4aeMble ¢ HMYIIECTBA IPAKIaH, ABJIAKTCA UX OJHOCTOPOHHEN KepTBOii, 0e3
MOJIyYeHUsSI MMHU KaAKOr0-JIn00 IKBUBAJICHTA».

* 4. Taprynos
4. lokyMeHT y4eOHOTr0 JIAHNPOBAHHUSA, COIEPKAIIMI HA3BAHUA Y4eOHbIX JUCIUILJIMH, Bpems,
O0TBOAMMOE HA UX U3yYeHHe, pacnpeaeeHue UX 10 ceMecTpaM, — 3T0 yueOHblii (as) ...

¢ IJIaH
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5. Ouenka 3¢p¢pexTuBHoCcTH Jekuuii B CI'A npoBoauiacek mo recrtam

* H. A. AMuHOBa

Tema 2. Mcropust 3aumutsl nHGopmarmu. Kpunrorpapudeckue u creranorpadguyeckue MeToabl
l«Macku» BUPYCOB HUCIIOJIb3YIOTCS
+JU1 IOVCKA U3BECTHBIX BUPYCOB
- JUTsI TIOMCKA HEM3BECTHBIX BUPYCOB
- JUIl yHUYTOXKEHUS NU3BECTHBIX BUPYCOB
- sl pa3MHOKEHUSI BUPYCOB
- JUI CO3JIaHMsI U3BECTHBIX BUPYCOB
2 [P-agpec umeeT MIMHY
+4 Gaiita
- 8 Oaiit
- 1 6ur
- 8 our
- 16 GaiiT
3 Security updates (oOHOBIEHUSs 0€30MTACHOCTH) HEOOXOMUMBI

+1U1 ycTpaHeHus: OOHapy )KEHHBIX HEZ0ueTOB B ycTaHOBICHHOM [10 B onepaliioHHBIX CUCTEMAX,
YCTAHOBKH I1aT4YeH JJIs IPEAOTBPALICHUS BOSMOKHOCTH DKCILTyaTalluK YA3BUMOCTEH, I ITOAAEepKAHUS
BHYTPEHHEH CaMO3allUThI IPOIPaMM

- JUTS IOAJIEpKaHHsI BHYTPEHHEW CaMO3alUThI IPOrpaMM

- JUTst oOoTraIeHus BEHI0POB, T.K. 32 JOMOIHUTEIbHbIC TAHHBIC HY>KHO IJIATUTh

- 17151 OOHOBJIEHHUSI BHYTPEHHUX MOJYJICH MporpaMm, 4TOObI PUIIOKEHUS padoTaiu ObIcTpee
- Ui o0sieryeHust paboThl ¢ IPOrpaMMaMHU U YITy4dlIeHUs] BOCTIPUATHS HHTepdeiica
4 Anroputm DES ucnons3yer ninuny Onoka:

+ 64 6ut

- 256 6ur

- 128 6ut

- 8 our

- 16 Gut

5 AnroputMm DES ucnons3yer vy Kio4a

+ 56 6ut

- 256 6ur

- 128 6ut

- 8 our

- 16 Gut

6 AnroputMm Jlnddu-XemamaHna HCTIONb3YETCS TS

+ OTKPBITOTO pacrpeeieHus KIIoYen

- BBIYMCIICHUS XAI-QYHKITHH

- TeHepaIluu TMPOCTHIX YUCETT

- TCHEpAIlUH CITyYaiHbBIX YHCEI

- 6e30MaCTHOTO XpaHEHUS KITIouei

7 Anroput™m Jlnddu-Xeamana mo3BossieT

+HCIIONIb30BaTh HE3AMMIIEHHBINA OT IPOCTYITUBAHUS, HO 3aIUIIEHHBINA OT MTOJMEHBI, KAHAJ CBSI3U
- TCHEPHUPOBATh HOBBIE MPOCTHIC YHCIIA

- BBIYHUCIIUTH XM (PYHKITHIO

- TCHEPHUPOBATh CITyYalHbIC YHCIIA

- 6e301MacHO XPaHUTh KITIOYH



8 Anroputm mudpoanus SHA npeaHasHadeH sl UCIIOIb30BaHUS COBMECTHO C aJITOPUTMOM ITU(PPOBOH
MOJITUCHU

+ DSA
- DOS
- DES
- EGS
- RSA

Tema 3. CoBpeMeHHBIE KpUNITOTrpahUIecKue MPOTOKOIBI
1. Yto siBnsieTCs UEIbIO KpUMTOAHAIM3a?

A. OnpeneneHre CTOMKOCTH alropuTMa

B. YBenuuenue xonmdecTBa GyHKIUN 3aMEIICHHS B KPUTITOTpahUIECKOM aJITOPUTME

C. YmeHbllIeHrE KoIMuecTBa (DyHKIUI MOICTAaHOBKM B KPUIITOIpahpUuecKoM ajJroputMe
D. Onpenenennie UCIOJIb30BAHHBIX MTEPECTAHOBOK
2. Yactora mpumeHeHus 0pyTdopc-arak BO3pociia, MOCKOJIbKY:

A. Bo3pocio ucnosb3yemMoe B allrOpUuTMax KOJIUYECTBO MEPECTAHOBOK U 36MEIIEHUIM

B. AJ'IFOpI/ITMBI IO MEPE MOBBIIICHUA CTOMKOCTH CTAHOBHUJIMCH MEHEE CIIOKHBIMH U OoJiee MMOABCPIKCHHBIMU
araKkam

C. MomHOCTb U CKOPOCTH PabOTHI IIPOLIECCOPOB BO3POCIIA
D. lnuna xi1roda co BpeMEHEM YMEHBIIWIIAChH

3. UTo U3 nepeyrcIeHHOTO HI)KE He SBJISIETCS CBOWCTBOM MIIM XapaKTEPUCTHKON OTHOCTOPOHHEH (PYyHKIMH
X3LIUPOBaHUs?

A. Ona peoOpa3zyeT cooOIIeHne MPOU3BOIHHON JITTMHBI B 3HAUCHUE (PUKCUPOBAHHON JTHHBI
B. Umes 3nauenne naipxecTa cOOOMIEHUs, HEBOZMOXKHO TTOJIYIUTh CaMO COOOIIICHHE

C. [TomyueHnne oUHAKOBOTO TalIKECTA U3 IByX PA3IMYHBIX COOOIICHUN HEBO3MOXKHO, JIMOO CITydaeTcs
KpaitHe peaKo

D. Ona npeoGpa3yet coodiieHne GUKCHPOBAHHON AJTMHBI B 3HAYCHHUE TEPEMEHHOMN JTITUHBI
4. Yto MOXKET yKa3bIBaTh Ha U3MEHEHHE COOOLICHMs?

A. VI3MeHuIcst OTKPBITBIA KITI0Y

B. M3meHnmncs 3aKpbITHIA K04

C. sMmeHuniics nanmKecT cooOmeHus
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D. Coobmienne 0b110 TPaBUITHHO 3aIIH(PPOBAHO

5. Kakoli U3 nmepeyrciIeHHBIX HIKE allTOPUTMOB SIBJISIETCS aJITOPUTMOM aMEPUKAHCKOTO MTPaBUTEILCTBA,
MIPEeTHA3HAYCHHBIM TSI CO3/IaHUs O€30TIaCHBIX JTalIKECTOB COOOOIIEeHN?

A. Data Encryption Algorithm

B. Digital Signature Standard

C. Secure Hash Algorithm

D. Data Signature Algorithm

6. UTo M3 nepeuncieHHoro Huxe Jiydiie Bcero onucsisaeT onmuns mexay HMAC u CBC-MAC?

A. HMAC co3naet naifpkect cooOIIeHNs M IPUMEHsIETCs U1t KoHTpous nenoctHoctH; CBC-MAC
UCTIONB3yeTCs TSl IUGPOBaHUs OJIOKOB JAHHBIX C IENIbI0 00ecTiedeHIs] KOHDUACHIIMATEHOCTH

B. HMAC ucnons3yer CMMMETPUYHBIN KiTtod U aliroputM xamurpoBanus; CBC-MAC ucnomnb3yeTr nepBbiil
0JIOK B Ka4eCTBE KOHTPOJIbHON CYMMBI

C. HMAC oGecnieunBaeT KOHTPOJIb IIEIOCTHOCTH U ayTeHTH(uKauio ucroynuka ganueix; CBC-MAC
UCTONb3yeT O0J04HbIH mudp B npouecce coznanus MAC

D. HMAC 3ammu¢poBbIBacT COOOIIEHHE HA CHMMETPUYHOM KJTIOYE, a 3aTeM IepeaacT pe3ysibTaT B
anroputm x3mmpoBanust; CBC-MAC 3ammdpoBbIBaeT Bce COOOIIECHHUE ETUKOM

7. B uem npeumymiectBo RSA nag DSA?
A. OH moxeT obecriednTh (PyHKIMOHATBHOCTH HU(POBOM MOAMMCH U IIHUPPOBAHUS

B. On ncnosnb3yeT MeHbIIIe PeCypCcoB U BBIMOIHSET MHU(poBaHUE OBICTPEE, MOCKOIBbKY HCIIOIb3YET
CUMMETPUYHBIE KIIFOUU

C. D10 6510UHBIH (P U OH JIYUIII€ TOTOYHOTO
D. OH ucnons3yeT 0HOpa30BbIe MUGPOBATBHBIC OJOKHOTHI

8. MHoTrHe cTpaHbl OrPaHUYHMBAIOT UCIIOJIB30BAHKUE M SKCTIOPT KPUNTOrpauISCKUX CUCTEM. 3a4eM OHH 3TO
nemarT?

A. be3 orpaHnueHui MOXKeT BO3HUKHYTh OOJIBIIIOE YUCIIO MTPOOIEM COBMECTUMOCTH TPH MOTBITKE
HCIIOJIB30BaTh Pa3JIMYHbIC AJITOPUTMBI B PA3JIMYHBIX IIPOrpaMmax

B. Otn cuctemsl MOTYT HUCITIOJIBb30BAaTbCA HCKOTOPLIMH CTpaHaMHU IIPOTUB UX MCCTHOT'O HACCIICHUA

C. KpumuHanbpHbIC 3JIEMEHTBI MOTYT HCITOJIB30BaTh MU(poBaHue, YTOOBI N30€KaTh OOHAPYKEHUS U
npecieI0BaHus
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D. 3akoHOAaTEeNbCTBO CHIIBHO OTCTAET, @ CO3JJaHNE HOBBIX THIIOB MIU(POBAHUS €Ile OOJIbIIE YCUIUBAET 3Ty
npobiemy

9. Urto ucnonb3yeTrcs s Co3MaHus [UGPOBOM MOATHCH?

A. 3aKpbIThIM KIIFOY MOJTy4YaTess

B. OTKpBITHIN KIIFOY OTIPABUTEIS

C. 3aKkpbIThIiA KITIOY OTIPABUTENS

D. OTKpBITBIN KITI0Y TOJTyYaTesst

10. Yto u3 mepeuncaeHHOTO HIDKE JTyUIlie BCETrO OMUCHIBACT MU(PPOBYIO MOANHCH?
A. D10 MeTO/ MepeHoca COOCTBEHHOPYYHOM MOAMKMCH HA SJICKTPOHHBIA JOKYMEHT
B. DT0 MeTon mmdpoBanus KoHPpUACHIHATBHONW HHDOpMAITUN

C. D10 MeTo1, 00eCTIeYNBAOIINNA AICKTPOHHYIO MOAMKUCH U MU (PpPOBaHHE

D. D10 MeTO1, TO3BOJISAIONMINI MOTYYaTe/ 0 COOOIIECHUS IPOBEPHUTH €r0 UCTOUYHUK U YOSTUTHCS B
LEIIOCTHOCTHU COOOIIEHUS

11. KakoBa 3¢ppexkruBHas mmna kimoda B DES?

A.56

B. 64

C.32

D. 16

12. TTo xaxoif MpUYMHE YIOCTOBEPSIONINI LIEHTP OT3bIBACT CEPTUDHUKAT?

A. Eciu OTKpBITHIH KJIFOU I0JIb30BaTENs CKOMIIPOMETHPOBAH

B. Eciu nosb3oBarens nepexoquT Ha UCIOab30Banue Moaenn PEM, kotopast UCIIONB3yET CETh AOBEpUs
C. Ecnn 3aKkpbITBIN KJIHOU II0Ib30BAaTENs CKOMIIPOMETHUPOBAH

D. Ecnu nonp30Baress mepexoauT padboTars B Ipyroi opuc

13. YT0 M3 NepeyrciIeHHOro HUXke Jy4llle BCETO OMMCHIBAET YIOCTOBEPSIOLINMI LIEHTP?

A. Opranuzanus, KOTopasi BbIITyCKaeT 3aKPbIThIE KJIIOYM U COOTBETCTBYIOLUE AJITOPUTMbI

B. Opranuzanusi, KoTopasi IpoBEpSIET MPOLECCH MU POBAHUS



C. Opranuzanusi, KoTopasi IpoBepsIeT KIIOUH MNP POBAHUS

D. Opranusanus, KOTopast BbIITyCKaeT cepTU(PUKaThI

14. Kak pacmudpoBbeiBaercs adbopesuarypa DEA?

A. Data Encoding Algorithm

B. Data Encoding Application

C. Data Encryption Algorithm

D. Digital Encryption Algorithm

15. KTo ygacTBOBasI B pa3pabOTKe MEPBOTO aJITOPUTMA C OTKPHITBIMH KITFOUaMH?
A. Aqu Hlamup

B. Pocc Annepcon

C. bproc [Inaitep

D. Maptun Xemiman

16. Kakoii mporiecc 0OBIYHO BBITIOIHSAETCS MOCIIE CO3AaHMs ceaHcoBOro kitoua DES?
A. Ilogmmicanme xiroda

B. Ilepenaua xiaroua Ha XpaHeHue TpeTbel ctopore (key escrow)

C. Knacrepuzanus kioda

D. O0OmeH kirouoM

17. CkoJIbKO LIMKJIOB MEPECTAHOBKHU U 3aMelleHus BbinoHseT DES?
A. 16

B. 32

C.64

D. 56

18. UTo U3 nepeyrcieHHOro HUXKe ABISETCS MPAaBUIBHBIM YTBEPKICHHEM B OTHOIIEHUH HIU(PPOBAHUS
JAHHBIX, BBHITIOJIHSAEMOTO C IO UX 3aIIUThI?

A. OHO obecrieunBaeT MPOBEPKY ETOCTHOCTU U MPABHIBHOCTHU JTaHHBIX
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B.

C.

OnHo TpeOyeT BHUMATEIHLHOTO OTHOIICHHUS K MIPOLIECCy YIPABICHUS KI0UaMu

Ono He TpeOyeT OOBIIOro KOJIMYECTBA CHCTEMHBIX PECYPCOB

D. Ono tpeOyer nepenavn Kiro4a Ha XpaHEHHE TpeTbel cTopoHe (escrowed)

19. Kak Ha3bIBaeTcs cUTyalusi, B KOTOPOW MPH MUCTIOIB30BAHUH PA3IMYHBIX KITFOUEH I mu(poBaHus
OJTHOTO U TOTO K€ COOOIIEHUS B pe3yJibTare MOdy4yaeTcsl OAUH U TOT ke MHPPOTeKCT?

A.

20.

21.

D.

22.

Kommuzusa

. X21upoBaHue
. MAC

. Kimacrepuzanus kimroueit

Uro U3 mepeuncIeHHOro HIKE SBIISIETCS OnpeeieHneM (hakTopa Tpyao3arpar Juist anropurma?

. Bpemst 3ammmdpoBanus u paciiuppoBaHus OTKPHITOTO TEKCTA
. Bpewms1, kotopoe 3aiimer B311oM mnppoBaHUs
. Bpems1, koTopoe 3aHMMaeT BBINOJIHEHHE 16 HUKIIOB peoOpa3oBaHuii

. Bpems1, koTopoe 3aHMMaeT BHINOJTHEHUE (PYHKIMH MOJCTAHOBKU

Yrto sBISI€TCSA OCHOBHOM LECJIBIO UCITOJIB30BAHUA OAHOCTOPOHHCTO X3IIHUPOBAHUSA ITAPOJId IIOJIL30BaTeIIs?

. OTo cHIKaeT TpeOyeMblit 00bEM TUCKOBOTO MPOCTPAHCTBA JJISl XPAHEHUsI TApOJIs MOJIb30BaTENs
. OTO mpeaoTBpaIaeT 03HAKOMIICHHE KOTO-TH00 C OTKPBITHIM TEKCTOM IapOJIst

. OT0 mo3BoJIsIeT U30ekaTh N30BITOUHOM 00padOTKH, TpeOyeMoii aCHMMETPUYHBIM aJITOPUTMOM

DTo0 mpenoTBpalaeT ataku nmosropa (replay attack)

Kakoii n3 NEPCUNCIICHHBIX HUXKC aJITOPUTMOB OCHOBAH Ha CIIOXKHOCTH PA3JIOKCHUA OOJIBIIIMX YHCEII HA

ABa UCXOOHBIX MPOCTBIX COMHOKHTEIA?

A.ECC

B. RSA

C. DES

D. luddu-Xennman
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23. YTO M3 NepeyrcIIEHHOr0 HUXKE ONUCBIBAET pasHUIy Mexay anrropurMaMu DES u RSA?

A. DES —3T0 cuMMeTpu4HbIN alnroputM, a RSA — acummeTpuyHbIi

B. DES — 310 acummeTpuuHbIi anroput™, a RSA — cumMeTpuuHsIii

C. Onu o0a SIBIISIOTCS aNrOpUTMaMU X IKpoBaHust, HO RSA renepupyet 160-0uTHbIE 3HaYEHUS X31Ia
D. DES renepupyet OTKpBITHIN U 3aKpPBITHIA KiTt0un, a RSA BbImonHsaeT mudpoBaHue cooOeHni

24. Kakoli U3 NepeyrcCIIEHHbIX HU)KE aJITOPUTMOB UCIIOJIb3YET CHMMETPUYHBIH KIIFOY U aJITOPUTM
X3LIUPOBaHUsA?

A. HMAC
B. 3DES
C. ISAKMP-OAKLEY

D. RSA

25. T'eHepaius KJIO4e, 1711 KOTOPOW UCTOJB3YIOTCA ClydalHbIe 3HaUYeHMs, Ha3biBaeTca DyHKIUeH
redepanuu knroue (KDF). Kakue 3HaueHust 0ObIMHO HE UCITOJIB3YIOTCS TIPH 9TOM B TPOIECCE TeHEpaIuu
KJIFouen?

A. Xsmm

B. AcumMmeTpuuHbie 3HaYEHUS
C. Conp

D. [Taponu

Tema 4. UudopmarmonHas 6€30macHOCTh MOIb30BaTENS
1) K npaBoBbIM MeTOaM, 00ecne4MBaIOIIMM HH(POPMALMOHHYIO 0€30I1aCHOCTD, OTHOCATCSH:
- Pa3pabotka anmaparHbIX cpeCTB 00ecIeueH sl IPABOBbIX TaHHBIX
- Pa3paboTtka u ycTaHOBKa BO BCEX KOMIIBIOTEPHBIX ITPABOBBIX CETAX KYPHAJIOB yueTa JeHCTBUI
+ Pa3zpa0oTka 1 KOHKpeTH3alHsl IPABOBBIX HOPMATHUBHBIX AKTOB 0OecredeHus: 0€30MacHOCTH

2) OCHOBHBIMH HCTOYHHKAMHM YIPo3 HH(POPMaLMOHHOM 0€30I1aCHOCTH ABJISIOTCH BCe YKa3aHHOE B
CIIHCKe:

- XMIIEHHE )KECTKUX TUCKOB, MOJKIFOUEHUE K CETH, HHCANAEPCTBO

+ IlepexBaT 1aHHBIX, XMIIEHUE TAHHBIX, I3MEHEHHUE apXUTEKTYPbl CUCTEMBI

- XuIleHne TaHHBIX, MOAKYIl CUCTEMHBIX aJMUHICTPATOPOB, HAPYIIICHHE perIaMeHTa paboThl

3) Buabl uHGopMaAMOHHOM 0€3011aCHOCTH:

+ IlepconanbHasi, KOPIOPATUBHASL, TOCYIAPCTBEHHAS

- Knuentckas, cepepHasi, cereBas

- JlokanbHasi, mobanbHas, CMeIIaHHas

4) leaun nuadopMannoHHOI 0€30MACHOCTH — CBOCBPEeMEHHOE 00HApYKeHUe, IpeaynpesKIeHue:
+ HECaHKIIMOHUPOBAHHOTO JI0CTYTa, BO3ICUCTBUS B CETU



- MIHCANAEepCTBA B OPraHU3aluu

- Upe3BbIYANHBIX CUTyallUN

5) OcHoBHBIE 00beKTHI HHGPOPMALMOHHOH 0€30MACHOCTH:

+ KomnbrotepHsle ceT, 6a3bl JaHHBIX

- UndopmaninoHHbIe CUCTEMBI, ICHXOJIOTHYECKOE COCTOSIHUE TIOIb30BaTeNeH
- busHec-opueHTHPOBaHHbBIE, KOMMEPYECKHE CUCTEMBI

6) OcHOBHBIMHU pHCKaMHU HH(OPMALIMOHHOH 0€30I1aCHOCTH ABJISIIOTCH:

- HckaxeHnue, yMeHbIIICHHE 00beMa, TIEPEKOUPOBKA HHHOPMAITIHI

- Texunyeckoe BMENIATENbCTBO, BBIBEJICHUE U3 CTPOsi 00OPYIOBAHUS CETH

+ IloTeps, uckaxeHue, yreuka HHopMauu

7) K ocHOBHBIM NpUHIMIIAM o0ecniedeHns] HHPOPMALMOHHOI 0e301aCHOCTH OTHOCHTCSI:
+ DxoHOMUYECKOH YPPEKTUBHOCTH CHCTEMBI 0€30TTaCHOCTH

- MHoromiatgpopMeHHON peaan3aiuy CUCTEMBI

- YeuneHus 3alMIEHHOCTH BCEX 3BEHbEB CHCTEMBI

8) OcHoBHBIMH cy0ObeKTaMU HH(POPMALIMOHHON 0€30I1aCHOCTH SBJISIIOTCSH:
- PYKOBOJUTEIH, MEHEDKEPBI, aIMUHUCTPATOPBI KOMITAHUH

+ opraHsl IpaBsa, rocyaapcTBa, OusHeca

- ceTeBbIe 0a3bl JaHHBIX, (DaCPBOILIBI

Tema 5. TepmuHOIOrMYEeCKHE OCHOBBI HHGOPMAIIMOHHON 0€30TTaCHOCTH

Bomnpoc:
OcHOBHBIE YTPO3bI KOH(GUIESHIIUATEHOCTH WH(pOpMAIUu:
Bapuanrts! oTBeTa:

1 (+) 3moymoTpeOieHus TOTHOMOYHSIMHU
Bomnpoc:
DJeMeHThI 3HaKa OXpaHbl aBTOPCKOTO MpaBa:
Bapuanrts! oTBeTa:

1 (+) roma mepBOTo BHITyCKa IPOTPAMMBI
Bomnpoc:
3amuTa nHGopMaIK obecrieynBaeTCsl IPUMEHEHNEM aHTHBUPYCHBIX CPEICTB
Bapuanrts! oTBeTa:

1 - e Bcernma
Bomnpoc:
CpencTsa 3auThl 00bEKTOB (PailIoBOM CHCTEMBI OCHOBAHBI Ha. ..
Bapuanrts! oTBeTa:

1 - 3amanuu aTpuOyTOB (PailyIOB U KaTaJIOTOB, HE3ABUCSIIUX OT MPaB MOJIb30BaTEICH
Bomnpoc:

Bun yrpo3ssl aelicTBUs, HapaBIeHHOTO HA HECAHKIIMOHUPOBAHHOE MCTIOJIb30BaHNE HH(POPMAIIMOHHBIX

pECYpCOB, HE OKa3bIBAIOIIETO IPU 3TOM BIMSHUS Ha € (YyHKIIMOHUPOBAHUE — ... yIpo3a
BapuanTe! oTBeTa:
1 (+) maccuBHas
Bomnpoc:
[TpennamepenHas yrpo3a 6e30macHOCTH HH(pOpMAIK
BapuanTe! oTBeTa:
1 - ommbka pa3zpaboTunka
Bomnpoc:
KoHnenmus cucTeMsl 3alUThl OT HHPOPMALMOHHOTO OPYKHS HE TOJDKHA BKJIIOYATh. . .
BapuanTe! oTBeTa:
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1 - npoueaypsl OLEHKH YPOBHS U 0OCOOCHHOCTEH aTaky MPOTUB HAIIMOHAIBHOI HHPPACTPYKTYphI B
LIEJIOM U OT/IEJIbHBIX HOJIb30BaTENeH

Bomnpoc:

B cooTBeTcTBMYM ¢ HOPMaMHU POCCHIICKOTO 3aKOHOATEIHCTBA 3aIUTa HH(POPMAIINHU TPEICTABISIET COO0H
MPUHSTHE TPABOBBIX, OPTAaHU3AIMOHHBIX M TEXHUYECKHX MEp, HallPaBJICHHBIX HA ...

BapuanTe! oTBeTa:
1 - pa3paboTKy METOIOB M yCOBEPLICHCTBOBAHUE CPENICTB MH(OPMAIIMOHHOHN 0€301MacHOCTH

Bomnpoc:
OcHOBHBIE YTPO3bI TOCTYITHOCTH HHPOPMALIUHU:
Bapuanrts! oTBeTa:

1 - mepexBar JaHHBIX
Bomnpoc:
CyTtb kOMIpoMeTanuu HHGOpMaIun
Bapuanrts! oTBeTa:

1 (+) BHECEHHE HECAHKIIMOHUPOBAHHBIX M3MEHECHHI B 0a3y JaHHBIX, B PE3yJbTaTe Yero MoTpeOnuTeIh
BBIHYKJICH JTHOO OTKa3aThCsl OT He€, THO00 MPEANPUHIMATH TOTIOTHUTEIBHBIC YCHITUS TSl BRISIBICHUS
U3MEHECHUH ¥ BOCCTAHOBIICHUS! HCTUHHBIX CBEICHUIA

Bomnpoc:

Nudopmarimonnas 6e30MacHOCTh aBTOMaTU3UPOBAHHON CUCTEMBI — 3TO COCTOSIHIE aBTOMaTHU3UPOBAHHOM
CUCTEMBI, IPU KOTOPOM OHa, ...

BapuanTe! oTBeTa:
1 - cmocoOHa IPOTUBOCTOATH TOIBKO BHEITHUM MH(POPMALMOHHBIM yTpo3aM
Bomnpoc:
MeTonb! NOBBIIEHNS JOCTOBEPHOCTH BXOJHBIX JaHHBIX
BapuanTe! oTBeTa:
1 - MHOrOKpaTHbI/ BBOJ] IAHHBIX U CIIMYEHUE BBEJICHHBIX 3HAUCHU
Bomnpoc:
[MpuHIMIIATEHOE OTINYHE MEKCETEBBIX SKpaHoB (MD) ot cuctem obHapyxenwus atak (COB)
BapuanTe! oTBeTa:
1 - MD paboTatoT ToJIbKO Ha ceTeBOM ypoBHe, a COB — emie u Ha pu3ndeckoM
Bomnpoc:
CepBuChI 0€30MaCHOCTH:
BapuanTe! oTBeTa:
1 - xammpoBaHue 3anucei
Bomnpoc:
ITon yrpo3o# ynaJleHHOTO aAMUHUCTPUPOBAHNS B KOMIIBIOTEPHOM CETU ITIOHUMAETCS yrpo3a ...
BapuanTe! oTBeTa:
1 - mocTaBKM HENPUEMIIEMOT'O COEP KAHUS
Bomnpoc:
[TpyurHBI BOSHUKHOBEHUS OIIMOKY B JAHHBIX
BapuanTe! oTBeTa:
1 (+) Omumbku npu uaeHTU(HUKATUN 00BEKTa WM CYOBEKTa XO3IHCTBEHHOM NEATETbHOCTH
Bomnpoc:
K ¢bopmam 3amutsl nHpopManuy He OTHOCHUTCHA. . .
BapuanTe! oTBeTa:
1 (+) crpaxoBas
Bomnpoc:
Haubonee a¢hekTuBHOE CPEACTBO IS 3aIIUTHI OT CETEBBIX aTaK
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Bapuanrts! oTBeTa:

1 - ucnonb30BaHKE TOIBKO CEPTUDULIMPOBAHHBIX TPOrpaMM-OpOy3€pOB MPH TOCTYyIIE K ceTH MIHTepHeT
Bomnpoc:
Nudopmarius, cocrapisionas roCcylapcTBEHHYIO TallHy HE MOXET UMETh Tpud...
Bapuanrts! oTBeTa:

1 - «0co00i1 BaKHOCTH
Bomnpoc:
Paznensr coBpeMenHOM Kpunrorpadum:
Bapuanrts! oTBeTa:

1 (+) YmpaBieHue KiodamMu
Bomnpoc:

JIOKyMEHT, OnpeIeMBIINN BaKHEHUIITE CEPBUCHI 0€30MaCHOCTH | MPEIIOKHUBIITNN METO] KJacCU(DUKAITIH
MH()OPMAITMOHHBIX CUCTEM TI0 TPeOOBaHUSAM O€30MaCHOCTH

BapuanTe! oTBeTa:
1 - 3akony «O6 unpopmanuu, HHGOPMAIIMOHHBIX TEXHOJIOTHUAX U O 3aLIUTE UHPOPMAITUID)
Bomnpoc:
VYTeuka unpopmanuu — 310 ...
BapuanTe! oTBeTa:
1 - HenmpeaHaMepeHHas yTpaTa HOCUTENS MH(OpMaIuu

Tema 6. HopmaruBHo-1ipaBoBoe o0ecrniedyeHne HHPOpMamoHHon 6e3onacHocT B PO.

Kak Ha3bIiBaeTcs B rpaxk/1aHCKOM Kojekce PD cOBOKYNTHOCTh IaHHBIX M KOMaHJ, IPEICTaBICHHAs B
00beKTUBHOU (hopMe U MpeHa3HAuYCHHAS 111 PyHKIHMOHUpPOoBaHUS DBM U Ipyrux KOMITBIOTEPHBIX
YCTPOMCTB C LIEBIO NOJYyUYEHUS ONPENEIEHHOI0 pe3yibTara?

Buibepume ooun us 4 sapuanmos omeema:

[Iporpamma
o YTUIUTA
o ANrOpuT™M

o IIpunoxenue

Kak nHazpiBaeTcst nHGopManys B 3EKTPOHHOH Gopme, KOTopasi MPUCOEAMHEHA K IpyTroi HHPOPMaLuH B
ANIEKTPOHHOH (opMme, HCTIoNb3yeMast I ONpeIeIeHuUs JINIa, TOAMKUCABLIETO HHPOPMAIHIO?

Bvibepume ooun uz 4 eapuanmoe omeema:

Horosop
e DJIEKTPOHHAS MOAMKUCH

AHTUBHpYCHAas Iporpamma

e bior

Kakwue 13 cpencts 3amuThl HH(GOPMAIIMU HAMIPABJICHbI HA 3alIUTY 000pya0BaHUA?
Buvibepume ooun uz 4 eapuanmoe omeema:

o IIporpammusie

o AmnmaparHbie



o Dduznueckue

o OpranuzanyoHHbIE

YcTaHOBUTE COOTBETCTBHE MEXKAY IPOrPaMMHBIMH CpeicTBaMU MH(POPMAIIMOHHOM 0€30aCHOCTH U MX
OTHCAHUEM.

Ykaowcume coomeemcmeue ons ecex 3 eapuanmoe omeema.

o OunsTpyeT TpaduK MKy KOMIBIOTEPOM U CETHIO
o O0ecnieunBaeT COXpaHHOCTb UHPOPMAITUH

o Miner u ynanser BpeIOHOCHBIN KO

YcTaHOBUTE COOTBETCTBHE MEXTY COCTABIISIONIMMA HH(POPMAITMOHHOM 0€301TaCHOCTH U UX
OTIPEICTICHUSIMU.

Ykaowcume coomeemcmeue ons ecex 3 eapuanmoe omeema.

o HeusmenHocts nHpOpMauu, pH BHITIOJTHEHUN HEKOTOPHIX OTepaIuii Haj Hei
o TpebGoBanue He nepenaBaTh HHPOPMAIUIO TPETHUM JIULIAM

o B03MOXHOCTH CyOBEKTOB BOCIIOIL30BaThCS CBOMMHU IPaBaMU JI0CTYMa K UH(OpMauu

Kak Ha3piBaeTcs cocTosiHuEe MH(POPMALIMOHHON Cpe/ibl, B KOTOPOM 0OecriedeHbl KOH(DUIECHIIMAIbHOCTD,
LEJIOCTHOCTh U JOCTYITHOCTh UH(opManun?

Bvibepume ooun uz 4 eapuanmoe omeema:

WNndopmannonnas ceobona

NudopmarimonHoe o61iecTBo

Nudopmanmonnast 3amuiéHHOCTh

NudopmarmonHas 6€30macHOCTh

Ckonbko crareit B pazzaene "l[Ipectymienus B cepe KOMIBIOTEpHON HHGOpMAIHK" yTOJIOBHOTO KOJEKCa
P®?
Sanuwume qucno:

o1
o2
«3

Tema 7. CtpykTypa nHOOPMAITMOHHON O€30MaCHOCTH, IPUMEHsIEMast B 00IIIEMUPOBOI TTPAKTUKE
TecToBble 3a1aHUA

1 Coznanue U UCMOIB30BaHUE CPEICTB OMACHOTO BO3IEUCTBUS HA HHPOPMAIIMOHHBIE C(hephl APYyTUX
CTpaH MUpa U HapyILIEHHE HOPMAIbHOTO (YHKIIMOHUPOBAHUS MHPOPMAIIIOHHBIX U
TEJIEKOMMYHHUKALIMOHHBIX CUCTEM 3TO. ...

2 uH(pOPMALIMOHHAS BOITHA
HH()OPMAITMOHHOE OPYKHUE

[98)

4 uH(OPMALMOHHOE MTPEBOCXOACTBO
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Wndopmanus He ABISAIOMAsACSA 00IIEA0CTYTHON, KOTOpasi CTABUT JIUL, 00IaJal0IIKX €0 B CHITy CBOETO
CJIy’K€OHOTO MOJIOKEHHUSI B MIPEUMYIIIECTBEHHOE MOJIOKEHUE 0 CPABHEHUIO C IPYTUMH OOBEKTaMHU.

ciry>keOHast HH(popMarus

KOMMepUecKas TaliHa

OaHKOBCKas TaifHa

KOH(pUIeHIUAJIbHAS MH(pOpMALU

lapanTHs TOro, 9YTO KOHKpETHAs HHPOPMAIIHS JOCTYITHA TOJBKO TOMY KPYTY JIHII, Ul KOTOPBIX OHA
npelHa3HaueHa

KOH(pUICHIHAIBHOCTH

LEJIOCTHOCTh

JNOCTYITHOCTb

ayTEHTUYHOCTh

anmnenepyeMocThb

["apantus Toro, utro AC BefieT ce0si B HOPMaJIbHOM U BHEIITAaTHOM PEKUME TaK, KaK 3alljIaHUPOBAHO
HA/Ie’KHOCTh

TOYHOCTh

KOHTPOJIMPYEMOCTh

YCTOHYUBOCTh

JIOCTYITHOCTb

CnocoOHOCTh CUCTEMBI K IIeJIEHAPaBICHHOMY MPUCIOCOOIEHUIO TPU U3MEHEHUHU CTPYKTYPBI,
TEXHOJIOTMYECKHUX CXEM WJIM YCIOBHUM (PyHKIIMOHUPOBAaHMUS, KOTOpoe cracaeT Biajenbia AC ot
HEOOXOAMMOCTH MPUHATHS KapAMHAIBHBIX MEp IO MOJIHOM 3aMEeHEe CPE/ICTB 3alUThl HAa HOBBIE.

MPUHIIATI CUCTEMHOCTH
NPUHIAIT KOMIUIEKCHOCTH

TIPUHIIAIT HEMPEPHIBHON 3alTUTHI

NPUHIAI Pa3yMHOH JIOCTaTOYHOCTH

NPUHIUI THOKOCTH CHCTEMbI

B xnmaccudukamnuio BUPYCOB M0 Crioco0y 3apaskeHHs BXOIAT
OTIacHBIC

(ainoBsie

pe3uieHTHbIE

3arpy304HbIe

(baitnoBo -3arpy304HbIC

Hepe3HuIeHTHbIe

Kommmiekc MPCBCHTHUBHLIX MCP 110 3allIUTC KOH(l)I/I,Z[eHI_II/IaJIBHBIX JaHHBbIX U I/IH(I)OpMaL[I/IOHHLIX
MpOoNIcCCOB Ha MPCANIPUATHUHN ITO...

KOMILJIeKCHOe o0ecrieuenue Ub
6e3onacHocTh AC

yrposa b

araxa Ha AC

IIOJIUTHKA 0€30I1aCHOCTH

Bupychl, He cBS3bIBaIOLINE CBOU KOIUU C (aililaMu, a co3Aaroliue CBOM KOIUH Ha JUCKaX, HE U3MEHSIS
IpyTux ¢aitioB, Ha3bIBAIOTCS:

KOMITaHBOH - BUpyCaMu
YyepBHU
napasuTHYECKHe
CTyJIEHUECKHE
MIpU3PaAKU

CTEJIC - BUPYCHI



48 MakpOBUPYCHI

49 K Buaam cUCTEMBbI OOHAPYKCHHS aTaK OTHOCSTCS :

50 cuctemsl, oOHapykeHus araku Ha OC

51 cucremsl, 0OOHapyKeHUS aTaKu Ha KOHKPETHbBIE MPUII0KEHUS
52 cucreMbl, 0OHAPYKCHHS aTaku Ha ynajdeHHbIX b]]

53 Bce BapMaHTHI BepPHbI

54 ABTOMaTHM3MpPOBAHHAS CUCTEMA JIOJKHA 00ECTICUYUBATh
55 HaIeKHOCTH

56 M1OCTyMHOCTH

57 1meJI0CTHOCTH

58 KOHTPOJIUPYEMOCTh

Tema 8. Yrpo3sl uHPpOpPMATMOHHOW OE30MTACHOCTH
OcHoBHast Macca yrpo3 HH(pOpMalMOHHON 6€30MaCHOCTH MPUXOIUTCS Ha:
[+] a) TpostHCKME TpOrpamMMBbl
[-] 6) LlImroHCcKME mpOTrpaMMBbI
[-] B) UepBu
Kakoit Bun naentudukanyuy v ayTeHTUPUKAINY 0Ty HauOoJIbIee pacpoCTpaHEeHUE:
[-] a) cuctembr PKI
[+] 6) mocTosiHHBIE TAPOTH
[-] B) ogHOpa30BbIE TAPOIU
[Ton kakue cuCTeMbl paclpoCTpaHEHUE BUPYCOB MTPOUCXOIUT HauboJee TMHAMUYHO:
[-] a) Windows
[-] 6) Mac OS
[+] B) Android
3aKTIOYUTENBHBIM 3TAIIOM ITOCTPOEHUSI CUCTEMBI 3aLIUThI SBISIETCS:
[+] a) conpoBoxaEHNE
[-] 6) mnanupoBanue
[-] B) aHaM3 yA3BUMBIX MECT
Kakwue yrpo3sl 6e3omacHocTy HHPOPMALMH SABISIOTCS TPEIHAMEPEHHBIMHU:
[-] a) ommbKu mepconana
[-] ©) OTKpBITHE AIEKTPOHHOTO MUChMA, COJEPIKAIIETO BUPYC
[+] B) He aBTOpU30BAHHBIN JOCTYTI
Kaxkoii moaxo k o0ecrieyeHnIo 0€3011aCHOCTH UMEET MECTO:
[-] a) TeopeTrueckuit
[+] 6) KOMIIIIEKCHBII
[-] B) moruueckuit
Cucremoii kpunrorpaduaeckon 3amuThl THHOPMAIIMH SIBISICTCS:
[-] a) BFox Pro
[-] 6) CAudit Pro
[+] B) Kpunro
[Tpo Kakue BUpyChI aKTUBHU3HPYIOTCS B CAMOM Havalie pabOThI ¢ ONEPAIMOHHONW CHCTEMOM:
[+] a) 3arpy304HbIe BUPYCBHI
[-] ©) TposiHIIBI
[-] B) uepBHU
Stuxnet — 370!
[-] a) TpostHCKas mporpamma
[-] 6) makpoBupyC
[+] B) NpOMBIIIIEHHBI BUpYC

38
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TaprerupoBaHHas araka — 3T0:
[-] a) araka Ha ceTeBOE 00OpyIOBaHNE
[+] 0) aTaka Ha KOMIIBIOTEPHYIO CHCTEMY KPYITHOTO MPEIIPUATUS
[-] B) aTaka Ha KOHKPETHBIN KOMITBIOTED MOJTH30BATEIIS

4.3 IIpomexxyTouHast aTTeCTAlU 110 AUCITUIUTHHE MPOBOAUTCS B OpMe dK3aMeHa

Tunossie Bonpocsl 3k3amena (OIIK-9)
1 Teopwus 3amuTsl HHGOpMaru. OCHOBHBIC HAIIPABICHHS
2 Bunbl yrpo3. OCHOBHbBIE HApYyIICHUS.
3 OOutast Moaenb Bo3IeHCTBHSA HAa MH(OPMAIIHIO.
4 OOmas Mozenb TpoIiiecca HapyIieHus: (PU3UIECKOM 1eTOCTHOCTH HH(OPMAITIH.
5 Meroab! onpeaeneHus TpeOOBaHUH K 3a1UTe HHPOPMALIUH.
6 JlomyiieHus: B MOJEJSIX OLIEHKH YSI3BUMOCTH MH(POPMAIIIH.
7 Knaccudukanus TpeGoBaHUM K cpeICTBAM 3alIUThI HH(OPMALIUH.
8 CrocoOsI 1 cpeAcTBa 3alIuThl HHPOPMAITUH.
9 Crnocobb! «abCOMOTHON CUCTEMBI 3AIIUTHD).

TunoBble 3axanus Ajs 3xk3amena (OIIK-9)
1 ConeprkaHre HHTEPECOB JTUYHOCTH, OOIIECTBA U TOCYAapCTBa B HHGOPMAIIMOHHOM cdepe.
2 WcroyHuku U comepikaHue yrpo3 B uHGopManmoHHOH cdepe.
3 Kiaccel nH(OpPMAIIMOHHBIX PECYPCOB.

4.4. llIkana oueHMBaHUS TPOMEKYTOUHOM aTTECTALMKI

JleckpunTopsl (YpOBHU) — OCHOBHBIC IPU3HAKH OCBOCHHUS (ITOKA3aTeIu

Orenka Kommnerenmu
TOCTHXKEHHMSI pe3ynbTaTa)
OIIK-9 [Toka3piBaeT BBICOKHI YpPO-BE€Hb 3HAHMM B OOJACTH TEXHOJOTHMA
3aIUThI uH-popMaru B MPaBOOXPaHH-TEILHON

chepe.JAHATU3UPYET CYIIECTBYIO-IIME METOAMKH Ompenese-Hui
TpeboBaHusi K 3ammre wuHPopManuu./lemMmoncTpupyeT 3HaHHE

«OTITHIHON MIPUHIIUIIOB TEXHOJIOT Ui 3aLUTHI uHbopMauu B
(85 - 100 6amnos) MTPABOOXPAHUTEIHLHOM cte-pe.JCrocoden OCYIICCTBIIATh
MOIPOOHBIN moaoop Hay4-HO-TEXHUYECKOU JIUTEPATY-PHI,
HOPMAaTUBHBIX U METO-AMYECKHX JOKYMEHTOB B IENSAX pEIICHUS
3a;aq npodeccuoHanbHOM Nes-TEMhHOCTH. CBo0OoxHO
OpUEHTHUPYETCs B 3aKOHOMaTeIbcTBE PD 1o 3amure nudopmaruu.

OIIK-9 [Toka3pIBaeT XOpOIIUH YpOBCHb 3HAHWUH B OOJACTH TEXHOJIOTHI
3aIUTHI uH-popMaIn B MIPaBOOXPaHU-TEIbHON
chepe.JAHATU3UPYET CYIIECTBYIO-IIME METOAUKH Ompenese-Hui
TpeOboBaHusi K 3ammre wuHPopManuu./lemMoncTpupyeT 3HaHHE
MIPUHIIUIIOB TEXHOJIOTHi 3aLUTHI uHbopMauu B
npaBooxpaHuTeNbHON cde-pe.JCnocodeH oCylecTBIATh MOaA00p
HAy4YHO-TEXHUYECKOHN JIUTEepaTypbl, HOPMAaTUBHBIX U METOAUYE-CKUX
JOKYMEHTOB B LeIsIX pemieHus 3afad  npodeccru-oHaIbHOM
JEATeIIbHOCTH. |

«XOPOIIIOY
(70 - 84 6amnoB)

OIIK-9 [Toka3plBaeT HU3KMHA YpO-BE€Hb 3HAHWH B 00JacCTH TEXHOJIOTUH
3amMThl  MH-QopMalMu B TIpaBoOXpaHM-TenbHOU cdepe.y He
aHAJM3UPYET CYIIE-CTBYIOIINE METOTUKHU ONpeAeNeHH TpeOOBaHUS
Kk  3amure  uHQopMamuu.  Crmabo  opueHTHpyeTCs B
3akoHoAarenbcTBe P® mo 3amute wHpopMmaruu. YHe crnocoben
IIPOAEMOH-CTPUPOBAaTh COBPEMEHHBIE MOAXOAbl K TEXHOJOTHSIM U
Mmetonam obecrieuenus 1B.q

«YIOBJIETBOPUTEIHHOY
(50 - 69 6amnoB)
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OIIK-9 He nmeer 3HaHuii B 00J1a-CTH TEXHOJIOTHA 3alTUTHI HHPOPMAIINH B

«HEYIOBJIETBOPUTEILHOY npaBo-oxpaHuTenbHON cdepe.JHe ananm3upyer Cylie-CTBYOIINE

(menee 50 6amos) METOAMKHU OIpeneieHuii TpeboBanus K 3ammute uHpopmanuu.y He
CIIOCOOCH HCIOIb30-BaTh MPOrPaMMHEBIE Cpe-CTBaY

5. Metoanueckue yKkazaHus JJisi 00y4al0UUXCsl 10 OCBOCHHMIO IMCIUILIMHBI (MOXYJIA)

5.1 Meroauueckue yKa3aHus IO OPraHU3aIUN CaMOCTOSITEIbHOI paboThl 00yUYaromuXCs:

[Ipuctynas K W3yYeHUIO TUCIUIUIMHBI, B MEPBYIO ouepe/b OOydaromuMcsi HEOOXOAMMO O3HAKOMUTHCS
comepkanremM padouei mporpammbl aucturumabl (PIT[]), koTopas ompenenseT comepskaHue, oObeM, a
TaKKe MOPSAIOK U3YUEHHsI U MTPEToAaBaHus yueOHOM TUCIUILIMHEIL, €€ pa3/iena, YacTu.

Jlnist caMOCTOSTENbHON pabOThl BAKHOE 3HaUE€HUE UMEIOT paszienbl «O0beM U copepikaHue TUCIUILTHHBDY,
«Y4eOHO-MeToauuecKkoe U HH(popMaIMoHHOE 00ecTedeHne TUCIUILTMHBD U «MarepruanbHO-TEXHUIECKOe
o0ecriedeHre TUCIUILINHEI, IPOrpaMMHOE obecrieueHue, mpodeccHoHaIbHbIe 0a3bl TaHHBIX U
MH(POPMALMOHHBIE CIIPABOYHBIC CUCTEMBI.

B pasgene «O0beM U conepkaHWe IUCIMIUIMHBD) YKa3bIBaIOTCS BCE pasfelibl M TEMbl H3y4aeMoil
JTMCLMIUIMHBIL, a TAK)KEe BUJBI 3aHATHH U TNIAHUPYEMBbI 00bEM B aKaJJeMHUYECKUX Yacax.

B pasgene «YuebHO-MeTommyeckoe W HMH(OpMAIMOHHOE oOecreueHre AUCHUIUIMHBDY — yKa3aHa
pexoMeHayeMasi OCHOBHAs U IOIOJIHUTEIbHAS JINTEPATypa.

B pasgene «MarepuaabHO-TEXHUYECKOE OOECIeYeHne UCLHUIUIMHBL, MPOrpaMMHOE OOecCIeyYeHue,
npodeccruoHabHble 0a3bl JaHHBIX U MH()OPMAIMOHHBIE CIPABOYHBIC CHUCTEMBD» COAEPKUTCS MEpeuyeHb
npodeccuoHaNbHBIX 0a3 JaHHBIX U HHPOPMAIIMOHHBIX CIIPABOYHBIX CHCTEM, HEOOXOIUMBIX JJISi OCBOCHHUS
JUCLUIUINHBL.

5.2 Pexomennanuu o0y4aromumcs 1o padbore ¢ TEOPETHUECKUMHU MaTepHallaMu 110 TUCIUITIIMHE

[Ipu uzyyennu u npopabOTKe TEOPETUUECKOr0 MaTepHaa HeoOXOAUMO:

- IPOCMOTPETH €Ile pa3 npe3eHTaluo Jekuu B cucteMe MOODLe, noBTOpUTh 3aKOHCIIEKTUPOBaHHBIN Ha
JEKUMOHHOM 3aHATUM MaTepual M JOMNOJIHUTh €ro C YYE€TOM PEKOMEHJOBAaHHOM [IOMOIHUTEIbHOU
JIUTEPATYPBL;

- IPY CAMOCTOSITEIBHOM M3yYE€HUH TEOPETUYECKOM TEMBI CAENATh KOHCIIEKT, UCIOJIb3Ysl PEKOMEHIOBAHHBIE
B PII/] ucrounuku, npodeccrnoHalibHble 0a3bl JaHHBIX U HHPOPMAIIMOHHBIE CIIPABOYHBIE CUCTEMBI:

- OTBETUTDH Ha BOIIPOCHI JJIsI CAMOCTOATEIILHON pabOoThI, TTO TeMe MpecTaBieHHbIe B myHKTe 3.2 PIT/I.

- TP MOATOTOBKE K TEKYIIEMY KOHTPOJIIO HCIIOIb30BaTh MaTepralibl (hoHIa oreHouHbIX cpencts (POC).
5.3 Pexomennanuu 1o pabore ¢ Hay4HOM U yueOHOM uTepaTypoit

PabGota ¢ OCHOBHOM M JONOJIHUTENBHOM JHMTEPaTYpOl SBISETCS IIaBHOM (OpMOI caMOCTOATENbHOM
paboThl M HEoOXOoOMMa MPH MOATOTOBKE K YCTHOMY ONpPOCY Ha CEMUHAPCKUX 3aHATHAX, K Jebaram,
TECTHUPOBAaHHUIO, 3Kk3aMeHy. OHa BKIIOYaeT MpopabOTKy JIEKIMOHHOTO MaTephalia M PEeKOMEHIOBAHHBIX
HCTOYHHMKOB U JINTEPATYPHI 110 TEMATHKE JIEKIIUH.

KoHCHeKT JIeKInu JOJKEeH coliepKaTh peepaTUBHYIO 3alIUCh OCHOBHBIX BOIPOCOB JICKIIUH, B TOM YHUCIIE C
ornopoii Ha pa3MmeneHHble B cucteme MOODLe mpe3eHTany, OCHOBHBIX MCTOYHUKOB M JIMTEPATYphl IO
TeMaM, BBIBOJBI MO KaXKAOMY Bompocy. KoHCeKT MOXKeT OBITh BBITIONIHEH B paMKax paclieuyaTKH BbIIa4uH
Mpe3eHTAlUi JIGKIUH WM B OTACNIBHOW TeTpaau mo mpeaMery. OH JOKeH ObITh aKKypaTHBIM, XOPOIIO
YUTAaEMBbIM, HE COAEPIKAaTh HE OTHOCALIYIOCS K TeMe HH(POPMAITUIO HITH PUCYHKH.

KoHcnieKThl HayyHOW JHUTEparypbl NMPU CaMOCTOSATENBHOM IOATOTOBKE K 3aHATHUAM JOJDKHBI CONEPIKaTh
OTBETHl HA KaX/blii TOCTAaBICHHBIH B TEME BOIPOC, MMETh CCHUIKY Ha HCTOYHHK HWH(POpPMALUU C
00s13aTeNbHBIM YKa3aHUEM aBTOpa, HAa3BaHMS W TOJA HU3AAHUS HUCIOJIb3YeMOH HaydyHOW JHMTEpaTyphl.
KoHcniekT MoOXeT ObITh ONOpPHBIM (COAEpXAaTh JHUIIb OCHOBHBIC KIIIOUYEBBIC MO3MIIMH), HO TPH 3TOM
MO3BOJISIIOIMM  JIaTh TIOJIHBIA OTBET IO BOINPOCY, MOXET ObITh MOAPOOHBIM. OO0beM KOHCHEKTa
OIIPENIETSAETCS CAMUM CTYIECHTOM.

B nporecce paboThl ¢ OCHOBHOM W JOTIOTHUTEIIBHON JTUTEPATYPOH CTYICHT MOXKET:

- JenaTh 3allUCU IO XOAy 4YTE€HHS B BHJIE NPOCTOr0 WIM pPa3BEPHYTOrO IIaHa (co31aBaTh IEPEUYEHb
OCHOBHBIX BOIIPOCOB, PACCMOTPEHHBIX B UCTOYHHKE);

- COCTaBJATH Te3HUCHl (LMTHpOBaHHE HauOoJee BAKHBIX MECT CTaTbu MM MOHOTpaduu, KOPOTKOE
U3JI0KEHUE OCHOBHBIX MBICJIEH aBTOpA);
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- TOTOBUTH aHHOTAIMH (KpaTKoe 0000I1eHe OCHOBHBIX BOIIPOCOB PabOTHI);
- cO371aBaTh KOHCIIEKTHI (pa3BEepHYThIE TE3HUCHI).
5.4. PexoMeHJaIMy 10 OATOTOBKE K OTAEIBHBIM 3a/IaHUSIM TEKYIETO KOHTPOJIS
CobecenoBanue MpenarnojaraeT OpraHu3aluio Oecelnpl IMpernoAaBareist cO CTyAEHTaMH 10 BOIpPOcam
MPAKTHYECKOTO 3aHATUS C LEJbl0 Oojiee OOCTOATEIHHOTO BBISBICHHUS UX 3HAHUN MO OINpeneIeHHOMY
pasgeny, Teme, mpobieme u T.I. Bce wieHbl Ipynmbl MOTYT Y4acTBOBaTh B OOCYXKIEHUH, J00aBIATH
nH(pOpMaIUIO, TUCKYTUPOBATh, 3a/1aBaTh BOIIPOCHI U T.1I.
YCTHBIA OMpOC MOXET TMPUMEHATHCS B pas3audHbIX (Qopmax: (PpoHTaIbHBIN, WHIWBUIYAIBHBIN,
KOMOMHUPOBaHHBIA. OCHOBHBIE KaU€CTBA YCTHOTO OTBETA MOJIJIEIKAIIETO OL[CHKE:
- IPaBUJILHOCTH OTBETA IO COMIEPIKAHUIO;
- IOJIHOTA U TITyOWHA OTBETA;
- CO3HATENIbHOCTh OTBETA;
- IOTUKa U3JI0KECHUS MaTepuaa;
- pPalMOHAJIBLHOCTh UCIIOJIb30BaHHBIX PUEMOB U CTIOCOOOB PEIlIEHUS TOCTABIEHHON yueOHO! 3a/1auu;
- CBOEBPEMEHHOCTh M 3((EKTUBHOCTH MCIIOIB30BAHUS HATNISAIHBIX MOCOOMHA M TEXHUYECKUX CPEICTB IPH
OTBETE;
- HCTIOJIb30BaHMUE JIOMOTHUTEIILHOTO MaTeprarna;
- palMOHAJIBLHOCTD UCIIOB30BAaHUSl BPEMEHU, OTBEJICHHOTO Ha 3a/1aHue.
YCTHBIM OIIPOC MOXKET CONPOBOXKAATHCS IMPE3CHTALHUEH, KOTOpas IMOATOTaBIMBAECTCA IO OAHOMY U3
BOIIPOCOB MPAKTHYECKOTO 3aHATHUS. [Ipy BRICTYIUIEHHH ¢ Mpe3eHTalnueld HeoOXoauMo oOpamarb BHUIMaHUE
Ha TaKWe MOMEHTHI KaK:
- colep)KaHUE TPE3CHTALMU: aKTyaJlbHOCTh TEMbl, IOJIHOTA €€ PACKPBITHSA, CMBICIOBOE COMAEp)KaHUE,
COOTBETCTBHE 3asBJIEHHOM TEMbI COJIEP)KaHUIO0, COOTBETCTBHE METOAUYECKUM TPEeOOBAHUAM (LIETTU. CCHUIKU
HA PECYPChl. COOTBETCTBHUE COIEpKAHUS U JIMTEPATyphl), MpaKTUUeCKas HaNpaBIeHHOCTb, COOTBETCTBUE
cofiepaHusl 3asBICHHON (QopMe, aleKBaTHOCTh UCIOIb30BAHUSI TEXHUYECKUX CPEACTB YUeOHBIM 3ajlauam,
MOCJIEZIOBATENBHOCTD U JIOTUYHOCTDH MIPE3EHTYEMOT0 MaTepuara;
- odopMiieHHE TMpe3eHTAlMU: 00bheM (OMTHUMaTbHOE KOJWYECTBO), AW3alH (YUTAEMOCTh, HAJIMYHE U
COOTBETCTBHE TpaUKd U aHUMAIMHM, 3ByKOBOo€ OQOpMIIEHHE, CTPYKTypUpOBaHHE HUHGOpMAINH,
COOTBETCTBHE 3asiBICHHBIM TpPEOOBAaHUSAM), OPUTHHAIBHOCTH O(OPMIIEHUS, SCTETHKA, HCIIOJIb30BaHUE
BO3MOXKHOCTH MPOTPAMMHOM CpPeIbl, COOTBETCTBHE CTaHIAapTaM o(pOpMIICHUS;
- TMYHOCTHBIE KaueCcTBa: OPATOPCKUE CIIOCOOHOCTH. COOMIOIEHUE pErIaMeHTa, SMOIMOHATIBHOCTh, YMEHUE
OTBETUTH Ha BOIIPOCHI, CUCTEMaTU3UpOBaHHbIE, TNTyOOKKE U MOIHbIE 3HAHUS 110 BCEM pa3JiesaM MporpaMMbl:
- coepXaHWe BBICTYIUICHHUS: JIOTUYHOCTh H3JI0KEHHUS Marepualia, PacKpbITUE TEMBbI, JIOCTYIHOCTh
uznoxkenus, d3PpdextuBHOoCTh npuMeHeHus cpeacts HWKT, cmocoObl u  yciaoBHsS JIOCTHXKEHHUSA
PEe3YNBTaTUBHOCTH W 3(P(EKTUBHOCTH U1 BBIMOJHEHHS 3a1a4d CBOEH MpOo(eCCHOHAIBHONW WM Y4eOHOU
NeSITeNIbHOCTH, JI0KAa3aTeJIbHOCTh MPUHUMAEMbIX PEIICHUM, YMEHHE apryMEHTHPOBATh CBOM 3aKIIIOYCHUS,
BBIBO/IB.

6. YueOHO-MeToAUYecKOe U HHPOPMALIMOHHOE 00ecrieYeHue TUCIHIINHBI

6.1 OcHOBHas nuTEpaTypa:

1. llepenxoB B.M., Mutpomkun A.I. Madopmanmonnas 6e30macHOCTh U 3amuTa nHpopmanuu. - TamOoB:
[b.u.], 2014. - 1 snexTpoH. ont. nuck (CD-ROM)

2. Jlonatun J1.B., Kanununa FO.B. bezonacHbie nHGOpPMaIMOHHBIE TEXHOIOTHY : AJIEKTPOH. yuel. mocodue.
- Tamb6o0B: [b.u.], 2014. - 1 anekTpon. ont. nuck (CD-ROM)

3. Tam0 roc. yu-T um. [.P. [lepxaBuna, H-T MaTeMaTHky, GU3UKU U WHPOPMATUKU TeXHUYeCKas 3alluTa
uHpopmaruu : yued. mocoodue. - Tam6oB: [b.u.], 2014. - 1 sanexrpon. ont. auck (CD-ROM)

6.2 JlononHUTENbHAS JIUTEPATYpA!
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1. 3arunaiinoB FO. H. OcHoBbl mHGOpMAIIMOHHON 0€30MaCHOCTH: KypC BH3YaJbHBIX JICKIHMH : y4eOHOE
nmocobue. - Mocksalbepnmun: Jlupekr-Memnua, 2015. - 105 c. - Tekcr : anmexkrponnbii // DbC
«YHUBEPCUTETCKAS OmoOImoTeKa OHJIANH» [caiT]. - URL:
http://biblioclub.ru/index.php?page=book&id=362895

2. 3arunaitnoB 0. H. Teopust nHGOpManMOHHON O€30MACHOCTH M METOMOJIOTHS 3alIUThl HHGOPMAIINH :
yduebHoe mocobue. - Mockpa|lbepnun: [upexr-Memma, 2015. - 253 c. - Teker : snexrponssii // ObC
«YHUBEPCUTETCKAS OmoOIMoTeKa OHJIANH» [caiT]. - URL:
http://biblioclub.ru/index.php?page=book&id=276557

3. AepuenkoB B. U., PertoB M. 1O., KyBeixkiima A. B., Pynanosckuit M. B. Aynut mnbopmarmoHHOH
0€30MacHOCTH OPTraHOB MCTIOJHUTEIHHOM BIACTH : y4eOHOE mocodue. - 4-¢ u3l., crep.. - Mocksa: OnuHTa,
2016. - 100 c. - Tekcr : snexrponnsiii // IBC «YHuBepcurerckas 6ubnroreka onmaite» [caiit]. - URL:
http://biblioclub.ru/index.php?page=book&i1d=93259

4. Asepuenkos, B. U., PrertoB, M. 1O., KyBeiknun, A. B., Pynanosckuii, M. B. Aynut nadopmarmonHoi
0€30MacHOCTH OPTaHOB HCIOJHUTENIBHOM BIAacTH : yuyeOHoe mocoOue. - Bech cpok oxpaHbl aBTOPCKOTO
npaBa; AynuT mHGOPMAIIMOHHONW 0€30MacHOCTH OPTaHOB WCIIOJIHUTENIbHON BIAacTH. - bpsHck: bpsHCKui
roCyIapCTBEHHBIN TexHn4deckuili yausepeuret, 2012. - 100 c. - Tekct : anexkrponnsiii / IPR BOOKS [caiT].
- URL: http://www.iprbookshop.ru/6992 . html

5. KommnekcHoe obOecnedeHne WHGOPMAIMOHHONW O€301aCHOCTH aBTOMATH3WPOBAHHBIX CHCTEM
nabopatopHblii mpakTukyM. - CraBpononb: CeBepo-KaBkasckuit ®@enepanbnpiii yHuBepcuter (CKOY),
2016. - 242 c. - Tekcr : snexrponnsiii // OBC «YHuBepcurerckas 6ubnuoreka onmaite» [caiit]. - URL:
http://biblioclub.ru/index.php?page=book&id=458012

6.3 VHbIe NCTOUHMKMU:
1. Kype «Cranaaptsl nHpopMaiMoHHOH Oe3omacHoCcT» - https://www.intuit.ru/studies/courses/30/30/info
2. Kypc «OcHoBBI HHGOpMAIIMOHHOK Oe30macHOCTHY - https://www.intuit.ru/studies/courses/10/10/info

7. MaTepuaJbHO-TeXHMYeCKOe o0ecnedeHHe TUCHUILVINHBI, IPOrpaMMHOe o0ecredyeHue,
npogeccnoHanbHbIe 023bI JAHHBIX 1 HHPOPMALMOHHBbIE CIIPABOYHbIE CHCTEMbI

Jlng mpoBeneHus 3aHATHM MO JUCHUIUIMHE HEOOXOIUMO ClIeAyIollee MaTepuaibHO-TEXHUYECKOe
oOecrieueHue: ydeOHble ayqUTOPUM [AJs TMPOBENCHUS 3aHATHH JIEKIIMOHHOTO M CEMHHApCKOro THIIA,
TPYNIOBBIX W WHAMBHUIYaJIbHBIX KOHCYJIbTAlMM, TEKYLIEr0 KOHTPOJSI U MPOMEKYTOUHOM aTTecTaluw,
MTOMEIIEHUS 111 CAMOCTOSITENIbHON paboThlI.

VYdeOHbIe ayTUTOPHUN U IIOMEIICHUS ISl CAMOCTOSITEIILHON paOOThl YKOMIUIEKTOBAHBI CHICTIHATH3UPOBAHHOM
MeOeNbI0 U TEXHUYECKUMH CPEJCTBAMU OOYyYCHHS, CIIY>KAIIUMH JIJIs1 TIPEICTABICHHS YyueOHOW nHbOpMauu
OOJIBITION ayTUTOPHH.

[TomerieHus I CaMOCTOSATENILHONW paOOThl YKOMIUIEKTOBAHbI KOMITBIOTEPHON TEXHUKOH C BO3MOXKHOCTBIO
MTOAKITFOYEHHUS K ceTh "Unrepuet" 51 obecrieueHneM JIOCTyIa B AIIEKTPOHHYO
MH(POPMALIMOHHO-00pa30BaTEIbHYIO CPEAy YHUBEPCUTETA.

Jlist mpoBeeHMs 3aHATHI JICKIIMOHHOTO THITA UCTIONB3YIOTCS HA0OPBI IEMOHCTPAIIHIOHHOTO 000PYIOBaHUS,
o0ecreunBaIIfe TeMaTHYECKUE WILTIOCTpaud (TPOEKTOP, HOYTOYK, IKpaH/ MHTEPAKTUBHAS JIOCKA).

JluneH3noHHOE U CBOOOIHO pacHpOCTpaHsIeMOe MPOrpaMMHOE 00ecTieYeHHE:

Kaspersky Endpoint Security mist 6usneca - Cranpaptasiii Russian Edition. 1500-2499 Node 1 year
Educational Renewal Licence

Omneparmonnas cuctema Microsoft Windows 10

Adobe Reader XI (11.0.08) - Russian Adobe Systems Incorporated 10.11.2014 187,00 MB 11.0.08
7-Zip 9.20

Microsoft Office [Ipodeccronanbhsrii mioc 2007

ITpodeccronanbhblie 6a3bl JaHHBIX U UHPOPMAITMOHHBIE CIIPABOYHBIE CUCTEMBI:

1. ONEeKTpOHHBIN KaTrajor @yHIaMEHTaIbHON OoubmuoTeKn TTV. — URL:
http://biblio.tsutmb.ru/elektronnyij-katalog



2.  VYHuBepcuTeTcKas  OMOMMOTEKa  OHJAWH:  DJIEKTpOHHO-OMOmmoreunas  cuctema. —  URL:
https://biblioclub.ru
3. Koncynsrant crymenta. ['ymaHuTapHbIe HAyKH: OJJIEKTPOHHO-OMOMMoreyHass cucrtema. — URL:

https://www.studentlibrary.ru

4. Hayunas snexrponHas oubianoreka eLIBRARY.ru. — URL: https://elibrary.ru
5. Poccuiickas rocynapctBerHas oubnmoreka. — URL: https://www.rsl.ru

6. Poccuiickast HarmonanbHas Oubnanoreka. — URL: http://nlr.ru

7. Hayunas osnektpoHHass OubOnmoreka Poccuiickoit akamemun — ecrectBozHanui. —  URL:
https://www.monographies.ru

8. [Ipesunentckas 6mbamoreka mmenu b.H. Enprimaa. — URL: https://www.prlib.ru
9. OnekrponHas 6ubnmoreka PODU. — URL: https://www.rtbr.ru/rffi/ru/library

JIeKTPOHHasi HH(POPMALIMOHHO-00pa30BaTe/IbHAsA Cpeaa
https://auth.tsutmb.ru/authorize?response type=code&client id=moodle&state=xyz

B3aumoneiicTBue mpemnomaBaTenss M CTy[JEHTa B Ipolecce OOy4eHHUs OCYLIECTBISETCS MOCPEICTBOM
MYJIBTUMEUMHBIX, THIIEPTEKCTOBBIX, CETEBBIX, TEICKOMMYHHUKAIIMOHHBIX TEXHOJOTHUH, HUCHOJIb3YEMBIX B
ANIEKTPOHHOH MH(OPMAIIMOHHO-00pA30BATEILHON CPEie YHUBEPCUTETA.
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