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1. lean u 3agaun AUCHUATIHMHBI
1.1 Henp qucuuruivHel — GopMUpOBaHUE KOMIIETEHIIHIA:
ITIK-3 CriocobeH mpoBOANTh WHCTPYMEHTAIBHBI MOHUTOPHHT 3alTUIIICHHOCTH KOMIIBIOTEPHBIX CHCTEM U

cerent

1.2 Tumbl 3amad mpodecCHOHATBHOW JEATETLHOCTH, K KOTOPBIM TOTOBATCS OOydYaroluecs B paMKax

OCBOCHHS JUCLIUILINHBL:
- DKCIUTyaTallMOHHBIN

1.3 JIucuurniauHa OpHEHTHPOBAaHA HA MOATOTOBKY OOydYaromuxcs K MpodeCCHOHAIBLHON JEsSTEIhHOCTH B
cthepe: 12 Obecneuenue 6e30macHOCTH (B cdhepe 3auuThl HHPOPMAIIUN)

1.4 B pe3ynbrare 0CBOCHMSI TUCIUILUIUHBI Y 00YYaroIIMUXCsl TOJIKHBI ObITH COPMUPOBAHBI:

O0001IeHHBIC TPYIOBBIE
(hyHKUMY / TPYAOBBIC
(GbyHKUMY / TPYyAOBBIC MU
npohecCHOHATTLHBIC
JeUcTBUs (IPU HATUYUU
npodcranaapra)

Kox u nauMeHnoBanue
komreTeHIIm OI'OC BO,
HEeOOXOIUMOM I
(hopMHUPOBAHUS TPYOBOTO
Win podecCHOHATBHOTO
JeHCTBHS

I/IH,I[I/IKaTopLI JOCTHXXCHUSA KOMHCTGHHI/If/’I

ITIK-3 CriocobeH mpoBOIUTh
WHCTPYMEHTAIbHBIN
MOHHUTOPHHT
3aIUIIEHHOCTH
KOMITBIOTEPHBIX CUCTEM U
cerei

IIpoBoauT WHCTPYMEHTAIbHbIN MOHHUTOPHHT
3aIUIIEHHOCTH KOMITBIOTEPHBIX CHCTEM H CeTel s
obecrneueHus ux 6€30MacHOCTH

1.5 CornacoBanue MEXAUCITUTUTMHAPHBIX CBA3EH MUCIUTIINH, 00€CIIEYNBAIOIINX OCBOCHUE KOMITCTCHITHI:

[IK-3 CnocobeHn mpoBOAUTH

KOMITBIOTCPHBIX CUCTEM U ceTen

HanmenoBanme
JIMCITUILINH,
OTIPEICIISIFOITIX
MEKIUCIUTUTMHAPHEIE
CBSA3H

Ne
n/m

dopma oOyyeHus

Ounas
(cemectp)

617|819

1 ["Networksecurity"

2 |bezonmacHOCTh
KOMITBIOTEPHBIX CETEH

3 [3amuTa nporpamm u
JaHHBIX

4 |O3HakoMHUTENbLHAS
MIPaKTHKA

5|CucreMsl u ceTu
nepeaayu
MHpOpMaIH

WHCTPYMEHTAJIbHBII ~ MOHHUTOPUHT

3aIUIIEHHOCTH

2. MecTo nucuuiuiaabl B cTpykrype OIl cnenuaaurera:

JlucuuiuinHa «AHamu3 3aIUIIEHHOCTH KOMIBIOTEPHBIX CEeTel» OTHOCHTCA K YacTH, (opMHpyeMon
y4aCTHHKaMU 00pa3oBaTeIbHbIX OTHOWEHUH, y4yeOHoro rutana OIl nmo nampasnenuto noarorosku 10.05.05
- besonacHocTh MH(OPMAIIMOHHBIX TEXHOJIOTUI B IPAaBOOXPAHUTENBLHOU cdepe.

JucuuminHa « AHaln3 3alUIIEeHHOCTH KOMITBIOTEPHBIX CETEN» u3ydaeTrcs B 4 ceMecTpe.

3.00beM U coep:kaHMe TUCHHUILTHHBI




3.1.00beM QUCLMILIUHEL;

Bun yueGHOM paboThI (Bcef:r)glj{ii%)
OO0mas Tpyn0éMKOCTb 1M CHUILTHHBI 108
KonTaktHas pabora 64
Jlexnuu (Jlekiun) 32
Jlaboparopnsie (JIab. pab.) 32
CamocrosrenbHas padota (CP) 44
3auer -

3.2.ConepxaHue Kypca:

Ne Ha3zBanue Bun yuebHoli | @opMbI TEKYIIETO
TEMBI paszena/TeMsl pabotsl, yac. KOHTPOJIS
Jlex |JIa6 | CP
U | .
pao.
O|l0|O
4 cemectp
1 [TorpeOHOCTE B 4 ala TectupoBanue
KnoepOe30nacHOCTH
2 ATaku, TOHATHUS 1 212 | 4 TecTtupoBanue
TEXHHUKHU
3 3amura JaHHbBIX | TecTtupoBanue
KOH(QUIEHITUATBLHOC | 2 2 4
TH
4 3amura 4 ) 4 TecTtupoBanue
OpraHHU3aIiH
5 Oo6paszoBanue u TectupoBanue
Kapbepa B chepe >l a4
MH(POPMALTMOHHON
0€e30MacHOCTH
6 Kubepbe3onacHocTh TectupoBanue
— Mup 3kcrieproBu | 2 | 2 | 4
MIPECTYITHUKOB
7 Ky6 > 1 a2 | o TectupoBanue
KnoepOe30nacHOCTH
8 Yrpo3sl TecTtupoBaHue
KnoepOe30nacHOCTH >l alo
, YSI3BUMOCTH U
aTaku
9 Crioco0sI 3aIuThI TecTtupoBaHue
CEKpETHOM 2 1212
nHpopmarun
10 ObecneueHus TectupoBanue
LEJIOCTHOCTH 2 12 ]2
TaHHBIX
11 Konuenmusa «noatb ) ) 4 TecTtupoBanue
JEBSATOK»
12 3anuTa ypoBHEU TecTtupoBanue
oOecrnieueHus 2 12| 4
KnoepOe30nacHOCTH




13 Kaxk crarp TectupoBanue
CIELIMAJIUCTOM B

4 12 | 4
obmactu
KkrbepOe3onacHOCTH
Tema 1. IlorpednocTs B kudepoe3onacuoctu (IK-3)
Jlekumus.

Brenenue. IlorpedHocts B kubOepOezonmacHocTu. [lepconansHbie mgaHHble. UYTo Takoe «llepcoHanmbHbie
nanHeie». UYto Takoe kubepOe3zomacHOCTh. MaeHTudukamus Tmoib3oBarens OHJaH W odduaiiH.
Brruncnurensueie  yctpoiictBa. KopropatuBHuble nmaHHbie. UTo Takoe «KopropaTuBHbIE [TaHHBIE.
[locnencTBust HapyiieHusi O€30MACHOCTH. 3JIOYMBILUIEHHUKH M O3KCIEPThl MO KHOepOe30macHOCTH.
[Tpoduns kubepnpectynuuka. FOpuandeckue u sTndeckue mpoodseMbl kudepoe3onacHocTH. Knbeppoiina.
[TonsiTre kKMOEPBONHEI.

JlaboparopHbie padoThbI.
1. HazoBuTe MoTHBaImio 6EJI0ro Xakepa.
2. Kakue a1neMeHThI SIBIIIOTCS KOMIIOHEHTaMu Tpoiiku CIA?
3. Yro Takoe kubepBoiiHa?
4. Kto Takue XaKTUBHUCTHI?
5. [lepeunciure OCHOBHBIE 3a7]a4l OCIIBIX XaKEPOB.

Tema 2. Ataku, nonsatus u Texuuku (I1K-3)
Jlekumus.
Kubeparaku Ha 00bEKTHl KpUTHUYECKON HHPOPMAITMOHHON HHPPACTPYKTYPHI
Nurepuer Bemeii (IoT) - 310 3BOIOLNS B MEXMAIIMHHON CBSI3U, YHHUKAIBHOE
COEMHEHHE, MTO3BOJIAIONIEE BEIYUCIUTEIBHBIM YCTPOMCTBAM MEepeaBaTh JaHHBIE MO
Bcel ceTn 6e3 yuacTHs XOTsl Obl OTHOTO YeoBeKa. TpeBOKHON CUTyalue aBiseTcs
pacTyias B3auMOCBsI3b 00bEKTOB KpUTHUECKON MH(OPMAIIMOHHON HHDPACTPYKTYPHI

C NoMOIUBIO TexHojorui HMurepHera Bemeid M COMyTCTBYIOIIEE YBEIMYEHHE 4YKCIIA OPraHU30BaHHBIX
Kubeparak 1o BceMy Mupy. bbuio ycTaHoBII€HO, 4TO MHOTHE KHOepaTaku

Stuxnet, Havex, Black Energy 3 u Industroyer, coBepiiieHHbI€ 32 IOCIEIHUE TO/IbI, ObUIH
HamnpaJIeHbl Ha cucTeMbl ynpasieHuss SCADA, npunaiexaniye K pa3anaHbIM
cyOBbeKTaM KpUTHYECKON HH(opMaIimoHHON HHppacTpyKTypsl. OueBUAEH TOT (haKT, 4TO
BpenoHocHoe 10, koTopoe HaleaeHo Ha BOJHbBIE U T'a30Bbl€ CTAHIIMH, SIEKTPOCTAHINH

U TPAHCIIOPTHBIE CUCTEMBI, SIBIISIETCS IEJIOM PyK MPO(PECCUOHANIOB U ObUIO CHIEIHATBLHO
pa3paboTaHo JyIsl COBEPIIECHHUS MTOT00HBIX ACHCTBUI. MHOTHE yCTPOKCTBA, paboTaromue
Ha Oase MHTepHera Bemell, HHTErprupoBaHbl B CYOBEKTHI KPUTHUECKON HH(OPMALIMOHHOM
UHQPACTPYKTYPbI VI JOCTHKEHUSI MAKCUMAIIbHO 3((EKTUBHOTO B3aUMOJCHCTBUSA

1 KoMMyHHKaluu. ITo npornosam k 2025 rogy 4ucio ycTpoHWCTB, HOAKIFOUEHHBIX

K UHTEPHETY, JOCTUTHET 75 MUJIIMAPIOB, YTO MOYKET 3HAYUTENIBHO YXYIIIUTh CUTYaIUI0

U TPUBECTH YBEIMUYEHUIO pOCTa KuOeparak, HAIeNIEeHHBIX Ha KPUTHUYECKYI0 HWH(POPMAIIMOHHYIO
UHPPACTPYKTYPY, KOTOPBIE pa3padaThIBalOTCs C UCIIOIB30BAHUEM PEILICHHH

Ha ocHoBe MHTepHeTa Bereli 1 cOOT-BETCTBEHHO MOTYT OBITh TIO/IBEP)KEHBI KHOEpaTakam.
JlaGopaTopHbie padoThbI.

1. [Touemy BHyTpeHHHE yTrpO3bl O€30MACHOCTH MOTYT HAHECTH OpraHU3alliy elle OONbIIni yimepo, ueM
BHEITHUE?

2. Kakue criocoObl MOXKHO HCIIONB30BATh /ISl 0OecieueHus] KOH(PHISHIMAIbHOCTH HH(popMaun?
3. Kak emie Ha3pIBaroT KOHGUIECHIIMATLHOCTS HH(DOpMaIuu?
4. Kako#i crioco0 HCTIoNnb3yeTcst A7l IPOBEPKH LIETOCTHOCTH TaHHBIX?
3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.
1. 3ananue. OnpeneneHue TepMUHA KYSI3BUMOCTbY.



2. 3apanue. Onpenenenue TUIIOB BpenoHocHOro [10.
3. 3amanue. Onpenenenue tuna DoS-ataku.

Tema 3. 3amura 1aHHbIX U KOHpuaeHuuaabHoctu (IK-3)
Jlekumus.
3ammTa YCTPOMCTB M CETH. 3allliTa BBIYUCIUTEIBHBIX YCTpoicTB. CoOmoaeHue mpaBuia 0€30MacHOCTH
MPU HMCTIOJIB30BaHUM OCCIPOBOAHBIX ceTeil. Vcronp30BaHNEe YHUKAIBHBIX MApOJICH ISl KKIOH YUETHOM
3amucu B ceTd. Benenuwe pannbiX. IlludpoBanue nanHbpix. Pe3epBHOE KONMUpOBaHUE JTAHHBIX.
OxoHyarenbHOE yJaleHHEe JaHHbBIX. 3allliTa MePCOHANbHBIX JaHHBIX B ceTH. HanexxHas ayreHTUUKaLus.
JByxdakropras ayreHTHGuKamus. OAuth 2.0. KonpuaeHma sHOCTS 27IEKTPOHHOM MOYTH U BeO-Opay3epa.

JlaGopaTopHbie padoThbI.
1. Coznanue U COXpaHEHNE HAIEKHBIX TapoJien
2. Pe3epBHOE KOITUPOBAHME JAHHBIX BO BHEIIHEE XPAHWIIUILIE
3. JJaboparopnas pabora.
4. HackonbKO pUCKOBAaHHO MTOBEJICHHE T0JIb30BaTenst B IHTepHeTe?

Tema 4. 3amura opranusanuu (ITK-3)
Jleknus.

MexceTeBble dKpaHbl. THIBI MEXKCETEBBIX dKpaHOB. CKaHMPOBAaHUE TMOPTOB. YCTPOHCTBAa OE30MACHOCTH.
O6napyxeHue arak B peanbHOM BpeMeHu. OOHapyKeHHE aTraKk B peajlbHOM BpemeHHu. Jlydmme
MPaKTUYECKUE METOIUKH 0 MHPOpManoHHON Oe3omacHoCcTH. [logxon kK krnbepOe30macHOCTH Ha OCHOBE
noBezeHusl. borHet. YOuiicTBeHHas 1ienouka. YOUNCTBEHHAs Iienodka B KuOep3amnure. bezonacHoCTh Ha
ocHoBe moBeaeHus. NetFlow u kubeparaku. Ilogxonm Cisco k kubepoeszonacHoctu. CSIRT. COopuHuk
CIIEHapHeB M0 O0OecmeueHuo 0e30macHOCTH. WHCTpYMEHTHl Il TIPENOTBpAIICHUS W OOHApYKCHHS
naimaeaToB. CucteMsl IDS u IPS.

JlaGopaTopHbie padoThbI.
1. Kakoii THII aTaK¥ M03BOJIAET 3J10YMBIILJIEHHUKY BOCI0JIb30BATHCSA METOA0M NOA00Pa mapoJist
(brute-force)?
2. B uem 3akiodaercs OCHOBHAsI 1I€JTh aTaK TUIA «O0TKa3 B oOcyxuBaHum» (DoS-arax)?
3. J1ns yero npeaHa3HaueH pyTKUT?
4. Kakue XxapakTepUCTHKH OIUCHIBAIOT IPOTrPAMMY-4€pPBb?
3aganus 1J151 CAaMOCTOSITEJIbHOM PadoThI.
1. 3ananue. OnpeneneHue OTBETa NPOrpaMMbl CKAHUPOBAHUS IIOPTOB.
2. 3aganue. OnpeneneHre yCcTporucTBa 6€30MacHOCTH.
3. 3amanue. OnpenencHue MOpsIKa STAoOB yOUNWCTBEHHOM 1IEMOYKH.

Tema 5. O0pa3oBanue u kapbepa B cgepe nHpopMannoHHoii 6e3onacHocTH (IIK-3)
Jlexknus.
OOpazoBanue u kKappepa B cdepe HHPOPMANMOHHONW 0€30MaCHOCTH. BO3MOXKHOCTH cepTH(UKAIIH.
BosmoxHocTn ceprudukanuun. PacmmpenHsie Bo3MoxHOCTH cepTudukanuu. Kaprepa. Bakancun B
obmactu kubepOe3omacHocTu Ha caiite Cisco.com. J[pyrue Bakancuu B cpepe KubepOe30macHOCTH.

JlaGopaTopHbie padoThbI.
ITouck BakaHCHiA IO HHPOPMALIMOHHOW OE€30MTACHOCTH 3a PyOekKoM
[TopsiioK BBIIOJIHEHUS:
- IOMUCK 3apYOEKHBIX CAaHTOB C BAKAHCHUSIMHU
- HacTpoika (puIbTpPOB
- N3y4YEeHHE MOTYUYECHHOTO CIHCKA
- BBIOOP XOPOILLEro MPeAIoKEeHHs Ha PhIHKE

Tema 6. Kudepoe3zonacHocts — Mup 3KkcnepToB U npectrynuukos (I1K-3)



Jlekumus.
KubepbezonacHOCTh — MHUP JKCHEPTOB H  MpecTymHUKOB. OO030p ypoBHeW oOecredeHus
kubepoe3zonacHocTu. [Ipumepsl ypoBHe# obecrneuenus kuOepOezonacHoctu. Poct kubepaomenoB. Kro
Takhe KuOeprpecTynHUKH? MOTUBBI KHOEPIPECTYIHUKOB. 3aueM CTAHOBUTHCS CIEHUATMCTOM IO
kubepoeszonacHoctu? IIpoTuBomeiicTBHE KHUOEpNpEeCcTymHUKAM. THIOBBIE yIPO3bl JJIsi  KOHEYHBIX
nosb30Baresieid. TUIbl MepCOHANBHBIX JaHHBIX. YTpo3bl UHTEpHET-CepBUCaM. YTPO3bl KIIFOUEBBIM OTPACIIAM
MIPOMBIIIUICHHOCTH. YTPO3bl 00pa3y W3HHM Jtofel. BHyTpeHHHE W BHEUIHWUE YTPO3bl. YA3BUMOCTH
MOOWIBHBIX ycTpoicTB. [losiBnenue MHTepHera Bemied. BnusHue Oonbmux naHHBIX. Vcmonb3oBaHue
mepeoBoro opyxwus. bomee mupokuit oxBaT W KackamHbii 3ddext. [Ipenmockuiku 06e30macHOCTH.
[ToBeIIEHHOE pacnio3HaBaHUE yTrpo3 | |kubepOezonacHocTU. Penenne npobaemMbl HEXBATKH CIIELUATHCTOB 1T
kubepoe3zonacHocTu. HarmonanpHas KoHIeNmus Mpo(ecCuoHaNbHOW MOATOTOBKH COTPYIHHKOB B cdepe
kubepoeszonacHoctu  (The National Cybersecurity Workforce Framework). Ilpodeccnonanpabie
opranmzanuu. CTylneHYecKHe OpraHuM3allid W KOHKypchl 1o KkuOepOezomacHoctu. OtpacieBbie
cepruukanuu. Ceprudukanuu, CHOHCHpyeMble KommaHusiMu. Kak  crare  SKcmeproM 1O
KnbepOe30macHOCTH.
JlaboparopHbie padoThbI.

1 TTouck paGotsl B chepe knbepOe30nacHOCTH.

2 Unentuduxanus yrpos.

3 3agaum npodeccuoHaioB B cepe KnbepOe30MmacHOCTH.

4 Packet Tracer — co3maHue KOMIBIOTEPHOTO MUPA.

5 Packet Tracer — OOmieHue B kubepmupe.

Tema 7. Kyo kuoepoe3onacuoctu (I1K-3)

Jlekuus.

[Tpuntuner nHGOpManmoHHON O6e3omacHoCTH. CocTosiHUS TaHHBIX. Mephl [ kubepoe3onacHocTH. [Ipuninm
KOHQUIECHIMATbHOCTU. 3allluTa KOH(PUACHLUUAJIbHBIX JaHHbIX. KoHTponmb pgocTyma. 3akoHbl U
OTBETCTBEHHOCTh. [IpUHIIMN LIETOCTHOCTH MAaHHBIX. TpeOoBaHUS K IEJOCTHOCTH HaHHBIX. [IpoBepku
nenoctHocTH. [Ipuntun mocrynHocTH. Ilate aeBsTtok. ObOecneuenrne MOCTymHOCTH. BapuaHThl XpaHeHUs
JaHHBIX. 3afaddl 3alUThl XpaHAUIMXCS MJaHHBIX. MeToAbl Iepenadyd JaHHBIX. 3aJayd  3alluThl
MepeIaBacMbIX JaHHBIX. Buasl 00pabOTKM MaHHBIX. 3aJadyd 3alUThl  00padaThIBAEMBIM JAHHBIX.
TexHOJIOrMYeCKUEe NPOrpaMMHBIE MeEphl 3aIlMTHl. TEXHOJOTMYECKHE amlapaTHble Mepbl 3allUTHI.
TexHOoJOrM4YecKue CeTeBble Mepbl 3allUThl. TEeXHOJOTMYEeCKHE CpEeACTBa 3alluThl Ha 0asze obnaka.
OOpaszoBarenbHble W ydeOHbIE MepompusaTHs 10 KuoepOezonacHocTd. DopMHUpOBaHUE KYJIBTYPHI
kuobepoezonacHoctu.  [lomutuku.  Cranmaptel.  Pexomenparmuu.  Ilpomemypel.  OG630p  Momenwu
KknbepOe3onacHOCTH. YpoBHH obOecnedeHuss kubOepoOe3omacHocTH. KoHTpompHbie 1emu.  Cpenctsa
ympaBieHus. Monens [ kubepoeszonacHoctu  ISO wu  Ttpmama «KIJI». HWcmons3zoBanue wmomen
[Ixknbepoe3onacuoctu [SO u cocrostHus manHbIX. Mogens [ |knbepoe3omacHoct [ISO 1 MephI 3aIUTHI.

JlaGopaTopHbie padoThbI.
1 VYcranoBka BupTyanbHO# MamuHel Ha [1K.
2 AyreHTH(UKaUs, aBTOPU3ALMS U YUET.
3 Packet Tracer — u3yuenue muppoBanus (GpaiaoB U TaHHBIX.
4 Packet Tracer — mpoBepKa IETOCTHOCTH (PailJIOB U JaHHBIX.

Tema 8. Yrpo3bl kudepoe3onacuoctu, ya3Bumoctu u ataku (I1K-3)
Jlekumus.



VYrpo3sl KuOepOe30macHOCTH, YSI3BUMOCTH W aTakd. UTo Takoe BpenoHOCHas mporpamma? Bupychl,
MHTEPHET-YePBH M «TPOSHCKUE KOHW». Jlormueckue OomObl. IIporpammebl-BeiMOrarenu. Baxmopbl u
PYTKMUTHI. 3amura OT BpemoHOCHbIX mnporpamMm. Cnam. Ilnuonckoe, pexknamHoe [IO m noppenbHbIE
aHTUBUPYCHBIC TporpamMMbl. DuimmHr. BUIMHL, CMHUIIMHT, GapMUHT U y3WIHHT. 3apaxeHue Opaysepa H

MOJKIIIOYaeMbIX MOAYJEH. 3amuTa OT atak yepe3 Opay3ep U AeKTpoHHYI0 mouty. ConuanbHas HHKCHEPHSL.
TakTuku conManbHOM WHXKEHEpUH. B3misa depe3 1uiedo M Mouck B mycope. MmMmepcoHuduxanus u
pO3bIrphIll. HecaHKIIMOHUPOBAaHHOE IIPOHUKHOBEHUE. MOIIEHHNYEeCTBO B VHTEpHETE U IO 2JIEKTPOHHOU
noyre. 3amura ot oomana. Otka3 B obciyxuBanuu. [IpociaymmBanue. [loqmena. Ataka uepes mocpeaHuKa.
Araxku HyneBoro ass. KiiaBuarypHsle IINHOHBI (KEHI0repsl). 3aluTa OT aTak. YCI0BHO BpegoHocHoe 110 u
cMuIIMHT. BpenonocHsie Touku poctyna. [mymenne pagunodactot. Bluejacking u Bluesnarfing. Araku Ha
WEP u WPA. 3ammra ot atak Ha OecIpOBOIHBIE CETH W MOOMJIBHBIE yCTpoWcTBa. MeXcalTOBBII
ckpuntuHr. Bueapenune koma. Ilepemonnenue Oydepa. VYaaneHHbI 3amyck mnporpamm. OJIEMEHTHI
ynpasinenus ActiveX u Java. 3ammra ot arak Ha IPUIOKECHHUS.

JlaboparopHbie padoThbI.
1 OGHapykeHue yrpo3 U yI3BUMOCTEH.
2 Packet Tracer — nactpoiika WEP/WPA2 PSK/WPA2 RADIUS.

Tema 9. Crioco0b1 3amuThl cexkperHoi nHpopmannu (ITK-3)

Jlexknus.
HckyccTtBo 3amuThl  cekperoB. Yto Takoe kpunrorpadua? MWceropus xpuntorpadun. CospaHue
KpunrorpaMmMel. J[Ba Tuma mumdpoBanus. Ilpomecc  cummMerpuyHoro —mu@poBaHusA.  THIBI
Kpunrorpaguyeckux  npeodpaszoBanuii. CuMMeTpuuHble  anroputMbel  mu@poBanusa.  Ilpomecc
aCUMMETPUYHOrO IMHU(pOBaHUSA. ANTOPUTMBI ACUMMETPHUYHOTO IM(pOBaHUS. YIpaBlieHHE KIIOYaMH.
Cpasnenue tumnos mudposanus. [punoxenus. Cuctemsl pasrpanudeHus puzndeckoro gocrymna. CucremMsl
pasrpaHMyeHHs JIoTH4eckoro noctymna. CpencTBa aJMUHUCTPATUBHOTO KOHTPOJs goctymna. O0s3aTenbHOe
pasrpaHnyenue gocryna. JJMCKpenMoOHHOE pasrpaHu4YeHue A0cTyna. KOHTpoabs T0CTyIlla Ha OCHOBE POJIEi.
Pasrpanmuenue goctyma Ha ocHoBe mnpaBwil. Yto Takoe wuneHTHdukanus? CpeacTtBa KOHTPOIA
unaeHtudukanyu. Yto-Tto, 4To MBI 3HaeM ((aktop 3HaHHS). UTO-TO, yTO MBI UMeeM ((hakTop BIAICHUS).
Yro-To, 4TO sIBIAETCSA 4acThio Hac (pakTop cBoicTBa). MHOrogaxkropHas ayreHtuukaus. Uro Takoe
aBropuzaius?. Mcnonp3oBanue apropusauuu. UYrto Takoe oT4eTHOCTH? BHeapeHue oOT4YETHOCTH.
IIpeBenTHBHBIE cpeacTBa KOHTposs. Crep)kUBaroIMe CpeAcTBa KOHTpoJs. Pacro3HaBaTenbHbBIE CpelcTBa
koHTpons. Koppekrupyromme cpeacrBa koHTposid. CpeacrtBa BoccTaHoBieHus. KomneHcupyromue
cpeacTBa KOHTposid. YTo Takoe MacKMpoBaHME AaHHBIX? MeTonbl MAacKMpOBaHUS AAaHHBIX. UYTO Takoe
creranorpadus?. Meronsl creranorpaduu. CommansHas creranorpadus. OOHapyxkeHue. OOdyckaius.
IIpunoxenus.

JlaboparopHbie padoThbI.
1 Ilpumenenwue creranorpadum.
2 Packet Tracer. Hactpoiika TpancnioptHoro pexxuma VPN.
3 Packet Tracer. Hactpoiika TynHenbsHOro peskuma VPN.

Tema 10. Obecneyenus neaocTHocT AaHHbIX (ITK-3)
Jlekuus.



Yro mnoHumaercss mox xemmpoBaHuem? CBoHCTBa  XemI-PyHKIHUH. AJTOPUTMBI  XCIIUPOBAHUS.
CoBpeMeHHbIE aITOPUTMBI XEIINPOBaHH. XeuIrnpoBanue (HainoB U nU(POBBIX HOCUTENEH. XeuIMpoBaHue
naponeil. [Ipunoxenus. B3nom xemreir. Uro nonumaercs nox godasnenueM conu? IIpenorspaiieHue arax.
Peanm3zanus mexanusma go6asnenus conu. st uero npumensiercs mexannzm HMAC? Tlpunnun geiictBus
mexannmsmMa HMAC. Ilpumenenne mexanuzmMa HMAC. Uto coboil mpeacrapnsieT mudpoBas MOAMHUCH?
HeBo3moxkHocTh oTKaza. [Iporeccsl, npuMeHsemMble MpU co3iaHuu nudpoBoi noamnucu. Mcmonb3oBaHue
udpoBbIx noxnucei. CpaBHEHUE anropuTMOB IU(poBoi noanucu. Uto coboil mpeacrapnseT nudpoBoit
ceprudurar? Hcnonp3zoBanue 1UPpoBeIX ceprudukaroB. Yro coOOH MpencTaBiseT HUCTOYHUK
cepruduraroB? Yto comepxur B cebe mudposoit ceprudukar? Ipomnecc nposepku. IlyTh cepruduxara.
IlenoctHoCcTh maHHbIX. CpencTBa KOHTPOJSA BBOJAA AaHHbIX. [IpaBuiio nposepku. IIpoBepka Tuma JaHHBIX.
ITpoBepka BxoaHbIX HaHHBIX. IIpoBepka anomamuii. LlenmocTHOCTh 0OBekTa. CChUIOYHAS ILETOCTHOCTb.
LlemocTHOCTE JOMEHA.
JlaGopaTopHbie padoThbI.
1 Bsnowm napousi.
2 HUcnonp3oBaHue HUPPOBBIX MOIMUCEH.

3 VYnaneHHbIN 1OCTYII.

Tema 11. Konuenuusi «nsth aeBaTox» (I1K-3)
Jlexknus.

UYro o3Ha4aeT TEPMHH «IATh JAeBATOK»? Cdepbl, B KOTOPHIX peaiu3anus KOHIENIUU «ISATh JIEBATOK»
o0s13aTenbHA. YTPO3bl JHOCTYHNHOCTH. [IpoeKTupoBaHHE CHUCTEM BBICOKOW IOCTYNMHOCTH. MpeHTuduxanms
pecypcos. Knaccudukanus pecypco. Crannapruzanus pecypcoB. Unentudukanus yrpo3. AHaIN3 PUCKOB.
Yerpanenue. MHoroypoBHeBblii moaxoa. Orpanudenue. PasznooOpasue. CoxpbiTHe HH(OpMAIMH.
IIpocrora. Eaunas Touka otkasa. PesepBupoBanue mno cxeme "N+1". RAID. STP. PesepBupoBanue
MapuIpyTu3aTopoB. CriocoObl pe3epBHPOBaHUS MapIIPYTHU3aTOPOB. Pa3Merienne pe3epBHBIX KOUN JaHHBIX
Ha ynmaneHHOM oObekTe. [IpoekTupoBaHWEe ¢ yd4eToM TpeOOBaHUN K CHOCOOHOCTH CHCTEMBI K
BoccTaHOBIeHUIO. OTka3zoycToMuMBOCTh  HpwiokeHuil. OrtkazoycroiuuBocts 1OS. Iloaroroska.
OOHnapysxeHue 1 aHanu3. M3omsiuus, TMKBUAAUS U BoccTaHoBlIeHue. [loBeieHre UTOTOB 10 MHIMACHTaM
uHpopmanmonHoit Ge3omnacHoctu. CeteBoit Moaynb Cisco NAC. Cucrtembl OOHapy>KE€HHsI BTOpPIKEHUIL.
Cuctema npenorspaienus sropxxkenuil. NetFlow u IPFIX. [IpoaBunyThie cpencTa aHanuza yrpo3. Busl
asapuil. Ilnan aBapuiHOrO BOCCTaHOBICHUSA. DBHenpeHue Mep aBapUWHOIO  BOCCTAHOBIICHHS.
Heo6xonmumMocTh B HENMPEpPBIBHOCTH OHM3HEC-TIPOIIECCOB. ACHEKTHl HEMPEPHIBHOCTH OHM3HEC-TIPOIIECCOB.
Jlyudiie nmpakTuku o0ecriedeHns: HeMpPEPbIBHOCTH OM3HEC-TPOLIECCOB.
JlaGopaTopHbie padoThbI.
1 Cisco Packet Tracer. PezepBupoBanue MapupyTH3aTopoB U KOMMYTaTOpPOB.

2 Cisco Packet Tracer. OTka30yCTOWYMBOCTh MapIIPyTU3aTOPOB U KOMMYTATOPOB.

Tema 12. 3amura ypoBHeii o0ecnieuennsi kuoepoesonacHoctu (I1K-3)
Jlekumus.
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be3onacHOCT,  OnEpallMOHHONM CHCTEMBI. 3aliMTa OT BPEIOHOCHBIX IpOorpamMM. YIIpaBlleHUE
UCTIpABJICHUSMH. MexceTeBble 3KpaHbl (OpaHAMay’phl) U CUCTEMbl OOHAPY>KEHHsI BTOPKEHHUH Ha OCHOBE
xocTa. 3amura koMmyHukanuil. WEP. WPA/WPA2. B3aumnas ayrentudukanus. Pasrpannuenue gocrymna
K (¢aitnam. Illudposanue aiinoB. PesepBHOe KOMMpOBaHME JaHHBIX M cuUcTeM. DuibrTpauus u
61okupoBanme conepkumoro. Kimonnposanue xectkoro aucka u yrunuta Deep Freeze. 3amurneie kabenu
U 3aMkH. biokupoBka koMmmbioTepa mnocie Oe3aedicTBusi. GPS-monutopunr. Peectp ycTpoiicTB H
panuoMeTKu. YmpamieHue ynaieHHbM noctymnom. Telnet, SSH u SCP. 3ammra mopTtoB M CEepBUCOB.
IIpuBHIerupOBaHHbIE Y4YETHBIE 3alMUCH. ['PyINIIOBBIE NMOMUTUKUA. BKIIOUEHHE KYpPHAJIOB M OIOBEILECHMM.
IIutanue. OrtoruieHne, BeHTWIALMA M KoHauuumoHupoBaHue Bo3ayxa (OBK, HVAC). Kourpoas
anmnapaTtHbIX cpeacTB. OneparuBHblE LEHTPbl. KoMMyTaTophl, MaplIpyTH3aTOpbl U CETEBBIE yCTPOICTBA.
BecripoBogHbie 1 MOOUIIBHBIE ycTpoiicTBa. CeTeBbIe CEPBUCHI U CEPBHUCHI MapiupyTu3anuu. O0opynoBaHue
VoIP. Kamepsl. O6opynoBanue i BHIeo-KOH(pepeHI-cBsi3u. CeTeBble JaTYMKU U Jaryuku MHTepHera
Bemield. TexHonmormu Ouomerpuueckoil uaeHtudukammu. llpomycka u KypHanel goctyna. OxpaHa u
conpoBoXxieHue. Buaeonabmonenne 1 HaOMIOICHWE C MCHOIB30BaHUEM AJEKTPOHHBIX cpeactB. RFID u
OecrpoBoAHOE HAOIIOIEHUE.
JlaGopaTopHbie padoThbI.
1 TloBblieHNE HAAEKHOCTH CUCTEMBI Linux.

2 Cisco Packet Tracer. MexxceTeBble SKpaHbl Ha CEpPBEpPE U CIUCKH KOHTPOJIA JOCTyIa Ha
MapIIpyTHU3aTope.

Tema 13. Kak cratb cnenuajncToM B oosactu kubepoezonacuoctu (IIK-3)
Jlexknus.
OOme yrpo3sl U YS3BUMOCTH, CBS3aHHBIE C MOJb30BATENSMH. YIpaBICHUE YTrpO3aMH, CBA3aHHBIMHU C
1I0JIb30BaTeNsIMU. PacnipocTpaHeHHbIE YIpo3bl JUIsl YCTPOMCTB. YIpaBlI€HHE Yrpo3aMH, CBSI3aHHBIMH C
ycTpoiictBamu. PacripocTpaHeHHbIE YIrpo3sl ISl JIOKAJIBHOM CETU. YIIPABICHUE YIPO3aMU IS JIOKAJIbHON
cetu. PacnpocTpaHeHHble yrpo3bl Ui YacTHOTO oOiaka. YHpaBieHHE yrpo3aMH JJIs 4acTHOTO oOJaka.
PacnipocTpaHeHHbIe yrpo3bl A OOLIEOCTYITHOTO O0Jlaka. YIpaBIEHUE yTrpo3aMu Ui OOIIEAOCTYITHOTO
obnaka. PacnpocTpaneHHble yrpo3bl Ui (GU3UYECKUX CPEICTB. YIPABICHUE YTpo3aMu s (PU3MUYECKUX
cpenctB. PacmpocTpaHeHHbIE Yrpo3sl I NPWIOKECHHUW. YIPABICHHE Yrpo3aMU i IMPUIIOKEHUN.
OTHYECKHE LIEHHOCTH CHEIHaIicTa Mo obecneyeHuio KubepOe3omacHOCTH. MHCTHTYT KOMIBIOTEPHOM
stuku. KubepnpectynHocts. I'paxkaaHckoe U yrojaoBHOE 3aKOHOJATENBCTBO M HOPMATHBHBIC TPeOOBaHUS
MH(POPMALMOHHOTO U TEJIEKOMMYHHUKAITMOHHOTO TpaBa. OTpacieBble 3aKOHBI. 3aKOHBI 00 YBEJOMJICHUH B
cllyuae HapylleHUs 0e30macHOCTH. 3amuTa KOH()UACHIHMATBHOCTH. MeXAyHapOoJIHbIE  3aKOHBI.
Hanmonanenast ©6a3a panabix  ysa3Bumocted. CERT. Internet Storm Center. IlepenoBoil 1eHTp
kubepbezonacHoctu (Advanced Cyber Security Center, ACSC). Ckanepsl ys3BUMocTel. TecTupoBaHue Ha
BO3MOYKHOCTb IPOHMKHOBEHMs. AHaIn3aTopbl MakeToB. MHCTpyMmeHTanpHbBIE cpeacTBa O€30MacHOCTH.
Omnpenenenue pojei cnenuamiucToB 1o kudepoesonacHocTu. CpecTBa Morucka BaKaHCHI.
JlaGopaTopHbie padoThbI.

1 Packet Tracer. OTpaOoTKa KOMIUIEKCHBIX TPAKTUYECKUX HABBIKOB.

2 B »aTOM 3amaHuM ABa MapUIpyTU3aTOpa HACTPOEHBI HA OOMEH J1aHHBIMHU.

3 Bbl oTBeuaeTe 3a HACTPOUKY MOABIHTEP(HENHCOB Il B3aUMOICHCTBUS C KOMMYTaTOPaMHU.

4 Bam npencrout HacTpouTh cetu VLAN, TpankoByto cBs3b u EtherChannel ¢ mporokosom PVST.

5 Bce uHTEpHET-yCTpOMCTBA HACTPOEHBI 3apaHee

4. Konrpoab 3HaHMI 00y4alOLINXCS M THIIOBbIE OLICHOYHBbIE CPEICTBA
4.1. Pactipenenenue 0auioB:

4 cemecTp
* mocemnraemMocts — 20 6amtoB
*  TEKyIIUWA KOHTPOJIbL — 72 Gasia
* KOHTPOJILHBIE CpPe3bl — 2 cpe3a 1o 4 Oasia KaxapIi
* mpeMuasbHBIC OauTel — 20 6aioB
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Pacrnipenenenne 6aJiioB 10 3aaHKSIM:

No  [HaszBanue tembl | DopMbl Max. MeTtoauka mpoBeIcHUS 3aHATUS U OLICHKU
Te | /BHJI y4eOHOH |TEKyIEro | KoJI-BO
MBI paboTh KOHTpoJsi | 0asuioB
/ cpe3sl
1. |Ilorpebnocts B | TecTupos 4 TectupoBanne mnoapazymeBaeT 10 BompocoB. 3a MIpPOXOXKAECHUE
kubepOe3onacH aHue TECTUPOBAHUS BBICTABIISIOTCS CIEAYIONINE OaJLTbI;
oCTH -90 % - 4 6anna;
- 65 % - 3 6amna;
- 50 % - 2 6anna;
- meHee 50 % - 0aJ1 He HAYUCIIACTCS.
2. |Araku, nonstus | Tectupon 4 TectupoBanme mompazymeBaeT 10 BompocoB. 3a MPOXOXKICHUE
Y TEXHUKH aHue TECTUPOBAHUS BBICTABIISIOTCS CIIEAYIOIINE OaThI:
- 90 % - 4 6anna;
- 65 % - 3 Gamnna;
- 50 % - 2 Ganna;
- meree 50 % - 6ay He HAYUCIIAETCS.
3. |3ammra nanubIX | Tectupos 4 TectupoBanne mnoapazymeBaeT 10 BompocoB. 3a MIPOXOXKAECHUE
" aHue TECTUPOBAHUS BBICTABIISIOTCS CIEAYIONINE OaJLTbI;
KOH(HICHITAITb -90 % - 4 Gamna;
HOCTH - 65 % - 3 6amna;
- 50 % - 2 6anna;
- meHee 50 % - 0aJ1 He HAYUCIIACTCS.
4. 3ammra Tectupos 4 TectupoBanme monmpazymeBaeT 10 BompocoB. 3a MPOXOXKICHUE
OpraHM3alnn aHue TECTUPOBAHUS BBICTABIISIOTCS CIIEAYIOIINE OaThI:
- 90 % - 4 Ganna;
- 65 % - 3 Gamnna;
- 50 % - 2 Ganna;
- meree 50 % - 6ay He HAYUCIIAETCS.
5. |O6pazoBanue u | TecTupos 4 TectupoBanue mnonapazymeBaecT 10 BompocoB. 3a MPOXOXKICHHUE
Kapbepa B aHnue(KOH TECTUPOBAHUS BBICTABIISIOTCS CIEAYIONINE OaJLTbI;
cdepe TPOJIBLHBI - 90 % - 4 6anna;
nHPOPMAMOHH | ¥i cpe3) - 65 % - 3 Oamna;
o - 50 % - 2 6anna;
0e30MmacHOCTH - meHee 50 % - 0aJ1 He HAYUCIIACTCS.
6. |Kubep6esomnacu | Tectupor 4 TectupoBanmne mompazymeBaeT 10 BompocoB. 3a MPOXOXKICHUE
OCTh — MUD aHue TECTUPOBAHUS BBICTABIISIOTCS CIIEAYIOIINE OaThI:
3KCIIEPTOB U - 90 % - 4 6anna;
MIPECTYIHUKOB - 65 % - 3 6amna;
- 50 % - 2 Ganna;
- meree 50 % - 6ay He HAYUCIIAETCS.
7. Ky6 Tectupos 4 TectupoBanue mnonapazymeBacT 10 BompocoB. 3a MPOXOXKICHHUE
kubepOe3onacH aHue TECTUPOBAHUS BBICTABIISIOTCS CIEAYIONINE OaJLTb;
oCTH -90 % - 4 6anna;
- 65 % - 3 6amna;
- 50 % - 2 6anna;
- meHee 50 % - 0aJ1 He HAYUCIIACTCS.
8. Yrpo3sl TecTupon 4 TectupoBanme mompasymeBaeT 10 BompocoB. 3a MPOXOXKICHUE
knbepOe3onacH | aHue(KOH TECTUPOBAHUS BBICTABIISIOTCS CIIEAYIOIINE OaThI:
oCTH, TPOJbHBI - 90 % - 4 Ganna;
YS3BUMOCTH U | i cpe3) - 65 % - 3 Gamna;
aTaku - 50 % - 2 Ganna;

- Meree 50 % - 0aJuT He HAYUCIISIETCS.
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9. Crnioco0Osr Tectupos 4 TectupoBanne mnoapazymeBaeT 10 BompocoB. 3a TpPOXOXKIECHUE
3aIUTHI aHue TECTUPOBAHUS BBICTABIISIOTCS CIEAYIONINE OaJLTbI;
CEKpEeTHOMU - 90 % - 4 6anna;
UHpOpMALIH - 65 % - 3 Gamnna;
- 50 % - 2 6anna;
- meHee 50 % - 6aJ1 He HAYUCIIACTCS.
10. | ObGecnieuennst | Tectupor 4 TectupoBanmne mompazymeBaeT 10 BompocoB. 3a MPOXOXKICHUE
[EJIOCTHOCTH aHue TECTUPOBAHUS BBICTABIISIOTCS CIIEAYIOIINE OaIThI:
JTAaHHBIX - 90 % - 4 Ganna;
- 65 % - 3 Ganna;
- 50 % - 2 Gamnna;
- menee 50 % - 6ayT He HAYUCIIAETCS.
11. | Konuenuus Tectupos 12 TectupoBanne mnoapazymeBaeT 10 BompocoB. 3a MIpPOXOXKAECHUE
«TISITH JCBATOK» [ aHUE TECTUPOBAHUS BBICTABIISIOTCS CIEAYIONINE OaJLTbI;
-90 % - 12 6amnos;
- 65 % - 6 6an0B;
- 50 % - 2 6anna;
- meHee 50 % - 0aJ1 He HAYUCIIACTCS.
12. 3ammra Tectupos 14 TectupoBanme mompazymeBaeT 10 BompocoB. 3a MPOXOXKICHUE
ypoBHE# aHue TECTUPOBAHUS BBICTABIISIOTCS CIIEAYIOIINE OaThI:
obecrieueHUs - 90 % - 14 6amnoB;
kubepOe3onacH - 65 % - 6 6amoB;
ocTH - 50 % - 3 Gamnna;
- meree 50 % - 6ay He HAYUCIIAETCS.
13. Kak crarp Tectupon 14 TectupoBanue mnonapazymeBaecT 10 BompocoB. 3a MPOXOXKICHHUE
CHCIIMAUCTOM B | aHUE TECTUPOBAHUS BBICTABIISIOTCS CIEAYIONINE OaJLThI;
obmactu -90 % - 14 6amnnos;
kubepOe3onacH - 65 % - 6 6an0B;
ocCTH - 50 % - 3 6amnna;
- meHee 50 % - 0aJ1 He HAYUCIIACTCS.

14. [TocemaeMocThb 20 20 6amnoB — crymeHt nocetun Bce 100% 3zamsatuii 6-7 OamioB —
ctyneHT mocernn He MeHee 80% 3anaruit 10 GamuioB — CTymeHT
nmocetunn He MeHee 50% 3aHsaTuil 5 0ajuIOB — CTYAEHT MOCETHUJ He
MeHee 25% 3ansaTuit Ecnu ctymeHT moceTwn MeHee 25% 3aHATHIH,
0aTel He HAYNCIISIFOTCSIT.

15. IIpemMuansHBIC OaITHI 20 JlomoTHUTENBHBIE TTPEMHUATBHBIC OBl MOTYT OBITH HAYMCIICHEL: - 32
MIPOEKT, BHIMIOJTHEHHBIN M0 3aKa3y padoToqaTeNs i pealn30BaHHBIA Ha
npaktuke — 20 0amioB; - TOCTOSHHAS AaKTUBHOCTH BO BpPEMS
MPaKTUIECKUX 3aHATHI — 10 6aIoB; - MOTHOCTHIO MTOTOTOBIICHHAS K
MyOMUKAIMA CTAaThs 10 TEMATHKE B paMKaxX AUCHUIUIAHBI — 10
0aJTIOB; - ydJacTHe C JOKJIaJOM BO BCEPOCCHIHCKOW OJUMITHAIE II0
TeMaTtuke wu3ydaeMoi mucruiuimHe — 20 06amioB; - ydacThe B
BBICTABKE 110 TEMAaTHKE H3ydaeMOW IHCIMILIAHBEI — 20 0aios;
myOnuKanus CTarbd 10 TEMaTWKe M3y4aeMOW JAUCHWIUIMHBI B
COOpPHHMKE CTyACHUECKMX paboT / MaTrepuaigax BCEPOCCHICKOM
KOH(EpeHIH

16. Hroro 3a cemectp 100

Hrorosas omenka mo 3a4eTy BbicTaBisieTcs B 100-0amipHOM MIKaie U B TPAIUIIMOHHON YeThIpex0aTbHOM

mkane. [lepeBog  100-GammpHOM

PEeWTHHIOBOW OICHKA IO JUCHUUIUIMHE B  TPAJAUIMOHHYIO

YETHIPEX0AUTBHYIO OCYIICCTBIISETCS CIASAYIOMNUM 00pa3oM:

100-6ayuipHasA cucTeMa

TpanuimonHas cucteMa

50 - 100 6ayuioB

3auyTeHo

0 - 49 6aiut0oB

He 3aureno

4.2 TunoBsie OLIEHOYHBIE CPEACTBA TEKYIIIETO KOHTPOJIS
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TecTupoBanme

Tema 1. Ilorpe6HOCTH B KHOEPOE30TTACHOCTH
Bompoc 1:
KTo0 siBnsieTcs OCHOBHBIM OTBETCTBEHHBIM 32 ONpeieNieHHE YPOBHS Kilaccupukauuu nHbopMarmn?
Bapuanrts! oTBeTa:
a) PykoBoautesns cpeHero 3BeHa
0) Bricmiee pykoBoacTBO
B) Brnagener
r) [Tons3oBarens
Bomnpoc 2:

Kakas xareropus siBisieTcsi Hanboee pUCKOBAaHHOM JIJIsl KOMIIAHUH C TOUKU 3PEHUS BEPOSITHOTO
MOIIICHHUYECTBA U HapyIIeHus: 0€30macHOCTH?

Bapuanrts! oTBeTa:

a) CoTpyaHUKHI

0) Xaxepsl

B) ATakylomue

r) KonTparenTs! (Juia, paboTatomue 1o J0roBopy)

Bomnpoc 3:

Ecnu paznuyHbIM TpynnaM mojb30BaTelieil ¢ pa3InyHbIM YPOBHEM J0CTYIIa TPeOyeTcsl JOCTYH K OHOU U
TOM ke MH(POPMAIINH, KAaKO€ U3 YKa3aHHBIX HWXKE JEHCTBUI ClienyeT NPeANPHHATH PyKOBOACTBRY?
Bapuanrts! oTBeTa:

a) CHU3UTH YPOBEHBb O€30MACHOCTH ITOM WH(MOPMAIINH JIJIs1 00€CTICUCHUS €€ JOCTYIMHOCTH U ya00CcTBa
WCTIOJIb30BaHHS

0) TpeGoBaTh MOANMCAHUS CTICIIMAIIBHOTO pa3peIIeHUs KaXK bl pa3, KOT/Aa YeJI0BEeKy TpeOyeTcs TOCTY K
3TOM MH(OpPMAITUH

B) YIIy4IIUTh KOHTPOJIb 32 0€30MaCHOCTHIO 3TON MH(MOPMAITIHI

r) CHU3UTH YpOBEHb KJIACCH(PHUKALUHU 3TON MHPOPMAITIH

Bomnpoc 4:

Uro caMoe IT1aBHOE JTOJHKHO MPOAYMATh PYKOBOACTBO MPU KIacCU()UKAIINK JaHHbBIX ?
BapuanTe! oTBeTa:

a) TUmbI COTPYIHUKOB, KOHTPAr€HTOB M KJIIMEHTOB, KOTOPhIE OYIyT UMETh AOCTYT K TaHHBIM
0) HeoOGxoaumbIii ypoBEHB JOCTYITHOCTH, IIEIOCTHOCTH U KOH(MUIEHIINATIEHOCTH

B) OLIeHUTH ypOBEHb PUCKA U OTMEHUTH KOHTPMEPHI

r) YipaBiieHue 10CTYNOM, KOTOpOe JO0JKHO 3allUIIaTh JaHHbIE

Bompoc 5:

KT0 B KOHEUHOM cueTe HECeT OTBETCTBEHHOCTh 33 FApaHTUH TOTO, YTO JaHHbIE KJIacCU(DULIMPOBAHBI U
3aIUIIEHEI?

BapuanTe! oTBeTa:

a) Bragenbubl taHHBIX

0) [Tonp3oBaTenu

B) AZIMMHHUCTPATOPbI

r) PykoBoncTBO

Bompoc 6:

UYrto Takoe npouenypa?

Bapuanrts! oTBeTa:

a) [IpaBuia ncnonp30BaHUS MPOTPAMMHOTO U allapaTHOro 0O0ecreyeHs] B KOMIIaHUH

0) [TomaroBast MHCTPYKITUS TIO BBITIOJTHEHHIO 331a9H
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B) PyKOBOJICTBO 10 IEHCTBUSM B CUTYAIUSIX, CBI3aHHBIX C O€30MAaCHOCTHIO, HO HE OMMCAHHBIX B
CTaHIapTax

r) O0s3aTenbHbIC ICHCTBUS
Bomnpoc 7:

Kakoii ¢akTop Haubonee BaXkeH Uil TOro, YTOObI OBITH YBEPEHHBIM B YCIICIIHOM 00€CIICYCHUN
0€301acHOCTH B KOMIIaHUU?

Bapuanrts! oTBeTa:

a) Ilogneprkka BbICIIETO PyKOBOACTBA

0) D¢ dexTHBHBIE 3aIIUTHBIE MEPBI M METOABI UX BHEJPEHUS

B) AKTyaJIbHbIE U aJIeKBaTHbIE IIOJIMTUKU U NIPOLIEAYPhI O€3011aCHOCTH

r) [IpoBeneHre TPEeHUHTOB 10 OE30MaCHOCTH JIJIsl BCEX COTPYIHUKOB

Bomnpoc 8:

Korna nenecoo0pa3Ho He IpeANPUHUMATh HUKAKUX JICHCTBUI B OTHOIIEHUH BBISIBICHHBIX PHUCKOB?
BapuanTe! oTBeTa:

a) Huxorpma. [l obecrieuenust xopoiueil 0e30macHOCTH HYKHO YUUTHIBATh U CHIDKATh BCE PUCKU
0) Korma pucku He MOTYT OBITH TPUHATHI BO BHUMAHHE TI0 TMTOJIMTHYECKUM COOOPaKCHHUSIM

B) Korna Heo6xoquMble 3alIUTHBIE MEPhI CIUILIKOM CIIOMKHBI

r) Korga ctouMocTh KOHTpMEp NMPEBBIIACT IEHHOCTh AKTHBA U TOTEHIMAJIbHBIE TIOTEPU

Bompoc 9:

Yro Takoe NONUTUKU Oe30nacHOCTH?

Bapuanrts! oTBeTa:

a) ITomaroBble MHCTPYKIMH IO BBIMOJIHEHHIO 3a/1a4 0€30IaCHOCTH

6) OOmme pyKoBosIMe TPEOOBaHUS MO JOCTHXKEHUIO ONPEAETICHHOTO YPOBHS 0€30MacCHOCTH

B) [lInpokue, BBICOKOypOBHEBBIE 3asIBIICHUS PYKOBOJICTBA

r) Jleranu3upoBaHHbIE JOKYMEHTHI IO 00pabOTKe MHIMIEHTOB 0€30acCHOCTH

Tema 2. Ataku, NOHATUS U TEXHUKH

1. Xaxep 3a010KupoBaJI MOJIb30BaTeIeil U 3alM(POBaJ XPAHsIIHecs HA UX NIePCOHAJBHBIX
KOMIIbIOTepax ¢Gailibl M JaHHBIE, U NPeLJaraeT BOCCTAHOBUTH JOCTYNl K HUM €CJIH eMy 3aIJIaTsT
BbIKyNl. Kak Ha3bpIBaeT Takoil THII KnOepaTaku?

-Browser hijacker

-Ransomware(nporpamMma-BbIMOraress)

-Brute-force

2. B BeuepHUX HOBOCTAX penopTep pacckaspiBai 0 UHTepHeT-yrpose noa Hazsanuem 'Botnet'. Uto
Takoe Botnet?

-Bpenonochas nmporpamMma, kotopasi MaCKUpyeT cedst cpean ApYrux (GaiyioB WK JaHHBIX, XPAHAIIUXCS Ha
KOMITBIOTEPE.

-I'pynmna koMIbpIOTEpOB, Ha KOTOPBIX pabOTAIOT BPEJOHOCHBIE IPOrPaMMBI, YAJIEHHO YIIpaBIsieMble
KHOepnpecTyHUKAMH.

-HoBBIIi THIT KUTAMCKOTO BUPYCa, CO3AAIOIINI Xa0C MO0 BCEMY MHUPY.

3. Kakue TUNBI aTaK NPUBOIAT K HAPYIIEHUI0 HOPMAJIbLHOW padoThl web-caiiTa uiam apyroro
ceTeBOro pecypca?

-Araka DoS

-Araka POS

-OuUImuHT

4. Y10 M3 nepevuCcJIeHHOr0 SABJIseTCs NPUMepoM (pUIIUHTa?



-K BaM npu1mio nuchbMo 1Mo 37IeKTPOHHOM MOYTE OT YEI0BEKa, C KOTOPHIM BBl PEIKO KOHTAKTUPYETE, U OHO
COZIEP’KUT TOJIBKO CCBUIKY Ha aapec B web.-K BaM NpHIIIIo MHCEMO 10 3JIEKTPOHHON TOYTE U3 BAIIETo
6aHKa ¢ MPocb0O BBECTH HOMEP BAIIIETO CYETa B TOM OaHKE U MapoJb, HO aAPEC OTIPABUTENS HE TTOXOXK
Ha aJpec Balero OaHka.

-Brr MOJIy4YHrJIn COO6H.[€HI/IG O TOM, YTO BbI BBIUT'PAJIM B KOHKYPCC, U JJIA TTOJIYUCHUS MPpHU3a HYKHO
IICJIKHYTH IO CCBUIKC.

-Bce BhllenepeuncieHHoe

5. Bbl moexajim B KOMAHAMPOBKY B JPYroi ropoa v 3alLId B Kae 4T00bI OTHIPABUTH MMCbMA CBOUM
KOJ1JIeraM OTHOCUTEIbHO TeKYIIHUX POeKTOB.

Jlnst obecrieueHnst 6€30MacHOCTH MIPU UCTIONIB30BAaHUH ATHX OOIIEIOCTYITHBIX CETeH HYKHO BCETIa:
-Haiitu moGnu3octu caMblii cunbHBINA curaan WiFi.

-OTKIII0YUTH cepBUC 0OMeHa daitiamMu

-Mcnonp3oBath BUPTyalibHYIO YacTHYIO ceTh Virtual Private Network (VPN)

6. Bam nipeacTouT y4acTBOBaTh B COBEIIAHUHU, NOCBSIIIIEHHOM HOBOMY €BPOIIECICKOMY 3aKOHY O
3ammTe nepcoHadbHbIX JaHHbIX General Data Protection Regulation (GDPR), koTopblii HaYHeT
JaeiicTBOBaTh B Mae 3T0ro roxa. Kakoe u3 ciaeaywmmx yreepxaeHuii orHocuteabH0 GDPR siBasiercs
NMpPaBUJIbLHbIM?

-GDPR kacaercs 3a11uThl IEPCOHAIBHBIX JaHHBIX rpakaad EBpomneiickoro Coro3a 1 Io3TOMy €ro
TpeOOBaHUS JOJKHBI BBIIIOJIHATH TOJIIBKO €BPONEHCKUE KOMIIAaHUH.

-GDPR TecHo cBsizan ¢ Undopmanmonnoit besonacHocTsio.

-Xots HeBbinonHeHue TpedoBanuit GDPR nHanocut ymep0 penyTanuy KOMIaHUH, HUKakue (PMHAHCOBBIE
mTpadbl 3a HApYIIEHUE 3TOTO 3aKOHA HE MPEyCMOTPEHBI.

Tema 3. 3amuTa JaHHBIX U KOHQHUICHIIMATIHLHOCTH
1. KonduneHnmaibHOCTh — 3TO..
A) 3ammuTa OT HeCaHKIIMOHUPOBAHHOTO JIOCTYTA K MHPOPMAIIH

b) nporpaMM u mporpaMMHBIX KOMIUIEKCOB, 00€CIIEYMBAIOLINX TEXHOJIOTHIO pa3paboTKu, OTIAIKU 1
BHEJIPEHUS CO3/1aBa€MbIX MIPOrPAMMHBIX POAYKTOB

B) onucanue npouenyp

2. Kakue TpynHOCTH BO3HUKAIOT B MHPOPMAIIMOHHBIX CHCTEMaX MPHU KOH(OUIECHIINAIBHOCTH?
A) cBeZleHHs 0 TEXHUYECKHX KaHajaX YTeUKU HHPOPMAIIUH SBIISIOTCS 3aKPbITHIMU

b) Ha myTH Nonb30BaTeIbCKOM KpUNTOTpaGHUU CTOST MHOTOUHCIICHHBIE TEXHHUECKUE TIPOOJIEMbI
B) Bce oTBeTHI MpaBUIILHBIE

3. KondunenuuanbHyo nHPOPMAITHIO MOXKHO Pa3IeInTh:

A) peMETHYIO

B) cay:xe0nyro

B) mo6anbnyto

4. OCHOBHBIMU UCTOYHUKAMH BHYTPEHHHUX OTKA30B SIBJISIOTCS:

A) ommbOKu pu KOHPHUTYPUPOBAHUN CHUCTEMBI

B) oTka3bl NPOrpaMMHOI0 WM annapaTHoro odecnev4eHust

B) BbBIX01 CUCTEMbI U3 IITATHOI'0 PEXKUMAaA IKCIIIIyaTalluUH
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Tema 4. 3amura opraHu3auu
3amuTa HHpOPMALMHU OT YTEUYKH ITO JAeITeJTbHOCTDb M0 NPeA0TBPALIEHHIO:

1.  momyueHus 3amuinaeMon HHGOPMAIMH 3aMHTEPECOBAHHBIM CYOBEKTOM C HapyIICHHEM
YCTaHOBJICHHBIX MTPABOBBIMU JIOKYMEHTAMHU WJIM COOCTBEHHUKOM, BIIAJIENIbIIEM HH(OpMAILIUU TPaB WK
MpaBUJI JOCTYTIA K 3alUIaeMOi HH(OpMaInu;

2.  BO3JCHCTBUS C HapyIIEHHUEM YCTAHOBICHHBIX MIPAB W/WIM MPABUWII HA U3MEHEHHE HHPOPMALIUH,
MIPUBOJISIIETO K HCKAXKEHUIO, YHUUTOXECHUIO, KOMUPOBAHUIO, OJIOKHPOBAHHIO TOCTYTA K MHPOPMALUH, a
TaKXe K yTpare, YHUUYTOXKECHHUIO WK cO0I0 (QYHKIIMOHUPOBAHUS HOCUTEIS HHPOPMAIUH;

3. BO3ACHCTBUS Ha 3alMIAeMyI0 HH()OPMAIHIO OMKUOOK MOJIb30BaTelNst HHPOpMaIe, coos
TEXHUYECKHUX M MIPOrPaMMHBIX CPEACTB UHPOPMAITMOHHBIX CUCTEM, a TAK)KE MPUPOHBIX SBICHUH;

4.  HEKOHTPOJIHMPYEMOTO PacIpOCTPAHEHUS 3AIUIIIAEMOi HHPOPMAIIUH OT €€ pasIyIalieHHs,
HECAHKIIMOHUPOBAHHOTO JOCTYTIA;

5. HECaHKUMOHHMPOBAHHOTO JIOBEJCHMS 3alHMIaeMOi MH(OpMAIMK 10 HEKOHTPOIUPYEMOTO KOJIMYeCTBA
nojyyvareseil HH(popMaruu.

3amura uHopmMannu 3T0:
1.  mpormecc cOopa, HaKOTUICHHS, 00pPaOOTKU, XpaHEHHS, pACIIPEICIICHUS U ITOMCKa HHPOpMAITUH;

2. mpeobOpazoBaHue HHGOPMAIIMH, B PE3YJIbTAaTe KOTOPOTO COAEp)KaHne HH(POPMAITUU CTAHOBUTCS
HETIOHSITHBIM JUTsI CyObeKTa, He UMEIOIIETO JTOCTYTIA;

3.  momyuyeHHe CyOBEKTOM BO3MOXXHOCTH O3HAKOMIICHUS ¢ MH(POPMALUEH, B TOM YHUCIIE IPH TOMOIIN
TEXHUYECKHUX CPEJICTB;

4.  COBOKYITHOCTbH MpaBWJI, PETIAMEHTUPYIOUINX MOPSAIOK U YCIOBUS JOCTyNa CyObeKkTa K HHPOpPMAIUK U
€e HOCUTEJISIM;

5. JesSTenbHOCTH MO MPEIOTBPAILECHUIO YTeUKH HH(OpMAIK, HECAHKIIMOHUPOBAHHBIX U
HEIpeAHAMEPEHHBIX BO3JCHCTBUN Ha HEE.

Tema 5. O6pa3zoBanue u Kapbepa B chepe HHPOpMaITMOHHON 0€301MacHOCTH
ITouck BakaHCHii IO HHPOPMALIMOHHOW OE30MTACHOCTH 3a PyOex oM
[Topsiiok BBIIOJIHEHUS:
- IOUCK 3apYOEKHBIX CAaTOB C BAKAHCUSIMU
- HacTpoika (puIbTpPOB
- 3y4YEeHHE MOTYUYESHHOTO CIHCKA
- BBIOOP XOPOILLEro MPeAIoKEHHs Ha PhIHKE

Tema 6. KubGep6e30macHOCTh — MUP IKCIIEPTOB M MPECTYITHUKOB
TectupoBanue

1. ITouemy yctpoiictBa [oT nmpeacTasistoT Gomblie pucKa, 4YeM IPyrUe BEIUUCIUTEIbHBIC YCTPOMCTBA B
ceru?

2. Kakas koHpurypamust 6ecrpoBOIHOTO MapIIPyTU3aTOPa CUNTACTCS HEAIeKBAaTHOM 3aIIUTON IS
OecnpoBoHOM ceTn?

3. Kak nonp3oBaresto 00e30macuTh ce0sl OT «MOACITYITHBAHUSD) CETEBOTO TpaduKa, KOTJa OH IOJIb3yeTCs
myomuYHOM Toukoit noctyna Wi-Fi na cBoem I1K?

4. TynnenupoBaHue Tpaduka.
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5. VPN kak cpeacTBo 3aliuThl.

Tema 7. Ky6 kubepbe3omnacHOCTH
Bomnpoc 1: Kro siBnsieTcss OCHOBHBIM OTBETCTBEHHBIM 3a OIIPE/ICIICHUE YPOBHS KIIACCH(PHUKAIINN
nHpopmaruu?
BapuanTe! oTBeTa:
a) PykoBoauTensb cpeHero 38eHa
0) Briciiee pykoBOICTBO
B) Bragenerng
r) [Tons3oBaTensb

Bomnpoc 2: Kakast kareropus sBisieTcs Hanbosee puCKOBAaHHOM U1l KOMIIAHUU C TOYKH 3PEHUS BEPOSTHOTO
MOIIICHHUYECTBA U HapyIIeHus: 0e30macHOCTH?

Bapuanrts! oTBeTa:

a) CoTpyaHUKH

0) Xaxepsl

B) ATakylomue

r) KonTparenTs! (Juiia, paboTatomue 1o 10roBopy)

Bompoc 3: Ecnu pazaudabIM rpyIinaM Mojib30BaTeield ¢ pa3InyHbIM YPOBHEM JI0CTyTa TpeOyeTcs TOCTYy K
OJTHOM ¥ TOH ke MH(POpMAIIMHU, KaKOe U3 YKa3aHHBIX HUXKE ICUCTBUH ClIeyeT NMPEANPUHSITH PyKOBOACTBY?
BapuanTe! oTBeTa:

a) CHU3UTH YpOBEHb 0€30MacCHOCTH 3TOM HHPOPMALIUK [Tl 0OecTieueH s ee TOCTYITHOCTH U ynoOcTBa
UCTIOJIb30BaHHS

6) TpebGoBaTh MOANKMCAHNUS CIIEHUATBHOTO PAa3pPEIICHUs KaKIBIN pa3, KOTa 4eIoBeKy TpeOyeTcst JOCTYI K
3To# uH(popMaUn

B) YJIy4IIUTh KOHTPOJIb 32 0€30MaCHOCTHIO 3TON HH(pOpMaIK

r) CHU3HUTH YPOBEHB Klaccu(HUKAIUU dTOW HHPOpMaIuu

Bomnpoc 4: Uto camoe maBHOE J0JKHO MPOAYMaTh PyKOBOACTBO MPH KJIACCH(PUKALUU TaHHBIX?
BapuanTe! oTBeTa:

a) TUIbl COTPYTHUKOB, KOHTPAreHTOB M KIIMEHTOB, KOTOPBIE OylyT UMETh JOCTYII K JaHHBIM

0) HeoOGxoaumbIii ypoBeHB JOCTYITHOCTH, IIEIOCTHOCTH U KOH(MUIEHIINATIEHOCTH

B) OLIeHUTH YpOBEHb PUCKA U OTMEHUTH KOHTPMEPHI

r) YrpaBieHue J0CTyIOM, KOTOPOE AOJIKHO 3aIlUIIATh JaHHbIE

Bompoc 5: KTo B KOHEUHOM c4eTe HECET OTBETCTBEHHOCTh 3@ TapaHTUH TOTO, YTO JTAHHBIE
KJIacCU()UITUPOBAHBI U 3aUIICHBI?

Bapuanrts! oTBeTa:

a) Bragenbibl 1aHHBIX

0) [Tonp3oBaTenu

B) AIMUHUCTPATOPBI

r) PyxoBoznctBo

Bomnpoc 6: Uto Takoe npoueaypa?

Bapuanrts! oTBeTa:

a) [IpaBuia ncnonp30BaHUS MPOTPAMMHOTO U allapaTHOro 0O0ecreyeHs] B KOMIaHUH
6) IlomraroBast HFHCTPYKIUS 110 BBITIOJTHEHUIO 331241

B) PykoBOJICTBO MO JEHCTBUSIM B CUTYaIIUSIX, CBI3aHHBIX C 0€30MaCHOCTBIO, HO HE ONMCAHHBIX B
CTaHJapTax

r) O0s13aTenbHbIE TCHCTBUS

Tema 8. Yrpo3bl kuGepOe30MmacHOCTH, YI3BUMOCTH U aTaKu
JlaGoparopnas pabora 1
OOHapyKeHHEe yTrpo3 U YSI3BUMOCTEH.
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JlaGoparophas pabota 2
Packet Tracer — nacrtpoiika WEP/WPA2 PSK/WPA2 RADIUS.
JlaGoparopnas pabora 3
Packet Tracer - HacTpoiika qoctyma k 6ecipoBomgnoii LAN

Tema 9. CriocoObI 3aUTH CEKPETHON MHMOPMAITIHI
1 Ilpumenenue creranorpaduu.
2 Packet Tracer. KancynmupoBanue Tpaduka.
3 Packet Tracer. Tynnenu GRE.
4 Packet Tracer. Hactpoiika Tpancroptaoro pexxuma VPN.
5 Packet Tracer. Hactpoiika TynHenbHOTO pexuma VPN.

Tema 10. Ob0ecrieueHus LEIOCTHOCTH JAHHBIX
3amanue
1 B3nom napousi.
2 Hcnonws3oBanue nU(PPOBBIX MOAMKCEN.
3 VYnaneHHbIN 1OCTYII.
4 OUMIMHTOBBIC aTaKH.
5 CouuanbHas HHKEHEPUS.

Tema 11. KoHuenuus «usTh 1€BATOK»
3amanue 1
Cisco Packet Tracer. PezepBupoBanue MapupyTH3aTopoB U KOMMYTaTOpPOB.
3amanue 2
Cisco Packet Tracer. OTka30yCTOWYMBOCTh MAPIIPYTH3aTOPOB U KOMMYTAaTOPOB.
3amanue 3
Cisco Packet Tracer. Hactpoiika CICKOB OCTYyTIA.
3amanue 4
Cisco Packet Tracer. [1aponu 1t yaaneHHbIX JIUHUHN TOCTYTIA.

Tema 12. 3amura ypoBHe# obecrieuenus: Kubep0e30macHoCTr
3amanue 1
[ToBeIlIIeHNE HAZIEKHOCTH CUCTEMBI Linux.
3amanue 2
Cisco Packet Tracer. MexceTeBble SKpaHbl Ha CEpBEPE U CIIUCKU KOHTPOJIS TOCTyIa HAa MapIIpyTH3aTope.
3amanue 3
Cisco Packet Tracer. Hactpoiika VLAN

Tema 13. Kak cTath crieniuaiarcToM B o0nacT kubepbe3onacHOoCTH
1 Packet Tracer. OTpaGoTKa KOMITJIEKCHBIX TPAKTUYECKUX HABBIKOB.
2 B sToM 3amaHum 1Ba MapuIpyTH3aTopa HACTPOCHBI HA 0OMEH JaHHBIMHU.
3 Bl oTBeuaeTe 3a HACTPONKY MOABIHTEP(EHCOB MIJIs1 B3aMMOICHCTBHSI C KOMMYTaTOpamHu.
4 Bawm npexacrout HacTpouTh ceTd VLAN, TpankoByo cBsi3b u EtherChannel ¢ nporokonom PVST.
5 Bce MHTEpHET-yCTPOMCTBAa HACTPOCHBI 3apaHee

4.3 IIpomexxyTouHast aTTeCTaIMs 110 AUCIUIUIMHE MPOBOIUTCS B popMe 3adeTa

Tunossblie Bonpocsl 3auera (ITK-3)



DeMeHTHI YIIPaBJICHHUs JOCTYIIOM K YYETHOM 3alluCH MOJIb30BaTeNs U KpUNTOrpaduio, KOTOphIe MOTYT
3alMIIaTh CUCTEMHBIE (aifbl U TaHHbIE.

Bpannmayaspbl, KOTOpbIe Ha CETOHSIIHUMN IeHb SBISIOTCS Hanboee pacpoCTPaHEHHBIMU CUCTEMaMHU
NpOoUIAKTUKY C TOYKH 3pEHUs 0€301MaCHOCTH KOMITBIOTEPHBIX CETeH. DTO CBSI3aHO C TE€M, YTO OHU
CTIOCOOHBI (B TOM Cllydae, €ClIM UX MPaBHJIBHO HACTPOUTH) 3aLUILATH JOCTYI K BHYTPEHHUM CETEBbIM
ciry>k6aM U OJIOKUPOBATH OIPE/IeICHHBIE BH/IBI aTaK MMOCPEACTBOM (DMIIBTPALIUH ITAKETOB.

Cuctembl o6HapysxeHust BropskeHuit (IDS), koTopelie nmpeaHa3HadyeHbl A1 OOHAPYKEHUS CETEBBIX aTak B
IIPOLIECCE UX OCYLICCTBICHUS, a TAKXKE JJI1 OKa3aHUs IIOMOIIY IIOCJIE aTaKH, B TO BpEMs KaK KOHTPOJIbHBIE
’KYpHAJIbl ¥ KaTaJIOTH BBITOJHAIOT aHATIOTUYHYIO (DYHKIUIO TSI OTJEIBHBIX CUCTEM.

Tunosble 3axanus s 3a4era (IIK-3)
1) K npaBoBbIM MeTOaM, 00eCTIeYUBAOIIUM MH(POPMAIHOHHYIO 0€30MIACHOCTb, OTHOCATCS:
- Pazpabotka anmaparHbIX cpe/ICTB 00eCIIeueHus! IPABOBbIX JTaHHBIX
- Pa3paboTka 1 ycTaHOBKa BO BCeX KOMITBIOTEPHBIX ITPABOBBIX CETAX JKYPHAJIOB y4eTa JeHCTBUI
+ Pa3paboTka u KOHKpETH3aIis IPABOBBIX HOPMATHBHBIX aKTOB 00€CIIeUeHHUsI OE30IMaCHOCTH

2) OCHOBHBIMHM UCTOYHUKAMU YIPo3 HHPOPMALMOHHON 0€30IIACHOCTH SABJAITCH BCe YKA3aHHOE B
crHcKe:

- XUIlIeHUE KECTKUX AUCKOB, OAKIIOYEHUE K CETH, HUHCAIIepCTBO

+ HepeXBaT JAaHHBIX, XUIICHUC JAHHBIX, ©3BMCHCHHUC APpXUTCKTYPbl CUCTCMbI

- XullleHue JaHHbIX, OAKYI CUCTEMHBIX aJIMUHUCTPATOPOB, HApYIICHUE PEIIaMEHTa paObOThI
3) Buabl uHpopMannoHHOM 0e30I1acHOCTH:

+ IlepcoHanbHasA, KOPIIOpaTUBHAs, TOCYAAPCTBEHHAS

- Kiinenrckas, cepBepHas, cereBas

- JlokanbHas, mo0abHasi, CMEIIaHHas

4) llen uH(pOpMaLMOHHON 0€30IIaCHOCTH — CBOCBPEeMEHHOe 00HApY:KeHHe, peAyNnpeKIeHne:
+ HECaHKI[MOHUPOBAHHOIO AOCTYIIA, BO3ACHCTBUS B CETH

- MIHCANAEepCTBA B OPraHU3aluu

- Upe3BbIYANHBIX CUTyalUN

5) OcHoBHBIE 00bEeKTHI HHGPOPMALMOHHOH 0€30MACHOCTH:

+ KomnbrotepHsle ceT, 6a3bl JaHHBIX

- UndopmaninoHHbIe CUCTEMBI, ICHXOJIOTUYECKOE COCTOSIHUE TI0Ib30BaTENeH

- busHec-opueHTHPOBaHHbBIE, KOMMEPYECKHE CUCTEMBI

6) OcHOBHBIMHU pHCKaMHU HH(OPMALIMOHHOH 0€30I1aCHOCTH ABJISIOTCH:

- Hckaxenue, yMeHbIIICHHE 00bEeMa, TIEPEKOTUPOBKA HH(HOPMAITIHI

- Texunyeckoe BMENIATENbCTBO, BBIBEJCHUE U3 CTPOsi 00OPYIOBAHUS CETH

+ IloTeps, uckaxeHue, yreuka HHopManuu

7) K ocHOBHBIM NpUHIMIIAM o0ecniedeHNs] HHPOPMALMOHHOH 0e301IACHOCTH OTHOCHUTCS:
+ DxoHOMUYECKOH YPPEKTUBHOCTH CHCTEMBI O€30MTaCHOCTH

- MHoromiatgpopMeHHON peaan3aiuy CUCTEMBbI

- YeuneHus 3alMIEHHOCTH BCEX 3BEHbEB CHCTEMBI

8) OcHoBHBIMH cy0ObeKTaMU HH(POPMALIMOHHON 0€30I1aCHOCTH SBJISIIOTCSH:

- PYKOBOJUTEIH, MEHEDKEPBI, aIMUHUCTPATOPBI KOMITAHUI

+ opraHsl IpaBa, rocyaapcTBa, OusHeca

- ceTeBbIe 0a3bl JaHHBIX, (DaepPBOIIIBI

9) K 0CHOBHBIM (yHKIIMSIM CHCTEeMBbI 0€30I1aCHOCTH MO’KHO OTHECTH BCe NepevyncaeHHoe:
+ YcraHOBIIEHHE pErIaMeHTa, ayJJUT CUCTEMBI, BBISBICHUE PUCKOB

- YcTaHOBKa HOBBIX O(UCHBIX IPUIOKEHUH, CMEHa XOCTUHT-KOMIIaHUN

- Bueapenue ayTeHTHGUKAMH, TPOBEPKU KOHTAKTHBIX JaHHBIX [10JIb30BATENIEH

TecT 10) IIpuHIMnomM nHpopManMOHHOM 0e30MaCHOCTH ABJIACTCS NPHUHIUI HeJOMyIeHUs
+ HeomnpaBaaHHBIX OrpaHUYEHUN TIPH paboTe B CETH (CUCTEME)
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- PruckoB 0€301acHOCTH CETH, CUCTEMBI

- [Tpe3yMmumm ceKpeTHOCTH

11) IIpyHIMIIOM NOTUTHKH HH(POPMALMOHHOI 0e30MACHOCTH SIBJIsAeTCS MPUHINIL:
+ HeB03MOXKHOCTH MUHOBATh 3alllUTHBIE CPECTBA CETU (CUCTEMBI)

- YcuiieHnss OCHOBHOTI'O 3BE€HA CETH, CUCTEMBI

- [TonHoro GOKKMPOBAaHUA JOCTYIA MPU PUCK-CUTYALIUAX

12) lHpuHmunoM noJauTHKH HHGOPMALMOHHOMH 0€30IIACHOCTH SIBJISICTCH MPUHIMIIL:
+ Ycunenus 3alIUIeHHOCTH CaMOro HE3aIIMIIEHHOTO 3BeHa CETH (CUCTEMBI)

- [lepexona B Ge30macHOe COCTOSIHUE PAOOTHI CETH, CUCTEMBI

- [lonHoro nocTymna nojbp30Bareseil Ko BCeM pecypcaM CeTH, CUCTEMBI

13) lIpuHIHMIOM NOJIUTHKH HHPOPMALMOHHOMH 0€30IIACHOCTH SIBJISICTCH MPUHIMII:
+ Paznenenus nocryna (00s13aHHOCTEH, TPUBUJIETHI ) KIIMEHTaM CETH (CHCTEMBI)

- OIHOYpOBHEBOM 3aLLUTHI CETH, CUCTEMBI

- COBMECTUMBIX, OJHOTUITHBIX MPOTPAMMHO-TEXHUYECKUX CPEACTB CETU, CUCTEMBI

14) K 0CHOBHBIM THIIaM CPEACTB BO3ACHCTBUS HA KOMIIBIOTEPHYIO C€Th OTHOCUTCS:
- KommibroTepHsbIii cOoit

+ Jlornueckue 3akiagku («MUHBD))

- ABapuifHO€ OTKJIIOYEHUE MUTAHUS

15) Koraa mosyden cnam mo e-mail ¢ npuiioskeHHBbIM (pailiom, ciieayeT:

- [IpounTarh mpuokeHne, €CIM OHO HE COAEP>KUT HUUETO [IEHHOTO — YIAIUTh

- CoxpanuTth npuioxeHue B napke «Crnam», BBIICHUTB 3aTeM [P-anpec reneparopa cnama
+ Ynanuth NucbMO € MPUIIOKEHUEM, HE PACKPBIBas (HE YUTasl) €ro

16) HHpuauun Kupxroda:

- CekpeTHOCTh KJTI04a ONpeziesieHa CeKPETHOCTHIO OTKPBITOr0 COOOIIECHUS

- CexpeTHOCTh HH(POPMAITUH OTIPE/IeIeHa CKOPOCTHIO TIepeaadn TaHHBIX

+ CeKpeTHOCTh 3aKPHITOTO COOOIICHHSI ONPEENIAETCA CEKPETHOCThIO KITI0Ya

17) OIII - 3To:

- DNEeKTPOHHO-IIU(POBOI Mpeodpa3oBaTesh

+ DneKTpoHHO-IIU(POBast MONHCH

- DNEeKTPOHHO-TIU(POBOM MPOIIECCOP

18) Haunbosee pacnipocTpaHeHbl yrpo3bl HHPOPMANMOHHOM 0€30MaCHOCTH KOPIOPATUBHOM CHCTEMBbI:
- [Toxynka Henunensuonnoro I10

+ OmuOKY SKCIUTyaTallii U HEYMBIIIEHHOTO U3MEHEHUS peXXUMa padOThl CHCTEMBI

- Co3HarenbHOrO BHEIPEHUS CETEBBIX BUPYCOB

19) Haunbosee pacnipocTpaHeHbl YIpo3bl HHPOPMALMOHHOM 0€30MACHOCTH CeTH:

- PacnipeneneHHsbIil 10CTyN KIMEHT, OTKa3 000pyI0BaHUS

- MopaJibHbIl U3HOC CETH, HHCANAEPCTBO

+ COo0ii (0TKa3) 000pyIOBaHUs, HEJIETAIbHOE KOTTMPOBAHNUE JTAHHBIX

TecT_20) Hanbosee pacipocTpaHeHbl cpecTBa BO3ICHCTBUS Ha ceTh o(uca:

- Cnabp1ii Tpaduk, HHPOPMAITMOHHBIN OOMaH, BUPYCHl B UHTEPHET

+ Bupycsl B ceTu, Toru4eckre MUHBI (3aKJIQAKH ), THPOPMAIIMOHHBIH ITepexBar

- KomnbrotepHbie cOou, n3MEeHEHUE aIMUHCTPUPOBAHHUS, TOTIOJIOTHH

21) YTeukoii uHGopManuM B CHCTEMe HA3bIBAETCSl CUTYaIlUsl, XapaKTepusyeMasi:
+ [lotepeil maHHBIX B CUCTEME

- 3menennem ¢opmbl nHGOpMAITUN

- IsmenenueM coneprkaHusi HHPOpMaIUK

22) CpoiictBamu HH(popMannu, HaudoJiee AKTYaJIbHBIMH NIPH 00ecne4eHnH HH(pOpMaMOHHOM
0€30IaCHOCTH SABJIAIOTCH:

+ IlenocTHOCTD
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- JloctynHOCTB
- AxTyanbHOCTBI
23) Yrpo3a nungopmMannoHHOMH cucTeMe (KOMIIBIOTEPHOM CeTH) — 3TO:
+ BepositHoe coObITHE
- lerepMuHupoBaHHOE (BCETIIa ONPENETICHHOE) COOBITHE
- CoOpITHE, TPOUCXOASIIEE TEPUOTUIECKU
24) Undopmanusi, KOTOPYIO cJieyeT 3alUIIATh (110 HOPMATHBAM, PABUJIAM CETH, CHCTEMbI)
Ha3bIBaeTCH:
- PenmamenTupoBanHoin
- [TpaBoBoO#
+ 3amuiaemoit
25) Pa3HOBHIHOCTAMU YIPo3 0€30MACHOCTH (CeTH, CUCTEeMbI) SIBJISIOTCHA BCe NEPUYUCICHHOE B CIIUCKe:
+ IIporpaMMHbIe, TEXHUUECKUE, OPraHU3alIMOHHBIE, TEXHOJIOTHUECKUE
- CepBepHble, KIIMEHTCKUE, CITyTHUKOBBIE, HA3EMHbIE
- JInunbie, kKopropaTuBHBIE, COLMATBLHBIE, HALIMOHAIILHBIE
26) OxoH4YaTeJbHO, OTBETCTBEHHOCTDH 32 3AIIUIIEHHOCTh JIAHHBIX B KOMIILIOTEPHOI CeTH HeCeT:
+ Bnagenen cetu
- AIMUHHCTpATOp CETH
- [lonw3oBaresnb cetu
27) lloauTHKA 6€30IIACHOCTH B cHcTeMe (CeTH) — 3TO KOMILJIEKC:
+ PykoBozcTB, TpeOoBaHMIT 0OecTIedeHHsI HEOOXOIMMOTO YPOBHSI O€301TaCHOCTH
- MHCTpyK1IMii, aITOPUTMOB NTOBEACHUS TIOJIB30BATENS B CETU
- Hopmbl nH(pOpMaIioHHOT0 npasa, CoOI01aeMbIe B CETH

4.4. Illkana orieHMBaHMsI IPOMEXKYTOUYHOU aTTECTALIUU

Jeckpuntops! (ypOBHN) — OCHOBHBIC PU3HAKKA OCBOCHUS (TIOKa3aTeIH

Onenka Kommnerenrim
IOCTHKEHUS PEe3ybTara)

I1K-3 Bnageer merogamMu 3alMTBl KOMIBIOTEPHBIX CUCTEM M CETEH OT
IIOCTOPOHHETO Bo3zeicTBHs.{CriocoOeH aIMUHUCTPUPO-BATH
CpEelICTBA 3alIUThl KOMIIBIOTEPHBIX CUCTEM M CETEW MPUKIATHOTO U
CU-CTEMHOTO TPOrPaMMHOTO OOeCIeUeHuss sl 0Oecre-4eHHsl UX
6e30nmacHOCTH. |

«3a4TCHO»
(50 - 100 6amnoB)

[K-3 He Bnageer MeToaMu 3a-IUTHl KOMIIBIOTEPHBIX CU-CTEM U CETEH OT
MOCTOPOH-Hero Bo3xaeicTBus.{He crnocoOeH aaMHHUCTPU-POBATH
CpeACTBa 3alUThl KOMIIBIOTEPHBIX CUCTEM M CETEH MPUKIAIHOTO U
CHU-CTEMHOTO TPOrPaMMHOTO OOECIeUeHus: sl 00ecre-4eHHs] uX
6e30macHOCTH. |

«HE 3a4TCHO»
(0 - 49 6annos)

5. Metoanueckue yKkazaHus JJisi 00y4al0UIUXCsl 10 OCBOEHHM IO TMCIUILIMHBI (MOXYJIA)

5.1 Meroauueckue yKa3aHus IO OPraHU3aUH CaMOCTOSITEIbHOI paboThl 00yUYaromuXCs:

[Ipuctynas kK U3y4yeHUI0 AUCHUILIINHBI, B IEPBYIO OYepeab 00ydaromuMcss HEOOXOAMMO 03HAKOMUTHCS
conepykanreM padoueid mporpammbl nucturmuinibl (PTID), koTopas onpexaensietr conaepkanue, o0beM, a
TaKKe MOPSAIOK U3YUESHHsI U MTPEToAaBaHus yueOHOM TUCIUILIMHBL, €€ pa3/iena, YacTu.

Jlnist caMOCTOSTeNbHON pabOThl BAKHOE 3HaUE€HUE UMEIOT paszieibl «O0beM U copepikaHue TUCIUILTHHBDY,
«Y4eOHO-MeToauueckoe U HH(popMaImoHHOE 00ecTedeHne TUCIUILTMHBD U «MarepruaabHO-TEXHUIECKOe
obecriedeHre TUCIUILINHBI, IPOrpaMMHOE obecrieueHue, mpopeccuoHalbHbIe 0a3bl TaHHBIX U
MH(POPMALMOHHBIEC CIIPABOYHBIC CUCTEMBI.

B pazgene «O0beM U conepkaHue TUCIUTUTMHBD) YKA3bIBAIOTCS BCE Pa3/Ieibl M TEMbI H3y4aeMOu
TUCIUIUTAHBL, @ TAK)KE BUJIbI 3aHITHIA U TUTAHUPYEMBI 00BEM B aKaJICMUUYECKHUX Yacax.

B pazgene «YuebHo-meronuyeckoe U HHPOPMAIIMOHHOE 00eCTICUeHUE TUCITUTUIMHED) yKa3aHa
peKoMeH1yeMasi OCHOBHAsS U JIOTIOJIHUTENIbHAS JIUTEpaTypa.



B pazgene «MatepuanbHO-TEXHUYECKOE 00ecIieueHrne JUCIUILTUHBI, IPOTpaMMHOE 00eCTIeUeHHE,
npodeccroHanbHbIe 0a3bl JAHHBIX U HHPOPMAIIMOHHBIE CIIPABOYHBIC CUCTEMBD) COJIEPIKUTCS TIEPEUCHD
npodeccuoHaNbHBIX 0a3 JAHHBIX U HH(POPMAITMOHHBIX CIIPABOYHBIX CUCTEM, HEOOXOIUMBIX JJIsS OCBOCHHUS
MACIIATUIMHEL.

5.2 Pexomennarnuu o0y4aromumcs o padbore ¢ TeOpeTHUECKUMHU MaTepraliaMy 110 TUCIUILIIMHE

[Ipu u3yyennu u mpopabOTKe TEOPETUIECKOr0 MaTepHana HeoOX0AUMO:

- MPOCMOTPETH €11Ie pa3 npe3eHTaluio jJekuun B cuicteme MOODLe, noBTOpUTH 3aKOHCIIEKTUPOBAHHBIN HA
JIEKLIMOHHOM 3aHATUU MaTEpHUaJl U TONOJIHUTD €r0 C Y4ETOM PEKOMEH0BAHHOM JTOMOIHUTEIbHON
JUTEPaTyphl;

- IPY CaMOCTOSITEIBHOM U3YYEHUHU TEOPETUYECKON TEMBI CENaTh KOHCIIEKT, UCIIONIb3Yysl PEKOMEH/I0BaHHbIE
B PII/] ucrounuku, npodeccroHaibHble 0a3bl JaHHBIX U HHPOPMAIIMOHHBIE CIIPABOYHbBIE CUCTEMBI:

- OTBETUTD Ha BOIIPOCHI JIsI CAMOCTOATEIILHON pabOoThI, TIO TeMe MpeacTaBieHHbIe B myHKTe 3.2 PIT/I.

- TP MOATOTOBKE K TEKYIIEMY KOHTPOJIIO HCIIOJIb30BaTh MaTepualibl (hoHa oreHouHbIX cpencts (POC).
5.3 Pexomenmanuu mo paboTe ¢ Hay9HOU U y4eOHOM JIUTepaTypoit

PaboTa ¢ 0OCHOBHOH M JTOTIOTHUTEIBHOM TUTEPaTypO SBIIETCS TIIaBHOW (POPMOI CaMOCTOSITETbHON
paboThl ¥ HEOOXOMMA MTPU MOATOTOBKE K YCTHOMY ONPOCY Ha CEMMHAPCKHX 3aHATHAX, K JebaTam,
TECTHUPOBAHUIO, 3k3aMeHy. OHa BKIIIOYaeT MpopabOTKy JIEKLIMOHHOTO Marepraia u peKOMEHIOBaHHBIX
HCTOYHMKOB U JINTEPATYPHI I10 TEMATUKE JIEKIIUH.

KoHcnekT nexium JomKeH coepkarh pedepaTuBHYIO 3alICh OCHOBHBIX BOIIPOCOB JICKIMH, B TOM YHCIIE C
ornopoi Ha pazMenieHHble B cucteMe MOODLe npe3eHTanu, OCHOBHBIX UCTOYHUKOB M JIUTEPATYPBI 11O
TeMaM, BBIBOJIBI IO KaX10My BoIpocy. KOHCTIEKT MOKeT ObITh BHIIOJIHEH B PAMKaX pacrlevyaTky BbIIauu
MIPE3CeHTAIUH KM WK B OTAETBHOM TeTpaau 1o npeamety. OH T0KeH ObITh aKKyPaTHBIM, XOPOILO
YUTAEMBbIM, HE COAEPIKAaTh HE OTHOCALIYIOCS K TeMe HH(POPMAIUIO HITH PUCYHKH.

KoHcneKThl HayuHOM JTUTEpaTypbl IPU CAMOCTOSATENBHOM OATOTOBKE K 3aHATHUAM JOJKHBI COZIEP)KATh
OTBETHI Ha KaX/Iblif TOCTABJICHHBINH B TEME BOIPOC, UMETh CCHUIKY Ha MCTOUHUK MH(DOPMAIIH C
00s13aTeIbHBIM YKa3aHHEM aBTOPA, HA3BaHUS U O/1a U3AAHUS HCIIOIB3yEMOM HAaydHOU JIUTEPATyPHI.
KoHcnekT MokeT ObITh OOPHBIM (COAEPIKATh JIUIIb OCHOBHBIE KIIIOYEBHIC TO3UIIMH), HO TIPH 3TOM
MIO3BOJISIFOIIMM JIaTh MOJHBIN OTBET MO BOMIPOCY, MOXKET ObITH MOAPOOHBIM. OObEM KOHCIIEKTa
OIIPENIETSAETCS CAMUM CTYIECHTOM.

B nporecce paboThl ¢ OCHOBHOM W JOTIOTHUTEIIBHON JTUTEPATYPOH CTYICHT MOXKET:

- JIeNaTh 3alUCH 110 X0y YTEHHsI B BUJI€ IPOCTOTO WIIM Pa3BEPHYTOrO IIaHa (CO3/1aBaTh IEPEUYEHb
OCHOBHBIX BOIIPOCOB, PACCMOTPEHHBIX B UCTOUHHKE);

- COCTaBIIATh TE3UCHI (LIUTUPOBaHKUE HanOoJee BaXKHBIX MECT CTAaTbU MJIM MOHOTpaduu, KOPOTKOE
M3JI0KEHUE OCHOBHBIX MBICJIEH aBTOpA);

- TOTOBUTH aHHOTAIMH (KpaTKoe 0000I1eHe OCHOBHBIX BOIIPOCOB PadOTHI);

- CO3/1aBaTh KOHCIIEKTHI (Pa3BEPHYTHIE TE3UCHI).

5.4. PexomeH1a1iuy MO NOATOTOBKE K OTAEJIBHBIM 33aHHUAM TEKYIIETO KOHTPOJISA

CobecenoBaHue MpernoiaracT OpraHu3alio 6ecepl MpenoaaBaresi co CTyAeHTaMH 110 BOIIpocam
MIPAKTHUUECKOTO 3aHATHSI C LeNIbl0 Oosiee 00CTOATENHHOTO BBISIBICHUS UX 3HAHUM 110 OMPEIEICHHOMY
paszzeny, Teme, npobieme u T.i. Bce wiieHsl rpymnbsl MOTYT Y4acTBOBaTh B OOCYXACHUHU, 100aBIATh
nH(pOpMaIUIO, TUCKYTUPOBATh, 3a/1aBaTh BOIIPOCHI U T.1.

VYCTHBINM OMTPOC MOXKET MPUMEHSITHCS B Pa3TUIHBIX (hopMax: (GpOHTATBHBIN, WHIWBHUIYaTbHBIH,
KOMOMHUPOBaHHBIA. OCHOBHBIE KaUY€CTBA YCTHOTO OTBETA MOJIJIEKAIIETO OIICHKE:

- PaBWJIBHOCTh OTBETA 110 COAEPIKAHHUIO;

- IOJTHOTA U TIIyOuHa OTBETA;

- CO3HATEJIbHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepuaa;

- pPalMOHAJIBLHOCTh UCIIOJIb30BAaHHBIX IIPUEMOB U CTIOCOOOB PEILIEHUS TOCTABIEHHON yueOHOH 3a1auu;

- CBOEBPEMEHHOCTh U 3PPEKTUBHOCTH UCIIOIB30BAHUS HAITISIIHBIX MIOCOOUI U TEXHUUECKUX CPEICTB MPH
OTBETE;

- HCII0JIb30BAaHUE JI0NOJHUTEIBHOTO MaTepraa;

- PallMOHAJIBHOCTh UCIOJIb30BAHUS BPEMEHH, OTBEICHHOIO Ha 3aJJaHuE.



YCTHBINM OIIPOC MOXKET CONMPOBOXKAATHCS MPE3ECHTALNUEH, KOTOPAsi IOATOTaBIMBACTCS 110 OAHOMY U3
BOIIPOCOB MPAKTHUECKOTO 3aHATHA. [Ipu BRICTYIUIEHNH ¢ TIpe3eHTalue Heooxonumo oOpamars BHUMaHUE
Ha TaKM€ MOMEHTBHI KaK:

- COZlep’KaHMe NIPE3CHTALMN: aKTyaJIbHOCTh TEMBI, IIOJIHOTA €€ PACKPBITHS, CMBICIIOBOE CONEPIKAHUE,
COOTBETCTBHE 3asIBJICHHON TEMbI COIEPKAHUIO, COOTBETCTBUE METOANYECKUM TPEOOBAHUAM (LI€TTH. CCHUIKH
Ha pecypchbl. COOTBETCTBUE COEPKAHUS U TUTEPATyphl), MPaKTHUECKasi HAIPaBICHHOCTh, COOTBETCTBHE
cofiepaHus 3asBJICHHON (opMe, aIeKBATHOCTh UCIIOJIb30BaHUSI TEXHUUECKUX CPEICTB yUeOHBIM 3a/1auam,
IIOCJIEJOBATENBHOCTD U JIOTHYHOCTD IIPE3EHTYEMOT0 MaTepHala;

- oopMIIeHHE MTPEe3EeHTAMN: 00beM (ONTUMATbHOE KOJIMYECTBO), TU3aliH (UNTaeMOCTh, HaJTU4ne U
COOTBETCTBHE rpaQUKu U aHUMalliH, 3ByKOBO€ 0(hOpMIIEHHE, CTPYKTYpUPOBaHUE HHPOPMALIUH,
COOTBETCTBHE 3asIBJICHHBIM TPEOOBAaHUSAM), OPUTUHAIBHOCTH O(OPMIICHHUS, ICTETHUKA, UCTIOJIb30BaHHE
BO3MOXKHOCTH NPOTPAMMHOM CpPefIbl, COOTBETCTBHE CTaHIapTaM o(pOpMIICHUS;

- IMYHOCTHBIE KQUECTBA: OPATOPCKHUE CIIOCOOHOCTHU. COOMIOIEHNE PEITIAMEHTa, YMOLIMOHAIBHOCTh, YMEHHE
OTBETUTH Ha BOIIPOCHI, CUCTEMaTU3UPOBaHHbIE, TNTyOOKKE U MOIHbIE 3HAHUS 110 BCEM pa3JiesaM MporpaMMmbl:
- COZIEp’KaHNE BBICTYIUICHHUS: JIOTUMHOCTD U3JIOKEHUS MaTepraa, paCKpbITUE TEMBI, TIOCTYITHOCTh
uznoxenus, 3¢pdexruBHocTh npuMeHeHus cpeactB UKT, cnocoOb! v ycnoBus 0CTHKEHHS
Pe3yAbTaTUBHOCTH U 3((EKTUBHOCTH JIJIsl BBITIOJIHEHUS 3a]1a4 CBOEH MpodeccruoHanbHON WK yueOHOU
NEeSATEIbHOCTH, 1I0Ka3aTeIbHOCTh IPUHUMAEMBIX PEIIEHNN, YMEHUE apTyMEHTUPOBATh CBOU 3aKJIFOUEHHS,
BBIBOJIBI.

6. YueOHO-MeTOAUYecKOe U HHPOPMALIMOHHOE 00ecnieyeHue TUCIHIINHBI

6.1 OcHOBHas nuTEpaTypa:

1. Kosran H. M. KommeroTepusie cetu : ydebHoe mocodme. - Munck: PUIIO, 2014. - 180 c. - Tekcr :
anekTponubii  //  OBC  «YHuBepcurerckas ~— OMOnMMOTEKa  OHJIAMHY [caiir]. - URL:
http://biblioclub.ru/index.php?page=book&id=463304

2. Jlanonuna O. P. Kpunrorpaduueckue ocHOBBI Oe30macHOCTH. - MockBa: HarmonanbHbli OTKPBITHIN

VYausepcurer « MHTYUT», 2016. - 244 c. - Tekct : snextponHslii // ObC «YHuBepcuTeTckas oubmmuorexka
onnaita» [caiit]. - URL: http://biblioclub.ru/index.php?page=book&id=429092

6.2 JlononHUTENbHAS TUTEpaTypa:

1. ®omun JI. B. KommbiorepHbie cetn : ydeOHO-MeToAMYecKkoe mocobue. - Mocksa|bepnun:
Hupexr-Menua, 2015. - 66 c. - Tekcrt : anexrponnbii // ObC «YHUBEepcUTETCKass OMOIMOTEKA OHJIAWH»
[caiiT]. - URL: http://biblioclub.ru/index.php?page=book&id=349050

2. Kapramesckuid, B. I'., Jluxtuunnep, b. ., Kupeesa, H. B., bypanosa, M. A. KommnbrorepHeie ceTu :
y4eOHHK. - Bech cpok oxpanbsl aBTOpckoro mpaBa; Kommberorepubie cetn. - Camapa: IloBomxckuid
TOCYJIaPCTBEHHBIN YHUBEPCUTET TeJIIEKOMMYyHUKanuii u wuHpopmaruku, 2016. - 267 c. - Tekcr
anekTpoHHbi // [IPR BOOKS [caiit]. - URL: http://www.iprbookshop.ru/71846.html

3. Kosran, H. M. KommnetotrepHsie cetu : yueOHoe nocoowue. - 2025-03-10; KommbrorepHbie cetu. - MUHCK:
PecnyOnukaHckuii MHCTUTYT npodeccruoHanbsHoro obpaszoBanus (PUIIO), 2019. - 179 c. - Tekct
anektponnblii // IPR BOOKS [caiit]. - URL: http://www.iprbookshop.ru/93384.html

6.3 VlHbIe UICTOYHUKU:

1. Boripockr o6pazoBanus - http://www.ecsocman.edu.ru/vo

2. @enepanbHas ciryx0a 1o HaaA30py B cepe oOpa3zoBaHus U HayKu - http://obrnadzor.gov.ru
3. [Mopran "I'ymanurtaproe oopazoanue"” - http://www.humanities.edu.ru/

4. ®enepanbublil moptan «Poccuiickoe odpazoBanue» - http:// www.edu.ru/

7. MaTepuaibHO-TeXHHYECKOe o0ecnedeHue M CHUILIMHBI, IPOrpaMMHOe odecrieveHne,
npodeccuoHaIbHbIe 0a3bI JAHHBIX U HHPOPMAIIMOHHBIE CTIPABOYHbIE CHCTEMbI
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I[HSI IMPOBCACHUA 3aHATHM TT10 JUCHUITIINHE HGOGXOI[I/IMO CJICAYIOIICC MATCPUATIBHO-TCXHUICCKOC
obOecrieucHue: y‘ICGHLIC AyAUTOPHUU IJIsL NPOBCACHUA 3aHIATHI JICKIIUOHHOI'O U CCMHWHAPCKOI'0O THUIIA,
IpYNIIOBBIX U UHAWUBUAYAJIBHBIX KOHCYHLTaHHﬁ, TCKYLICTO KOHTPOJIA U HpOMGXCYTOqHOﬁ arrecranuu,
IIOMCIICHUA 1A CaMOCTOSTEIbHOM pa6OTLI.

VY4eOHble ayTUTOPUN U MIOMEIICHHUS ISl CAMOCTOSTEIbHON pabOThl YKOMIUIEKTOBAHBI CHICIIMATHN3UPOBAHHOM
MeOeNbI0 U TEXHUUECKUMU CPEeICTBAMU O0YUEHUS, CIYKAIIUMHU IS IPEACTaBICHUs yueOHOW HHPOpMaITUH
OO0JIBIION ayTUTOPHH.

[TomereHus 4711 CaMOCTOSTENHLHON pabOThl YKOMIUICKTOBAHBI KOMITBIOTEPHON TEXHUKOM C BO3MOYKHOCTBIO
noKIroueHus K cetu "MHTepHeT" u o0ecreueHreM J0CTyma B AJICKTPOHHYIO
H(OPMAIIMOHHO-00pa30BaTENIbHYIO CPey YHUBEPCUTETA.

Jnist mpoBeIeHNs 3aHATHH JEKIIMOHHOTO THIIA UCIIOIB3YIOTCS HA0OPBI AEMOHCTPAIIMOHHOTO 000pYy/I0BaHHUS,
o0ecrneynBarole TEMaTHIECKHE WILTIOCTPALH (IIPOEKTOP, HOYTOYK, SKpaH/ MHTEPaKTHBHAS JOCKA).

JlnmeH3noHHOE U CBOOOHO pacIpOCTpaHsIeMOe IPOrpaMMHOE 00eCTICUeHHE:
Microsoft Windows 10

Microsoft Office [Ipodeccuonansusiii moc 2007

Adobe acrobat

LibreOffice

Omnepanmonnas cucrema "Anst O6pazoBanue”

Cisco Packet Tracer

[Tpodeccuonanpubie 6a3bl JaHHBIX U MH(POPMAITMOHHBIC CITIPABOYHBIE CUCTEMBI:

1. DIEKTPOHHBII Karajor DyHIaMEeHTaIbHON OnOIMOTEeKN TI'V. - URL:
http://biblio.tsutmb.ru/elektronnyij-katalog

2.  VYHuBepcuTeTcKas  OMOMMOTEKa  OHJAWH:  DJIEKTpOHHO-OMOmmorewnas  cuctema. —  URL:
https://biblioclub.ru

3. Koncynsrant crymenta. ['ymaHuTapHble HayKH: OJJIEKTPOHHO-OMOIMoreyHass cucrtema. — URL:

https://www.studentlibrary.ru

4. Hayunas snexrponHnas oubianoreka eLIBRARY.ru. — URL: https://elibrary.ru

5. Poccuiickas rocynapctBerHas oubnmoreka. — URL: https://www.rsl.ru

6. Poccuiickast HarmonanbHas oubmanoreka. — URL: http://nlr.ru

7. llpesunentckas 6udnuorexa umenu b.H. Expiiuna. — URL: https://www.prlib.ru

8. Hayunas osmektponHas OubOnuoreka Poccuiickoit akamemunm — ectecTtBo3HaHms. —  URL:
https://www.monographies.ru

9. OnekrponnHas 6udnoreka PODU. — URL: https://www.rtbr.ru/rffi/ru/library

JIeKTPOHHasi HH(POPMALIMOHHO-00pa30BaTe/IbHAsA Cpeaa
https://auth.tsutmb.ru/authorize?response type=code&client id=moodle&state=xyz

B3aumoneiicTBue mpenomaBaTenss M CTy[JEHTa B Ipolecce OOy4eHHUs OCYLIECTBISETCS MOCPEICTBOM
MYJIBTUMEIUNHBIX, TMIIEPTEKCTOBBIX, CETEBBIX, TEIEKOMMYHUKALIMOHHBIX TEXHOJIOIMH, HCIOJIb3yEMBIX B
ANIEKTPOHHOH MH(OPMAIIMOHHO-00pA30BATEILHON CPEe YHUBEPCUTETA.



