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1. lean u 3agaun AUCHUATIHMHBI
1.1 Henp qucuuruivHel — GopMUpOBaHUE KOMIIETEHIIHIA:

IIK-1 Cnocoben pa3pabaTpeiBaTh TpeOOBaHHUS 10 3amuTe, (HOPMHUPOBATH TOJHUTHKY O€30MacHOCTH
KOMITbIOTEPHBIX CHUCTEM U CeTei

1.2 Tumbl 3amad mpodecCHOHATBHOW JEATETLHOCTH, K KOTOPBIM TOTOBATCS OOydYaroluecs B paMKax

OCBOCHMHA NJUCLHMITIIIMHBI:

- OpPraHU3aLMOHHO-YIIPABICHYECKUN

1.3 JIucuurniauHa OpHEHTHPOBAaHA HA MOATOTOBKY OOydYaromuxcs K MpodeCCHOHAIBLHON JesSTEIbHOCTH B
chepe: 06 Cpsi3b, HPOPMAITMOHHBIC  KOMMYHHUKAIIMOHHBIE TEXHOJIOTHH (B cpepe TEXHUKH U TEXHOJIOTHH,

OXBaTbIBAIOIIEH COBOKYNHOCTh MpobieMm,

CBS3aHHBIX C OO€eClleYeHHEM 3allUINEHHOCTH OOBEKTOB

nH(pOpMaTH3aIMY B YCIOBHIX CYIIECTBOBAHUS yTpo3 B HH(POpMAIMOHHOM cdepe)

1.4 B pe3ynbrare 0CBOCHHSI TUCIUILUIUHBI Y 00YYaromIMUXCsl TOJKHBI ObITH COPMUPOBAHBI:

O0001IeHHBIC TPYIOBBIE
(hyHKUMY / TPYAOBBIC
(GbyHKUMY / TPYyZOBBIC HITH
npohecCHOHATTLHBIC
JeUcTBUs (IPU HATUYUU
npodcranaapra)

Kox u HauMeHoBanue
komreTeHIIm OI'OC BO,
HEeOOXOAUMOM I
(hopMHUPOBAHUS TPYOBOTO
Win podecCHOHATBHOTO
JeHCTBHS

I/IH,I[I/IKaTopLI JOCTHXXCHUSA KOMHGTGHHI/If/’I

[IK-1 Cnocoben
paspabarsiBaTh TpeOOBaHUSA
110 3amuTe, GopMUPOBATH
TIOJINTHKY O€30ITaCHOCTH
KOMITBIOTEPHBIX CUCTEM U
cerei

PazpabareiBacT TpeboBaHMs 10 3ammTe, GOPMUPYET
MOJTUTUKY O€30MacCHOCTH KOMIBIOTEPHBIX CHCTEM W
KOMITBIOTEPHBIX CETEH

1.5 CornacoBanue MEXAUCITUTUTMHAPHBIX CBA3CH MUCIUTIINH, 00€CIIEYNBAIOIINX OCBOCHUE KOMITCTCHITHI:

IIK-1 Cnocoben pa3pabareiBaTh TpeOOBaHHUS TO 3ammuTe, (HOPMHPOBATH TOJUTUKY
0€301acHOCTH KOMITBIOTEPHBIX CUCTEM U CEeTei

Ne
n/m

HanmenoBanmne
JIMCITUILINH,
OTIPEICIISIFOITIX
MEKIUCIUTUTMHAPHEIE
CBSA3H

dopma
oOyueHwMst

Ounas
(cemectp)

2131619

1 [ABTOMaTH3aUS
ESTENLHOCTH
NpeAnpUATUN

+

2 (3amura
KOMITbIOTEPHBIX
CHCTEM OT
BPEIOHOCHBIX
porpamMm

3 |O3HakoMHUTEIBHAS
MIPaKTHKA

4|OpranuzauroHHas
3amuTa HHQOpPMAaIUU

5|OcHoBBI
NPOTrPaMMHUPOBAHUS B
KOPIIOPaTHBHBIX
WH()OPMAITMOHHBIX
cucTeMax




6 |CoBpeMeHHbIE +
TEXHOJIOTUN
o0ecrieueHust
MHPOPMALIIOHHON
0e30macHOCTH

7| TeopeTuueckue +
OCHOBBI 3aIIHUTHI
MHpOpMALH Ha
AHIITUIICKOM SI3bIKE

8| Teopetuueckue +
OCHOBBI
MHPOPMALIIOHHON
0e30macHOCTH

2. MecTo nucuuiuiaabl B cTpykrype OIl cnenuanaurera:

HucuunnuHa «KoMImbroTepHbIe CeTH» OTHOCHTCA K oOsi3arenbHOM yactu ydeOHoro mmaHa OIl mo
HampaBieHuto  noarotoBku  10.05.05 - bBesomacHocTh  MHQOPMAIMOHHBIX  TEXHOJIOTMH B
MIPaBOOXPAHUTENBHOM cepe.

HucuuminHa «KoMIblOTEpHBIE CETH» U3ydaeTcs B 5, 6 cemecTpax.

3.00beM U coep:kaHMe TUCHUILTHHBI
3.1.00beM QUCIHHUILUIMHEL: 9 3.€.

Ounas: 9 3.e.
Bun yueOHo# paboTh (BCSEI;ZEOB)

O0mast Tpy10éMKOCTb TUCHHMILTHHBI 324
KonrakTHast pabora 120
Jlexmm (JIextmm) 60
JlaGoparopnsie (J1ab. pab.) 60
CamocrostensHas padota (CP) 168
OK3amMeH 36
3auer -

3.2.ConepxaHue Kypca:

Ne Ha3zBanue Bun yuebHoli | DopMBI TEKYIIETO
TEMBI paszena/TeMsbl pabotsl, yac. KOHTPOJIS
Jlex |JIa6 | CP
U | .
pao.
O|l0|O
5 cemecTp
1 N3yuenue cetu CobecenoBaHue;
BelnonnHeHne
3 3 5 MPAKTUIECKHUX
3aJIaHHI;
TecTtupoBanue
2 Hactpoiika cereBoit Brinonnenne
OTIepaIMOHHOMI MPAKTHYECKUX
CUCTEMBI 3 3 5 3aJaHMIi;
TecTtupoBanue;
Co0OecenoBanue




3 CereBhle Brimonnenue
MIPOTOKOIIBI U MPAKTHYECKUX
KOMMYHHUKAUH 10 3aJaHuM;

Tectuposanue;
CobecenoBanue
4 CereBoii noctyn Brimonnenue
MPAKTHYECKUX
10 3aJaHuM;
Tectuposanue;
CobecenoBanue
5 Ethernet 10 CobecenoBanue
6 CeteBoli ypOBEHb Brinonnenne
10 HpaKTI/I‘Ie(iKI/IX
3aJaHMIL;
ColOecenoBanue
7 TpancnopTHbIN TecTtupoBanue;
YPOBEHB CobecenoBaHue;
10 Brinmonnenue
MPAKTUIECCKUX
3aJIaHNM

8 [P-anpecarus Brimonuenue

10 MPAKTUYECCKHUX
3aJIaHMI;
CobecenoBanne
9 Pazouenue IP-ceTeit Brimonnenue
Ha IOJICETH 10 HpaKTI/I‘Ie(iKI/IX
3aJaHMIi;
CobecenoBanne
6 cemecTp

10 KommyTtupyembie Brimonnenue

cetu 2 MPAKTHYECKUX
3aJaHuM;
CobecenoBanue

11 OCHOBHEBIE Brimonaenue
KOHLCTILIUU U 10 MPAKTHYECKUX
HaCTpOKWKa 3aJaHUM;
KOMMYTaTopa CobecenoBanue

12 Bupryanbnsie Brimonnenue
JIOKAJIbHBIE CETU MPAKTHYECKUX
VLAN 10 3aaHuM;

CobecenoBaHnue;
TectupoBanue

13 Konnenmus Brimonnenue

MapuIpyTU3aluu 10 npaKTqu(iKHx
3aJaHUT;
CobecenoBanue

14 Mapupyruzanus Brinonxnenue
Mmexay VLAN. 10 IIPaKTUYECKUX

3aJaHUT;

CobecenoBanue




15 Craruueckas Brmmonnenue
MapIIpyTU3ALIHS. 3 3 1 10 npaKTqu(iKHx
3aJaHu7;
CobecenoBanue
16 JlmHamMu4deckas Brmmonnenue
MapIIpyTU3ALIUS. MPAKTHYECKUX
4 4 110 3aJIaHUI;
CobecenoBaHnue;
TectupoBanue
17 OSPF s ogHoi Bremonnenue
obnacTu 413 |10 TpaKTHECKHX
3aJaHU7;
CobecenoBanue
18 Cnucku KOHTPOJISt Brimonnenue
noctymna (ACL) 4 3 | 10 MIPAKTUYECKUX
3aJaHU7;
CobecenoBanue

Tema 1. U3yuenune cetu (IIK-1)

Jlekuus.

Jlexmms. Uzyuenue ceteil paznuyHbIXx MacmTaboB. KiaueHTBI M cepBepbl B CETH, WX THUIBI U BHJBL.
OnHopaHroBble ceTH. V3yueHue KOMIIOHEHTOB CETH: OKOHEUHBIE YCTPOWCTBA, MPOMEXKYTOUHBIE CETEBBIC
YCTpOMCTBa, CeTeBasl cpeAa, IMPEACTaBICHHE CETH, CXeMa TOMOJOTHMH M TpeAcTaBlieHue U (QyHKIUU
KOMIIOHEHTOB ceTH. CHCTeMbl JIOKaJIbHBIX ceTeil. [nobanbHpie cetn. MIHTEpHET W 3KCTpaHeT: M3ydeHHUe
CEpPBHCOB collleuel ceTu. TexHonorun goctyna B MHTEpHeET. [logkimoueHne ynajleHHbIX 0JIb30BaTeNen K
cetu Wurepuer. Ilonkmouenue npennpuaruii Kk cetu HMurtepuer. Comenmasica ceTh: IUIAaHUPOBAHUE
pacmupenus cetu. [locTpoiika HaAe)KHONW CeTH. YCTOMYHMBOCTD K COOSIM B CETH C KOMMYTAIlMEH KaHAJIOB.
YCTOWYHMBOCTD K COOSIM B CETSIX C MAaKeTHOW KOMMYHHMKalued. TeHIeHIMu pa3BUTHS CETEH: KOHIICTIIUS
BYOD. CosmectHas pabora uepe3 MurepHeT. OOnayHbie BBIYMCICHHS W IICHTPHI 00OpaOOTKH JaHHBIX.
TexHonornueckue TEHAEGHUMU B JOMAIIHUX ceTsax. OpraHuzanus CEeTH MO JIMHUSM 3JIEKTPONepeaadH.
PaccMoTpenue 6ecipoBOJHOTO IMIMPOKOIMIOIOCHOTO JOoCTyma. V3yueHue ceTeBoil 6e30MacHOCTH: yTPo3bl U
pereHus o obecrnedeHnto 6ezonacHocTu cetu. CereBbie apxUTEKTYphI Cisco.

JlaboparopHbie padoThbI.

1.13y4yenue cpecTB Al COBMECTHOM pabOThI B CETH.

2.M3yueHue cepBUCOB COLIEIIEICS CETH.

3.CocraBneHue cxeMbl ceTu IHTepHeT.

4.3yuenue pplHKa BakaHCUH B chepe nH(POPMALIMOHHBIX M CETEBBIX TEXHOJIOTHA.
3aganus AJ151 CAaMOCTOSITEJIbHOM PadoThI.

PaccMoTpeTh TEHIEHIIMH pa3BUTHS CETEBBIX TEXHOJIOTUH.

Tema 2. HacTpoiika ceteBoii onepannonHoii cucremsl (ITIK-1)
Jlexknus.



Hacrtpoiika ceTeBoil onepaliMOHHONW CHUCTEMBbl. 3HAKOMCTBO C BO3MOXKHOCTAMH ONEPALMOHHON CHCTEMBI
CiscolOS. Haznauenue onepannoHHON cucTeMbl u e€ mecTtononoxenue. Jloctym k ycrpoiictBy CiscolOS.
Merton koHCONBHOTO AocTyna. Meroasl nocryna ¢ nomouisio Telnet, SSH u AUX. [IporpamMmbl SMysiiuu
tepMuHana. Pexumbl pabotel onepannoHHoil cucteMbl CiscolOS. PaccMoTpeHHe OCHOBHBIX PEKHUMOB.
PexxuM mmo0anbHOM KOH(UTYpalMu M JOTONHUTENbHBIE pexkuMbl. HaBuramus mexnay pexumamu 10S.
CrpykTypa xomann omnepauumonHoi cuctembl 10S. CnpaBounoe pykoBoacTBo mo komanaam CiscolOS.
Paccmorpenue kxoHTekcHOM crpaBku. [IpoBepka cuHTakcuca komanz. [opsuue KiIaBUIIM M KIIABUIIU
obicTporo Bb3oBa. Komanasl mpoepku [OS. Bo3moxknoctu komanasl showversion. IIporpamma
PacketTracer: naBuranus no 10S. HacTpoiika ycTpoiicTB U y3710B B CETH. 3aIlUTHI JOCTYTA K YCTPOUCTBAM.
OOecrnieueHre 3aIIMIIEHHOTO JIOCTyMa K TNPHUBHICTHPOBAHHOMY pEXHMY. 3allWMThl JOCTyma K
nojb3oBatenbckoMy pexumy. udposanme mnapons. Cos3manue OaHHEpHBIX cooOmenuid. daiin
KoH(purypauuu. 3axBar TekcTa B KoHcond. [loptel m anpeca: IP-agpecarnusi, uHTEpdeichl U MOPTHI.
Anpecarusi yCTPOWCTB: HACTpOMKa BHPTyaJIbHOTO HHTep(eiica KoMMyHaTropa, HactpoiikalP-anpecos
OKOHEUHBIX YCTPOMCTB BpyuYHy0. ABTOMaruueckas HacTpoiika [P-agpecoB OKOHEUHBIX YCTpPOMCTB.
Kongmukter [P-agpecos. [IpoBepka mapameTpoB moakioueHus: nposepka loopback-anpecoB Ha okoHeuHOM
ycrpoiictBe. TecTupoBaHue Ha3HaYCHUsI MHTEpQeiica U TeCTUPOBAHUE CKBO3HOTO MOJIKITIOUCHHS
JlaboparopHbie padoThbI.

1 Cospganne KOHCOIBHOI ceccuu ¢ moMomiso TeraTerm.

2 Hacrpolika HCXOJHBIX TApaMETPOB KOMMYTATOpA.

3 Hactpoiika OCHOBHBIX MapaMeTPOB MOAKIIOUEHHUS.

4 Kouuryparus agpeca yrnpaBlieHHs] KOMMYTaTOPaMHU.

3aganus 1J151 CAMOCTOSITEJIbHOM PadoThlI.

NHTepakTUBHOE 3ajaHUE: TIOJyYCHHUE TOCTYIA K yCTPOUCTBAM.

Tema 3. CereBble npoTokoJibl 1 koMMyHukanuu (ITK-1)
Jlexknus.
[IpaBuna ceTeBBIX MPOTOKOJIOB M KOMMYyHHMKanuil. [IpaBuna oOMeHa TaHHBIMH: yCTaHOBJICHHE NpPaBUI U
KoaupoBaHue cooOmieHus. DopMaTupoBaHWE M HMHKANCYISALUS coobmieHus. Pasmep cooOrieHus.
Bpemennsie mapamerpsl coobmenus. [lapamerpsl goctaBku cooOmieHus. IIporokonsl: mpaBuia,
pernamMeHTupyomue crnoco0sl ooMeHa naHHBIMU. CeTeBble NMPOTOKOJIBI. B3aumopelcTBHE MPOTOKOJIOB.
HaGopsl nmpotokosioB u orpacieBble cranfapTsl. Coznanue WutepHera um paspaborka TCP/IP. HaGop
npotokosioB TCP/IP u mponiecc oOmMeHa naHHbIMH. OpraHu3aldy 10 CTaHJapTaM: OTKPBITHIE CTaHIApPTHI.
ISOC, IAB, IETF. IEEE. Crannapr ISO. [Ipyrue opranuzanuu no cTaHAApTU3ALUU. DTAJIOHHBIE MOJIEIIN:
IIPEUMYLIECTBA MCIOIb30BAHUS MHOTIOYPOBHEBOM Mojenu. JrtanoHHas Mmozaens OSI. Monens mporokona
TCP/IP. CpaBuenue wmopmeneit OSIu TCP/IP. JIBmwkeHWEe MAHHBIX 1O CETU: HHKAINCYJISAIUS JTaHHBIX.
[Tepenaua coobmenuii. [Iporokonbabie 610ku qaHHBIX (PDU). MHKancynsnus u nenHkancymsus. CeTeBbie
azipeca M ajJpeca KaHasa rnepenadu faHHbIX. OOMeH JaHHBIMU C IOMOIIBIO YCTPOUCTB B 0HOM cetu. MAC-
u [P-agpeca.lllimo3 o ymomuanuio. OOMEH JaHHBIMU C TIOMOIIBIO0 YCTPOMCTBA MO YIATCHHON CETH.
JlaGopaTopHbie padoThbI.
1 IlpoexkTupoBaHHE CUCTEMBI CBS3H.
2 W3yueHue ceTeBbIX CTaHIapTOB.
3 Opranu3zauuu 1o cTaHgapTU3aliu.
4 Vcnonws3zoBanue nporpammbl Wireshark st mpocmoTpa ceteBoro Tpaduka.
3ananus AJ51 CAMOCTOSITEILHOI padoThI.
PaccMmoTpenune aHanornyHbIX IporpaMM i IpOCMOTpa CETEBOTo Tpaduka

Tema 4. Cetenoii goctyn (ITK-1)
Jlekuus.



[Tpotokonel Qusuveckoro ypoBHs. CmocoObl moakmroueHusi K ceTu. CeTeBble WHTEp(DENCHl ILUIATHI.
Hasnauenne ¢usuueckoro ypoBHs. CpeactBa mnepenadud MaHHBIX (Qu3udeckoro ypoBHs. CTaHIapThl
¢usnueckoro ypoBHsA. (OCHOBHBIC MPHHIMIBI (U3NYECKOTO YpoBHA. [IpomyckHass CHOCOOHOCTH H
MIPOM3BOJUTENBHOCTE. PaccmoTpenue ¢usnyeckoii cpensl. CereBas cpena. [Ipoknaaka MenHbIX kabeneit u
ux xapakrepuctuku. Kabenpb tumna Hesamuménnas sutas napa (UTP). Kabens Ha 0CHOBE SKpaHUPOBAHHOM
Butoii mapel (STP). KoakcuanpHbiii kabenb. be3omacHocTh MenHbIX kabeneir. OCOOEHHOCTH MPOKIAIKH
kabeneit tuma UTP. Pa3zpémbr UTP-kaGens. TectupoBanue kaGeneit UTP. OcoGeHHOCTH NpPOKIaIKU
OINITOBOJIOKOHHBIX Kabeneil. KoHCTpyKIHsI ONTOBOJIOKOHHOTO KaOens. THIBI ONTOBOJIOKOHHBIX KaOeNei.
CereBble ONTOBOJIOKOHHBIE pPa3beMbl. [IpoBepka ONTOBOJIOKOHHBIX M MEAHBIX KaOened. OcoOeHHOCTH
OecripoBoAHON cpenbl. THUIBI OECIPOBOIHBIX CPENCTB MEpeaavyn JaHHBIX. becnpoBomHas JTOKAIbHAS CETh
(LAN). Ha3znauenue kaHaJbHOTO ypoBHs. [IoypOoBHM KaHAIOB JaHHBIX. YIIPaBI€HUE JOCTYIIOM K Iepeadn
naHHbIX. [Ipegocrasienue goctyna k cpeae. Buasl Tononoruid. YnpasieHue JOCTYIIOM K Cpeae Nepeaadu
maHHepIX. Pusnyeckas U JIoTHYECKas Tomosorusg. Tomosornst miobanbHOM cetd. Haubonee
pacnpoCTpaHeHHbIE (PU3UYECKUE TOMOJOTHU TII00anbHOW ceTn. du3mdueckas IBYyXTOYEYHAs] TOTOJIOTHS.
Jlornyeckast TOnojaorus COBMECTHBIX CPEACTB IMEpeAayu NaHHbIX. AccolMaTuBHBIM fgocTym. Tomonorus c
MHOXXECTBEHHBIM JocTynoM. Konrponupyemsiii noctyn. KonbueBass Tomonorusi. Kaap kanama nepenauu
nauHbIX. Kasp, 3aronoBok.

JlaGopaTopHbie padoThbI.
1 OmpeneneHue CeTEBLIX YCTPOUCTB U KaOSIIbHON CHCTEMBI.
2 Tloctpoenue nepekpectHoro kabdens Ethernet.
3 IIpocmotp uHpopMmaruu o ceteBoii naTepdeiicuoi miare (NIC) mpoBogHBIX 1 OECIIPOBOIHBIX CETEH
3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.
AHanu3 TOMOJIOTUN C MHOXKECTBEHHBIM JI0CTYTIOM.

Tema 5. Ethernet (IIK-1)
Jlexknus.

[Tpuniun padotsl Ethernet. [Togypouu LLC u MAC. YrpasieHnue AOCTYIIOM K cpelie nepeaadu JaHHBIX.
MAC-anpec: naentudukanus Ethernet. OOpabGorka kaapoB. ATpuOyThl Kaapa: HHKAICYISALUS, pa3Mep
kaapa. MACEthernet. MAC-aapeca u mecTHaaarepuynas cucrtema cuucienus. IIpencrasnenuss MAC-
anpecoB. CkBo3Hoe noakitoueHue. [Iporoxon ARP. @ynkuuu ARP. [Tpuniun pa6orst ARP. Ponrs ARP B
mporecce yIaI€HHOTO OOMEeHa NaHHBIMU. YianeHue 3amuceit u3 Tabnumbl ARP. Tabmuiet ARP Ha ceTeBbix
ycrpoiictBax. [Ipo6nemsr ARP u ero npobnemaruka. YcTpaneHHe MMOCIEACTBUH, BEI3BAHHBIX MTPOOIEMaMu C
npotokosioM ARP. OcHoBHast uHopmarus o noprax kommyraropa. Tabmauuna MAC-anpecoB kKoMMyTaTopa.
Hacrpoiiku nymiekcHoro pexuma. @ynkius Auto-MDIX. CriocoObl nepechlIku Kajpa Ha KOMMYTaTopax
Cisco. bydepuzanus namaru Ha KomMmmyTaropax. OUKcHpoBaHHasE MOny/IbHas KoH(purypauus. [lapamerpsr
MomyIst A7 pazbEMoB KommyTaropa Cisco. Texnonorust CiscoExpressForwarding.

JlabopaTropHbie padoThbI.
1 O630p MAC-anpecoB ceTeBbIX YCTPOMCTB.
2 HWcnonb3oBanue nporpammbl Wiresharkuis ananuza xanpos Ethernet.
3ajanus 1J151 CAMOCTOSITEJIbHOM PadoThlI.
Pons MAC-aapecos.

Tema 6. CereBoii ypoenn (IIK-1)
Jlexknus.



IIporokonbl cereBoro ypoBHs. CeTeBOM YpPOBEHb B IIpOLIECCE IE€pPeNaud JAHHBIX. XapaKTEPUCTHUKU
[P-nporokona. Ilaker IPv4 u IPv. Metonsl MapmipyTu3anuu y3ioB. PelieHne o nepeHanpaBlIeHUU y3ia.
103 mo ymomyanuto. Tabnmuia Mmapupytuzanuu ysna [Pv4. [pumep tabnumsl mapiipytusanun y3ia [Pv4
u [Pv6. Pemenne o mepecbulke MaKkeTOB MaplIypTH3aToOpa. 3alucH TaOMUIBI MapIIPYTU3ALUK YIaJIeHHON
ceTH. Aipec CIEAYIOLIEro Nnepexoaa. YCTporucTBO Mapiuryprusaropa. Ilponeccop u onepanuonHas cucreMa
Mmapuryptuzatopa. [lamsate mapmrypruzaropa. O6benunutenbHas naHenb. MuTepdeiicet LAN u WAN.
3arpy3ka Mapuryprusarop: ¢aiiel bootset. [Ipouecc 3arpy3ku mapiryprusaropa. BeIBox TaHHBIX KOMaH[bI
showversion. HacTpoiika HCXOIHBIX IMapaMeTpoB: JEHCTBUS MO HACTPOMKE MapaMeTpOB MapIIypTH3aTopa.
Hacrpoiika unrepdeiico LAN. IIpoBepka koH¢purypamun uarepdeiica. Hactpoiika napameTpoB HuIo3 mo
yMoiyaHuo. Vcnons3oBaHue NUIr03a o YMOJIYaHUIO Ha y3JIe U KOMMYTarope
JlaboparopHbie padoThbI.
1 IIpocMoTp u aHamM3 TaOIUIBI MAPIIPYTH3AINH Y314,
2 N3zyuyenne GU3NYECKUX XapaKTEPUCTUK MAPIIypTH3aTOpa.
3 Munnumanusanys U neperpyska MapIirypTu3aropa ¥ KOMMyTaTopa.
3anaHus AJ51 CAMOCTOSITEILHOI padoThI.
N3yuenue pazuuisl mexay [Pv4 u IPv6, a Takke MX METOOB UCIIOIB30BaHUSA.

Tema 7. TpancnoprtHblii ypoenb (ITK-1)
Jlekumus.
[IpoTokon TpancnoptHoro ypoBHsA. Ilepenada naHHbIX. 3HaY€HUE TpaHCIOPTHOTO YpoBHs. HanéxHocTh
TpancnoptHoro ypoHs. [Iporokon TCP u UDP. Kpatkoe onncanue npotokosnoB. Pa3nenenne HeCKOIbKUX
kaHasoB cBs3u. Anpecanus noptoB TCP u UDP. Cermenranus TCPu UDP. Hagexunas nocraska mo TCP.
[Ipoueccet TCP-cepBepa. Ycranosnenne TCP-coenviHeHUs M €ro 3aBeplICHHsS. AHAJIN3 TPEXCTOPOHHETO
pyxonoxarus TCP. Hanexxunocts TCP: ynopsimoueHHast nocraBka, MOATBEPKIECHUE U pa3Mep OKHA, MOTeps
JAHHBIX U TOBTOpHas mepenaya. [IpenorBpamenue neperpy3ok. Huskas narpyska UDP no cpaBHeHHIo ¢
HagexHOCThI0. Pa3bopka UDP-mararpammer.  Ilpomeccst u  3ampocki  UDP-cepBepa. Ilpomeccs
UDP-knueHnra.
JlaGopaTopHbie padoThbI.
1 Wcnonb3oBanue nporpammbl Wiresharkuis uzyuenus nporiecca Tpexcroponsero pykonoxarust TCP.
2 Hcnonws3zoBanue nporpammbl Wiresharkmns ananu3za 3axsara makeroB DNS u UDP.
3 Ucnons3zoBanue nporpammbl Wireshark amns ananmsa 3axsara ceancoB FTP u TFTP.
3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.
Ycranosnenne TCP-coenunenus

Tema 8. IP-agpecanus (ITK-1)
Jlexknus.
CereBrie [Pv4-anpeca. Crpykrypa azapecoB. JlBouuHOe mpeacTaBieHue uucen. [[BomuHas cucrema
ucuucnenus. IlpeoOpa3oBaHue JBOMYHOTO ajapeca B JAECATUYHBIMN. HTepakTHBHOE 3agaHME:
nmpeoOpa3oBaHue JBOMYHBIX 3HAYCHHUU B AecsThuuHble. Macka moncetu IPv4. CereBas u y3nmoBasl 4acTu
IPv4-anpeca. Ananu3 quHbl npedukca. CeTeBoil aapec, aapec y3ia U MHUPOKOBEIIATSILHBINA alpec CeTH.
IlepBbiii w mocneguuit anpec ysna. [loOutoBas omeparus. OnHoajgpecHas, HIMPOKOBEIIATENbHAs H
MHoroajpecHas paccelika IPv4. IlpucBoeHue crarudeckoro M AMHAMHUYECKOro azapeca. OpgHoanpecHas
nepenava. lllupokoBemniarenpHas nepegaya. MHoroaapecHas nepenada. [IyGnuuHble M 4acTHBIE ajpeca.
AJpeca cienManbHOIO Ha3HAYeHUA. YcTapeBlias KiaccoBas aapecauusd. [IpucBoenune IP-anpecos. CeTeBble
IPv6-anpeca. IlpoGnemsr IPv4 u pemenue IPv6. CoBmecTHOE HCHONB30BaHHE MPOTOKOIOB. IIpoBepka
coequnenus. ICMP. Coobmenns ICMPv4 u ICMPv6. OtnpaBka 5X0-3apoCOB: TECTUPOBAHUE JIOKAIBHOTO
cTeka. TpaccupoBKa MapuipyTa: TECTUPOBAHUE ITyTH.
JlaGopaTopHbie padoThbI.
1 Hcnonb3oBanue KanbKyasTopa Windowsc OMOIIBIO CETEBBIX aJIpeCOB.
2 TIpeobpazoBanue IPv4-aapecoB B IBONYHOE 3HAUYCHHE.
3 Omnpenenenne [Pv4-anpecos.
3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.
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11
IIpucsoenue IP-agpecos B cetn

Tema 9. Pazouenne IP-ceteii na moacern (IIK-1)
Jlexknus.
Paz6uenue IPv4-cetn Ha noaceru. Cermenranus cetu. [Ipuunsl pazouenus mno noacetu. OOMeH JaHHBIMU
MEXIy MOACEeTIMH. 3HAYMMOCTh pa3duenus [P-cetn Ha monceru. [1nan: mpucBoeHue agpecos. Pazouenue
IPv4-cetn Ha noncetu. bazoBoe pa30ueHHne HAa MOACETH M UCTONIb3yeMble mojceTu. DopMyIbl pas3aeeHust
Ha nogcetu. Co3nanue 4, 8 moacereii. Pacuér y3nos. Pazouenue Ha moaceTn Ha OCHOBE TPeOOBaHUMA Y3II0B.
Paz0Ouenue Ha MOJICeTH B COOTBETCTBUHU C TpeOoBaHMsIMU ceTH. [IpenMyiiecTBa pa30HeHUsT Ha TONICETH C
UCTIOJIb30BAaHMEM MAacCK{ IEepeMEHHOW JUIMHBL. PaccMoTpeHue TpaJulMOHHOTO pa30MEeHUsT HEHYXHBIX
anpecoB Ha noxacetu. Macku noxacetu nepemeHHod jmHbl (VLSM). basoBas momens VLSM.
CTpyKTypUpOBaHHBIM IPOEKT: IJIaHUPOBaHUE ajpecanuu ceTu. lIpucBoeHue anpecoB yCTpOMCTBaM.
Ocobennoctu npoexktupoBanusi [Pv6-cetu: cmocoOwl pa3OueHust Ha moxceTH. PacmpeneneHue mouceTH
[Pv6. Pa30buenre Ha OJCETH ¢ UCTIOIB30BaHUEM HICHTU(UKATOpa UHTEpdeiica.
JlaboparopHbie padoThbI.
1 Pa3pabotka u BHempeHue CTpyKTypsl IPv4-ceTn, pa3aeieHHON Ha TIOJICETH.
2 Pa3pa0oTka U BHEJpEeHHE CTPYKTYpbI aapecauuu VLSM.
3 OtpaboTKa KOMITJIEKCHBIX MPAKTUYECKU HABBIKOB.
3ananus AJ51 CAMOCTOSITEILHOI padoThI.
1 Pacuet IPv4-noxacereit.
2 Pa30OueHune TOmoIoruil CeTei Ha MOJCETH.
3 M3ydeHue KalbKyJIsSITOpa MOACETEN.

Tema 10. KommyTupyemsbie cetu (ITK-1)
Jlekumus.
[Tpuntun pa6orel NAT u ero xapakrtepuctuku. [IpoctpancTBo yacTHbeiXx [Pv4-ampecos. TepmuHomorus
NAT. Tunber npeoGpazoBanus ceteBbix anpecoB NAT. Crarnmueckoe mpeoOpa3oBaHHE CETEBBIX aJPECOB.
Junamuueckoe mpeoOpazoBanue ceteBbix anapecoB NAT. IlpeoOpaszoBanue anpecoB moptoB (PAT).
CpaBuenne NAT wu PAT. IlpeumymectBo NAT. Henmocrarku NAT. Hactpoiika cratuyeckoro wu
muHamudeckoro NAT. Anamus crarmdeckoro mnpeooOpazoBanmst NAT. Ilpoepka crarnueckoroNAT.
[Tpuntun paboter nuHamuueckoroNAT. Hacrtpoitka PAT. Ilyt aapecoB. Hactpoiika PAT mis omHOTO
anpeca. Ananmu3 PAT. [lepeaapecauns nopros. [Ipumep mst SOHO. Hactpolika nepeaapecanuii mOpToB €
nomoibto [0S. Tlouck u ycrpanenue Henonanok B pabore NAT ¢ momorisio koman bl debag.
JlaGopaTopHbie padoThbI.
Hacrpoiika nepeaapecaruu mopToB Ha Mapuryprusatopalinksys
3aganus AJ151 CAMOCTOSITEIbHOM PadoThlI.
1 Onpenenenne tepmunonoruu NAT.
2 Hacrpoiika ctatnueckoroNAT.
3 Omnpenenenue nHboOpMaIUH 00 aipece Ha KaKIOM MEpexoie.
4 Peann3anus cTaTHYecKoro u nuHaMmmuaeckoro NAT.
5 Hactpoiika NAT-nyna ¢ neperpyskoii u PAT.

Tema 11. OcHOBHbIE KOHIIENIIMH U HACTPOHKA KOMMYTAaTOpPa
(IIK-1)
Jlekumus.



IlepBoHauanbHas HacTpolika kommyTtaropa. [locienoBarenbHOCTE 3arpy3ku KomMyTaropa. BoccraHoBieHue
nocie cucreMHoro c6os. CBeroanonHas HHIUKAIMA koMMyTatopa. [ToaroroBka k 6a30BOMy ymnpaBiIEHUIO
kommyTatopoM. Hacrpoiika nocrymna juist 6a3oBoro ynpasieHust kommyTaropam ¢ [Pv4. Hactpolika moptos
kommyTatopa. JlyrekcHas cBs3b. HacTpoiika mopToB Ha ¢u3nueckoM ypoBHe. DyHKIMS aBTOMAaTHYECKOTO
orpeneneHus Tuna kademns. [IpoBepka HaCTPOEK M yCTpaHEHHE HEMOJIAZIOK Ha YPOBHE CETEBOTO JOCTYIIA.
[Touck u ycrpanenue npoOiieM Ha ypoBHE JOCTyIa K CeTH. 3allMIICHHbIH yaaneHHbIi noctyn. [IpuHuun
paboter SSH. Hactpoiika SSH. IIposepka SSH. PacripocTpaneHHble yrpo3sl 0€30MacHOCTHU: MEPENOTHEHNE
tabmuusl MAC-anpecos, DHCP-cniy¢unr 1 ncnonb3oBanue yszsumocteid mporokona CDP. Ilpaktuueckue
PEKOMEHJAIMU 10 00ecredeHuI0 0e30MacHOCTU: MHCTPYMEHTHI U TECTUPOBAHUE CETEBOM OE30MacHOCTH.
Ayrmut cereBoil 6e3omacHocTH. be3omnacHOCTh MOPTOB KOMMYTAaToOpa. 3alluTa HEHMCIIOIb3yEeMBIX MOPTOB.
OtcnexuBanne DHCP-coobmienunit. [Ipuanumn paboTs! GyHKIIUN 6€3011acHOCTH TOPTOB.

JlaGopaTopHbie padoThbI.
1 bazoBas HacTpoiika KOMMYyTaTopa.
2 Hacrpoiika nporokosia SSH.
3 Hacrpoiika mapameTpoB 0€30MaCHOCTH KOMMYTATOP
3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.
HHTepakTUBHOE 3aJaHUE: TIOJyYEHHUE TOCTyIa K yCTPOHCTBaM

Tema 12. BupryanbsHsbie Jokajabubie cetn VLAN (IIK-1)

Jlexknus.
CermeHTanysi BUpTyalbHbIX JOKAJIBHBIX ceTeil. [IpenmyiecTBo BUpTyasbHbIX JOKanbHBIX ceTei (VLAN).
Tunbl BUpTyanbHbIX JOKaJIbHBIX ceTell. [onocoBeie cetn VLAN. Tpanku BupTyanbHbiXx ceTeil. KoHTposb
IIMPOKOBEIIaTeNbHBIX 10MeHOB B ceTsix VLAN. TerupoBanue kaapos Ethernet nns unentudukanum cetu
VLAN. Teruposanue ronocoBoii VLAN. Ha3nauenue BupTyanbHoil JokanbHOHN cetu. Jnanazon VLAN Ha
kommyTtatopax Catalyst. Cozmanue BUpTyasibHOW JoKanbHOM cetn. Hasnauenume moptoB cersm VLAN.
N3meHenne npuHajIeKHOCTH TOPTOB BUPTYaIbHOM JIOKAJIBHOW CETU. YIAJICHUE BUPTYAJIbHBIX JIOKAJIbHBIX
cerei. IIpoBepka mHpopmammu o cetu VLAN. Tpanku BupTyanbHbIX cerell. HacTpoiika TpaHKOBBIX
kaHasioB. COpOC TPAaHKOBOTO KaHalla JI0 COCTOSIHUA Mo ymonuaHuio. 3HakoMcTBO ¢ DTP. CornacoBannble
pexxumbl uaTepdeiica. IIpoekrupoBanue u obecrneuenue OezonmacHocTd VLAN. Ataku Ha BUpTyajibHBIC

ceTu: cmy(uHr-araka Ha KOMMYTaTop, araka ¢ JaBOMHBIM TerupoBanueMm. Cers PVLAN mnepumerpa.

IIpakTHueckue peKoMeHJauu 110 POEKTUPOBAHUIO BUPTYAJIbHON JIOKAJIBHOU CETH.

JlaGopaTopHbie padoThbI.

1 HccnenoBanue Meronos peanusanuu cetu VLAN.

2 Kondwurypamust VLAN 1 TpaHKOBBIX KaHAJIOB.

3 Ilouck 1 yCcTpaHEeHUE HENONAI0K IpU peann3anuu cetu VLA
3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.

1 TlomyuaTenu MHUPOKOBEIATENBHON PACCHUIKH.

2 IIporuo3upoBaHue MOBEICHUSI KOMMYTaTOpa.

3 IIporuo3upoBanue noseaeHust DTP.

Tema 13. Konnenuusi mapmpytusanuu (ITK-1)
Jlexknus.
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Havanbnast ycraHoBka Mapmyprusaropa. @yHKOuMM — Mapuyprusaropa. XapaKTEepUCTHKU — CETH.
Heobxomumocts wmapmpytuzanuu.  [lonkmiouenne yctpoicTB. llogkmrouenue k ceru. HInro3er mo
ymonmuaHuio. JlokymeHTanus cereBod anapecanuu. AxrtuBauus [P-agpecannn Ha ysne. CBeTroguonHble
MHAMKATOpbl Ha ycTpoicTBe. KoHconbHbIN nocTyn. OCHOBHBIE MapaMeTpbl Mapiryprusaropa. Hactpolika
OCHOBHBIX IapaMeTpoB Mapuryptusatopa. Hacrpoiika napamerpoB IPv4 Ha unrepdeiice mapurypruszaropa.
[TpoBepka CBSI3HOCTH ceTed C MpsMBIM MoAKIIoYeHHeM. I[IpoBepka HacTpoek wuHTepdeiica. Perienue
Mapupytuzauuud. KommyTanuss mnaketoB Mexay ceTsamMu. DyHKIUsS KOMMYTalUud MapulypTH3aTopa.
Otnpaska naketa. [lepecbuika Ha ciemyrouuii nepexon. Onepanuu MapuipyTuzanui. VICTOUHUK TaOnuIb!
MapuIpyTu3anuy. 3anucu yaanéHHou cetH. MHTepdelcsl ¢ mpsMbIM MOJKIIOYCHUEM. 3aruCH TaOJUIbI
MapuUIpyTU3aLHK Uil CETEH ¢ IPSIMBIM MOAKIIOUYeHHEM. [IpuMepsl ¢ npsMbIM NoAKI0o4eHUEM. [IpoToKoIbI
JUHaMH4YeCcKo MapiipyTu3zauui. IIpumepsl quaamuueckoit Mapipytuzauuu [IPv4 u IPv6.
JlaGopaTopHbie padoThbI.
1 JlokymeHTaI|s CXEMBI aJipecalliy.
2 Hactpoiika uarepdeiicos mis [Pv4 u [Pvo.
3 Unrtepnperanus 3anucei TabIMILbI MapIIpyTU3ALIUH.
3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.
AHanu3 TONOJIOTUH C MHOXKECTBEHHBIM J10CTYTIOM.

Tema 14. Mapmipyrusanus me:xkay VLAN. (IIK-1)
Jlexknus.

Hacrtpoiika wmapmpytuzanuu mexay VLAN. Ilpunmunsr pabotsl MapmpyTtuzanumu Mexnay VLAN.
VYerapesmme meronsl Mapupyrtusauuun mexay VLAN. Hacrpoiika mapumpytusanum mexay VLAN c
WCTIOJIb30BaHUEM YcTapeBiiero meroaa. Hactpoiika umHTEpQeiicoB MapuIypTU3aTop HpU HCHOIH30BAHUHU
ycrapeBuiero Meroga Mapupytuzauuu mexay VLAN. Hacrpoiika mapmpytuszaumn mexay VLAN c
HCTIONBb30BaHUEM MeTofa router-on-a-stick. ITpoGnemsr mapmpyrtuzammu mexay VLAN: Hemonaaku B
pabote mopra kommyraropa. [IpoBepka koHpurypauun kommyrtaropa. Henmonanku B pabore mHTepdeiica.
ITpoBepka HacTpoek Mapuryptuzatop. Hemomanku B IP-ampecammu. Ommbku B [P-agpecax m mapkax
noacetu. Ommbku npu HacTpoiike [P-anpeca m macku noaceru. Hactpoiika u pabota koMMyTanuu Ha 3-M
YpOBHE: BBEICHHE B OCHOBBL. Mapmpytuzauus wmexay VLAN depe3 BHUpTyasibHble HHTEP(EHCH
KOMMYTAaropa U mapupyrusupyemsle noprsel. Hactpoiika crarmdeckux Ilouck M ycTpaHeHHe HeENOnamok
KOMMYyTauu 3-ro ypoBHs. [IpuMeps! ycTpaHeHus HENoNa10K.

JlaGopaTopHbie padoThbI.

1 Hacrpoiika mapmpyTtuzanuu Mmexay VLAN s kaxxaoro uarepderica.

2 Hacrpoiika mapmpytuzanuu Mexay VLAN Ha ocHoBe ctangapta 801.2Q v TpaHKOBOrO KaHasa.
3anaHus AJ51 CAMOCTOSITEILHOI padoThI.

1 Tlouck u ycTpaHeHue HENMOIAA0K MapupyTu3anuu Mmexay VLAN.

2 Tlepexon Ha NOKaIbHBIE CETEBBIC KaHAbI.

Tema 15. Crarnueckas mapmpyrusanus. (IIK-1)
Jlexknus.
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Peanusanus crarnueckod mapupyrtusanuu. Joctyn k ynaneHHsIM ceTsM. lIpeumyinecrBa craruyeckoin
MapuIpyTU3aluu. 3ajayd CTaTUYeCKOW MapHIpyTh3alMu. TUObel CTaTHYECKMX MAapLIIpyTOB U HX
npuMeHeHre. CTaHIapTHBIM U CyMMapHbIi cTtatuueckuil Mapmpyt. IlnaBarommii cratndeckuii MapuipyT.
Hacrtpoiika craTmueckux MapHIpyTOB M MapHipyToB mo ymomyanuto. Komanma iproute. Ilapamerps
cienyromero nepexoga. HacTpolika M IpoBepka CTaTMYECKOIO MapuipyTa CIEIYIOLIEro Iepexona.
Hactpoiika mapupytos IPv4 no ymonuanuro. Komanna IPv6 route. Hactpolika HanpsiMyro HOAKIFOUEHHOTO
craruaeckoro mapupyta IPv6. Hactpoiika mogHOCTBIO 3alaHHOTO cTarmdeckoro mapupyta IPv6. O630p
CIDR u VLSM. KnaccoBas aapecanusi cetu. KinaccoBsie Macku nojaceTu. [IpumMep kiaaccoBoro mporokosia
MapuipyTu3anui. M30bITOUHBI pacxol pecypcoB KJaccoBOW ajpecanuu. beckiaccoBas MexaoMmeTHas
mapuipytuzaiusa.CIDR u oObenunenue wmapmpyTtoB. Ilpumep cratuueckoir mapmpytuszauuu CIDR.
Hcnonb3oBanne Macok mozcetu ¢uxcupoBanHou anuabl (FLSM). Macka mozpceTd nepeMeHHOW JJTHHBI.
VLSMB neiictBun.Hactpoiika cymmapueix MmapiipytoB [Pv4. OObeaunenue wmapmpyToB. Pacuér
cymMapHoro wapmipyta. OObeAMHEHHE U pacueT ceTeBbIXx anpecoB I[Pv6. OOpaboTka makeToB C
HCIIOJIb30BAaHUEM CTATUYECKUX MapuipyToB. Crarmdyeckue MaplipyThl M Hepecbulka nakeroB. [louck u
YCTpaHEHUE HEMNOJaJ0K B HACTPOMKAaX CTAaTMUECKOrO MaplipyTa M Mapuipyta o ymondanuro IPv4.
Ycrpanenue npoOieM CoOeTUHEHUSI.
JlaboparopHbie padoThbI.

1 Pazpabotka u peanuzanus cxemsl aapecanuu VLSM.

2 Hacrpotiika o0benuHeHus (arperauu) MapmpyTos [Pv4.

3 Tlouck U ycTpaHEHUE HEMOJIAJ0K CTATUYECKUX MAPIIPYTOB.

4 Tlouck u ycrpanenue Henonaaok VLSM u 00beIMHEHNS MapIIpyTOB.

5 Tlouck 1 ycTpaHEHHUE HEMONAJ0K CTATUYECKUX MAPILIPYTOB

3anaHus AJ151 CAMOCTOSITEILHOI padoThI.

Ompenenure CyMMapHBIN CETEBOM aApec CETH U MpeduKc

Tema 16. Iunamuveckass mapupyruzanus. (ITIK-1)
Jlekumus.
[IpoTrokonel AMHaAMUYECKOW MapmpyTu3anud. [IpuHmunm paboThl JAMHAMHUYECKOW MapIIpyTH3AIUU.
PazBuTne mpoTokosioB AMHaMuYeckod Mapuipytu3auud. HazHaueHue u pojib MPOTOKOJIOB JTUHAMUYECKOU
MapupyTuzauuu. JluHaMuyeckas MapHipyTh3alus B CPaBHEHMHM CO CTaTHMYECKOM MapuipyTH3alfei.
Hcnonp3oBaHue  cratmyeckod  mapumipytuzauuu. [IpemMymectBa W HEAOCTaTKM — CTATHUYECKOU
Mapuipytusauuu. [IpuHIunel paboThl MPOTOKOIOB MApIIPYTHU3AMU. 3aMyCK MOCJe BKIIOUEHUS MUTAHUS.
CeteBoe oOHapyxkenne. OOMeH naHHbIMH MapiipyTusanuu. Odecnedenne cxoqumoctu. Kiaccudukamms
MPOTOKOJIOB ~ MapuipyTuzanuu. OmnucaHue AUCTaHIHMOHHO-BEKTOPHOTO MPOTOKONA. JIMCTaHIIMOHHO
BEKTOPHBIE aJITOPUTMBI. THUIIBI JUCTAHIIMOHHO-BEKTOPHBIX MpOTOKONOB. Hactpoiika mnpotokona RIP.
OOmbsiBneHus cetu. M3yuenune HacTpoek NMPOTOKOJA MO yMOJYaHHIO. JlnHamMuueckas MapuipyTH3alus 1o
COCTOSIHUIO KaHaa. [IpoToKOJIbI MapIIpyTU3alUK 1O KpaTyaiiemMy myTH. AJIroputm J{edKCcTpbl.
JlaGopaTopHbie padoThbI.
1 Omnpenenenrie KOMIIOHEHTOB MPOTOKOJIA MAPIIPYTU3ALIUH.
2 Craruueckas 1 IMHAMHU4Y€eCKasi MapIipyTHU3aIs.
3 U3yueHue cXxOIUMOCTH.
4 OmnpezneneHue TMCTAHIIMOHHO-BEKTOPHOW TEPMHUHOIOTHH.
5 CpasHuenue npotokoinos RIP u EIGRP.
3aganus AJ151 CAaMOCTOSITEJIbHOM PadoThI.
Hacrpoiika nmporokona RIP B 3apanee BOCIIpOU3BEIEHHON CETH.

Tema 17. OSPFaas ognoii odsactu (IIK-1)
Jlexknus.
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OSPF st omHO#M 0o6nacTu. XapakTepUCTUKU MPOTOKoJia. PaccMoTpeHHe anroputMa KpaTyaiiero myTu.
Pazurue nporokona OSPF. Kommonentsr mpotokona OSPF. IlpuHuumnel paGoTel MapHIpyTH3AIHH IO
cocrossHnio kaHama. OSPF st omuoit m Heckonmbkux oOnacteit. Coobmenuss OSPF. WMukancymsimus
cooOmieHnit W TUmbl makeToB. llaker mnpuBercTBUSA. VHTEpBanbl OTIPaBKM MAKETOB MPUBETCTBHSL.
OOHoBneHust cocrosHusi kaHaia. Paboume cocrosnusi OSPF. YcraHoBieHHE OTHOIIEHHH CMEXHOCTH C
COCEIHUMU YCTPOMCTBAMU. BBINEIECHHBI MapLIypTU3aTOp U PE3EPBHBIM BBIACICHHBIM MapIIypTU3aTOp.
Cunxponuzamus 6a3 manHbix OSPF. Paccmorpenne oOmeHa maHHbIMH B pamkax mnporokona OSPF.
Hacrtpoiika OSPFv2 nns omHoit ob6nactu. Wpentuduxauus mapuryptuzaropOSPF.CereBas Tomonorus
OSPF. Pexxumsbl koHurypamun Mapuipytuzaropa.KonpurypauusOSPFv3: cpaBaenue v2 u v3. Hacrpoiika
u npoBepka OSPFV3.

JlaboparopHbie padoThbI.
1 Xapakrepuctuku u TepmuHosiorust OSPF.
2 Onpenenenue Tuna naketos OSPF.
3 Cocrosinue OSPF mjist ycTaHOBIEHUS OTHOIIEHUM CMEXHOCTH.
3anaHus AJ51 CAMOCTOSITEILHOI padoThI.
Conocrasnenue npotokosioB OSPFv2 u OSPFv3.
ba3oBas HacTpoiika npoToKoia i OAHOI 001acTu.

Tema 18. Cniuckn konTpoJs aocryna (ACL) (ITK-1)
Jlexknus.
[Mpunmun pab6otel ACL-criuckoB mo mpotokoiy IP. Haznauenwe crnmckoB. CpaBHEHHE CTaHIAPTHBIX U
pacumpenusix ACL cnmckoB s IPv4. ®unbrpamus nakeroB. [lpunmun pabotst ACL-criuckos.
CpaBHenue crangaptHelx U pacmmpeHHbIX ACL-cnuckoB mug [Pv4. IlpucBanBaHue HOMEpPOB U UMEH
ACL-criuckam. la6nonnsie macku B ACL-cnuckax. OCHOBHBIE CBEACHHUS O NMPUMEHEHHMH HIaOJIOHHBIX
Mmacok. [Ipumeps! mabnoHHbIX MacoK. Pacuér mabmonHoi macku. [IpuMeph! KIIOUEBBIX CIIOB IAOIOHHON
Mackd. OOmmue pexomeHgammuu 10 cozganuio ACL-cnuckoB. PexkomeHmammu 1o pa3MELICHHUIO
ACL-cnuckoB. Hactpoiika crangaptHeix ACL-cniickoB nns IPv4. 3aganue nopsiaka 3anucei ¥ HacTpolka
crangaptHoro ACL-cniucka. BHyTpennuit anroputm padotsl. [Ipumenenne crannaptasix ACL-crinckoB Ha
unrepdeiicax. Buecenne wusmenenuit B ACL-cnmcku s [Pv4. PemaktupoBaHue CTaHAApTHBIX
HyMmepoBaHHbIX ACL-cnmckoB. ACL-cratuctuka.3amura noptoB VIY ¢ NOMOLIBIO CTaHJAPTHOTO
ACL-cnucka IPv4. IlpoBepka crangaprHoro ACL-cnmcka, ucnosb3yroniero uist 3amurtel nopra VTY.
Crpykrypa pacmupeHHbIXx cnuckoB. Hactpoiika pacumpennbix cnuckoB st [Pv4. Tlouck u ycrpanenue
HernonagokACL-ciimckoB. O6paboTtka naketoB ¢ momouibio ACL-crinckoB. PacnpocTpaHeHHbIE OMIMOKH
ACL-cnuckoB.
JlaGopaTopHbie padoThbI.
1 Bbi0op mabaoHHON MacKH.
2 Tlpunnun pad6oter ACL-crmcka.
3 Pa3menenue crangapTHeIX U pacimupeHHbIX ACL-cnuckos.
4 Hactpolika u npoBepka cranaapTHbix ACL-crnuckos.
5 Hacrpoiika u npoBepka orpanuueHui VTY.
6 Hactpoiika ACL-cniuckoB st [Pv6.
3anaHus AJ51 CAMOCTOSITEILHOI padoThI.
1 Harnsannoe npencrasnenue padotsl ACL-crincka.
2 Hactpoiika ACL-cniucka st kaHanoB VTY

4. Konrpoab 3HaHMI 00y4alOLINXCS M THIIOBbIE OLICHOYHBbIE CPEICTBA
4.1. Pactipenenenue 0auioB:

5 cemecTp
* mocenraemocts — 10 GamtoB
*  TEKYyIIHUHA KOHTPOJIb — 78 0aioB

15



KOHTPOJBHBIC CPE3bl — 2 cpe30B: 2 6amios, 10 6amios

npemMuaabHbie 0amisl — 20 6ayIoB

Pacnipenenenne 6aJiioB 10 3aaHKSIM:

No  [HaszBanue Ttembl | DopMbl Max. Mertonuka mpoBeIcHUS 3aHITUS U OLICHKU
Te | /BHJI y4eOHOH |TEKyIEro | KoJI-BO
MBI paboTHI KOHTpOJs | OayuioB
/ cpe3bl
1. | Uzyuenue cetu | Cobeceno 4 CobecenoBanue mpeAIoaracT OpraHu3aluio Oeceabl MPenoaaBaTelis
BaHUE CO CTYACHTaMH IO BOMPOCAM MPAKTUYECCKOTO 3aHATHUS C IENbI0 Ooee
0OCTOSITEILHOTO BEISBIICHUS MX 3HAHUH 10 ONpEICICHHOMY pa3jieny,
TeMe, mpoOiieMe W T.I. Bce 4WieHBl rpynmbsl MOTYT y4acTBOBaTh B
oOcyxaeHur, A00aBIATh WH(OPMAIUIO, JAUCKYTHPOBAaTh, 3a]1aBaTh
BONPOCHI U T.1I.
YCTHBIIT OMpPOC MOXET TPUMEHIThCS B  Pa3lUYHBIX (opMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIH, KOMOMHUpPOBaHHBIH. (OCHOBHBIE
Ka4eCTBa YCTHOTO OTBETA MOJICHKAIIETO OIEHKE:
- MPaBUWJIBHOCTH OTBETA 10 COICPIKAHUIO;
- MOJIHOTA U TITyOWHA OTBETA;
- CO3HATEILHOCTh OTBETA;
- JIOTUKA M3JIOKCHUS MaTepHara;
- palMOHAILHOCTH HCIIOJIL30BAaHHBIX TPUEMOB M CIIOCOOOB PEIIICHUS
MOCTaBJICHHOW Y4eOHOH 3a/1auu;
- CBOEBpPEMEHHOCTh U 3((HEKTUBHOCTh WCIONB30BAHUS HATJISIIHBIX
MOCOOUH M TEXHUYECKUX CPEIICTB IPU OTBETE;
- HCITOJTb30BaHUE JIOTIOJIHUTEIIEHOTO MaTepraa;
-  palMOHAILHOCTh WCIONB30BAHUS BPEMCHH, OTBEJICHHOTO Ha
3aJlaHue.
Beimonne 1 [IpakTrueckue pabOThI BBITONHSIOTCS CAMOCTOATEIHFHO MIIH B MaJION
HUE rpynme (2-3 crymeHTa) Ha OOOpPYIOBAaHMHM WM KOMITBIOTEPHBIX
MpaKTHYEC KJIaccax Mo TEKYIIeMy pa3zelly Wil TeMbI TUCITUILTHHBL
KHX OcHOBHBIE Ka4eCTBa BBINIOJHEHHOTO IPAKTHYECKOTO  3aJaHws
3amaHuit MOJUIeXKAIIETO  OIeHKe: TIOJHOTa W TOYHOCTh  BBISIBJICHHS
XapaKTEPUCTUK; OPUTUHAIHHOCTD MPAKTUYECKOTO PEIICHHS; TOTHOTa
JNOCTUTHYTHIX TOKa3aresiel; NeTalbHOCTh ONHCAHWA W HAIISIIHOCTH
CXeM W  aJrOpUTMOB; HAaJMYHWE TECTOBBIX IPUMEPOB, KadeCTBO
paboTHL.
Tectupos 2 OreHka TecTa 1o TeKyIeMy pa3feny WiH TeMe TUCIUTUTHHEI
aHue 2 Gamnma — crygeHT mpaBwibHO oTBedaeT Ha 50-100% BompocoB B
TecTe.
1 Gamna - CTyZIeHT paBUIIBHO OTBedaeT Ha 25-50% BOMpoCoB B TecTe.
2. Hactpoiika Beimonne 1 [IpakTryaeckue pabOThI BBITONHSIOTCS CAMOCTOATEIHFHO HIIA B MaJIOn
ceTeBoi HUE rpynme (2-3 crymeHTa) Ha OOOpPYIOBAaHMHM WM KOMITBIOTEPHBIX
OTIEpAIIIOHHON |TPaKTHYeC KJIaccax Mo TEKyIIeMy pa3felly Uil TeMbI TUCITUTLTHHBL
CUCTEMBI KHX OcHOBHBIE Ka4eCTBa BBHINIOJHEHHOTO IPAKTHYECKOTO  3aJaHws
3amaHuit MOJUIeXKAIIETO  OIeHKe: TIOJHOTa W TOYHOCTh  BBISBJICHHS
XapaKTEPUCTUK; OPUTUHAIHHOCTD MPAKTUIECKOTO PEIICHHS; TOTHOTa
JNOCTUTHYTHIX TOKa3aresiel; NeTalbHOCTh ONHCAHWA W HAIISIIHOCTH
CX€M H  aJrOpUTMOB; HaJH4YHWE TECTOBBIX IPUMEPOB, KadeCTBO
paboThI
Tectupos 2 OreHka TecTa 1o TeKyIeMy pa3feny WiIH TeMe TUCIUTUTHHEI
aHue 2 OGamnma — crygeHT mpaBwibHO oTBedaeT Ha 50-100% BompocoB B

TecTe.
1 Gamna - CTyZIeHT paBUIIBHO OTBedaeT Ha 25-50% BOMpoCoB B TecTe.
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Cobeceno
BaHUE

CobecenoBanue npeAIoaracT OpraHu3aluio Oecebl MpenogaBaTesis
CO CTYAEHTaMH IO BOTIPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Oosee
OOCTOSITENBHOTO BBISIBICHUS WX 3HAHHWH 10 ONPEACICHHOMY Pa3ieny,
Teme, mpodieMe U T.II. Bce WieHsl Ipymmbsl MOTYT y4acTBOBaTh B
o0CyXJeHnu, n00aBisATh HH(OpMaNWio, AUCKYTUPOBAaTh, 3a/JaBaTb
BOIPOCHI U T.1I.

VYeTHBIE  OMpoc MOKET NPUMEHATHCS B Pa3iMyHBIX  (QopMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIA, KOMOMHUPOBaHHBIH. (OCHOBHBIE
Ka4yecTBa yCTHOTO OTBETA MOJJIEHKAILETO OLEHKE:

- IPaBWJIBHOCTH OTBETA 110 COAEPIKAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepuana;

- palMOHANBHOCTH HCIIOJIB30BaHHBIX MIPUEMOB U CHOCOOOB peIICHUs
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;

- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

-  PalMOHANBHOCTh HCIONB30BAaHUS BpPEMEHH,
3aJlaHueE.

OTBCACHHOI'O Ha

CereBble

IIPOTOKOJIBI 1
KOMMYHUKaIIU

Brmonne
HHE
MIpaKkTH4eC
KUX
3aJaHuH

[MpakTudeckue paboThI BHIMOIHIIOTCS CAMOCTOSTEIBHO WM B MajoH
rpynme (2-3 crymeHTa) Ha OOOPYIOBAaHMHM WM KOMITBIOTEPHBIX
KJlaccax Io TEeKYIIeMY pa3/ieiny WM TEMbI JTUCIIUIUTHHBL.

OCHOBHBIE KauecTBa BBIMOJHEHHOTO TPAKTUYCCKOTO — 3aJIaHUsI
MOJJISKAIIETO  OIEHKe: IMOJHOTAa W TOYHOCTh  BBISIBIICHHS
XapaKTePHUCTHK; OPUTHHAIBHOCTD MPAKTHYECKOTO PEIICHUS; TIOTHOTA
JOCTUTHYTHIX TIOKa3aTeseil; JeTaJbHOCTh OMHCAHUS M HADISTHOCTh
CXeM W  QJTOPUTMOB; HAIMYHAE TECTOBBIX INPHUMEPOB, Ka4eCTBO
paboThI

TecTupoB

aHue(KOH

TPOJILHBI
i cpe3)

OrieHKa TecTa 10 TeKyIeMy paszieny WK TeMe TUCIIHTUTHHBI

2 OGamnma — crygeHT mpaBwibHO oTBedaeT Ha 50-100% BompocoB B
TecTe.

1 Gamna - CTyZIeHT paBUIIBHO OTBedaeT Ha 25-50% BOMpoCoB B TecTe.

Cobeceno
BaHHE

CobecenoBanue TIPEAIIOIaracT OPraHu3aIuio Oecenbl MPEnoaIaBaTes
CO CTYJICHTaMH TI0 BOTIPOCaM MPAaKTUIECKOTO 3aHATHS C IENbIo Ooiee
OOCTOSITEIEHOTO BBISBIICHUSI UX 3HAHWH TI0 ONPE/ICICHHOMY pa3Jeny,
TeMme, mpobiieMe W T.I. Bce wWieHBl Ipynmbsl MOTYT y4acTBOBAaTh B
o0CyXJeHnt, 00aBIATh HH(OpMAINIO, JUCKYTHPOBATh, 3a/1aBaTh
BOIIPOCHI U T.1I.

VYCTHBIH  OMpOC  MOXKET TPUMEHSATHCS B Pas3iMyHbIX  (QopMax:
(bpOoHTAIBHBIN, WHIWBHUIYabHBIH, KOMOWHUpOBaHHBIA. OCHOBHBIC
KaueCTBa YCTHOTO OTBETA TO/JICIKAIIETO OIICHKE:

- IPaBWJIBHOCTH OTBETA IO COJCPIKAHUIO;

- TOJTHOTA W TITyOMHA OTBETA;

- CO3HATENLHOCTh OTBETA;

- JIOTHKa U3JIOKEHUST MaTepraa;

- palMOHAIBHOCThH MCIOIB30BAHHBIX MPHEMOB M CITIOCOOOB PEIICHUS
TTOCTaBJICHHOH y4ueOHOU 3a/maun;

- CBOEBPEMEHHOCTh M S(PQPEKTHBHOCTH HCIONB30BaHHS HATJISIHBIX
MOCOOUH ¥ TEXHUYECKUX CPEICTB TPU OTBETE;

- ACTIOJIb30BaHKE JIOTIOTHUTEIBHOTO MaTepraa;

- PpalMoHaNBFHOCTh UCIIONB30BAHUS BPEMEHH,
3aJjaHue.

OTBCJACHHOI'O Ha
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CereBoil foctyn

Brmonne
HHUE
MpaKkTUyec
KUX
3aJaHuH

[MpakTrdeckue pabOThI BHIMONHSIIOTCS CaMOCTOSTEIBFHO WM B MaJlod
rpynmne (2-3 crygeHTa) Ha OOOpPYAOBaHMHM WM KOMIBIOTEPHBIX
KJIaccax Io TeKyIeMY pa3ley WIH TeMbl JUCIMIUINHBIL.

OCHOBHBIC ~KayecTBa  BBIIIOJIHCHHOTO  TPAKTUYECKOTO  3aJaHus
MO/JIeKAIIET0  OLICHKE:  TOJNHOTa W TOYHOCTh  BBISBJICHUS
XapaKTePUCTHK; OPUTMHAIBHOCTD MPAKTHYECKOTO PELICHHUS; TIOJTHOTA
JTOCTUTHYTBIX IOKa3aTelel; JIeTaJbHOCTh ONHMCAHHSA U HANISIHOCTH
CXeM M  QJITOPUTMOB; HAJIMYHE TECTOBBIX IPHUMEPOB, KaueCTBO
paboThI

Tectupos
aHue

OreHka TecTa 1o TeKyIeMy pasaesy Uil TeMe AUCHUTUIMHBL

3 Oamna — cTymeHT mpaBwibHO oTBedaeT Ha 50-100% BompocoB B
TECTe.

1 Ganna - CTyOeHT IpaBUIILHO OTBevaeT Ha 25-50% BOMpPOCOB B TeCTe.

Cobeceno
BaHUE

CobecenoBanue mpeAIoaracT OpraHu3aluio Oecebl MpenoaaBaTes
CO CTYACHTaMH IO BOMPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Ooiee
OOCTOSITENBHOTO BBISIBICHUS WX 3HAHHWH 10 ONPEACICHHOMY Pa3ieny,
Teme, mpobieMe U T.II. Bce wieHsl Ipynmbsl MOTYT y4acTBOBaTh B
o0CcyXJeHnu, no0aBisATh HH(OpMaNWio, AUCKYTUPOBAaTh, 3a/JaBaTb
BOIPOCHI U T.1I.

VYCTHBIE  OMpoC MOKET NPUMEHATHCS B Pa3iMyHBIX  (QopMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIA, KOMOMHUPOBaHHBIH. (OCHOBHBIE
Ka4yecTBa yCTHOTO OTBETA MOJJIEHKAILETO OLEHKE:

- IPaBWJIBHOCTH OTBETA 110 COAEP)KAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepHana;

- palMOHANBHOCTH HCIIOJIB30BaHHBIX MIPUEMOB U CHOCOOOB peIICHUs
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUYECKUX CPEACTB IPU OTBETE;

- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTepuana;

-  PalMOHAIBHOCTh HCIONb30BaHUSA BpPEMEHH,
3aJlaHueE.

OTBCACHHOI'O Ha

Ethernet

Cobeceno
BaHHE

CobecenoBanue TIPEAIIOIaracT OPraHu3aIuio Oecenbl MPEnoaIaBaTes
CO CTYJICHTaMH TI0 BOTIPOCaM MPAaKTUIECKOTO 3aHATHS C IENbIo Ooiee
OOCTOSITEIEHOTO BBISBIICHUSI UX 3HAHWH TI0 ONPE/ICICHHOMY pa3Jeny,
TeMme, mpobiieMe W T.I. Bce wWieHBl Ipynmbsl MOTYT y4acTBOBAaTh B
o0CyXJeHnt, 00aBIATh HH(OpMAINIO, JUCKYTHPOBATh, 3a/1aBaTh
BOIIPOCHI U T.1I.

VYCTHBIH  OMpOC  MOXKET TPUMEHSATHCS B Pas3iMyHbIX  (QopMax:
(bpOoHTAIBHBIN, WHIWBHUIYabHBIH, KOMOWHUpOBaHHBIA. OCHOBHBIC
KaueCTBa YCTHOTO OTBETA TO/JICIKAIIETO OIICHKE:

- IPaBWJIBHOCTH OTBETA IO COJCPIKAHUIO;

- TOJTHOTA W TITyOMHA OTBETA;

- CO3HATENLHOCTh OTBETA;

- JIOTHKa U3JIOKEHUST MaTepraa;

- palMOHAIBHOCThH MCIOIB30BAHHBIX MPHEMOB M CITIOCOOOB PEIICHUS
TTOCTaBJICHHOH y4ueOHOU 3a/maun;

- CBOEBPEMEHHOCTh M S(PQPEKTHBHOCTH HCIONB30BaHHS HATJISIHBIX
MOCOOUH ¥ TEXHUYECKUX CPEICTB TPU OTBETE;

- ACTIOJIb30BaHKE JIOTIOTHUTEIBHOTO MaTepraa;

- PpalMoHaNBFHOCTh UCIIONB30BAHUS BPEMEHH,
3aJjaHue.

OTBCJACHHOI'O Ha
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CeTteBoii
YPOBEHB

Brmonne
HHUE
MpaKkTUyec
KUX
3aJaHuH

[MpakTrdeckue pabOThI BHIMONHSIIOTCS CaMOCTOSTEIBFHO WM B MaJlod
rpynmne (2-3 crygeHTa) Ha OOOpPYAOBaHMHM WM KOMIBIOTEPHBIX
KJIaccax Io TeKyIeMY pa3ley WIH TeMbl JUCIMIUINHBIL.

OCHOBHBIC ~KayecTBa  BBIIIOJIHCHHOTO  TPAKTUYECKOTO  3aJaHus
MO/JIeKAIIET0  OLICHKE:  TOJNHOTa W TOYHOCTh  BBISBJICHUS
XapaKTePUCTHK; OPUTMHAIBHOCTD MPAKTHYECKOTO PELICHHUS; TIOJTHOTA
JTOCTUTHYTBIX IOKa3aTelel; JIeTaJbHOCTh ONHMCAHHSA U HANISIHOCTH
CXeM M  QJITOPUTMOB; HAJIMYHE TECTOBBIX IPHUMEPOB, KaueCTBO
paboThI

Cobeceno
BaHUE

CobecenoBanue npeAIoaracT OpraHu3aluio Oecebl MpenoaaBaTels
CO CTYAEHTaMH IO BOTIPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Oosee
OOCTOSITENIBHOTO BBISIBIICHUS WX 3HAHHWH IO ONPEACICHHOMY Pa3ieny,
Teme, mpobieMe U T.I. Bce wieHsl rpynmbsl MOTYT y4acTBOBaTh B
o0CyXJeHnu, n00aBisATh HH(OpMaNWio, AUCKYTUPOBAaTh, 3a/JaBaTb
BOIPOCHI U T.1I.

VYeTHBIE OMpocC MOKET NPUMEHATHCS B Pa3iMyHBIX  (QopMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIA, KOMOMHUPOBaHHBIH. (OCHOBHBIE
Ka4yecTBa yCTHOTO OTBETA MOJJIEXKAILETO OLEHKE:

- IPaBWJIBHOCTH OTBETA 110 COAEP)KAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepuana;

- palMOHANBHOCThH HCIIOJB30BaHHBIX MIPUEMOB U CIOCOOOB peIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCIHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;

- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTepuana;

-  PalMOHANBHOCTh HCIONB30BaHUS BpPEMEHH,
3aJlaHueE.

OTBCACHHOI'O Ha

TpancniopTHBIN

YpOBEHB

TecTupoB

aHue(KOH

TPOJILHBI
i cpe3)

10

OrieHKa TecTa 10 TeKyIeMy paszieny WK TeMe TUCIIHTUTHHBI

10 6amma — ctyneHT mpaBwibHO oTBedaeT Ha 50-100% Bompocos B
TecTe.

5 Ganna - CTy[IeHT MPaBWIBHO OTBedaeT Ha 25-50% BompocoB B TecTe.

Cobeceno
BaHHE

CobecenoBanue TIPEAIIOIaracT OPraHu3aIuio Oecenbl MPEnoaIaBaTes
CO CTYJICHTaMH TI0 BOTIPOCaM MPAaKTUIECKOTO 3aHATHS C IENbIo Ooiee
OOCTOSITEIEHOTO BBISBIICHUSI UX 3HAHWH TI0 ONPE/ICICHHOMY pa3Jeny,
TeMme, mpobiieMe W T.I. Bce wWieHBl Ipynmbsl MOTYT y4acTBOBAaTh B
o0CyXJeHnt, 00aBIATh HH(OpMAINIO, JUCKYTHPOBATh, 3a/1aBaTh
BOIIPOCHI U T.1I.

VYCTHBIH  OMpOC  MOXKET TPUMEHSATHCS B Pas3iMyHbIX  (QopMax:
(bpOoHTAIBHBIN, WHIWBHUIYabHBIH, KOMOWHUpOBaHHBIA. OCHOBHBIC
KaueCTBa YCTHOTO OTBETA TO/JICIKAIIETO OIICHKE:

- IPaBWJIBHOCTH OTBETA IO COJCPIKAHUIO;

- TOJTHOTA W TITyOMHA OTBETA;

- CO3HATENLHOCTh OTBETA;

- JIOTHKa U3JIOKEHUST MaTepraa;

- palMOHAIBHOCThH MCIOIB30BAHHBIX MPHEMOB M CITIOCOOOB PEIICHUS
TTOCTaBJICHHOH y4ueOHOU 3a/maun;

- CBOEBPEMEHHOCTh M S(PQPEKTHBHOCTH HCIONB30BaHHS HATJISIHBIX
MOCOOUH ¥ TEXHUYECKUX CPEICTB TPU OTBETE;

- ACTIOJIb30BaHKE JIOTIOTHUTEIBHOTO MaTepraa;

- PpalMoHaNBFHOCTh UCIIONB30BAHUS BPEMEHH,
3aJjaHue.

OTBCJACHHOI'O Ha
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Brmonne
HHUE
MpaKkTUyec
KUX
3aJaHuH

[MpakTrdeckue pabOThI BHIMONHSIIOTCS CaMOCTOSTEIBFHO WM B MaJlod
rpynmne (2-3 crygeHTa) Ha OOOpPYAOBaHMHM WM KOMIBIOTEPHBIX
KJIaccax Io TeKyIeMY pa3ley WIH TeMbl JUCIMIUINHBIL.

OCHOBHBIC ~KayecTBa  BBIIIOJIHCHHOTO  TPAKTUYECKOTO  3aJaHus
MO/JIeKAIIET0  OLICHKE:  TOJNHOTa W TOYHOCTh  BBISBJICHUS
XapaKTePUCTHK; OPUTMHAIBHOCTD MPAKTHYECKOTO PELICHHUS; TIOJTHOTA
JTOCTUTHYTBIX IOKa3aTelel; JIeTaJbHOCTh ONHMCAHHSA U HANISIHOCTH
CXeM M  QJITOPUTMOB; HAJIMYHE TECTOBBIX IPHUMEPOB, KaueCTBO
paboThI

[P-agpecarnus

Brmonne
HHUE
MpaKkTUyec
KUX
3aJaHuH

[MpakTrdeckue pabOThI BHIMONHSIIOTCS CaMOCTOSTEIBFHO WM B MaJlod
rpynmne (2-3 crygeHTa) Ha OOOpYAOBaHMHM WM KOMIBIOTEPHBIX
KJIaccax I0 TeKyIeMY pa3leiy WIH TeMbl JUCIMIUINHBIL.

OCHOBHBIC ~ KayecTBa  BBIIIOJIHCHHOTO TPAKTUYECKOTO  3aJaHus
MO/JIeKAIIETO  OLICHKE:  TOJNHOTa W TOYHOCTh  BBISBJICHUS
XapaKTePHCTHK; OPUTMHAIBHOCTD MPAKTHYECKOTO PELICHHUST; TIOJTHOTA
JTOCTUTHYTBIX IOKa3aTeleH; JIeTaJbHOCTh ONHMCAHHSA W HATNISIHOCTH
CXeM M  QJITOPUTMOB; HAJIMYHE TECTOBBIX IPHUMEPOB, KaueCTBO
paboThI

Cobeceno
BaHUE

CobecenoBanue mpeAroaracT OpraHu3aluio Oecebl MpenoaaBaTesis
CO CTYACHTaMH IO BOMPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Oosee
OOCTOSITENIHOTO BBISIBIICHUS WX 3HAHHWH 10 ONPEACICHHOMY Pa3ieny,
Teme, mpobieMe U T.II. Bce wieHbl Ipynmbsl MOTYT y4acTBOBaTh B
o0CcyxJeHnu, n00aBisATh HH(OpMaNWIo, AUCKYTUPOBAaTh, 3a/JaBaTb
BOIPOCHI U T.1I.

VYeTHBIE Ompoc MOKET NPUMEHATHCS B Pa3iMyHBIX  (QopMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIH, KOMOMHUPOBaHHBIH. (OCHOBHBIE
Ka4yecTBa yCTHOTO OTBETA MOJJIEXKAILETO OLEHKE:

- IPaBWJIBHOCTH OTBETA 110 COAEP)KAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepuana;

- palMOHANBHOCTH HCIIOJB30BaHHBIX IIPUEMOB U CIIOCOOOB peIICHUs
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCIHONb30BaHMS HATJISAHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;

- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

-  PalMOHANBHOCTh HCIOJNB30BAHHUA BpPEMEHH, OTBEJEHHOTO Ha
3aJlaHueE.

PaszOnenne
IP-cereii Ha
IMOJICETH

Brmonne
HHE
MIpaKkTH4eC
KUX
3aJaHuH

[MpakTtudeckue paboThI BHIMOIHIIOTCS CAMOCTOSTEIHHO WM B MaJjOH
rpynme (2-3 crymeHTa) Ha OOOPYIOBAaHMHM WM KOMITBIOTEPHBIX
KJlaccax Io TEeKYIIeMY pa3/ieiny MM TEMbI JTUCIIHIUTHHBL.

OCHOBHBIE KauecTBa BBIOJHCHHOTO TPAKTUYECKOTO — 3aJIaHUsI
MOJJISKAIIET0  OIEHKe: IMOJHOTAa W TOYHOCTh  BBISIBIICHHS
XapaKTePHUCTHK; OPUTHHAIBHOCTD MPAKTHYECKOTO PEIICHUS; TIOTHOTA
JOCTUTHYTHIX TIOKa3aTeseil; JeTaJbHOCTh OMHCAHUS M HADISTHOCTh
CXeM W  QJITOPUTMOB; HAIMYHME TECTOBBIX INPHUMEPOB, Ka4eCTBO
paboThI
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Cobeceno
BaHUE

CobecenoBanue npeAIoaracT OpraHu3aluio Oecebl MpenogaBaTesis
CO CTYAEHTaMH IO BOTIPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Oosee
OOCTOSITENBHOTO BBISIBICHUS WX 3HAHHWH 10 ONPEACICHHOMY Pa3ieny,
Teme, mpodieMe U T.II. Bce WieHsl Ipymmbsl MOTYT y4acTBOBaTh B
o0CyXJeHnu, n00aBisATh HH(OpMaNWio, AUCKYTUPOBAaTh, 3a/JaBaTb
BOIPOCHI U T.1I.

VYeTHBIE  OMpoc MOKET NPUMEHATHCS B Pa3iMyHBIX  (QopMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIA, KOMOMHUPOBaHHBIH. (OCHOBHBIE
Ka4yecTBa yCTHOTO OTBETA MOJJIEHKAILETO OLEHKE:

- IPaBWJIBHOCTH OTBETA 110 COAEPIKAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepuana;

- palMOHANBHOCTH HCIIOJIB30BaHHBIX MIPUEMOB U CHOCOOOB peIICHUs
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;

- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

-  PalMOHANBHOCTh HCIONB30BAaHUS BpPEMEHH,
3aJlaHueE.

OTBCACHHOI'O Ha

10.

ITocemaeMocThb

10

10 6ammoB — crymeHnt mocetun Bce 100% 3amsTuit 6-7 OamioB —
cTymeHT mocetun He MmeHee 80% 3aHsATHI 4-5 0alIoB — CTYIEHT
nocetunn He MeHee 50% 3anatuit 1-3 Gamma — CTyIEeHT MOCETHI He
MeHee 25% 3ansaTuii Ecnu ctymeHT moceTws MeHee 25% 3aHATHIM,
0aTpl He HAYNCIISIFOTCSIT.

11.

IIpeMuansHbIC OaITHI

20

JlomomHUTENbHBIE TPEMHUANIbHBIE 0aJTbl MOTYT OBITH HAUMCIICHBI: - 32
MIPOEKT, BHITMIOJTHEHHBIN MO 3aKa3y padoToqaTeNs U peatn30BaHHBIA Ha
npaktuke — 20 0amioB; - TOCTOSHHAS AaKTUBHOCTH BO BpPEMS
MIPaKTUIECKUX 3aHATHI — 10 6aIoB; - MOTHOCTHIO MTOTOTOBIICHHAS K
MyOMUKAIMA CTAaThs IO TEMATHKE B paMKaxX AUCHUIUIAHBI — 10
0aJTOB; - ydJacTHe C JOKJIaJOM BO BCEPOCCHHCKON OJUMITHAIE II0
TeMaTuke wu3ydaeMoi mucruiuimae — 20 06amioB; - ydJacThe B
BBICTABKE I10 TEMAaTHKE H3ydyaeMON IUCHUILIUHBEI — 20 OayuioB; -
myOnuKanus CTarbd 10 TEeMaTWKe M3y4aeMOW MAHUCHUIUIMHBI B
COOpHHMKE CTyACHUECKMX paboT / MaTrepuajigax BCEPOCCHICKOM
KOH(EpeHIH

12.

Hroro 3a cemecTp

100

nocemaemMocts — 10 0ajuioB

TeKylui KOHTpostb — 40 6aioB
KOHTPOJBHBIC CPe3bl — 2 cpe30B 1o 10 0amioB KaxabIit

npemMuaabHbie 0amisl — 20 6ayIoB

6 cemecTp

OTBET Ha dK3ameHe: He 0osiee 30 0aiuioB

Pacripenenenne 6aioB 1mo 3aJaHusIM:

TC
MbI

Ha3Banwne TeMbl
/ BUI yueOHOI
paboThI

Dopmbl
TEKYIIETO
KOHTPOJIS

/ cpe3sl

Max.
KOJI-BO
(%:08)():]

MeTtoauka poOBEICHUS 3aHATHS U OIICHKU




22

KommyTHpyeMbt
€ ceTu

Brmonne
HHUE
MpaKkTUyec
KUX
3aJaHuH

[IpakTudeckne paboThI BHIMOTHIIOTCS CAaMOCTOSITEIHHO WM B Majod
rpymnne (2-3 crymeHTa) Ha OOOPYZOBaHMHM WM KOMIIBIOTEPHBIX
KJIaccax I0 TEKYLIeMY pa3ieiny MM TEMbI TUCIUIUIHHBL

OCHOBHBIE KauecTBa BBIOJHEHHOTO MPAKTHYECKOTO  3aJaHUs
MOAJICKAIIETO  OLEHKE: [MOJHOTa W TOYHOCTb  BBISIBICHHMS
XapaKTepPUCTHK; OPUTHHAIBHOCTD MPAKTHYECKOTO PEIICHHs; TOTHOTa
JOCTUTHYTHIX TOKa3aTejiel; AeTaJbHOCTh OMHCAHUS M HAIIATHOCTh
CXeM W  QITOPUTMOB; HAJIMYMWE TECTOBBIX NPHUMEPOB, KadeCTBO
paboTHL

Cobeceno
BaHUE

CobecenoBanue npeAIoaracT OpraHu3aluio Oecebl MpenoaaBaTels
CO CTYAEHTaMH IO BOTIPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Oosee
OOCTOSITENIBHOTO BBISIBIICHUS WX 3HAHHWH IO ONPEACICHHOMY Pa3ieny,
Teme, mpobieMe U T.I. Bce wieHsl rpynmbsl MOTYT y4acTBOBaTh B
o0CyXJeHnu, n00aBisATh HH(OpMaNWio, AUCKYTUPOBAaTh, 3a/JaBaTb
BOIPOCHI U T.1I.

VYeTHBIE OMpocC MOKET NPUMEHATHCS B Pa3iMyHBIX  (QopMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIA, KOMOMHUPOBaHHBIH. (OCHOBHBIE
Ka4yecTBa yCTHOTO OTBETA MOJJIEXKAILETO OLEHKE:

- IPaBWJIBHOCTH OTBETA 110 COAEP)KAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepuana;

- palMOHANBHOCThH HCIIOJB30BaHHBIX MIPUEMOB U CIOCOOOB peIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCIHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;

- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTepuana;

-  PalMOHANBHOCTh HCIONB30BaHUS BpPEMEHH,
3aJlaHueE.

OTBCACHHOI'O Ha

OCHOBHBIE
KOHLICTITUU 1
HacTpouka
KOMMYTaropa

Brmonne
HHE
MIpaKkTH4IeC
KUX
3aJaHuH

[MpakTtudeckue paboThI BHIMOIHIIOTCS CAMOCTOSTEIBHO WM B MaJoH
rpynme (2-3 crymeHTa) Ha OOOpPYIOBaHMHM WM KOMITBIOTEPHBIX
KJlaccax Io TEeKYIIeMY pa3/ieiny MM TEMbI JTUCIIHIUTHHBL.

OCHOBHBIE ~KauecTBa BBIMONHEHHOTO TPAKTUYCCKOTO — 3aJIaHUsI
MOJJISKAIIET0  OIEHKe: MMOJHOTAa W TOYHOCTh  BBISIBIICHHS
XapaKTePHUCTHK; OPUTHHAIBHOCTD MPAKTHYECKOTO PEIICHUS; TIOTHOTA
JOCTUTHYTHIX TIOKa3aTeseil; JeTadbHOCTh OMHCAHUS M HADISTHOCTh
CXeM W  QJITOPUTMOB; HAIIMYHAE TECTOBBIX INPHUMEPOB, Ka4eCTBO
paboTHI.

Cobeceno
BaHHE

CobecenoBanue TPeAIIoIaracT OPraHu3aIuio 6ecenbl MPenoIaBaTes
CO CTYJICHTaMH TI0 BOTIPOCaM MPAaKTUIECKOTO 3aHATHS C IENbIo Ooiee
OOCTOSITEIEHOTO BBISBIICHUS UX 3HAHWH TI0 ONPE/ICICHHOMY pa3Jeny,
TeMme, mpobiieMe W T.I. Bce wWieHBl Ipymmbl MOTYT y4acTBOBAaTh B
o0CyXJeHnt, 100aBIATh HH(OpMAINIO, JUCKYTHPOBATh, 3a/1aBaTh
BOIIPOCHI U T.1I.

VYCTHBIH  OMpOC  MOXKET TPUMEHATHCS B Pas3iMyHBIX  (QopMax:
(bpOoHTANBHBIN, WHIWBUIYaIbHBIH, KOMOWHUpOBaHHBIA. OCHOBHBIC
KaueCTBa YCTHOTO OTBETA TO/JICIKAIIETO OIICHKE:

- IPaBWJIBHOCTH OTBETA IO COJCPIKAHUIO;

- TOJTHOTA W TITyOMHA OTBETA;

- CO3HATENLHOCTh OTBETA;

- JIOTHKa U3JIOKEHUST MaTepraa;

- palMOHAIBHOCTh MCIOIB30BaHHBIX MPHEMOB M CITIOCOOOB PEIICHUS
TTOCTaBJICHHOH y4ueOHOU 3a/maun;

- CBOEBPEMEHHOCTh M J(PPEKTHBHOCTH HCIONB30BaHHS HATIISIHBIX
MOCOOUH ¥ TEXHUYECKUX CPEICTB TPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOTHUTEIBHOTO MaTepraa;

- PpalMoHANBFHOCTh UCIIONB30BAHUS BPEMEHH,
3aJjaHue.

OTBCJACHHOI'O Ha
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Bupryansusie
TTOKaJIbHBIE CETH
VLAN

Brmonne
HHUE
MpaKkTUyec
KUX
3aJaHuH

[IpakTudeckne paboThI BHIMOTHIIOTCS CAaMOCTOSITEIHHO WM B Majod
rpymnne (2-3 crymeHTa) Ha OOOPYZOBaHMHM WM KOMIIBIOTEPHBIX
KJIaccax I0 TEKYLIeMY pa3ieiny MM TEMbI TUCIUIUIHHBL

OCHOBHBIE KauecTBa BBIOJHEHHOTO MPAKTHYECKOTO  3aJaHUs
MOAJICKAIIETO  OLEHKE: [MOJHOTa W TOYHOCTb  BBISIBICHHMS
XapaKTepPUCTHK; OPUTHHAIBHOCTD MPAKTHYECKOTO PEIICHHs; TOTHOTa
JOCTUTHYTHIX TOKa3aTejiel; AeTaJbHOCTh OMHCAHUS M HAIIATHOCTh
CXeM W  QITOPUTMOB; HAJIMYMWE TECTOBBIX NPHUMEPOB, KadeCTBO
paboTHL

Cobeceno
BaHUE

CobecenoBanue npeAIoaracT OpraHu3aluio Oecebl MpenoaaBaTels
CO CTYAEHTaMH IO BOTIPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Oosee
OOCTOSITENIBHOTO BBISIBIICHUS WX 3HAHHWH IO ONPEACICHHOMY Pa3ieny,
Teme, mpobieMe U T.I. Bce wieHsl rpynmbsl MOTYT y4acTBOBaTh B
o0CyXJeHnu, n00aBisATh HH(OpMaNWio, AUCKYTUPOBAaTh, 3a/JaBaTb
BOIPOCHI U T.1I.

VYeTHBIE OMpocC MOKET NPUMEHATHCS B Pa3iMyHBIX  (QopMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIA, KOMOMHUPOBaHHBIH. (OCHOBHBIE
Ka4yecTBa yCTHOTO OTBETA MOJJIEXKAILETO OLEHKE:

- IPaBWJIBHOCTH OTBETA 110 COAEP)KAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepuana;

- palMOHANBHOCThH HCIIOJB30BaHHBIX MIPUEMOB U CIOCOOOB peIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCIHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;

- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTepuana;

-  PalMOHANBHOCTh HCIONB30BaHUS BpPEMEHH,
3aJlaHueE.

OTBCACHHOI'O Ha

TecTupoB

aHue(KOH

TPOJILHBI
i cpe3)

10

OrieHKa TecTa 10 TeKyIeMy paszieny WK TeMe TUCIIHTUTHHBI

10 6amma — ctyneHT mpaBwibHO oTBedaeT Ha 50-100% Bompocos B
TecTe.

5 Ganna - CTy[IeHT MPaBWIBHO OTBedaeT Ha 25-50% BompocoB B TecTe.

Konnenmus
MapIIpy TH3AIAH

Brmonne
HHE
MpaKkTH4eC
KUX
3aJaHuH

[MpakTudeckue paboThI BHIMOIHIIOTCS CAMOCTOSTEIBHO WM B MajoH
rpynme (2-3 crymeHTa) Ha OOOpPYIOBaHMHM WM KOMITBIOTEPHBIX
KJlaccax Io TEKYIIeMY pa3/ieiny MM TEMbl JTUCIIUIUTHHBL.

OCHOBHBIE KauecTBa BBIMOJHEHHOTO TPAKTUYCCKOTO — 3aJIaHUsI
MOJJISKAIIETO  OIEHKe: IMOJHOTAa W TOYHOCTh  BBISIBIICHHS
XapaKTePHUCTHK; OPUTHHAIBHOCTD MPAKTHYECKOTO PEIICHUS; TIOTHOTA
JOCTUTHYTHIX TIOKa3aTeseil; JeTaJbHOCTh OMHCAHUS M HADISTHOCTh
CXeM W  QJITOPUTMOB; HAIIMYHAE TECTOBBIX INPHUMEPOB, Ka4eCTBO
paboTHI.
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Cobeceno CobecenoBanue npeAIoaracT OpraHu3aluio Oecebl MpenogaBaTesis
BaHHE CO CTYAEHTaMH IO BOTIPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Oosee

OOCTOSITENBHOTO BBISIBICHUS WX 3HAHHWH 10 ONPEACICHHOMY Pa3ieny,
Teme, mpodieMe U T.II. Bce WieHsl Ipymmbsl MOTYT y4acTBOBaTh B
o0CyXJeHnu, n00aBisATh HH(OpMaNWio, AUCKYTUPOBAaTh, 3a/JaBaTb
BOIPOCHI U T.1.
VYeTHBIE  OMpoc MOKET NPUMEHATHCS B Pa3iMyHBIX  (QopMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIA, KOMOMHUPOBaHHBIH. (OCHOBHBIE
KauecTBa YCTHOTO OTBETA MOAJIEKAILETO OLIEHKE:
- IPaBUWJIBHOCTH OTBETA IO COACPIKaHUIO;
- IOJTHOTA W TITyOMHA OTBETA;
- CO3HATENBFHOCTh OTBETA;
- JIOTUKA U3JIOKCHUS MaTepHara;
- palMOHANBHOCTH HCIIOJIB30BaHHBIX MIPUEMOB U CHOCOOOB peIICHUs
MOCTaBJICHHON y4eOHOH 3a/1auu;
- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;
- NCTIOJIb30BaHKE JIOTIOHUTEIBHOTO MaTeprana;
- PpauMOHATBHOCTH UCIONB30BAHUS BPEMEHH, OTBEIACHHOIO Ha
3aJjaHue.

MapuipyTtuzanu | Beimonane [IpakTrueckue pabOThI BBITONHSIOTCS CAMOCTOATEIHFHO MIIH B MaJION
ST MEXKITY HUE rpynme (2-3 crymeHTa) Ha OOOPYIOBAaHMHM WM KOMITBIOTEPHBIX
VLAN. MpaKTU4ec KJIaccax 1o TEKyIIeEMY pa3zeily Ui TEMbl JUCUUILUIMHBL.

KHX OcHOBHBIE Ka4eCTBa BBHINIOJHEHHOTO IPAKTHYECKOTO  3aJaHws
3amaHuit MOJUIeXKAIIETO  OIeHKe: TIOJHOTa W TOYHOCTh  BBISIBJICHHS
XapaKTEPUCTUK; OPUTUHAIHHOCTD MPAKTUIECKOTO PEIICHHS; TOTHOTa
JNOCTUTHYTHIX TOKa3aresiel; NeTalbHOCTh OMHCAHWA W HAIISITHOCTH
CX€M W  aJrOpUTMOB; HaJM4YHWE TECTOBBIX IPHUMEPOB, KadeCTBO
paboTHI.
Cobeceno CobecenoBanue TPEAIIOIaracT OPraHu3aIuio Oecenbl MPEnoIaBaTes
BaHUE CO CTyACHTaMH IO BOIIPOCAM MPAKTUIECKOTO 3aHATHUS C HENbIo Oonee
0OCTOSITEILHOTO BBISIBICHUS WX 3HAHUI 1O ONpeAesIeHHOMY pa3/ieny,
TeMe, mpobieMe W T.I. Bce 4ieHsl rpynmbsl MOTYT y9acTBOBaTh B
o0CyXJeHnt, 00aBIATh HH(OpMAINNIO, JIUCKYTHPOBATh, 3a/1aBaTh
BOTIPOCHI U T.1I.
VYCTHBIH  OMpOC  MOXKET TPUMEHSATHCS B Pas3iMyHbIX  (QopMax:
(bpOoHTANBHBIN, WHIWBHUIYabHBIH, KOMOWHUpOBaHHBIA. OCHOBHBIC
Ka4ecTBa yCTHOTO OTBETA MOJIEXKAIIETO OIEHKE:
- IPaBUWJIBHOCTH OTBETA 110 COIEPIKAHUIO;
- TIOJTHOTA U TITyOWHA OTBETA;
- CO3HATENFHOCTH OTBETA;
- JIOTUKA M3JIOKEHUS MaTepHana;
- palMOHAIBFHOCTH HMCIIOIB30BaHHBIX TPUEMOB M CIIOCOOOB peIIeHUs
TTOCTaBJICHHOM y4ueOHOU 3a/1auu;
- CBOEBpeMEHHOCTh U 3((HEKTHBHOCTH HMCIONH30BAHUS HATJISIIHBIX
MOCOOUI M TEXHUYECKUX CPEJNICTB IPU OTBETE;
- HCIIONTb30BaHME JIOTIOIHUTEIEHOTO MaTeprana;
-  palnMOHANBHOCTh HCIONB30BAHMSA BpPEMEHH, OTBEJICHHOTO Ha
3aJlaHue.
Crarnueckass | Brimonne [IpakTudeckne paboThI BHIMOTHIIOTCS CAaMOCTOSITEIBHO WM B Majoi
MapupyTH3aivs| HHe rpynne (2-3 crymeHTa) Ha OOOPYZOBaHMHM WM KOMIIBIOTEPHBIX
MpaKkTHiec KJ1accax I0 TEKYLIeMY pa3ieiny UM TEMbI TUCIUIUIHHBL
KHX OcCHOBHBIE KauecTBa BBIIOJHEHHOTO MPAKTHYECKOTO  3aJaHUs
3aJaHul MOAJICKAIIETO  OLEHKE: [MOJHOTa W TOYHOCTb  BBISIBICHHMS

XapaKTEePUCTUK; OPUTHHAIBHOCTD MPAKTHYECKOTO PEIICHHs; IOTHOTA
JOCTUTHYTHIX TOKa3aTejel; AeTaJbHOCTh OMHCAHUS M HAIIATHOCTh
CXeM W  QJITOPUTMOB; HAJIMYMWE TECTOBBIX NPHUMEPOB, KadeCTBO
paboTHL
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Cobeceno 3 CobecenoBanue npeAIoaracT OpraHu3aluio Oecebl MpenogaBaTesis
BaHHE CO CTYAEHTaMH IO BOTIPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Oosee
OOCTOSITENBHOTO BBISIBICHUS WX 3HAHHWH 10 ONPEACICHHOMY Pa3ieny,
Teme, mpodieMe U T.II. Bce WieHsl Ipymmbsl MOTYT y4acTBOBaTh B
o0CyXJeHnu, n00aBisATh HH(OpMaNWio, AUCKYTUPOBAaTh, 3a/JaBaTb
BOIPOCHI U T.1.
VYeTHBIE  OMpoc MOKET NPUMEHATHCS B Pa3iMyHBIX  (QopMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIA, KOMOMHUPOBaHHBIH. (OCHOBHBIE
KauecTBa YCTHOTO OTBETA MOAJIEKAILETO OLIEHKE:
- IPaBUWJIBHOCTH OTBETA IO COACPIKaHUIO;
- IOJTHOTA W TITyOMHA OTBETA;
- CO3HATENBFHOCTh OTBETA;
- JIOTHKa U3JI0KEHUSI MaTepuaa;
- palMOHANBHOCTH HCIIOJIB30BaHHBIX MIPUEMOB U CHOCOOOB peIICHUs
MOCTaBJICHHON y4eOHOH 3a/1auu;
- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;
- NCTIOJIb30BaHKE JIOTIOHUTEIBHOTO MaTeprana;
- PpauMOHATBHOCTH UCIONB30BAHUS BPEMEHH, OTBEIACHHOIO Ha
3aJjaHue.
Jvnnamuyeckas | BeimonHe 1 [IpakTrueckue pabOThI BBITONHSIOTCS CAMOCTOATEIHFHO MIIH B MaJION
MapHIpyTH3aIUs |  HHE rpynme (2-3 crymeHTa) Ha OOOPYIOBAaHMHM WM KOMITBIOTEPHBIX
IIPaKTU4EeC KJ1accax I10 TEeKYILIeMy pa3zieily UM TEMbl JUCLIUILUIMHBL
KHX OcCHOBHBIE KauecTBa BBIIOJHEHHOIO IPAKTUYECKOIO  3aJaHUsd
3aJaHu’ HNOJISKAIEr0  OLEHKE: IOJHOTa Y TOYHOCTb  BBISBIICHHSA
XapaKTEePUCTHUK; OPUTMHAIBHOCTh IIPAKTUYECKOTO PEIIEHHs; IOIHOTa
JNOCTUTHYTBIX TOKa3aTesel; NeTalbHOCTh ONMCAHUS M HalIATHOCTh
CXeM M  QJITOPUTMOB; HaJlW4Me TECTOBBIX IPUMEPOB, KadeCTBO
paboTHI.
Cobeceno 3 CobecenoBanue TPEAIIOIaracT OPraHu3aIuio Oecenbl MPEnoIaBaTes
BaHHE CO CTY[CHTaMH 110 BOIIPOCaM IIPAKTUUECKOI0 3aHITHSA C LEJIbI0 Oosee
OOCTOSITEIBHOTO BBISBICHUS UX 3HAHUH IO OIPEAEICHHOMY pa3feny,
Teme, mpobiemMe U T.II. Bce wieHsl Ipynmbel MOTYT y4acTBOBaTh B
o0cyxneHnn, N00aBIATh MH(POPMANHNIO, JHCKYyTHPOBATh, 3a/aBaTh
BOIIPOCHI U T.1.
VCTHBIH ONMpPOC MOXET TPHUMEHAThCS B pasiUyUHBIX  (hopmax:
(bpOoHTANBHBIN, WHIWBHUIYabHBIH, KOMOWHUpOBaHHBIA. OCHOBHBIC
KauecTBa YCTHOTO OTBETA IOAJIEKAILETO OLICHKE!
- IPaBUJIBHOCTH OTBETA I10 COAEPIKAHUIO;
- [IOJIHOTA U IIyOMHA OTBETA;
- CO3HATENIbHOCTh OTBETA;
- JIOTMKa U3JIOKEHUSI MaTepuaa,;
- palMOHAJIBHOCTh MCIIOIb30BaHHBIX NIPHEMOB U CIIOCOOOB PELICHUS
TTOCTaBJICHHOM y4ueOHOU 3a/1auu;
- CBOEBPEMEHHOCTb U 3((PEKTHBHOCTH HCIONb30BaHMSA HAIVISIHBIX
[IOCOOUHN U TEXHUUECKUX CPEACTB IIPU OTBETE;
- NCIOJIb30BaHKE JIONOJIHUTEIBHOTO MaTepuania;
- PpalMOHAJBHOCTh HCIIONB30BAHUS BPEMEHH, OTBEICHHOIO Ha
3aJaHue.
TecTupon 10 OreHka TecTa Mo TEeKyIeMy pasfesy Uil TeMe AUCHUIUIMHBL
aHne(KoH 10 Gamna — cTyaeHT mpaBwibHO oTBedaeT Ha 50-100% BompocoB B
TPOJIbHBI TecTe.

i cpe3)

5 Ganna - CTYJeHT NpaBUIILHO OTBevyaeT Ha 25-50% BOmpocoB B TecTe.
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OSPF st oqHom
obactu

Brmonne
HHUE
MpaKkTUyec
KUX
3aJaHuH

[IpakTudeckne paboThI BHIMOTHIIOTCS CAaMOCTOSITEIHHO WM B Majod
rpymnne (2-3 crymeHTa) Ha OOOPYZOBaHMHM WM KOMIIBIOTEPHBIX
KJIaccax I0 TEKYLIeMY pa3ieiny MM TEMbI TUCIUIUIHHBL

OCHOBHBIE KauecTBa BBIOJHEHHOTO MPAKTHYECKOTO  3aJaHUs
MOAJICKAIIETO  OLEHKE: [MOJHOTa W TOYHOCTb  BBISIBICHHMS
XapaKTepPUCTHK; OPUTHHAIBHOCTD MPAKTHYECKOTO PEIICHHs; TOTHOTa
JOCTUTHYTHIX TOKa3aTejiel; AeTaJbHOCTh OMHCAHUS M HAIIATHOCTh
CXeM W  QITOPUTMOB; HAJIMYMWE TECTOBBIX NPHUMEPOB, KadeCTBO
paboTHL

Cobeceno
BaHUE

CobecenoBanue npeAIoaracT OpraHu3aluio Oecebl MpenoaaBaTels
CO CTYAEHTaMH IO BOTIPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Oosee
OOCTOSITENIBHOTO BBISIBIICHUS WX 3HAHHWH IO ONPEACICHHOMY Pa3ieny,
Teme, mpobieMe U T.I. Bce wieHsl rpynmbsl MOTYT y4acTBOBaTh B
o0CyXJeHnu, n00aBisATh HH(OpMaNWio, AUCKYTUPOBAaTh, 3a/JaBaTb
BOIPOCHI U T.1I.

VYeTHBIE OMpocC MOKET NPUMEHATHCS B Pa3iMyHBIX  (QopMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIA, KOMOMHUPOBaHHBIH. (OCHOBHBIE
Ka4yecTBa yCTHOTO OTBETA MOJJIEXKAILETO OLEHKE:

- IPaBWJIBHOCTH OTBETA 110 COAEP)KAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepuana;

- palMOHANBHOCThH HCIIOJB30BaHHBIX MIPUEMOB U CIOCOOOB peIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCIHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;

- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTepuana;

-  PalMOHANBHOCTh HCIONB30BaHUS BpPEMEHH,
3aJlaHueE.

OTBCACHHOI'O Ha

Crucku
KOHTPOJIS
nmoctyma (ACL)

Brmonne
HHE
MIpaKkTH4IeC
KUX
3aJaHuH

[MpakTtudeckue paboThI BHIMOIHIIOTCS CAMOCTOSTEIBHO WM B MaJoH
rpynme (2-3 crymeHTa) Ha OOOpPYIOBaHMHM WM KOMITBIOTEPHBIX
KJlaccax Io TEeKYIIeMY pa3/ieiny MM TEMbI JTUCIIHIUTHHBL.

OCHOBHBIE ~KauecTBa BBIMONHEHHOTO TPAKTUYCCKOTO — 3aJIaHUsI
MOJJISKAIIET0  OIEHKe: MMOJHOTAa W TOYHOCTh  BBISIBIICHHS
XapaKTePHUCTHK; OPUTHHAIBHOCTD MPAKTHYECKOTO PEIICHUS; TIOTHOTA
JOCTUTHYTHIX TIOKa3aTeseil; JeTadbHOCTh OMHCAHUS M HADISTHOCTh
CXeM W  QJITOPUTMOB; HAIIMYHAE TECTOBBIX INPHUMEPOB, Ka4eCTBO
paboTHI.

Cobeceno
BaHHE

CobecenoBanue TPeAIIoIaracT OPraHu3aIuio 6ecenbl MPenoIaBaTes
CO CTYJICHTaMH TI0 BOTIPOCaM MPAaKTUIECKOTO 3aHATHS C IENbIo Ooiee
OOCTOSITEIEHOTO BBISBIICHUS UX 3HAHWH TI0 ONPE/ICICHHOMY pa3Jeny,
TeMme, mpobiieMe W T.I. Bce wWieHBl Ipymmbl MOTYT y4acTBOBAaTh B
o0CyXJeHnt, 100aBIATh HH(OpMAINIO, JUCKYTHPOBATh, 3a/1aBaTh
BOIIPOCHI U T.1I.

VYCTHBIH  OMpOC  MOXKET TPUMEHATHCS B Pas3iMyHBIX  (QopMax:
(bpOoHTANBHBIN, WHIWBUIYaIbHBIH, KOMOWHUpOBaHHBIA. OCHOBHBIC
KaueCTBa YCTHOTO OTBETA TO/JICIKAIIETO OIICHKE:

- IPaBWJIBHOCTH OTBETA IO COJCPIKAHUIO;

- TOJTHOTA W TITyOMHA OTBETA;

- CO3HATENLHOCTh OTBETA;

- JIOTHKa U3JIOKEHUST MaTepraa;

- palMOHAIBHOCTh MCIOIB30BaHHBIX MPHEMOB M CITIOCOOOB PEIICHUS
TTOCTaBJICHHOH y4ueOHOU 3a/maun;

- CBOEBPEMEHHOCTh M J(PPEKTHBHOCTH HCIONB30BaHHS HATIISIHBIX
MOCOOUH ¥ TEXHUYECKUX CPEICTB TPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOTHUTEIBHOTO MaTepraa;

- PpalMoHANBFHOCTh UCIIONB30BAHUS BPEMEHH,
3aJjaHue.

OTBCJACHHOI'O Ha
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10. ITocemaeMocThb 10 10 6ammoB — cryment mocetun Bce 100% 3amsTuii 6-7 OamwioB —
cTyaeHT mocetun He Menee 80% 3aHsaTuit 4-5 GamgoB — CTyOEHT
nocetust He MeHee 50% 3aHATHi 1-3 Oamma — CTYIEHT MOCETHI HE
MeHee 25% 3anatuil Ecnu cTymeHT mocetun MeHee 25% 3aHATHM,
0asIbl He HAYUCIISIOTCHT.

11. [IpemuansHbie OaIbl 20 JlononHuTENbHBIE IPEMHUAIIbHBIE OaTbl MOTYT OBITh HAUUCIICHBL: - 32
MIPOEKT, BHIMIOJIHEHHBIN MO 3aKa3y paboToAaTe s U peaJrn30BaHHbIN Ha
npaktuke — 20 0auioB; - TOCTOSHHAas AakKTHBHOCTb BO BpeMs
MPaKTHIECKUX 3aHATHH — 10 6aJIoB; - MOMTHOCTHIO IOATOTOBICHHAS K
nyOMUKamuu CTaThsl MO TEMAaTHKE B paMKax AUCHUIUIUHBI — 10
0ajuIoB; - y4yacTue C AOKJIaJO0M BO BCEPOCCHHCKOM ONMMIIMAAE TIO
TemMaTtuke wu3ydyaeMod aucuuminuae — 20 OamnoB; - ywactue B
BBICTaBKE MO TEMaTWKe H3ydaeMoW IucHMIUIMHBI — 20 0asios;
nyOnuKanus CcTaTbl 10 TEMaTUKe H3yYyaeModl JUCLHUIUIMHBI B
cOOpHUKE CTyA€HYEeCKHX paboT / MarepualaX BCEPOCCHICKON
KoH(epeHIH

12. OTBeT Ha ’3K3aMeHe 30 25-30 6amynoB — CTYyAEHT PacKpbLl OCHOBHBIE BOMPOCH M 3aaHuUs
Ousera Ha OLIEHKY «OTIMYHO».

18-24 ©annoB — CTyAEGHT PacKpbUI OCHOBHBIE BOMPOCHI M 3aJaHUs
OusieTa Ha OLIEHKY «XOPOLIOY,

10-17 ©annoB — CTyAEGHT PacKpbUI OCHOBHBIE BOMPOCHI M 3aJaHUs
Ousera Ha OLIGHKY «YIOBJICTBOPUTEIHHO

13. Hroro 3a cemectp 100

HrtoroBass omeHka mo »9k3aMeHy BbicTaBisiercs B 100-OammpHON 1IKajge W B TPATUIIMOHHOMN
yeTelpexOauibHOM  mikane. IlepeBom  100-0ayuibHONM  pEWTHHTOBOW  OIEHKH IO JWCHHUIUIMHE B
TPATUITMOHHYO YeTHIPEXOALTEHYIO OCYIIECTBISIETCS CISIYIONNM 00pa3oM:

100-6ayuipHasA cucTeMa TpanuimonHas cucteMa
85 - 100 6anmoB OTnugyHO
70 - 84 6anmoB Xoporto
50 - 69 Gannos YIOBIETBOPUTEIBHO
Menee 50 HeynosnerBopurenbHo

4.2 TunoBsie OLIEHOYHBIE CPEACTBA TEKYIIIETO KOHTPOJIS
Boino/iHeHHe NPAKTHYECKUX 3aJaHU

Tewma 1. U3yuyenue cetn

1. W3ydeHue cpeacTB Asi COBMECTHOM paOOThI B CETH.
2. N3ydenune cepBUCOB CONIEAIICICS CETH.
3. CocraBienue cxeMbl cetu IHTEpHET.

Tewma 2. HacTpoiika ceTeBoi OnepallMOHHON CUCTEMBI

1. W3yueHne pbiHKa BakaHCH B chepe MHPOPMALMOHHBIX U CETEBBIX TEXHOIOTHA.
2. Co3naHue KOHCOJILHOU ceccud ¢ moMoubio Tera Term.
3. Hactpoiika uCXOIHBIX TApaMeTPOB KOMMYTATOPA.

Tema 3. CereBble IPOTOKOJIBI 1 KOMMYHUKALIUN
1. HacTtpoiika 0CHOBHBIX MapaMeTPOB MOAKIIOYEHHUS.
2. Kondurypanus anpeca ynpasieHUs] KOMMYTaTOPaMH.
3. [IpoekTupoBaHue CUCTEMBI CBA3H.



Tema 4. CereBoil 1ocTyn

1. W3yueHne ceTeBbIX CTaHIapTOB.
2. Opranuzanuu 1o CTaHAapTU3aALNH.
3. Hcnonb3oBanue nporpammsl Wireshark mist npocmMoTpa ceteBoro tpaduka.

Tema 6. CeTeBoil ypOBEHb

1. 0630p MAC-aapecoB CETEBBIX YCTPOUCTB.
2. Hcnonb3oBanue nporpammsl Wireshark st ananusza xaznpos Ethernet.
3. [TpocMoTp 1 aHamM3 TaOIHIIBI MAPIIPYTH3ALUN Y3714,

Tema 7. TpaHCIOPTHBIN YPOBEHB

1. N3yuenne Gpu3NIECKUX XapaKTEPUCTUK MapIIypTH3aToOpa.
2. NHnnmanuszanus 1 neperpyska MapirypTu3aropa 1 KOMMYTaropa.
3. Hcnonb3oBanue mporpammsl Wireshark it u3ydeHus nporecca TpeXCTOPOHHETO PyKOMOKATHS
TCP.
Tewma 8. [P-aapecauns
1. Hcnonb3oBanue nporpammel Wireshark st ananu3za 3axsata naketoB DNS u UDP.
2. Hcnonp3oBanue mporpammel Wireshark ais ananusa 3axsara ceancoB FTP u TFTP.
3. Hcnonb3oBanue KajabKymnsaTopa Windows ¢ TOMOIIbIO CETEBBIX aJIPECOB.
Tema 9. Pazbuenue [P-cereit Ha moncetn
1. [IpeobpazoBanue IPv4-anpecoB B TBOMYHOE 3HAUCHHUE.
2. Onpenenenne IPv4-anpecos.
3. Pa3zpabotka u BHeapeHue cTpykTypbl [Pv4-ceTu, pa3aeneHHol Ha TOICETH.
Tema 10. KommyTupyemble cetu
1. Hacrpoiika nepeaapecaruu mopToB Ha Mapuryprusatopa Linksys.
2. bazoBas HacTpoiika KOMMyTaropa.
3. Hactpoiika npotokona SSH.
4. Hacrpoiika mapameTpoB 6€30MacHOCTH KOMMYyTaTopa.
Tema 11. OcHOBHBIE KOHIIENIIMUA U HACTPOIKA KOMMYyTaTopa
1. HccnenoBanne MetonoB peanuszanuu cetd VLAN.
2. Kondurypanus VLAN u TpaHKOBBIX KaHAJIOB.
3. ITouck u ycTpaHneHue Henonaaok npu peanusanuu cetn VLAN.
4. JlokyMeHTaIus CXeMbl apecaryi.
Tewma 12. Bupryanbnsie jokaibHble ceTd VLAN
1. Hacrpoiika unrepdeiicon nist IPv4 u [Pv6.
2. WNuTtepnpeTarus 3anuceit TabauIibl MapIIpy TH3AINH.
3. Hacrpoiika mapmpytuzamun Mexay VLAN s kaxaoro uatTepdeiica.
4. Hactpoiika mapuipytuzanuu mexay VLAN Ha ocHoBe ctanaapra 801.2Q u TpaHKOBOTO KaHaa.
Tema 13. KoHuenuus MapuipyTu3anuu
1. Pazpabotka u peanuzanus cxemsl agpecauuud VLSM.
2. Hacrpoiika o6beauHenus (arperaruu) mapupytos [Pv4.

3. ITouck 1 ycTpaHeHHE HENOAaI0K CTaTHYECKUX MapLIPyTOB.
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[Touck u ycrpanenue Henonanok VLSM u o0bennHeHus: MapuipyToB.

Tema 14. Mapmpytuszanus mexxny VLAN.
ITonck u ycTpaHeHHEe HEMONIAaI0K CTATHYECKUX MapLIPyTOB.
Onpenenenne KOMIOHEHTOB IPOTOKOJIA MapIIPYTU3ALINH.
Cratnueckas 1 JUHAMUYECKAsk MApIIPYTU3ALIHS.
N3yuenune cxonumMoCTH.

Tema 15. Cratnueckas MapipyTu3anus.
Onpenenenre TUCTAaHIIMOHHO-BEKTOPHOM TEPMHUHOJIOTHH.
Cpasnenue nporokonoB RIP u EIGRP.
Xapakrepuctuku u Tepmunoiorus OSPF.
Omnpenenenue tumna nakeroB OSPF.

Tema 16. [lunamudeckas MapuipyTH3aLus.
Cocrosaaue OSPF st ycTaHOBIIEHUS! OTHOIIEHUH CMEKHOCTH.
Comnocrasnenue nporokoios OSPFv2 u OSPFv3.
bazoBast HacTpoiika IpOTOKOIA JIJIsl OJTHOM 00JIacTH.
Br16op 1m1abmoHHOM MacKH.

Tema 17. OSPFuns onHoii oGnactu
[Tpuntun padbotet ACL-crimcka.
Pa3menenue crangapTHbIX U paciipeHHbIX ACL-CIIUCKOB.
Hactpoiika n npoBepka ctangapTHbIX ACL-CIIUCKOB.
Hacrpoiika u nposepka orpannueHuii VTY.

Tema 18. Cnucku xoHTposs nocryna (ACL)
Hactpoiika ACL-cniuckoB st [Pv6.
basosas HacTpoiika DHCPv4 Ha MapuipyTu3aTtopa 1 KOMMYTaTope.
Hacrpoiika mapmpytuzatopa DHCPv4 ¢ momomisto Cisco 10S.
[Touck u ycTpaneHue Henonaaok B padbore mapupyrtuzaropa DHCPv4

CobecenoBanue

Tema 1. U3yuenue cetn
Yro Takoe KIMEHThI U CEPBEPHI B CETH, UX THUIIbI U BUBI.
IloHsiTHE OHOPAHTOBBIX CETEH.
Yro Takoe rodanbHbIe CETH.
TexHonoruu 10CTyna B MHTEPHET.
[TogkmroueHne ynaleHHbIX MOJb30BaTeneil Kk cetu MHTepHer.
VYrpo3bl 1 penieHns o 00ecneyeHno 6e30MacHOCTH CETH.

Tema 2. HacTpolika ceTeBoi OnepaluoOHHON CUCTEMBbI
MeTox KOHCOJILHOIO 10CTYIA.
Mertons! nocryna ¢ nomomsio Telnet, SSH u AUX.
IIporpamMmbl 3MyJIsIIUA TEPMHHAJIA.
T'opsiune KIaBHIIM M KJIABUIIH OBICTPOIO BHI30Ba.
Bo3moxHocTn komaHabl show version.
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Tema 3. CereBble IPOTOKOJIBI 1 KOMMYHHUKALIUN
IIpaBuJia ceTeBbIX NPOTOKOJI0B 1 KOMMYHHKALMIA.
BpeMeHnHbIe napamMeTpbl COO0LIEHUS.
IIpaBuiia, persiaMeHTHPYIOLIHE CTIOCOObI 00MEHA JTAHHBIMH.
Buabl cereBbIX IPOTOKOJIOB.

Tema 4. CereBoil noctyn
Crnoco0bI NOAKJIIOYEHHUS K CETH.
Yro Takoe ceTeBbie HHTEP(dEHCHI IIATHI.
CpencrBa nepeaayu JaHHbIX GU3MYECKOTO YPOBHSI.
OcHOBHBIE NPUHUMIIBI (PU3HIECKOTO YPOBHSI.
IlonsiTue ceTeBoii cpeabl.
Tomosorus r1106aJbHOM CeTH.

Tema 5. Ethernet
Hpunuun padorsl Ethernet.
IIpuauun padorsr ARP.
Posabs ARP B npounecce ynajgéHHOro o0MeHa JaHHbIMHU.
OcHoBHast uH(opMAaLKs 0 MOPTAX KOMMYTATOPA.

. Texnomorus Cisco Express Forwarding.

Tema 6. CeTeBoil ypOBEHB
Xapakrepucruku IP-nporokosa.
Metonbl MapLIPYyTH3aLHUH y3JI0B.
YerpoiicTBO MapLIypTH3aropa.

Kak npoucxonuT ucnonb30BaHKE UTI03a M0 YMOIYaHHUIO Ha y3JI€ U KOMMYTaTope

Tema 7. TpaHCIOPTHBIN YPOBEHB
3HaYeHHe TPAHCIIOPTHOIO YPOBHSI.
Ycranosiaenne TCP-coennHeHnusi v ero 3aBepuieHus.
IIpoueccsl u 3anpocsl UDP-cepBepa.
IIpoueccst UDP-kiuenra.

Tewma 8. [P-aapecanus
CeteBbie IPv4-anpeca.
IIpeoOpa3oBanue IBOMYHOIO ajpeca B AeCATHYHBIM.
IIpucsoenue IP-aapecos.
Onpenenenune IPv4-anpecos.

Tema 9. Pa3ouenue IP-cereii Ha moaceTn
CermMeHTAIIUA CETH.
IIpuyHbI pa3oueHus Mo MoJACeTH.
OO0MeH JaHHBIMHU MEKIYy MOACeTIMH.
3naunmocTth pa3ouenusi IP-ceTtu Ha moaceTn.

Tema 10. KommyTupyemble cetu
IIpuauun padorsl NAT u ero xapakTepuCTHKH.
Craruyeckoe npeodpazoBaHue CeTeBbIX aJPecoB.
JAunamuyeckoe npeodpasosanue cereBbix agpecoB NAT.
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4. IIpeumymecrBo NAT.
5. Henocrarku NAT.

Tema 11. OcHOBHBIE KOHIIENIIIMUA U HACTPOIKA KOMMYyTaTopa
Yrto Takoe QyNmIeKCHasl CBA3b.

DOyHKIUSA ABTOMATHYECKOI0 ONpeaeJieHusl TUIIA KadeJis.
IIpuauun padorsr SSH.

PacnpocTpaneHHble yrpo3bl 0€30MaCHOCTH: nepenojHenne Tadannbl MAC-aapecos,
DHCP-cnyduHr u ucnojib3oBaHue ysi3BumMocteii mporokosa CDP.

=

Tema 12. BupryanbsHble nokanbHble ceTh VLAN
CerMeHTanMsi BUPTYAJbHBIX JJOKAJbHBIX CeTeH.
THunbl BUPTYaJbHBIX JT0KAJIbHBIX CeTel.

Ha3naveHune BUPTYaJibHOI JIOKAJIBbHO CETH.
Juana3zon VLAN nHa kommyTarTopax Catalyst.

Tema 13. Konuenmus mapmipyTuzanuu
@OYyHKUUM MapLIypTH3aTOpa.
Buabl 11J11030B 10 YMOJTYAHHUIO.

Kak npoucxoauT KOHCOJIbHBIN J0OCTYII.
KoMMmyTanusi nakeToB Me:K1y CeTAMM.

NoR W

IIpumepsl nunamudeckoid mapmpyrusauuu IPv4 u IPv6.

Tema 14. Mapumpytuzamnusa mexay VLAN.
Ycerapesmue Metonbsl MapmpyTuzanuu Me:xay VLAN.
IIpobaembl MmapmpyTuzanuu Me;xkay VLAN: Henmosiaaku B padoTe nmopra KOMMYyTaropa.

IIpoBepka HACTPOEK MapUIyPTU3ATOP.
Buasbi ominook B IP-agpecax u Mapkax mojaceTu.

e

OCHOBBI HACTPOHKH U PaGOThl KOMMYTALMHU HA 3-M YpPOBHe.

Tema 15. Cratnueckas MaplpyTu3anus.
JocTyn K y1ajieHHBIM CeTsSIM.
IIpeumymecTBa cTaTH4ecKoOil MapuIpyTH3aLUH.

Tunbl cTAaTHYECKUX MAPUIPYTOB U UX PHMMeEHeHHe.

KiaaccoBble MaCKH MOICETH.

Tema 16. [lunamudeckas MapuipyTH3aLus.
IpuHuun padéoTsl AMHAMMYECKOH MAPIIPYTU3AUM.
Pa3BurHe NpoToK0JI0B IMHAMHYECKON MapIIPyTH3ALUM.
Ha3naveHnue v poJib NPOTOKOJIOB JMHAMMYECKOH MAPIIPYTH3ALUH.

BowoN

Knaccndukxanus nporokoi0B MapumipyTH3alu.

Tema 17. OSPF s onHO#M o6nacTw
Xapakrepuctuku nporokoia OSPF.
KomnonenTsl nporokoaa OSPF.

IpyuHUMIBI pa00THI MAPIIPYTHU3AUHM 110 COCTOSIHUIO KaHAJIA.

Cunxponnzanus 0a3 nanasix OSPF.

Tema 18. Cnucku konTposs gocrymna (ACL)
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. IIpunomun padorbl ACL-cnnckoB no nporokoJy IP.
Hpunuun padorel ACL-cniuckoB.

la6sonnble Macku B ACL-cninckax.
Pacnpocrpanennbie omndku ACL-cnnckos.

TecTupoBanme
Tewma 1. U3yuyenue cetn

1) Bo Bpemst m1aHOBOM MPOBEPKU TEXHHUYECKUH CTIEIUAIUCT OOHAPYKWIL, 4TO ycTaHoBneHHOe Ha [1K
IporpaMMHOE oOecIieueHre OCYIIECTBISIIO TalHbIN cOOp TaHHBIX 00 MHTEPHET-CaiTax, MoCenaeMbIX
II0JIb30BATEISIMU C IaHHOTO KOMIIbloTepa. Kakomy Tuiy yrpo3sl ojBepraercsi JaHHbI KOMIbIOTEP?
DoS -araka

Kpaka JIMIHON WHOOpMAIN

mmuoHckoe [10

araka HyJIEBOTO JTHS
2) Kakoe yTBepKIeHHE ONMHUCHIBACT CETh C TOAACPKKOH KauecTBa oocmykuBanus (QoS)?

COoii 3aTparmBacT MUHUMAJIBLHOE KOJTUYECTBO YCTPOMCTB.

CeTb NOKHA UMETh BO3MOXKHOCTD PACIIMPEHHS B COOTBETCTBUHU C MOTPEOHOCTSIMU MOJIb30BATENEH.
Cetb obOecrieurBaeT MPOrHO3UPYEMbIE YPOBHH OOCTYKUBAHUS IJISl pa3IMYHBIX TUIIOB Tpaduka.
JlanHble, mepeaBaeMble 10 CETH, B MIpoLiecce Mepeadyn He U3MEHSIIOTCS.

3) Kaxoii Tun nmpoeKkTupoBaHus CEeTei coyeTaeT B ceOe roIoCoBbIe, BUICO- U APYTHE JaHHBIE,
IepeaBaeMbl€ 110 OTHOMY U TOMY € KaHally CBSA3U?

TpaAULIMOHHAS CETh

o0beTMHEHHAS CEeTh

CETh XpaHEHMsI JTaHHBIX

AKCTPAHET

4) llIndpoBaHue Kakux Maposiei BBITIOIHAETCS C IIOMOIIBbIO KOMaH bl enable secret?

BCE HACTPOEHHBIE MTAPOJIH

1apoJib MPUBUIIETUPOBAHHOTO PEKUMA

[1apOJIb KOHCOJIBHOM CTPOKH

napoius ctpoku VI'Y

5) Ju1st 5)KOHOMHH BpeMEHU KOMaH/IbI oriepaninoHHou cuctembl [0S MOXKHO BBOJUTH YacTHUHO. Kakast
KJIaBUIIIa UM KOMOMHALIMS KJIABUII 3aBEPIIUT BBOJ?

Tab

Ctrl-P
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Ctrl-N
Crpeinka BBepx

Crpeinka BrpaBo

Tema 2. HacTpolika ceTeBoi OnepaluOHHON CUCTEMBbI
1) Kakast komaHja He MO3BOJIUT IPOCMOTPETH BCE He3aluIM(PpOBaHHBIE MTAPOJIH, COAEPIKAIIUECS B
KOH(GUTYpallMOHHOM (aiiie B BUAE OOBIYHOTO TEeKCTa?
(config)# enable password secret

(config)# enable secret Secret Password
(config-line)# password secret
(config)# service password-encryption

2) Kakoe ycTpoiCTBO BBIMIOIHSIET POJIb IIIJTI03a, TO3BOJISS Y3J1aM OTIIPABIIATH TpapUK K YIaJIeHHBIM

[P-ceTsim?
cepsep DNS

cepsep DHCP
JIOKaJIbHBIM MapUIPyTU3ATOP
JIOKaJIbHBIA KOMMYTaTOP
3) Kakoe yTBepkeHIe ONICHIBAET OCOOCHHOCTh KOH(MUTYpaIlii UMEHHU y3J1a ONePalluOHHON CUCTEMBbI
10S?
Ero makcumanbHas JjiMHa HE IOJKHA MPEBBIIIATE 255 CUMBOJIOB.
Ero HeoOxonumMo 3apeructpupoBath Ha cepBepe DNS.
OHO He MOXKET HaYMHATHCS C LUPPHI.
OHO He JOKHO cofiep KaTh MPOOEIIbI.

4) Kaxue nBa KOMIIOHEHTA 100ABIISIIOTCS K IPOTOKOJIbHOMY 050Ky AanHbIX (PDU) Ha ypoBHE nocTyna K

cetu?
KOHIIEBUK

3aroJjioBok IP
3aroinoBok TCP
3arosioBok HTTP

3aroJIOBOK Kajpa
5) Kaxko#i BapuaHT JOCTaBKH COOOIIEHH UCTIONB3YETCS B TOM CIydae, Korja BCe YCTPOMCTBA JTOJKHBI

MOJIYYUTh OHO U TO K€ COOOIIECHUE OJJHOBPEMEHHO?

TyTUIEKCHAS Tiepeaada
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OgHOaApECHAA pacChlIKa
MHOTroaJpccCHas pacCblIKa

I POKOBCUIATCIIbHAA PACChLIIKA

Tema 3. CereBble IPOTOKOJIBI 1 KOMMYHUKALIUN
1) B uém 3akirogaeTcst MpenMyIIecTBO HCIOIb30BaHNS CTaHIAPTOB s pa3pabOTKU M BHEIPEHHS
MPOTOKOJIOB?
KoHKpeTHBIH MPOTOKOT MOXKET BHEAPHUTH TOIBKO OMH MPOU3BOIUTENb.

[IponyKThl pa3IM4HBIX TPOU3BOIUTENICH MOTYT YCIIEITHO B3aUMOECHCTBOBATD.

Paznuynble MpOM3BOIUTENN MOTYT B CBOOOJHOM MOPSAKE HAIOKUTH BCEBO3MOXKHbBIE TPeOOBaHUS TPU
BHEJPEHUHU KAaKOT0-JI100 MPOTOKOIA.

CraHgapTsl IPEIOCTABIISIFOT MPOU3BOUTEISIM CBOOOTY NEUCTBUMN AJIsI CO3/IaHUS yCTPOMCTB, KOTOpPHIE OyIyT
COOTBETCTBOBATh YHUKAIHHBIM TPEOOBAHUSIM.

2) Kaxkoii T J0CTaBKU UCIOJB3YIOT aJipeca KaHAJIbHOTO YPOBHS?

yaanéHHast OCTaBKa

JIOKAJIbHAA U yaln€HHasi 10CTaBKa

JIOKAJIbHAs JOCTAaBKa

yIOaJIE€HHas JOCTaBKa C MOMOLIbIO MapIIPyTU3aTOPOB
3) Uto npou3oiiner npu oOMeHe TaHHBIMH MEXy IBYMS YCTPOMCTBaMU, HAXOSAIIMMHUCS B TIpeAesax OqHOM
U TOM 7K€ MOJCETH?
Byner otnuuarsest obnacts y3na B [P-anpecax.

Anpeca KaHaJIBHOTO YpOBHS OynyT n00aBieHs! K 3arojaoBky [P-aapeca.

YeTpolcTBO-0TIIpaBUTENb OyIET HCIOIb30BaTh MpoTokod ARP mis onpenenenus [P-agpeca nmomyuaress.
Jannblii kaap OyIeT OTIpaBICH MUTIO3Y M0 YMOTYAHUIO JUTSI MTOCIEIYIONICH TOCTaBKU K
YCTPOUCTBY-II0JIy4aTEIIIO.
4) Kakas opranusanus pa3padboTaiia 3TaJOHHYIO MOJIENTb B3aUMOACHUCTBUS OTKPBITBIX CHCTEM, KOTOpast
IIPUMEHSIETCS] B COBPEMEHHBIX CETEBBIX TEXHOJIOTUAX ?

ISOC

TIA

ISO

EIA

IANA

5) KakoBa xapakTepHrCTHKa TOTIOJIOTHH «3B€3/1a» TI00aTbHON BEIYNCIUTEIHLHOU cpepl?

Omna TpeOyeT, YToObI HEKOTOPHIE Y3JIbI Pa3BETBICHUS ObLTH B3aUMOIOAKIIOYECHBI TOCPEACTBOM COCIHMHEHUS
«TOYKA-TOYKA.
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Omna TpelyeT, yToOBI BCe y31bl ObUIH B3aMMOIIOIKJIFOYEHBI TIOCPEICTBOM COSAMHEHUS «TOUYKA-TOUKAY.
Jl51s Bcex y370B TpeOyeTcsl HalTu4Ke yCTPOCTBa-KOHIIEHTPATOPa, MOAKIIOUEHHOTO K MapIIpyTU3ATOPY.
V31b1 pa3BeTBICHUS MOAKIIOYEHBI K HEHTPAIBHOMY Y3IIy MOCPEICTBOM COEAMHEHHUS «TOUKA-TOUKA.

Tema 4. CeteBoil n1oCTyn
1) KakoBo Ha3zHaueHHe MO yIPaBICHUS (U3NUECKUM COCMHEHUEM B 3ar0JIOBKE KaHAJILHOTO YPOBHS?

co00MLIaTh O TIepPerpy3Ke CpeIbl

HaYMHATh M 3aBepIlaTh lepeavy JaHHbIX [0 Cpefe

YCTaHOBUTH COETUHEHHE CO CPeNIoi

YCTaHOBHUTB JIOTHYECKOE COCTMHEHUE MKy y3JIaMU

2) Kakoe neiicTBHe MpeaIpUHAMAET KOMMYTATOp BTOPOTO YPOBHS IPH MOTYYECHHH ITUPOKOBEUIATEILHOTO
KaJipa TaKoro k€ YPOBHS?

CoOpacsiBaeT Kajp.

OTtnpaBiseT NaHHBIN KaJp Ha BCE MOPTHI, KpPOME NOPTA, IMOJIYYHUBILErO 3TOT KaJIp.

OTtnpaBiseT 3TOT KaJp Ha BCE NOPTHI, 3aPETUCTPUPOBAHHBIE JIJIS1 IEPECHUIKH IIMPOKOBEIATENbHBIX
ITaKETOB.

OTtnpaBnsieT Kajap Ha BCE MOPTHI.

3) Kakyto komanay unaTepdeiica HeoOX0IMMO BBECTH Ha KOMMYTAaTOpPE TPETHETO YPOBHS, MPEXKIIE YEM
Ha3HAYUTh TakoMy UHTEpdeiicy aapec [Pv4?

ip classless

no shutdown
no switchport

switchport
4) Kaxkoii TepMuH Aa€T ONpeesieHUe BBIYUCIUTEIBHON CITOCOOHOCTH KOMMYTAaToOpa IyTeM OIIEHKH 00bEéMa
JaHHBIX, 00pabaThIBAEMBIX YCTPONCTBOM B CEKYHIY?

CKOPOCTbh KOMMYTAaIlUU
CKOPOCTb MEPECHUIKU

IIJIOTHOCTH IOPTOB

dbopMm-paxTop

5) B uem 3akiroyaercs ofjHa U3 0COOEHHOCTEH KOHKYPEHTHOTO crioco0a I0CTyIa K cpefie nepeaadu
JTaHHBIX ?

On ob6pabatbiBaeT O0IbIIE HATPY3KH, YEM IIPU UCTIONIB30BAaHUU CIIOCOO0B KOHTPOIMPYEMOTO IOCTYyIIA.

On HCIOJIB3YCT MCXaHU3MBbI IJId OTCICIKUBAHUA OUCPCAN NJOCTYIIA K CPCAC.



DTO HEIETEPMUHUPOBAHHBINA CITOCO0.
OH 04YeHb XOPOIIO MacIITaOUPYETCsl MPU BBICOKOW 3arpy>KEHHOCTH CPEJIbI.
Tema 7. TpaHCIOPTHBIN YPOBEHB

1) Kakyro nH(popMannio MOXKHO IMOIyYUTh O COCEAHEM YCTPOICTBE C MOMOIIIBI0 KoMaH bl show cdp
neighbors detail, KoTopy10 HEBO3MOXXHO OOHAPYKUTH MOCIIE BBOJAa koMaH 1kl show cdp neighbors?

iaropma, KoTopast UCTIONb3YETCs COCEHUM yCTPOHNCTBOM

[P-agpec coceqnero ycrpoicraa

TCXHUYCCKUC XAPAKTCPUCTUKH COCCIHLCTO YCTpOﬁCTBa

UM y371a COCETHETO YCTPOUCTBA
2) Kaxoii Tunt BpegorocHoro I1O Oynet BbiaBaTh ce0st 32 OOBIYHYIO MPOTPAMMY U 3aITyCTUT CBOM

BPEIOHOCHBIN KO MPH 3ammycke?
TposiHCKas nmporpamma

BUpPYC
YepBb

mmuroHckoe 10
3) Coznaiite kanp Ethernet ¢ mpaBuIbHBIMU KOMIIOHEHTAMHU U OTIIPABBTE KaJp B MECTO HA3HAYCHHUS

B o B

Npotoxon UDE: FTP

¥anreucTormie
MAC-anpec: 00-E0-86-2D-0C-05 MAC-aaps: O0-E0-09-18-18-BE
IP-afpec: 182168.50.232 IP-aapec: 1921689197

LR RTHETT ] MlcTerimnm i - HoTorsmE

Hpzhar-HH S HicTorasme

1 1
TCP-afuanT
Pt
Kanp Ethernat
OOHECHDG-18-18-BE T an 192 168.50 232 192 1891 5T D0-E0-B8-F0H50 505

4) PaCHpeI[eJII/ITC KOMITOHCHTLI CCTH IMTOKAa3aHHBIC HA PUCYHKC 1O KaTCTOPHUAM
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Kosuyrarop CeTenci NpUHTED
MP3-npowrpuisaTents

Cerepan cpega Mepudpepuiivoe yerpoiicTeo

Yaen CeTesoe YCTPORCTBO

Tema 12. Bupryansasie nokaiasHbie ceTd VLAN
1) Kak uMeHHO ceTeBOl YpOBEHb HCIIONb3yeT 3HAYCHNE MaKCUMAJIbHOTO pa3Mepa O6moka ganueix (MTU)?
Hns onpenenenns 3nauenns MTU ceTeBoil ypoBeHB TojlaraeTcsi Ha 00je€ BBICOKOPAHTOBBIE YPOBHHU.

UtoOs1 3aaarh 3HaueHne MTU, ceTeBo ypOBEHb IMOIaraeTcsi Ha ypoBeHb KaHajla JaHHBIX, a TAKKE
M3MEHSET CKOPOCTh Mepe/laur JaHHBIX /Ul KOPPEKTHOU nepenayu OJ0KOB TaHHBIX Ha KaHAJIbHOM YPOBHE
cereBoit monei OSI.

MTU nepenaércs ceTeBOMY YPOBHIO MOCPEICTBOM KaHAJIBHOTO YPOBHSI.

CeteBoit ypoBeHbs urHopupyetr MTU miis yBenudeHus: CKOPOCTH JOCTaBKH.

2) B 1eM 3akitouaeTcs MpeuMyIECTBO Pa30MEHHs CETH Ha TOACETH?

[IpenocrasmsieT Gonbinee komuuecTBo [P-aapecoB mmst y3i10B.

B noaceTtu conepkutcs mMMUpOKOBEIIaTeIbHBIN TpaduK.

Ilo3BomseT IPOBOAUTH MHKAIICYIALNUIO PA3JIMYHBIX TUIIOB IIAKETOB JaHHBIX.

HcknrodaeT HEOOXOAMMOCTh B MCTIONIb30BaHMH MpoTokosia ARP.
3) Uro npencrasinsier coboit [P-anpec 192.168.1.15/29?
aZpec MoACEeTH

aJipec MHOTOAIPECHON PACCHIIIKU

aZpec OTHOAIPECHON PACCHUIKH
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LIMPOKOBELIATENIbHBIN aapec
4) CkoJIbKO aIpecoB y3JIOB JOCTYITHO B ceTH ¢ aapecoM 192.168.10.128/26?

30
32
60
62

64
5) Kakast komana Oyzet OJJOKHUpOBATh MOMBITKHA BXOJIa B CUCTEMY Ha MapiipyTuszarope A B reueHue 30

CEKYH/JI MOCJI€ 2 HeyJTaYHbIX MOMBITOK BX0/1a B cUcTeMy B TeueHue 10 cexyna?
RouterA(config)# login block-for 10 attempts 2 within 30

RouterA(config)# login block-for 30 attempts 2 within 10
RouterA(config)# login block-for 2 attempts 30 within 10

RouterA(config)# login block-for 30 attempts 10 within 2

Tema 16. [Ilunamuyeckas MapupyTHU3aLMS.

1) Kakue QyHKIMM nim AeWcTBUS BBINOIHSIET oxypoBeHb MAC?
BrimonasieT ¢yHkimio nporpaMMHoro obdecrieuenus apaiisepa NIC.

Jlo6GaBrsieT 3aroJIoBOK K KOHIIEBHKY 711 00pa3oBaHust O10Ka TaHHBIX ypoBHs 2 mozaenu OSI.

YcTaHaBIMBaeT CBA3b MCKIY BEPXHUMH 1 HUXKHUMHA YPOBHSIMHU.

JloGaBnsieT cBeeHus 00 yIpaBIEHUH K JaHHBIM YPOBHS CETEBOIO MPOTOKOJIA.
2) B xakoM y4acTke MaMsTH IporpaMMa HadyaJIbHOTO 3aIllyCcKa MapIIpyTH3aropa OyneT uckaTh oopas
ornepaioHHoi cucreMsl IOS Bo BpeMs mpouecca 3arpy3ku, eciau cepsep TFTP He ncnonssyercs?

¢rent namATH
NVRAM
o3y

3y
3) Kaxkoe mosnie B 3aronoBke IPv6 npu nepegaye qaHHBIX U3 MHTEPAKTUBHBIX MPHIIOKESHUN (HAIIpUMED,

MIPUIJIOKEHUH JIJIs1 TOTOKOBOTO BOCIIPOU3BEICHUS 3ByKa U BUJIC0) MOYKHO MCIIONB30BaTh JIsl OTIPAaBKU
MapIIpyTU3aTOpaM U KOMMYTaTOpaM COOOIIEHUS 0 HEOOXOIMMOCTH COXPaHEHHsI TOTO e ITyTH JIJIsl TTAaKETOB

B XOJI€ OJTHOTO M TOTO K€ ceaHca oOMeHa JaHHBIMU?
Crnenyromuii 3arojioBOK

MeTKka oToka

Krnacc tpaduka
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JuddepenurpoBaHHbIe YCIyTH
4) Jlns gero ucmonb3yeTcs: KoMaH1a netstat -r?
JUTsl BBIBOJIA Ha 3KpaH coketoB TCP

JUIs. OOHOBJICHHUS IIIJTF032 TI0 YMOJTYaHHUIO
U1 pa30IOKUpOBKY Ha3HaueHHoro [P-aapeca

JUIS BBIBOZIA HA SKpaH TabIMIIbI MapIIPyTU3ALUH Y3714

5) Kakoe 3nauenue, cogeprkamieecs B 3arojoBke [Pv4, yMeHbIIaeTCs KaXIbIM MapIIPyTH3aTOPOM,
MOJTY4YaroIIUM MaKeT?

JuddepenuupoBaHHbIe YCIyTH

Cwmemienne gpparmeHTa

JlnuHa 3aronoBka

Bpewmst cymiectBoBaHus

4.3 IIpomexxyTouHast aTTECTAIMSA 110 AUCIUIUIMHE MPOBOIUTCS B JopMe 3adeTa, IK3aMeHa

Tunosbie Bonpocsl 3auera (IIK-1)
Bomnpocs! k 3auéry - S cemecTp

1 MacmrabupoBanue ceteit. IIpoekt wuepapxudueckoir cetn. Kopmopartuhas apxutektypa Cisco.
JlomeHBI ommOOoK.

2 Pacumpenue cetu. [InannpoBaHue W30BITOYHOCTH. YBEIUYCHHUE MTPOITYCKHOM CITOCOOHOCTH. YPOBEHD
nocrtyna. Hactpoiika mpoTOKOJIOB MaplIpyTHU3ALMH.

3 Bribop cereBbix ycrpoiicTB. Ilmardopmbr kommytamuu. IlnorHocTe mopToB. CKOpOCTH Tepemadu
tpaduka. [Iuranue yepes Ethernet. MHOroypoBHeBast KoMMyTalys. MapimpyTu3aTopsl.

4 Vnpapnenue ¢aitnmamu [0S wu nuneHzupoBanue. BHYTpPHUIOIOCHOE M BHEMOJOCHOE YIpaBlEeHUE.
bazoBeie komaHmbl uHTepdeiica KOMAaHIHOW CTpOKM MapmpyTtu3aropa. Komanapl show
MapupyTu3atopa. bazoBsle koMaH bl HHTEp(deiica KoMaHTHOW cTpoku kommyTaropa. Komanasr show
KOMMYTAaropa.

5 Mz6srTtounocts LAN. M30bITounOCTs 1 M 2 ypoBHei monens OSI. IIpobGnembl ¢ M30BITOYHOCTHIO
MEPBOTO YPOBHA: HECTAOMIBHOCTh 0a3bl JaHHBIX MAC-aapecoB, MIMPOKOBEIIATEIBHBIN IIITOPM,
TyOIMpOBaHHbIE OTHOA/IPECHBIE KaIPhI.

6 Ilporoxon spanning-tree. [Ipunuunsel u anroputMm pabotrsl STP. Pomu mopros. KopHeBoit MocT.
Croumocts nytu. ®opmar kaapa BPDU 802.1D. Pacnpoctpanenne BPDU. PacmmpenHsii
UICHTU(PHUKATOP CUCTEMBI.

7 Tuner mpotokonoB STP. Ilporokon PVST+. CocrostHust moproB u padora PVST+. Pacmmpennsrit
uneatudukarop cucremsl. Rapid PVST+. RSTP BPDU. Ilorpanuynsie mopthel. Turbl kaHAIOB.

8 Hacrpoiika mporokona STP. Hactpoiika PVST+. Hactpoiika u npoBepka uiaeHTH(]PHUKATOpa MOCTA.
PortFast 1 BPDU Guard. Pacnipenenenne narpy3ku PVST+. Hacrtpoiika Rapid PVST+. [IpoGiemsr
Hactpoiiku STP. [TocnenctBus c6ost mpoTokosia Spanning-tree.

9 IIpotokon pesepBupoBanus mnepBoro nepexona FHRP. Konnenmus obecnieueHuss H30BITOYHOCTH HA
nepBoM xorie. OrpaHuYeHHs UTF03a M0 YMOT4aHut0. M30bITOYHOCTE MapiipyTu3aropa. JeicTBus npu
MEPEKIIIOYCHUH B ClIydae OTKa3a MapuipyTu3aTopa. T[HIbI MPOTOKOJIOB oOecriedeHus: n30bITOYHOCTH
Ha niepBoMm xomne. [Tposepka pabotst FHRP. IIposepka HSRP. IIposepka GLBP.
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11

12

13

14

15

16

17

18

19

20

21

22
23

24

25

26

27

28

ArperupoBanue kaHanoB. IlpuHinmmnelr pabGotsl u npeumymniectBa EtherChannel. Orpanndenus
peanuszanuu. [Iporoxon arperuposanust nopros PAgP. ITpotokon LACP.

Hactpoiika EtherChannel. Hactpoiika wunrepdeiicoB. IlpoBepka, TOHUCK U  yCTpaHEHHE
HEUCIIPAaBHOCTEH.

Konnermuu 6ecripoBognHoit cBsi3u. becripoBognbie TexHonoruu. Paamodacrorel. Crangapter 802.11.
Kommonentst cereiit WLAN. becnpoBognbie cereBble amantepbl. JlomamHuii  GecripoBOmHOM
Mmapiipytu3arop. becripoBognbie Ou3Hec - pemieHHs. TOYKHM OECTpOBOTHOTO AOCTyMA. AHTEHHBI.
Tomonoruu cereit WiFi,

[punnuns! pabotsl GecripoBogHON JokanbHOU cetu. Kaap GecnipoBonHoi nokansHOU cetu 802.11.
[Tone ympaenenus kagpom. Tum kanpa OecnpoBoanoit cetu. Kaapsl ympaBnenus. KoHTpoibHbIE
KaJpBbl.

OYyHKIMOHUPOBAHUE OCCIPOBOAHOM CBs3M. MHOKECTBEHHBIM JOCTYI C KOHTPOJEM HECylled Hu
NPEeIOTBpAlCHUEM KOMIM3UNA. Acconuanus OecrnpoBOAHBIX KJIMEHTOB C TOUYKOM JocTyma.
OOGHapyx)eHHue TOYCK J0CTyma. AyTeHTH()UKAIH.

VYnpaBieHne kaHajgamMu B OecrpoBOJHOM CBsi3M. HachllieHne 4acTOTHOro kaHasa. BriOop kaHasos.
[InanupoBanue pazéproiBanus WLAN.

BbezonacHocTh GecripoBONHBIX JOKAJIbHBIX ceTed. Yrpossl it ceteir WLAN. 3amuTa 6ecipoBoHON
CeTH. ATakM TUIAa «OTKa3 B OOCITyXHBaHHUW». DoS-aTaky ¢ HMCIOIb30BaHHWEM KaJpOB YIPABICHUS.
BpenoHocHble TOUKHM f0cTyna. ATaka ¢ IEPEXBATOM.

O6ecmieuenune O6e3omacHoctn WLAN. Meronpl ayTeHTH(UKAIIMK COTJIAaCOBAHHOTO KITFoua. MeTomabl
mdpoBanus. AyTeHTU(UKALKs OMAIIHETO MoJb30Baress. AyTeHTU(UKAlKUSg Ha KOPHOPAaTUBHOM
YPOBHE.

Hactpoiika OecrpoBOIHBIX JIOKaJbHBIX ceTeil. Hacrpoiika OecrnpoBOAHOTO MapUIpyTH3aTOPA.
Hactpoiika 6ecripoBomHbIX KIMEHTOB. [lonck u ycTpaneHnue Henomnaaok B padore cereir WLAN.
[Ipotokon mapmpytuzamuu OPSF nns oqHo# obmactu. MapiipyTusanus Ha YpOBHSX paclpeaeiaeHus
U saapa. MapuipyTusanus B CpaBHEHUU ¢ koMMmyTanueil. Crarnueckas mapuipytuszanus. [IpoTokonsl
JUHAMHYECKON MapumpyTu3auuu. AJroput™M Kpardaimero nytd. HacTpolika u  ycTpaHeHue
Henonazok B pabore OPSF v2 u OSPF v3.

OSPF B cersix ¢ MHOXKecTBeHHBIM JtocTynioM. Tumsl ceteit OSPF. IIpoGnemsl, CBS3aHHBIE C CETIMHU
MHOXECTBEHHOTO aoctyna. Beinenennsle mapmpytusarop OSPF. Ilposepka ponell M OTHOLIEHMI
cMexxHocTH, pouecc Beibopa DR/BDR. IIpuopurer OSPF.

Ilepenaya crarnueckoro Mapupyra no ymomdanuto B OPSFv2 u OSPFv3. Towynas nHacTpoiika
unrepdericoB OSPF. 3menenus naTepBanoB npuBeTcTBus u npoctost B OSPFv2 u OSPFv3.

3ammra OSPF. bezonacHocts 00HOBNIEHN MapmipyToB. Hactpoiika ayrentuduxammu OSPF MDS.
Yerpanenue Hemonanok peamm3anuu npotokona OSPF mns omnoit obmactu. Cocrtosinus OSPF.
IIpouenypa moucka w ycTpaHeHMsi HeucnpaBHOCTed. Hemomanku, cBsi3aHHBIE C YCTaHOBJICHHUEM
COCEJICTBA, YCTpaHEHHE HEMONa 0K B Tabnuie Mapipytusanuu OSPF.

[Tpunmun paboter OSPF s Heckonbkux oOmacteir. JIByxypoBHeBas mepapxwusi obmacteit OSPF.
Tuner mMapmpyTtuzatopoB OSPF. Ilpuanun pa6otel m tumbl maketoB LSA mpotokoma OSPF mns
HECKOJIbKUX oOmactei. Tabmuna mapmpyTtu3anuu 1 Tunsl MmapuipytoB OSPF.

OSPF nnsa veckonpkux obmnacreii. Hactpoiika OSPFv2 u OSPFv3. O0beanHeHne MeKOOIACTHBIX U
BHEIIHUX MapuipyToB. Pacuér oObenmnénnoro wmapmpyra. IIpoBepka OSPF nmist Heckonmbkux
o0nacTeii: mpoBepka MapHIpyToB, poBepka 6a3sl LSDB, nposepka OSPFv3.

[Tporokon mapmpytuzanuu EIGRP. OcunoBubie dynkiuu. [Iporokono3aBucumbie Moaynu. HaaéxHpii
TpaHcnopTHbIN ipoTokon RTP. Ayrentuduxarusi.

Tuner maketoB EIGRP. Ilakersr npuBercTBus. [lakeTsl 0OHOBICHMI W moATBepkaeHUM. [lakeTs
3arpocoB U oTBeToB. MHKancymsmust cooomennii EIGRP.

Hactpoiika EIGRP nmna I1Pv4. Tomosmormsi cerm EIGRP. Homepa aBTOHOMHBIX CHCTEM.
Nnentuduxarop mapmpyruzaropa EIGRP. Komanga network m mrabnonnast macka. IlaccuBable
unrepdericel. IlpoBepka EIGRP: ananu3 cocegHux yctpoicTB, KoMaHaa showipprotocols, anamu3
TaOIUIBI MAapIIPYTU3ALINH.
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29 Tlpuauun pabotel EIGRP. OtkpbiTue Mapmpyta. OTHOLIEHME CMEXHOCTH C COCEIHHUMU
ycrpoiictBamu EIGRP. Tabnuma tononorun EIGRP. CxonumocTs.

30 Metpuku mnporokona EIGRP. CocraBhas merpuka. AHanu3 3HaueHHi uHTepdeiica. Merpuka
NPOMyCKHOW criocobHocTu. Metpuka 3anepxku. Pacuér merpuxu EIGRP.

31 Aaroputm DUAL u Tabnauua tomosnoruu. IlpeeMHHMK W BO3MOXHOE paccTosHue. Bo3moxHbIe
NPEEMHHUKH, YCJIOBHE OCYIIECTBUMOCTH U OOBSBIEHHOE paccTosHue. Tabimuma TOMOJIOTHH.
Cxomumocts. Anroputm DUAL u cxonumocTts. Bo3MoHBINM npeeMHUK. OTCYTCTBHE BO3MOKHOTO
IIPEEMHHUKA.

32 Hacrpoiika EIGRP qns IPv6. Hactpolika nokansabix [Pv6-anpecos kananos. Hactpoiika EIGRP nns
npouecca [Pvo-mapuipytuszanuu. [Ipoepka EIGRP nns IPv6: ananu3 cocenHux ycTpoiicTB, KOMaHIa
showipprotocols, ananu3 TabIUIIBI MAPIIPYTU3ALINY.

33 Pacmupennbie HacTpoilku u ycrtpaHeHue Henonagok EIGRP. Hactpoiika aBTOMarnueckoro
oovenuHenusi. Komanma showipprotocols. TabGmuma Tomonormu. Tabmuma MapmipyTH3AINAH.
OObeTMHEHHBIN MaPIIPYT.

34 Pyunoe o6wvenunenune MapuipytoB EIGRP. Hacrtpoiika cymmapHbIX MapuipyToB. Pacnpoctpanenue
Mapuipyta no ymonyanuio. Tounas Hactpoiika unTepdeiico EIGRP: mpomycknas cnocoOHOCTS,
TaliMepbl IPUBETCTBUS U OKUAAHUS, pacnpeaeneHue Harpy3ku B [Pv4 u IPvo6.

35 Ayrentuduxamus B npotokosne EIGRP. Hactpoiika EIGRP ¢ ayrentuduxarmueit MDS. TlpoBepka
ayTeHTU(HUKaINH.

36 Tlouck m ycrpanenne Henonanok EIGRP. Otnomenust cmexnoctu. Tabnuma MapripyTH3aIHH.
[TaccuBHBIC HHTEPGhENUCH, OTCYTCTBHE BRIpaXKCHHsI network, aBToMaTnueckoe 00beqMHEHHE.

37 O6pazer IOS wu munensupoBanue. CemeiictBa u Betku o0Opa3oB Cisco IOS. OcHoBHas u
TexHosiornueckasa Betka. Hymeparus u komriekranus BeTok 12 u 15-cepun.

38 Vmpasnenne o6Opazamu Cisco IOS. TFTP-cepBep nmnsi xpanenus pesepBHOi komuu. Co3mgaHue
pesepBHoii koruu obpaza Cisco I0S. Konmmposanue obpasa. Komanga bootsystem.

39 JlunensupoBanue I10 Cisco IOS. ITlponecc momyuenus mnuneHsuu. [IpuoOperenne makera I10.
[Tonmyuenue 1 ycTaHOBKA JIMIEH3UU.

40 TIpoBepka M ympaBieHUE JULECH3UAMU. AKTUBU3AIMA MNPOLEAYphl pacué€ra JIMIEH3UM Ha IMPABO
UCIOJIb30BaHMs. Pe3epBHast KOMUs JTUIEH3UH.

Tunosble 3axanus s 3a4era (IIK-1)
1. Co3naiite kaap Ethernet ¢ mpaBUILHBIMU KOMIIOHEHTAMH U OTTIPABBTE KaJIp B MECTO HA3HAYCHUS

5 o

Yaen-ucTo4HWK MpoTtokon UDP: FTP Yaen HasHaYeHUA

MAC-aapec: 00-E0-BB-2D-9C-95 MAC-agpec: 00-E0-09-1B-3B-BE

IP-appec: 192.168.99.232 IP-agpec: 192.168.91.97

Homep nopra: 34117 Homep nopra: 21

HaznaveHue MeTounuk HasHaueHue Merounuk HazHaveHue HeTouHnk
. JanHbie nonsaosaTens KoHuesan meTka
| |
TCP-cermext
IP-naket
Kapp Ethernet
00-E0-08-1B-3B-BE 34117 21 192.168.89.232 192.168.91.97 00-E0-8B-20-9C-95

2. Pacnipenienyite KOMIIOHEHTBI CETH NTOKA3aHHBIE HA PUCYHKE T10 KaTErOpUsIM



INokanbsHBA
MPUHTEP

KoHueHTpaTop

KommyTaTop CeTeBoii npuHTEp

MP3-npourpeieatens

CeTteBas cpefa MNepudepuiiHoe ycTpONCTBO

Yaen CeTeBoe yCcTpoOCTBO

Tunosbie Bonpockl 3xk3ameHna (I1K-1)

Bomnpocsl k 3x3ameny - 3 cemecTp

CoBpeMeHHbIE CETEeBbIE TEXHOJOTMHM. Vcmonp3oBaHME CceTel B IMOBCEIHEBHOW  YKU3HM.
[IpenocraBnenue pecypcoB B pamkax ceTH. CeTu pa3nuyHbIX MacmTa®oB. KimMeHTBI U cepBepbl.
OnHOpaHTrOBbBIE CETH.

Jlokanpable u mnoOanpHBIe ceTd. Cerb HWHrepHeT. KommonenTsl cetn. OKOHEUHBIE CETEBBIC
ycrporctBa. IIpomexytounsie cereBble ycTpoiicTBa. CereBasg cpema. CXeMbl TOMOJIOTHH.
[Toaxmrouenue k cetn MaTepHet. TexHonoruu aoctyna B UHTEpHET.

Cerp B kauectBe rmnargopmel. KouBeprentHeie (comemmmecs)) cetd. Haaé&xHOCTh ceTu.
YeroiunBOCTh K COOSIM B CETAX C KOMMYTAlMeld KaHAJIOB W IMAaKeTOB. MacmTaOupyeMoCTh CETH.
Obecneuenue kadecTBa oocyxkuBanus QoS. ObecneueHnne 6€30MaCHOCTH CETH.

Tennennun pazsutus cereid. Konnernmms BYOD. CoBmectHas pabota uepes MuTepHet. BumeocBssb.
O6Gmaunbie BeruncieHus. LlenTper 06padoTku qaHHBIX. CeTeBbIEe TEXHOJIOTUH s qoMa. OpraHu3amnus
CeTH IO JIMHUSAM DIIEKTpomnepenadu. becnpoBOogHONW IMIMPOKOMONOCHBIM  noctyn. CereBas
0e30IacHOCTb.

Hacrpoiika ceteBoit oneparmonnoi cuctemsl. CiscolOS. OcHoBHble PyHKIMH. JIOCTYIT K YCTPOMCTBY
Ha 0a3e CiscolOS. Koncompnpiii moctyn. Telnet, SSH u AUX. Pexxumbl pa®oThl omepanoHHON
cucteMbl CiscolOS. IlpuBunerupoBaHHBIH U TOJB30BATEIBCKUNA peXUM. PexuM rmiiodanpHOM
KOH(UTYpaIi ¥ JonoJHUTENbHbIe pekuMbl. CTpykTypa komanz CiscolOS. KoHTekcTHas crpaBka.
IIpoBepka cunTakcuca komanibl. Komanael mposepku B 10S.

OrpannueHne noctymna K (aiiaMm KoH(GUTypaluu yCTPOWCTB. 3aliuTa IOCTyna K YCTpPOMCTBaM.
3amuTa J0CTyNna K MPUBWIETUPOBAHHOMY M IOJIb30BaTelbckoMy pexumy. lludposanue maposs.
bannepnsie coobmienus. CoxpaneHne KOHPUTYpaIUU yCTPONCTB.
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7 Hoptel u anpeca. IP-agpecanust ycrpoiictB. Mutepdeiicbt u moptel. HacTpoiika BHUpPTyaIbHOTO
uHTepdeiica kommyraropa. Hactpoiika [P-anpecoB OKOHEUHBIX YCTPOMCTB: BPYUHYIO M IPH MTOMOIIU
DHCP. Koudmuxrsr IP-agpecos. IlpoBepka mapamerpoB mnozakmodeHust (loopback-untepdoeiic,
npoBepka HHTepEHCcOB KOMMYTATOPa, TECTUPOBAHNE CKBO3HOTO MOIKITIOUCHHS).

8 CereBble MPOTOKONBI U cTaHAApTHL. Kommpomanue cooOuieHus. DopMaTHpoBaHUE W HHKAICYISIUS
coobuienus. Pasmep coobOmenus. Bpemennble mapamerpsl coobmienus. IlapameTpsl nocTaBKH
coobuienus. Bzaumopeiicteue nporokosnoB. Ctek nporokonoB TCP/IP u npouecc oOMeHa JaHHBIMH.
Opranuzanuu no cranaaptusanuu: ISOC, IAB, IETF, IEEE, ISO.

9 Dranonnsie mopenu. Moaens OSI. Monens TCP/IP. CpaBHenue mozeneit.

10 /IBmxenue paHHbIX No cetu. MHkancynsauusa naHHbeiX. [JocTtyn k nokanbHbIM pecypcam. Jloctyn k
yIaJIEHHBIM pecypcam.

11 CereBoii goctym. Ilomkmrouenune k cetu. CeteBbie mHTEp(deiicHbIC TaThl. OU3NYECKUN YPOBEHB.
Cpencta nepenadyu JaHHBIX (u3nyeckoro ypoBHs. CTaHIapThl U MPOTOKOJBI (PU3NYECKOTO YPOBHSI.
[IpomyckHast cnocoOHOCTh. [Ipon3BoauTEIEHOCTD ceTH. THIBI PU3NUECKOM CPEIBI.

12 Mennble kabGenu. DKpaHUpOBaHHAs M HEdKpaHMpoBaHHas BuTas mapa. [Ipokmaaka kabeneir UTP.
Cranpnaptel. PaznoBugHoctu kabeneit tunma UTP. TectupoBanme kabeneit UTP. KoakcuambHblit
kabenb. be3onacHoCTh MEIHBIX Kabemeid.

13 OnToBosokoHHbIE Kabemu. OcoOeHHOCTH TTPOoKaNKU. KOHCTPYKITHS ONTOBOJIOKOHHOTO Kabemns. THumsl
OTITOBOJIOKOHHBIX Kabeneil. [[poBepka onToBOIOKOHHBIX Kabeseit. CpaBHEHHE ¢ MEIHBIMH KaOCIISIMH.

14 becnpoBomHbIe cpencTBa mepenadyd  JaHHBIX. (OcoOeHHOCTH  OecnpoBOMHON  cpembl. TuIbl
OecrpOBOHBIX CPENICTB Mepeaaun JaHHBIX. becnipoBonHas mokansHas cetb. Ctanmaptel WiFi 802.11.

15 TIporokonbsl kKaHaibHOTO ypoBHS. HaszHaueHue kaHanbHOro ypoBHS. [lomypoBHM KaHaloB JaHHBIX
MAC u LLC. VYnpapieHnue IOCTynmoM K cpeiae mnepemadd OaHHbIX. CTpyKTypa Kaapa YpOBHS 2.
dopmarupoBaHuEe AaHHBIX Ui nociuenyromel nepenadu. Cosznanne kaapa. CrangapTsl KaHAIBHOTO
YPOBHSL.

16 Bunpl Tomonoruii. ®usnueckas u JJoruveckas Tonojorus. Tomonoruu modansHoM ceTu. Kaap kanama
nepenaun nanabix. Kaaper LAN 1 WAN. Kanp Ethernet. Kagp PPP. becnipoBoagnoit kaap 802.11.

17 TIporoxon Ethernet. [Tpuamun padotsl. [TomypoBan MAC u LLC. MAC-aapeca. O6paboTka KaapoB.
WNukancynsumst  Ethernet.  Pasmep wm  cTpykrypa kampa. MAC-aapeca  OIHOAIpPECHOM,
HIMPOKOBENIATENILHON U MHOTOaIpecHOM pacchuiku. CkBo3Hoe noakiatodeHne. MAC u [P-aapeca.

18 IIportokon paspemenust aapecoB ARP. @ynkiun ARP u npunuun pabotel. Pons ARP B mpouecce
yaanéuHoro ooMeHna nanabiMu. Tabnmuia ARP Ha cereBbix ycTpoiicTBax. IIpodnembr ARP.

19 Kommytaropsr LAN. Iloptel kommyrtartopa. Tabmmma MAC-agpecoB. HacTpoiiku IyriiekcHOTo
pexxuma. Oynkrusa Auto-MDIX. CriocoOb!l epechiIky Kajapa Ha kommyTtaTtopax Cisco. Kommyrarus ¢
Oypepuzammeit u 6e3. Kommyramms c wuckioueHueMm ¢parmentoB. bydepusamms mamsata Ha
KoMMyTaropax. OukcupoBaHHasi U MOAYJIbHAsE KOH(puryparus kommyraropos Cisco.

20 Kommyrtanus ypoBHs 3. CpaBHEHHE KOMMYTallMd BTOPOIO U TPETHEr0 YpOBHA. TexHoiorus
CiscoExpressForwarding. Tumnbl uarepdeiicoB ypoBHs 3. KoHpurypamus MapmpyTH3upyeMoro mnopra
Ha YpOBHE 3.

21 TIporokosbl cereBoro ypoBHsA. CeTeBOM ypoOBEHb B IpOIlleCCe Mepelayd JaHHBIX. XapaKTEPUCTUKHU
npotokoina IP. TTaker IPv4. Orpannuenus [Pv4. [Taket [Pv6.

22 MapmpyTuzanus. Meroasl mapmpytusarnuu. 103 mo ymomyanuto. Tabnuma mapmpyTtuzanuu y3ina
[Pv4. Tabnuna mapmpytu3anuu MapiipyTtusatopa [IPv4. Anpec criemyromiero nepexoza.

23 MapmpyTtuzatopbl. YcTpoicTBO MapiipyTtusaropa. Ilpomeccop m mamsarb. CeTeBbie WHTEpGEHCHI.
OmneparmonHas cuctema mapmpytuzatopa. CiscolOS. IIporece 3arpy3ku MapiipyTu3aropa.

24 TIpoTokoJibl TPAHCHOPTHOTO YPOBHS. 3HAYEHHUE TPAHCIOPTHOTO YPOBHS MpU Mepeladye JaHHbIX.
MynbTUIIIIEKCUPOBaHUE Ce€aHCOB CBs3U. HanéxHocTh TpaHcnopTHOro ypoBHA. I[Iporokonm TCP.
ITpotokon UDP. Anpecanust noproB TCP u UDP.

25 Ob6men mannubiMu 1o TCP. Han&xHoCTh MOCTaBKH. YCTAHOBIEHUE COCAMHEHHUS M €r0 3aBEpIICHHE.
TpéxcropoHHee pykomoxkarue. YrnopsaoueHHas aoctaBka. [lonrBep:kaenue u pasmep okHa. Iloreps
JIAHHBIX U MTOBTOpHAs Mepeaaya. YnpasieHue notokoM. [IpegorBpaiieHue neperpys3ox.
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26 OOmeH ganHbiMH ¢ ucnoiab3oBanuem UDP. UDP-pararpamwmel. [Iponeccsr u 3anpocst UDP-cepsepa.
[Ipoueccsr UDP-knuenta. [punoxenus, ucnonssyromue UDP. CpaBaenne UDP u TCP.

27 IP-anpecanus. CereBbie [Pv4 anmpeca. Crpykrypa azapeca. Macka mnoacetn. OnHoanpecHas,
HIMpPOKOBEIaTeIbHasi U MHOroaapecHas paccolika [IPv4. Tunsl IPv4 anpecos.

28 Certesblie IPv6 anpeca. [Ipobnemsr ¢ IPv4. Anpecanust [Pv6. IIpaBuia 3anucu anpecoB IPv6. Tumb
aapecoB [IPv6. NnnuBunyansueie [Pv6 aapeca. [mobanpHbll MHAMBUAYAIbHBIN ajapec. JlokanbHBIM
anpec kanana. Jlornueckuii uatepdeiic loopback. Heonpenenennsiii aapec. YHUKaIbHBINA JTOKATbHBIH.
Hmuna IPv6 npeduxkca.

29 NnnuBunyansuele IPv6 anmpeca. CrpykTypa mno6anpHOro uHAMBHAyaibHoro IPv6 anpeca.
Crarnyeckast KOH(UTYypaLus I100aJIbHOTO MHAUBUIYaJIbHOTO ajpeca. JlnHaMudeckas KOHQUTyparus
100aMpHOT0 MHIUBUAYaIbHOTO anpeca ¢ ucrnonb3oBanueM SLAAC u DHCPv6. Ilponecc EUI-64 u
uaeHTuduKarop uHTEepdeiica. Junamuueckue JokaiabHble agpeca. CTaTHYecKue JIOKaJIbHBIE ajpeca.
[IpoBepka konpurypauuu IPv6 anpeca.

30 I'pynnoBele IPv6 anpeca. IlpucBoennsle rpymnmnoBele IPv6 anpeca. I'pynmoseie IPv6 anpeca
3arpamrBaeMbIX y3JI0B.

31 TectupoBanue u mposepka coenuHenus. Coobuienus ICMPv4 u ICMPv6. Coobmenus ICMPv6
"3ampoc k wmapmpyTtuzaropy”, "OObsBiaeHHe OT MapupyTuzaropa", "3ampoc coceanero ysma",
"OObsBeHue coceqHero ysna'. OTmpaBKa 3X0-3allPpOCOB: TECTHPOBAHUE JIOKAJIBHOTO CTEKa,
MOJKJIFOUEHUS K JIOKAJIbHOM CETH, MOAKIIOYCHHS K yAAIEHHOMY y3iIy. TpaccupoBKa Mapuipyra.

32 Cermenranus cetu. Pazouenue IPv4-cetn Ha noaceru. OnpeneneHue Mmacku nojacetu. [lpeumymiecrsa
pa30HeHus Ha MOJCETH C UCIIOIb30BAHUEM MACKU MIEPEMEHHOM JUINHBI.

33 Ocobennoctu mpoekrupoBanust [Pv6 cetu. Pazouenune [Pv6 ceTu Ha MOICETH C HCIOIB30BAHUEM
uaeHtudukaropa nogcern. Pazbuenue ¢ ucnoib3oBanueM uaeHTU(uKaropa nHTEpdeiica.

34 TIporokonbl ypoBHsS mpuiokeHH. CrocoObl B3aUMOICHCTBHS IMPOTOKOJIIOB TPUIOKEHUUA C
IPUIOKEHUSMH KOHEUHBIX Mosb3oBareneid. IIIupoko M3BECTHBIE CEPBHUCHI M IIPOTOKOJBI YpPOBHS
npunoxenuit. [Ipegocrasnenue cepsucos [P-agpecamnuun. [Ipenocrasnenue ciayx0 ooMeHa daitnamu.

35 Co3nmanve M nanbHEWIEee pa3BUTHE CETH. YCTPOWCTBA B paMKax HEOOJbINOW ceTH. [IpoToxosnsl,
WCITIOJIb3yeMble B HEOOMbIION ceTr. PazButue cereit 10 O6oee mUpoKUX MaciTaboB.

36 Meppl mo o0ecriedeHUI0 0€30MacHOCTH B CeTH. Mephl 0€30MacHOCTH CETEBBIX YCTPOMCTB.
Va3BUMOCTH U ceTeBble aTaku. [lonaBneHue cereBbix arak. MeTobl 3allUThl YCTPOUCTB.

37 VYopasnenue daiinamu koHpurypanuu [0S, DaitnoBeie cUCTEeMBbl MAPIIPYTU3aTOPOB U KOMMYTATOPOB.
PesepBHOE KONMpOBaHUE U BOCCTAHOBIIEHHUE (DaiiIOB KOHPUTYpALUH.

38 HNuterpupoBanHbie MapuipyTu3aropbl. HacTpoiika mapameTpoB HHTETPUPOBAHHOTO MapIIpyTHU3aTOpPa.

Bomnpocsl k 3k3ameny - 4 cemecTp

1 O6benunHEHHBIE ceTH. MHOTOKOMIIOHEHTHOCTh COBPEMEHHBIX CeTel. DIIeMeHThI 00BETMHEHHON CETH.
Hepapxust B KOMMYTUPYEMOM CETU. YPOBEHb IOCTYIA U YPOBEHb PACIPEACIICHUS.

2 Kommyrtupyemasi cpena. Ilepecbiika kaapoB. uHamuueckoe 3anonHeHue tadmuubl MAC-anpecoB
KOMMyTaropa. MeTozbl epechuIKM Ha KOMMYTaTOpe: KOMMYTAlMs C MPOMEXYTOUHBIM XpPaHEHUEM U
ckBo3Hasg koMmmyTauus. Kommmsunonsuele nomensl. IllupokxoBemarenpHbple JoMeHbl. CHHMMKEHHE
IIEPErpy30K CETH.

3 ba3zoBasg HacTpoiika kommyrtartopa. IlocnenoBarenbHocTh 3arpy3ku. Boccranosienue. CBeToBble
uHauKatopbl. Hactpoiika unTepdeiica ynpaBieHHs] KOMMYyTaTopa.

4 Hacrpoiika noptoB kommyTartopa. JymiekcHas cBsi3b. Auto-MDIX. IlpoBepka HacTpoek mopra.
YerpaneHue Henonaaok.

5 be3zomacHocTh KOMMyTaTopa.  3amuIuEHHbIN ynanéHusii noctym. Ilporoxonm SSH. ITpobGiembr
6e3onmacHocTi kommyTtaropa. Ilepenonnenue tabnuny MAC-aapecoB. DHCP-ciygunr. Vsazsumoctu
nporokosia CDP. BeisiBnenue yrpo3 6€30macHOCTH.

6 OOecrieueHue OE€30MACHOCTH KOMMYTAaTopa.  3allluTa HEWCIIONb3yeMbIX MOPTOB. OTClIeKUBaHUE
DHCP-coo6menuii. Hactpotika Port-Security.

7 Buptyanbnsbie JokanbHble ceTd VLAN u ux npeumymecta. Tunsl VLAN. ['onocosie cetn VLAN.
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BuptyanbHble J0KanbHbIE CETHU B Cpelde C MHOXECTBOM KoMMyTaTopoB. Tpanku. KoHTponb
HIMPOKOBEIIATeIbHBIX TOMEeHOB. TerupoBanue kaapoB Ethernet. Native VLAN.

Haznauenune BuptyanbHO# jnokanbHO cetn. manmazonsl VLAN nHa xommyraropax CiscoCatalyst.
Co3nanue BuUpTyalbHOW JIOKanbHOM ceTu. Hasnauenue mnoproB cersm VLAN. H3menenue
MIPUHAJIEKHOCTH NIOPTOB BUPTYAJIbHOW CETU. YIaJeHUE BUPTYaJbHBIX JOKaJIbHbIX cereil. [IpoBepka
uHpopmaruu o VLAN.

Tpanku BupTyanpHbIX ceTeil. Hactpoiika TpankoBbix kaHanoB IEEE 802.11Q. C6poc TpaHKOBOTO
KaHajga 10 COCTOSHHUS MO yMom4aHwio. [IpoBepka KOHPUTYypalMu TPaHKOBOTO KaHana. [IpoTokon
JUHAMHYECKOTO co3fanus TpankoBoro kaHana DTP. CornacoBaHHbIe pexxuMbl HHTEp(derica.

[Touck m ycrpanenue Henomanok VLAN. Ilpobnemsr ¢ [P-agpecammeii. OrcyrcrBue cetu VLAN.
[IpoGnemsbl ¢ TpaHKOBBIMH KaHajdaMu. HecoBmanenne pe>kKMMOB TPAHKOBOH CBSI3H.

[IpoextupoBanue u obecneuenue 6e3omacHoctTt VLAN. Ataku Ha VLAN. Cnyunr-ataka u araka ¢
nBouHBIM TerupoBaHueM. Cetb PVLAN nepumerpa. Pexkomenaanuu no npoekrupoBanuio VLAN.
HavanpHast ycraHoBka Mapuipytu3aropa. @DyHkiuu Mapuipytuzatopa. [mo3sl mo yMoma4aHUIo.
AxtuBanus [P-anpecanuu Ha y3ie u mapuipyTuzarope. KoHCOIbHBIN AOCTYII.

OcHoBHBIE TapaMmeTpbl Mapuipytuzaropa. Hactpoitka mapamerpoB IPv4 u IPv6 Ha wunTepdeiice
MmapmpyTu3atopa. Hactpoiika uaTtepdeiica loopback mst [Pv4.

[IpoBepka CBS3HOCTH ceTel ¢ mpsAMBIM noAkIoueHueM. [IpoBepka HacTpoek unTepdeiica. [IpoBepka
HacTpoek IPv6 Ha nunTepdeiice. @unbTpanusi BRIXOAHBIX JaHHBIX KOMaH] Sshow.

Mapuipytuzanus naketoB. OtnpaBka makera. [lepecbuika Ha cienyromuii nepexon. Joctuxenue
MeCTa Ha3HAUYCHHUS.

Pemiennst Mapuipytuzanuu. OntumanbHbld 1yTh. Pacnpenenenue Harpy3ku. AJIMHUHUCTPATUBHOE
paccTostHue.

Tabnmuua wmapmpytuzanuu. VcrouHukn TaOnMMibl MapIpyTH3alWu. 3alucd MapUIpyTH3alUH
YIaJIEHHOU CEeTH.

MapipyTsl ¢ OpsAMBIM MOJKIIOUYEHUEM. 3amucH TaOMUIbl MapUIpyTH3ALUU ISl CeTel C MPSIMbIM
noakoueHueMm. Crarnueckue MapmpyThl [Pv4 u [Pv6. [TpoTokonsl fuHaMu4YeCcKoW MapiipyTH3ALUH.
Hacrtpoiika wmapmpytuzanun  Mexay VLAN. OcHOBHbIE NpUHIUIIBL. — YCTapeBllas CcXema
MapmpyTu3anuu Mexxay VLAN u MapuipyTrsaius ¢ UCIIOJIb30BaHHEM METOja router-on-a-stick.
[Touck m ycrpaneHue HemoJagok Mapmpytuzanuu Mmexnay VLAN. Hemomanku B pabore mopra
koMMyTaropa. IlpoBepka koHpuUrypauuu KommyTtaropa. I[IpoBepka HacTpoek MaplIpyTH3aTopa.
Omm6ku B IP-agpecax u Mackax moaceTH.

KommyTtarusi 3-ro ypoBus. Mapmpytuzanuss mMexay VLAN depe3 BupTyanbHble HHTEPEHCHI
KOMMYTaTopoB. HacTpoiika cTaTiuecKkux MapuipyToB Ha KOMMYTAaTOpe.

Craruueckass MapuipyTuzanus, €€ MNpeuMyIIecTBa M BO3MOXHOCTH. CTaHIApPTHBIA CTaTUYECKUU
MapupyT. Cratndeckuili MappyT no ymondanuro. CyMMapHsbli cratuueckuil Mapupyt. [lnaBarommii
CTaTU4YECKUM MAPLIPYT.

Hacrpoiika crarnueckux mapmpytoB IPv4. Komanga iproute. IlapameTpsl ciemyromiero mnepexosa.
Hacrtpoiika HanpsMyr0 TMOKIIOYEHHOTO W IOJHOCTBIO 33JaHHOTO CTAaTHUYECKUX MApUIPYTOB.
Hactpoiika cTaTnueckoro mapiipyTa 1o ymoiadanuio. [IpoBepka craTuueckux MapiipyToB.

Hacrpoiika cratmueckux MapmpyroB IPv6. Komannma I[Pv6 route. Hacrtpoiika Hanpsmyro
MOJIKJIFOYEHHOTO U MOJHOCTBIO 33JJaHHOT0 CTaTUYeCKUX MapuipyToB. Ctatudeckuid mapuipyt [Pv6 mo
ymomyaHuto. [IpoBepka craTuueckux MapupyToB.

KnaccoBas aapecanust cetn. KnaccoBsle Macku noacereid. KimaccoBwlii MPOTOKOJ MaplIpyTH3aIlUH.
N30BITOYHBIN pacXol peCypCcoB.

becknaccoBass mexaomennas mapuipytusanusa. CIDR u oO0wenuHenune mapmpyToB. beckimaccoBbie
MIPOTOKOJIBI MapIIPYTU3ALINH.

Macku noaceTu GUKCUPOBAHHOM M MIEPEMEHHON JUTHHBI. Pa3nenenue moacerei Ha MOICETH.
Cymmapnsbie MapuipyThl. O0bennHenue MapmpyToB. Pacuér cymmaproro mapripyra. O0be1uHEHHBIE
MapupyTsl B IPv6. Hactpoiika cymmapnoro IPv6 angpeca.

[InaBaromue crarnueckue MapuipyThl. HacTpoiika u mpoBepka I1aBaroIiero CTaTMueCckoro MapuipyTa.
[Touck u ycTpaneHue HEMoa 0K B HACTPOMKAX CTAaTUYECKOr0 MapuIpyTa.
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IIpoTokosmbl JUHAMHUYECKOM MaplpyTu3anud. Posib IPOTOKOIOB JUHAMHUYECKOM MAapLIPyTU3ALUH.
CpaBHEHHE CO CTaTUYECKON MapLIpyTU3alUeil.

[Ipuniunsl paboThl MPOTOKOJOB MAapLIPYyTU3aLMU. 3amyCcK IOcie BKItodueHus nutanus. CereBoe
oOHapyxenue. OOMeH JaHHBIMU MapuipyTu3anui. OdecrnedeHne CX0JUMOCTH.

Tuner  mporokonoB  Mapumpytuzauuu.  IIporokoner  mapmpyrtuzaumu  IGP u EGP
JIMCTaHIIMOHHO-BEKTOPHBIE IPOTOKOJBL. IIpoTOKONIBI MapuIpyTH3alMM 10 COCTOSHUIO KaHaua.
KnaccoBele u  OeckiiaccoBble  MPOTOKOJIBI  MapUIpyTHU3alUH. XapaKTEPUCTHKH  MPOTOKOJIOB
MapLpyTH3auuu. MeTpuKy IpOTOKOJIOB MapIIpyTU3ALINH.

JluHamuueckasi TUCTAaHIMOHHO-BEKTOPHAsl MaplIpyTu3auus. J{MCTaHIMOHHO-BEKTOPHBIM aJIrOpUTM.
[Iporoxonsr RIP u EIGRP.

[Ipotokonsr RIP u RIPng. Kondurypauus RIP na mapmpytuzarope. OObsiBnenue cetu. RIPv2.
OTkmoyeHne aBroMarudeckoro oObenuHeHusi. HacTpoiika mnaccuBHbIX uHTepdeiicoB. Ilepemaua
MapuipyTa no ymonuanuto. O0ssBieHue cereit [Pvo.

JlunamMuueckass MapHIpyTH3alMsl 10 COCTOSHHIO KaHama. [lpuHmun  paGotel.  [IpoTokomsr
MapuIpyTH3alKM 10 KpaTyaieMy nyTdu. AJroput™ {erkcTpsl.

O6HoBneHus coctosiHus kaHaia. Hello-mpotokon. Co3manune makeTa COCTOSHMS KaHaja. JlaBuHHas
pacchlIka TMakeToB cocTosiHus KaHayna. Co3naHue Oas3bl JaHHBIX COCTOSHUM KaHanoB. CoznaHue
nepeBa kpardamux mytei. JlobaBnenne mapmpytoB OSPF B Tabnuiy MapmpyTu3ammm.

Tabnmuia MapumpyTH3anuu. 3amucd € OPSAMBIM TOIKIIOUECHHEM W 3alucH 00 yJal€HHOW CeTH.
OxoHuarenpHbI MapuipyT. MapupyT 1-ro ypoBus. Pogurensckuii mapupyt 1-ro yposHs. JlouepHuii
MapuipyT 2-ro ypoBHs. Ilpomecc momcka Mapuipyra. OnTHUMaibHBIM MapuipyT. 3amucu B Tabiuie
Mapupytuzanuu [Pv6.

IIpotoxon OSPF. OcHoBuble xapakrepuctuku. Kommonentsl mpotokona OSPF. Ilpunimn paGoTsl.
OSPF ms oxHO# 00/1aCTH U HECKOIBKHUX 00JIaCTEA.

Coobmenust OSPF. Unkancynsmus coobmennit  OSPF. Tunsl cooOmiennii. [lakeTsl mpuBETCTBHS.
Wutepransl ornpaBku hello-nakeroB. OGHOBIEHUS COCTOSHUS KaHaA.

Paboune cocrosuust OSPF. YcranoBneHHe OTHOLICHHMH CMEXHOCTH C COCEAHHMH YCTPOICTBaMHU.
Beimenennenii  mapmpytuzarop DR u pesepBHBIM  BbIIeneHHBIM — Mapmpyrtuzarop  BDR.
Cunxponu3zanus 6a3 ganueix OSPF.

Hacrtpoiika OSPFv2 nmns omnoit obGnactu. Wnentudukatopsr MapmpyTtusatopa. Hactpoiika
unentudukaropa mapurytusatopa OSPF. Bxmouenne OSPF na wnTepdeiicax. [llabmonHas macka.
Komanna network. ITaccunsbrit uatepdetic. Croumocts OSPF. Akkymyssiiust croumocTtu. Hactpoiika
3aJIaHHOM MPOMYCKHOM criocoOHocTH nHTepdeiica. Hactpoiika croumoctu OSPF Bpyunyro. [IpoBepka
OSPF.

Kondurypanus OSPFv3 mns omgHoit obnactu. CxonctBa m pasznuuus mexay OSPFv2 u OSPFv3.
Anpeca Link-local. Tomonorums cetm OSPFv3. Hactpoiika u wu3MeHeHHe HACHTH(PUKATOpPA
mapmpytuzatopa OSPFv3. Brmrouenne OSPFv3 na unrepdeiicax. [Iposepka OSPFv3.

Crucku  koHTposst poctyna. [lpunmmn pabotsl ACL-criuckoB mo mporokonmy IP. Hasnauenue
ACL-cnuckoB. CTanmapTHble U pacHIMpeHHble ciucku foctymna. [llabmonnsie Macku. Pexomennanun
10 CO3JAHMIO U Pa3MEIICHUIO CIIUCKOB 10CTYTIA.

Cranpgaptaeie ACL-ciucku 1 IPv4. Hacrpoiika cranmaptaeix  ACL-cnmckoB. Brecenue
n3MeHeHuil. 3amura noptoB VIY ¢ nomonisto ctangaptHoro ACL-cnmcka.

Pactmmpennsie ACL-cniucku. Ctpykrypa pacmmpenHoro ACL-cnucka. HacTpoiika pacmmpeHHbIX
ACL-cnuckoB. [Ipumenenue pacmmpeHHbix ACL-cniuckoB Ha uHTepdeiicax. Co3naHne MMEHOBAaHHBIX
CIUCKOB AocTtyna. [IpoBepka u pegakTHpoBaHUE paCIIMPEHHBIX CIIUCKOB JOCTYIIA.

IMouck u ycrtpanenue Henonagok ACL-cruckoB. Jlormka paGoThl BXOHNSIIETO W HCXOASALIETO
ACL-cniuckoB. Jlornueckue neiicTBus cnucka gocryna. [Ipouecc npuHATHS pelieHnid CTaHAapTHOTO U
pacimmpeHHoro crnucka gocryna. Pacnpocrpanénnsie ommoku ACL-CHCKOB.

Cnucku pocrtyna ana [Pv6. Tunsl cnimckoB. CpaBHenue ¢ ACL-cnmckamu mis [Pv4. Hacrpolika u
MPOBEPKA CIUCKOB JocTyna st [Pvo6.

[Iporokon DHCPv4. ®opmar coobmenus. CooOmieHusi oOHapyxeHus u mnpemiokenus DHCPv4.
Hacrtpoiika u npoBepka DHCPv4 cepepa. DHCPv4 perpancnsuus. Hactpoiika DHCPv4 knuenrta.
[Touck u yctpanenue HeucnpaBHoctei B pabore DHCP.
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50 Iporoxkon DHCPv6. ABTomarmueckas HacTpoiika aapeca Oe3 orciexuBanusi coctostaus SLAAC.
[punun paborel. DHCPv6 ¢ otcnexuBanuem cocrostHus. [Ipoueccst DHCPv6. DHCPv6 Ge3
OTCIIe)KUBaHMs cocTosiHus. 1IpoBepka u HacTpolika MapupyTusaropa. Hactpolika mappyrusaropa B
kauectBe cepBepa DHCPv6 ¢ orcnexxuBanuem cocrostHusi. Hactpoiika mapiipyTtuzaropa B KauecTBE
areHTa perpancisauuu DHCPv6.

51 Towuck u ycrpaHeHue Henonaaok B padbore mapuipytuzatropa DHCPv6. Ilposepka Hacrpoek DHCP v6
Ha MapuIpyTH3aTope.

52 TIpeobpazoBanue cereBbix anapecoB [Pv4. Cuctema NAT. [puniumn paGoThI.

53 JluHamudeckoe U cTaTudeckoe mpeoOpaszoBanue aapecoB NAT. IIpeoOpazoBanue aapecoB MOPTOB
PAT. CpaBuenue NAT u PAT. Hactpoiika crarnueckoro u auHamuueckoro NAT. Hactpoiika PAT.
Ilepeanpecanus noproB. Hactpoiika NAT u nnpotokona [Pv6.

54 Ycrpanenue Hemonagok B pabore NAT. ITlomck Hemonazok ¢ TMOMOMIBI0 KoMmaHa show.
UcnonszoBanue komanasl debug. [Tpumepsr.

Bomnpocel k 3k3aMeny - 6 cemecTp

1 TIpoekT KOpHOpaTUBHOM CETH JId KOMIUIEKCa 3aaHui. I[IpoekTupoBaHuME HEPAPXUUYECKOW CETH.
TpeboBanus k cetu. [IpuHIUIBI CTPYKTYPUPOBAHHOTO MTPOEKTUPOBAHHUS.

2 Uepapxus cetd. YpoBeHb AOCTyNa. YPOBEHb paclpeeieHus. YpOBeHb sapa.

3 KopnoparuBnas apxutekrypa Cisco. Monynb KOMILIEKca 3[aHUM Npeanpusrus. Moayinb TpaHUIbI
npennpustus. [ panuia cetu oneparopa cBsi3u. YinanéHHas GyHKIIHOHAIbHAS 007IacTh.

4 PasBuBaronuecs ceTeBble apXUTeKTypbl. CeTn 0e3 rpaHull. ApPXUTEKTypa COBMECTHOM pabOTHI.
Lentpsr 00pabOTKM AaHHBIX M BUpTyanu3alus. Pacmupenue cetu.

5 Toaxiouenue k mobanbHoil cetn. Cetn ¢mimanoB. Pacnpenenénnas cetb. YcTpolcTBa 1100aIbHOM
cetu. KommyTanus kaHai0B 1 KOMMYTal¥sl TIaKETOB.

6 CepBucbl mobaneHOW cetn. MHppacTpykrypa cetu omepatopa. MHpacTpyKTypsl YacTHBIX
100anpHBIX ceTeil. ApenpoBaHHble JuHMU. Kommytupyemsiit noctym. ISDN. FrameRelay. ATM.
WAN Ha ocHoBe Ethernet. MPLS. VSAT.

7 Nndpactpykrypa obmenoctymHon mmodampHor cetr. DSL. KaGenb. becnpoBomHble TEXHOIOTHH.
CoroBas cBsi3b. Texnomnorus VPN. Beibop cmoco6a moakitodeHus K ri100aIbHON CETH.

8 IlocnenoBarenbHOe coeanHeHue "Touka-touka'. IlocnenoBarenbHbie U NMapaieabHble MOPTH. CBA3b
[0 TMOCJIEIOBAaTEIbHOMY KaHaly. MyNbTUIIIIEKCHPOBAaHUE C PaA3JEICHUEM [0 BPEMEHH. YCTPOICTBa
DTE u DCE. [IocaenoBarenpHbIe KaOETH.

9 Unkancymauuss HDLC. Tumbel kagpoB. Hacrpoiika u oTiagka mocieqoBaTelbHOrO HHTEpdeiica.
[punun padotsl npotokona PPP. LCP u NCP. Ctpykrypa kaapa PPP. Ceancst PPP.

10 Hactpoiika nporokona PPP. Komanasr 6a3oBoii HacTpoiiku. CxxaTre 1aHHBIX. MOHUTOPHHT KauecTBa
kaHasa PPP. IIpoBepka HacTpoek.

11 Ayrentudpukamms PPP. Ilporokonsr ayrentuduxauuu PAP u CHAP. Hactpoiika PPP ¢
ayrentudukanueir. Omiaaka PPP.

12 FrameRelay: npeumymectBa u Hemoctarku. [lpuHimmn paGorel. I'pynma BHPTyalbHBIX KaHAJIOB.
Wnkancynsmus FrameRelay. Tomonmorun cereit FrameRelay. Comocrasnenue agpecoB. Murtepdeiic
JoKajgbpHOTO yrpasinenus. Inverse ARP. Ynpasnenue norokom naHsHbIX B cetd FrameRelay.

13 Hacrpoiika FrameRelay. Komanapl 0a3oBoii HacTpoliku. HacTpoiika m TpoBepka CTaTHYECKOTO
comnocTaBieHus aapecoB. Hactpoiika moapiaTepdeicos.

14 Ornanka FrameRelay. Pabora LMI. Cocrosiaue kanana PVC. IIpoepka padotsr Inverse ARP.

15 Cucrema NAT. Ilpunmun pa6otsl. OCHOBHBIE XapakTepUCTUKH. CTaTHUecKHe M JUHAMUYECKHE
npeoOpazoBanust NAT. [IpeoOpazoBanue anpeca u Homepa nopra PAT. [IpeumymiecTBa u HeAOCTaTKH
NAT.

16 Hactpoiika crarndeckoro m auHamuyeckoro NAT. Hacrtpoiika PAT. IlepenampaBieHune mnOpTOB.
Hacrpoiika mexann3ma NAT u nporokona [Pv6. Otmanka NAT, komanast show u debug.

17 Pemenuss MUPOKOMOJNIOCHOTO JOCTyMNa. YmanéHHas paboTa: NPEUMyIIecTBA W HEJOCTAaTKH.
TpebGoBaHUs K MOAKIIOUCHHIO JJIS YIAJIECHHOTO paOOTHHKA.

18 CpaBHeHue penieHui mupokonojgocHoro aocrymna. Kadens. DSL. becnipoBomHbIe MHUPOKOMOIOCHBIE
cetu. Be10op perrennii mupoKooJIOCHOTO A0CTYIIA.



19 Hactpoiika nogxmrouenuit XDSL. O630p PPPoE. Hactpoiika PPPoE.

20 3ammra mexdunuanpHon cBsi3u. Cetn VPN: noctonncTBa n HegocTarku. Tumbl ceteir VPN,
21 Tynnenu GRE mexny o0bekramu. Hactpoiika u npoBepka TyHueneit GRE.

22 TIporokon [Psec. Ctpykrypa mportokona. Cepsuckl 6e3omacHoctr [Psec.

23

24

25
26

27

28

29

30

31

32

VYnanéunsiii qoctyn. Cetu VPN ymanénnoro mocrtyma ¢ ucnonb3oBanuem [Psec. CiscoEasy VPN.
Cpasuenue [Psec u SSL.

Syslog: npuHmmnel paboThl W OCHOBHBIE HacTpoiiku. Dopmar coobmienuit Syslog. Cyxba
BPCMCHHBIX MCTOK.

SNMP: npuniun pabotsl. Jlopymku arenta SNMP. Bepcun SNMP.

NetFlow. ITotoku mannpix B cetu. Hactpoiika m mpoBepka padotbl NetFlow. COopka u anamu3
JTAHHBIX.

[louck u ycTpaHeHME HEMOJNAAOK B CETH C HUCIOJB30BAHUEM CHCTEMHOIO  IOAXOAA.
JlokyMeHTHpOBaHUE CeTH. J{uarpaMmbl TOITOJIOTHA.

dopmupoBanue 0a30BBIX MOKazarenel cet. IIpomemypa moucka W ycrpaHeHus Hemodanok. Coop
JAHHBIX 0 cuMIToMax. Onpoc KOHEUYHBIX MOJIb30BaTENEH.

Hcnonb3oBaHuE MHOTOYPOBHEBBIX MOJENEH IS MOMCKA M YCTPAHEHHUS HEMONAN0K B ceTH. MeToasl
MIOMCKA U yCTPAHEHMS HEMOJIA0K.

Otnanka ceru. [IporpamMmHbie cpeacTBa MOMCKA WM yCTpaHeHUs Hemnonaaok. CpeacTBa MOHWCKa M
yCTpaHEHHUs] HEUCIpaBHOCTEH ammapatHoro obOecneueHus. [Ipumenenme cepsepa Syslog st
YCTpPaHEHUs HEIOJIAI0K.

[louck m ycrpaHeHue HEMoJaJOK Ha (U3NYECKOM, CETEBOM M KAaHAJIBHOM YPOBHSAX. YCTpaHEHHE
Henonanok ACL-cnuckoB u cucteMsl NAT. YeTpaHeHHe HENOIal0K HA YPOBHE NPUIIOKEHUH.

Ilouck u ycrtpanenune Henonanok B [P-cersx. KoMmoHEHTHI CKBO3HOIO IOMCKAa W YCTpaHEHUs
Heronazok. [IpoBepka ¢usnueckoro ypoBHs. Pexumsbl mpyminekca. Anpecanus. [IpoBepka numo3a mo
YMOJIYAHUIO U IIPaBUIBHOCTH ITyTH.

TunoBble 3axanus s dxk3amena (ITK-1)
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2. IlocTpouth U CKOH(GUTYPUPOBATH CETMEHT CETH, OrpaHMYeHHBIN MapiipyTuzaropamu Cisco 2801 Lab A
u Lab_B. IIponemoHcTprpOBaTh paboTOCIIOCOOHOCTH MOCTPOSHHOTO CErMEHTa CETH.



¢

Router Name - Lab_A
E0=192551
E1=2057.5.1
S0=201.100.111
SM = 255.255.255.0

192.5.5.0 nat

210.93.105.0 net

Router Name - Lab B Router Name - Lab C RouterName - Lab D Router Name - Lab_E

EQ0=219.17.100.1 E0=223.8.1511 E0 =210.93.105.1 ED = 210.93.105.2
S50=190.6.131 S50 = 204.204.7.1 51 =204 .204.7.2 SM = 255.295.255.0
51=201.100.11.2 51=198.6.13.2 SM = 255.255.255.0

oM = 255.255.255.0 SM = 255.255.2565.0

4.4. Illkana orieHMBaHMsI IPOMEXKYTOUYHOU aTTECTALIUU
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3aueT
€CKPHIITOPHI (YPOBHHU) — OCHOBHBIE ITPU3HAKH OCBOECHMS (IIOKa3aTeln
Ouenka Kommerentun Hecip pot (yp ) P (
TIOCTYKEHUS pe3yabTaTa)
IK-1 [Toka3piBaeT AOCTAaTOYHBIA YPOBEHb TEOPETHUUECKUX  3HAHUM B

«3a4TCHO»
(50 - 100 6annoB)

BOIIPOCAX, CBSI3aHHBIX C UCTIOIb30BAHUEM KOMIIBIOTEPHBIX CETEH.
3HaeT NPUHIMUIBI OPraHU3alUUd COBPEMEHHBIX KOMIIBIOTEPHBIX
CETeH.

Mo:keT MpOBOAUTh WHCTPYMEHTAIBHBI MOHUTOPUHT OE€30MMaCHOCTH
KOMIIBIOTEPHBIX CUCTEM U CETEH:

MoxeT mpoBOIUTE paOOThI, CBSI3aHHBIE C pa3pabOTKON TpeOoBaHUN
0 3aluTe U dbopMuUpOBaHUEM TOTUTHKH OE30MAaCHOCTH
KOMIIBIOTEPHBIX CUCTEM U CETEH.

«HE 3aUTCHOY
(0 - 49 6aynoB)

IK-1

He wumeer Tteopernuecknx 3HAHUHW B BONPOCAX, CBSA3AHHBIX C
HCIIOJIb30BaHUEM KOMIIBIOTEPHBIX CETEH.

He 3HaeT mpuHUMIIBI OpraHU3alMd COBPEMEHHBIX KOMIBIOTEPHBIX
ceTen.

He wMoxer mnpoBoauTh  MHCTPYMEHTAJIbHBIH  MOHUTOPHHT
0€30MMacCHOCTH KOMIBbIOTEPHBIX CUCTEM U CETEH:

He wmoxer mnpoBoauTh pabOTHL, CBsI3aHHBIE C pa3pabOTKOM
TpeOOBaHUN TO 3amuTe | dbopMHpOBaHUEM  TOJUTHUKH
0€30MMacCHOCTH KOMIBIOTEPHBIX CUCTEM U CETEH.

DK3aMeH



JleckpunTopsl (YpOBHH) — OCHOBHBIC IPU3HAKH OCBOCHHUS (ITOKA3aTeIn

Ornenka Komnerentuu
TOCTHKEHHMSI pe3ynbTaTa)

IK-1 [Toka3bIBaeT BHICOKHI YPOBEHb TEOPETUUECKUX 3HAHUW B BOIPOCAX,
CBSI3aHHBIX C HCIOJIb30BAHUEM KOMITBIOTEPHBIX CETEH.

3HaeT MPHUHLMIIBI OPTraHW3allUd COBPEMEHHBIX KOMITBIOTEPHBIX
ceTen.

Mo:xeT MpoBOANUTH UHCTPYMEHTAJIBHBIM MOHUTOPUHI OE€301aCHOCTH
KOMITBIOTEPHBIX CHCTEM U CETEM:

MoxeT mpoBOIUTh PabOThI, CBA3aHHBIE C Pa3pabOTKON TpeOOBaHMI
Mo 3almuTe | dbopMHpOBaHWEM TIOJUTHUKH 0O€30MacHOCTH
KOMITBIOTEPHBIX CHCTEM U CETEH.

«OTIIMYHOY
(85 - 100 6anyoB)

TIK-1 [Toka3pIBaeT JOCTATOYHBIH YPOBEHb TEOPETHUYECKUX  3HAHUNA B
BOIIPOCAX, CBA3aHHBIX C UCTIOJIb30BAHHEM KOMIIBIOTEPHBIX CETEH.
3HaeT MNPHUHLHUIBI OPTraHU3aIMM COBPEMEHHBIX KOMIIbIOTEPHBIX
CETEH.

(XOporio» MosxeT pOBOIUTH UHCTPYMEHTAIbHBI MOHUTOPHHT 0€30MacCHOCTH
(70 - 84 6amoB) N
KOMIIBIOTEPHBIX CUCTEM U CETeil:
MoskeT mpoBOIUTH PabOTHI, CBA3aHHBIE C Pa3pabOTKOi TpeOoBaHU
o 3alluTe | dbopMuUpOBaHUEM TOTUTHKH OE30MAaCHOCTH
KOMIIBIOTEPHBIX CUCTEM U CETEH.

IK-1 [Toka3piBaeT HU3KUM YPOBEHb TEOPETUUYECKUX 3HAHUN B BOIPOCAX,
CBSI3aHHBIX C MCIOJIb30BAHUEM KOMITBIOTEPHBIX CETEH.

[Tnoxo 3HaeT MIPUHIIUTIBI OpraHu3aIu COBPEMEHHBIX
KOMITBIOTEPHBIX CETEH.

MoxeT TpOBOIUTH YACTUYHBIA HHCTPYMEHTAJIbHBIA MOHUTOPHUHT
0€30MacCHOCTH KOMIBIOTEPHBIX CUCTEM U CETEH:

MoxeT mpoBOIUTh PabOThI, CBA3aHHBIE C Pa3pabOTKON TpeOOBaHMI
Mo 3almuTe | dbopMHpOBaHWEM TIOJUTHUKH 0O€30MacHOCTH
KOMITBIOTEPHBIX CCTEM U CETEH.

«YZIOBJIETBOPUTEIHHON
(50 - 69 6amnoB)

TIK-1 He wumeer TteopeTMuyeckux 3HAHHMHA B BOINPOCAX, CBS3aHHBIX C
HCTIOJIb30BaHHEM KOMIIBIOTEPHBIX CETEH.

He 3HaeT mpuHIUMBI OpraHU3alUU COBPEMEHHBIX KOMITBIOTEPHBIX
CETEH.

He Moxer  mOpoBOAMTE  MHCTPYMEHTAIBHBIHK ~ MOHHUTOPHHT
0€301acCHOCTH KOMIIBIOTEPHBIX CUCTEM U CETeHl:

He w™oxer mnpoBomuTh paloOThI, CBsI3aHHBIE C Pa3pabOTKOi
TpeOOBaHMH 1O  3aIIUTe U (dbopMHpOBaHUEM  TOJUTHKU
0€30IaCHOCTH KOMITBIOTEPHBIX CUCTEM U CEeTEH.

«HEYJIOBJICTBOPUTEIIHLHOY
(menee 50 6amoB)

5. MeTonnuyeckue yKkazaHusi JAJis1 00y4a0IUXCS 10 OCBOCHUIO M CHUILIHHBI (MOLYJI)

5.1 MeTtoandeckue yka3aHus IO OPTaHU3aAIlUN CaAMOCTOSTEIBHOM PabOThI 00YUYaIOIIUXCSI:

[Ipuctynas K W3yYeHWIO TUCIUIUIMHBI, B MEPBYIO Odepelb OOydaromuMcsi HEOOXOAMMO O3HAKOMHUTBCS
comepxaHueMm paboueil mporpammbl nuctuiumHbl (PITJ]), xotopas ompezaenser coaepxaHue, oObeMm, a
TaKKe MOPSAIOK U3YUCHHSI U MTPETIOaBaHus yIeOHOM TUCIUILINHEL, €€ pa3/iena, YacTu.

J171 caMOCTOSATENbHOM paboThl BayKHOE 3HaYEHHE UMEIOT paszeibl «O0beM U collepikaHne AUCIUTITMHBD),
«YuebHo-MeTonyeckoe U HHGOpMAIIMOHHOE 00ecTieueHIe TUCIUIUIUHBD U «MaTtepruaabHO-TEXHUYECKOe
obecrieueHre JUCITUTUIMHBI, TpOrpaMMHOE obecreueHue, MpodecCHoHaIbHbIC Oa3bl TaHHBIX 1
MH(OPMAIIMOHHBIE CTIPABOYHBIE CUCTEMBI».

B pazmene «O0bemM u copepkaHHe AMCHUIUIMHBD)Y YKA3bIBAIOTCS BCE pas3leibl U TEMbl H3ydaeMoi
JTUCLUIUTMHBL, @ TAK)KE BUJIbI 3aHIATHI U TUTAHUPYEMBI 00BEM B aKaJIeMUYECKHUX Yacax.

B pasgene «YyeOHO-meTomuueckoe U HH(POpMaLMOHHOE oOecledyeHrne AMCHUIUIMHBDY — yKazaHa
peKoMeHayeMasi OCHOBHAs U IONOJIHUTENbHAS JINTEpaTypa.
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B pazmene «MarepuanbHO-TEXHUYECKOE OOECIEUeHUE TUCIUIUIMHBL, TMPOTPaAaMMHOE OOecrieueHue,
npodeccruoHanbHble 0a3bl MaHHBIX W WH(OPMAIMOHHBIE CIPABOYHBIE CHCTEMBD» COACPKHUTCS IMEpeueHb
npodeccuoHaNbHBIX 0a3 JaHHBIX U HHPOPMAIMOHHBIX CIIPABOYHBIX CHCTEM, HEOOXOIUMBIX JJISi OCBOCHHUS
TACIIUATUIMHEL

5.2 Pexomennaruu o0y4aromumcs 1o padbore ¢ TeOPETHUECKUMHU MaTepHallaMu 110 TUCIUITIMHE

[Ipu uzyyennu u npopabOTKe TEOPETUUECKOT0 MaTepHana HeoOX0AUMO:

- IPOCMOTPETH elle pa3 mpe3eHTanuio Jekunu B cucreMe MOODLe, TOBTOPUTH 3aKOHCIIEKTUPOBAHHBIN Ha
JEKUMOHHOM 3aHATUM MaTepual M JOMNOJIHUTh €ro € YYEeTOM PEKOMEHJOBAaHHOM IOMOIHUTEIbHOU
JTUTEPaTyphl;

- IIPY CaAMOCTOSITEIBHOM M3yYE€HUH TEOPETUYECKOM TEMBI CAENATh KOHCIIEKT, UCIIOJIb3Ysl PEKOMEHIOBAHHBIE
B PII/] ucrounuku, npodeccruoHayibHble 0a3bl JaHHBIX U HHPOPMAIIMOHHBIE CIIPABOYHbBIE CUCTEMBI:

- OTBETUTDH Ha BOIIPOCHI JIsl CAMOCTOATEIILHON pabOoThI, TTO TeMe MpecTaBieHHbIe B myHKTe 3.2 PIT/I.

- TP IOATOTOBKE K TEKYIIEMY KOHTPOJIIO HCIIOIb30BaTh MaTepralibl (hoHa oreHouHbIX cpencts (POC).
5.3 Pexomenmanuu mo paboTe ¢ HayYHOU U y4eOHOM JIUTepaTypoit

PabGota ¢ OCHOBHOM M JONOJIHUTENBHOM JIHUTEPATYpOl SBISETCS IIaBHOM (OpMOIl caMOCTOATENbHOM
paboThl M HEoOXOoOMMa MPH MOATOTOBKE K YCTHOMY ONpPOCY Ha CEMUHApPCKUX 3aHATHAX, K Jebartam,
TECTHUPOBAaHUIO, 3Kk3aMeHy. OHa BKIIOYaeT MpopabOTKy JIEKIMOHHOTO MaTephalia M PEeKOMEHIOBAHHBIX
HCTOYHMKOB U JINTEPATYPHI 110 TEMATHKE JIEKIIUH.

KoHCHeKT JIeKInu JOJKEeH coliepKaTh pedepaTUBHYIO 3alIUCh OCHOBHBIX BOIPOCOB JICKIIUH, B TOM YHUCIIE C
ornopoii Ha pasMmeleHHsle B cucteme MOODLe mpe3eHTany, OCHOBHBIX MCTOYHUKOB M JIMTEPATYpPhl IO
TeMaM, BBIBOJBI MO KaXKAOMY Bompocy. KoHCIeKT MOXKeT OBITh BBITIOJIHEH B paMKax paclieuyaTKd BbIIa4uH
MPe3eHTAlUi JIGKIUH WM B OTACNBHOW TeTpaau mo mpeaMery. OH JOKeH OBITh aKKypaTHBIM, XOPOIIO
YUTAaEMBbIM, HE COAEPIKAaTh HE OTHOCALIYIOCS K TeMe UH(POPMAIUIO HITH PUCYHKH.

KoHcnieKThl HayyHOW JHUTEparypbl MPU CaMOCTOSATENBHOM IOATOTOBKE K 3aHATHUAM JOJDKHBI CONEPIKaTh
OTBETHl HA KaX/blii TOCTaBICHHBIH B TEME BONPOC, MMETh CCHUIKY Ha HCTOYHHK WH(POpPMALUU C
00s13aTeNbHBIM YKa3aHUEM aBTOpAa, HAa3BaHMS W TOJA HW3AAHUS HUCIOJIb3YeMOH HayyHOW JHMTEpaTyphl.
KoHcniekT MoOXeT ObITh ONOpPHBIM (COAEpXAaTh JHUIIb OCHOBHBIE KIIIOUYEBBIC MO3MIIMH), HO TPH 3TOM
MO3BOJISIIOIMM  JIaTh TIOJIHBIA OTBET IO BOINPOCY, MOXET ObITh MOAPOOHBIM. OO0bEeM KOHCHEKTa
OIIPENETSAETCS CAMUM CTYIACHTOM.

B nporecce paboThl ¢ OCHOBHOM U JOTIOTHUTEIIBHON JTUTEPATYPOH CTYICHT MOXKET:

- JenaTh 3allUCU IO XOAy 4YTE€HHS B BMJIE NPOCTOr0 WIM pPa3BEPHYTOrO IIaHa (co31aBaTh IEPEUYEHb
OCHOBHBIX BOIIPOCOB, PACCMOTPEHHBIX B UCTOYHHKE);

- COCTaBJATH TE3HUCHl (LMTHpOBaHHE HauOoJee BAKHBIX MECT CTaTbu MJIM MOHOTpaduu, KOPOTKOE
U3JI0KEHUE OCHOBHBIX MBICJIEH aBTOpA);

- TOTOBUTH aHHOTAIMH (KpaTKoe 000011IeHe OCHOBHBIX BOIIPOCOB PabOTHI);

- CO3/1aBaTh KOHCIIEKTHI (Pa3BEPHYTHIC TE3UCHI).

5.4. PexomeH1a1iuy MO NOATOTOBKE K OTAEJIBHBIM 33aHUAM TEKYIIETO KOHTPOJISA

CobecenoBanue MpennoyaraeT OpraHu3aluio Oecelpl MpernoAaBareist co CTyAEHTaMH 10 BOIpPOcam
MPAKTHYECKOTO 3aHATUS C LIEJbI0 Oojiee OOCTOATEIHHOTO BBISBICHHUS UX 3HAHUN MO OINpeneIeHHOMY
pasgeny, Teme, mpobieme W T.I. Bce wieHbl Ipynmbl MOTYT Y4acTBOBaTh B OOCYXKIEHUH, J00aBIATH
nH(pOpMaIUIO, TUCKYTUPOBATh, 3a/1aBaTh BOIIPOCHI U T.1.

YCTHBIE OMpOC MOXET TMPUMEHATHCS B pas3audHbIX (Qopmax: (QpoHTAIbHBIN, WHIWBUIYAIBHBIN,
KOMOMHUPOBaHHBIA. OCHOBHBIE KaU€CTBA YCTHOTO OTBETA MOJIJIEKALIETO OIICHKE:

- MPaBWJIBHOCTh OTBETA 110 COAECPIKAHHUIO;

- IOJTHOTA U TIIyOuHa OTBETA;

- CO3HATEJIbHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepuaa;

- PalMOHAJILHOCTh UCIIOJIb30BaHHBIX PUEMOB U CTIOCOOOB PEIlIeHUS TOCTaBIEHHONW yueOHO! 3a/1auu;

- CBOEBPEMEHHOCTh M 3((EKTUBHOCTH MCIIOIB30BAHUS HATNISIHBIX MOCOOMHA M TEXHUYECKUX CPEICTB IPH
OTBETE;

- HCII0JIb30BAaHUE JIONIOJHUTEIBHOTO MaTepraa;

- PallMOHAJIBHOCTH UCIOJIb30BAHUS BPEMEHH, OTBEICHHOIO Ha 3aJJaHUE.
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YCTHBIM OIIPOC MOXKET CONPOBOXAATHCS IMPE3CHTALUEH, KOTOpas IMOATOTaBIMBACTCA IO OAHOMY U3
BOIIPOCOB MPAKTHYECKOTO 3aHATHUS. [Ipy BRICTYIUIEHHH ¢ Mpe3eHTalueld HeoOXoauMo oOpamarb BHUIMaHUE
Ha TaKM€ MOMEHTBHI KaK:

- colep)KaHUE MPE3CHTAllMN: aKTYaJIbHOCTh TEMbI, MOJHOTA €€ PACKPBITHS, CMBICIOBOE COACpIKaHUE,
COOTBETCTBHE 3asBICHHOW TEMBI CONIEPIKAHHUIO, COOTBETCTBHE METOAMYECKAM TPEOOBaHUSIM (IIETTH. CCBHUTKH
Ha PeCypChl. COOTBETCTBHUE CONEPXKAHHS M JIUTEPATyphl), MPAKTHUECKasT HANPaBICHHOCTh, COOTBETCTBHE
CoZIepKaHus 3asiBICHHON (opMe, aJeKBaTHOCTD UCIIOJIb30BaHHS TEXHHUECKUX CPEICTB yUEOHBIM 3aqadam,
MOCIIEIOBATEIEHOCTD U JIOTHYHOCTb MPE3CHTYEMOTO Marepuara,

- odopMiieHHE TMpe3eHTAlMU: 00bheM (OMTHUMATbHOE KOJWYECTBO), AW3alH (YUTAEMOCTh, HAJIMYHE U
COOTBETCTBHE TpapUKd W aHUMAIMH, 3BYKOBOE OQOpMIICHHE, CTPYKTYpHpPOBaHUE WH(POPMAIIUH,
COOTBETCTBHE 3asBJICHHBIM TpPEOOBAaHUSIM), OPHUTHHAIBHOCTH OQGOPMIICHHS, ACTETHKA, HCIIOJIIb30BaHHE
BO3MO)KHOCTH ITPOTPAMMHO# CpeJIbl, COOTBETCTBHE CTaHIapTaM 0(hOpMIICHUS;

- JUYHOCTHBIC Ka4€CTBa: OPaTOPCKUC CIIOCOOHOCTH. CO6J'IIOI[€HI/IC periiaMEeHTa, SMOIMOHAJIBHOCTh, YMCHUC
OTBETUTH HA BOIIPOCHI, CHCTCMAaTU3NPOBAHHLIC, FJ'I}’60KI/I6 1 IIOJIHBIC 3HAHUA 110 BCEM pasgcjiaM IIporpaMMBbl:

- COIEepKaHHWE BBICTYIUICHUS: JIOTMYHOCTh W3JIOKEHUS Marepuaia, PacKpbITHE TEeMbl, JOCTYITHOCTh
u3nokeHus, d¢pdextuBHOCT, TpuMeHeHus cpeactB  WKT, cmocoObl W yCIOBUSL  TOCTHDKCHHS
pPEe3yNBbTaTUBHOCTH W 3(P(HEKTUBHOCTH U1l BBIMIOJHEHHS 3a/1a4d CBOeH MpOo(eCCHOHAIBHOW WM Y4eOHOU
JESITeTbHOCTH, JOKA3aTeIbHOCTh MPUHUMAEMBIX PEUICHUH, YMCHHUE apTyMEHTHUPOBATh CBOW 3aKJIIOYCHUS,
BBIBOJIBI.

6. YueOHO-MeTOAUYecKOe U HHPOPMALIMOHHOE 00ecnieyeHue TUCIHIINHBI

6.1 OcHOBHas nuTEpaTypa:

1. Kosran H. M. KommeroTepusie cetu : ydebHoe mocodme. - Munck: PUIIO, 2014. - 180 c. - Tekcr :
anekTponubii  //  OBC  «YHuBepcurerckas ~— OMOnMMOTEKa  OHJIAMHY [caiir]. - URL:
http://biblioclub.ru/index.php?page=book&id=463304

2. PynenkoB, H. A., Ilponerapckuii, A. B., CmupnoBa, E. B., CypoBoB, A. M. TexHoyorum 3amuThl
nH(pOpMaIU B KOMIBIOTEPHBIX ceTsX. - 2021-01-23; TexHonoruu 3amuThl THHOPMAIIMHA B KOMITBIOTEPHBIX
cersix. - Mocksa: UnTtepHet-Yausepcutrer Uudopmarnmonnsix Texnomoruit (MHTYUT), 2016. - 368 c. -
Texct : anexrponnsiii / IPR BOOKS [caiit]. - URL: http://www.iprbookshop.ru/73732.html

6.2 JlonosHUTENBHAS IUTEpPATYpA:

1. ®omun JI. B. KommbiorepHsie ceTu : ydeOHO-MeTromuueckoe mocobue. - Mocksalbepnu:
Hupext-Menua, 2015. - 66 c. - Tekcr : snexkrponHsiii / OBC «YHuBepcureTckas 60MONIMOTEKa OHIAWH
[caiiT]. - URL: http://biblioclub.ru/index.php?page=book&id=349050

2. Kysua A.B. KommbiorepHbie cetu : yueb. mocobue. - 3-e u3n., mepepab. u gom.. - M.: ®OPYM,
NH®PA-M, 2014. - 191 c.

3. Omudep B.I., Omudep H.A. Kommbiorepusle cetu. [IpHHLIMIBI, TEXHOIOTHU,IPOTOKOIBI @ Yuel.
nmocoOue Ayt By30B. - 2-¢ u3ll.. - CI16.u np.: [Turep, 2005. - 863 c.

6.3 VlHble HICTOUHUKHU:
1. ®enepanbubiii mopran «Poccuiickoe oopazoanue» - http://www.edu.ru/
2. Nopran «I'ymanurapHoe obpazoBanue» - http://www.humanities.edu.ru/

3. ®epepanbHoe xpanwiuile «EauHas Komneknus UUQPOBBIX 00pa30BATENBHBIX PECYPCOBY -
http://school-collection.edu.ru/

4. denepanpHas ciryx0a 1mo Haa30py B chepe obpazoBanms u Hayku - http://obrnadzor.gov.ru
5. Kypnan «Bomnpocs! o0pa3oBanus» - http://www.ecsocman.edu.ru/vo

7. MaTepuaibHO-TeXHHYECKOe o0ecnedeHue M CHUIIMHBI, IPOrPpaMMHOe odecrieveHne,
npodeccuoHaIbHbIEe 0a3bI JAHHBIX U HHPOPMAIIMOHHBIE CTIPABOYHbIE CHCTEMbI
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I[J'DI MMPOBCACHUA 3aHATUM TI0 JUCHUITIIINHEC HGOGXO,Z[I/IMO CJICAyoHmICcC MarCpruaJIbHO-TCXHUYCCKOC
obOecrnieucHue: y‘-Ie6HI>Ie AyauTOpruun Jid TIPOBCACHUA 3aHATHI JICKHIUOHHOI'O W CCMHUHAPCKOTr0 THIIA,
rpynmnoBbIX W HWHIAWBHUAYAJIbHBIX KOHCYHLTaLII/If/’I, TCKYLICTO KOHTPOJA H HpOMe)KYTOqHOﬁ arrecranuu,
IIOMCIICHUA 1A CaMOCTOSITEIIHLHOM pa6OTI:I.

VY4eOHble ayTUTOPUN U MIOMELICHHUS JJIS1 CAMOCTOSTEILHON pabOThl YKOMIUIEKTOBAHBI CHICIIMATM3UPOBAHHOM
MeOeNbI0 U TEXHUYECKUMHU CPEACTBAMH 00yUeHHUsI, CITy>KalllMMU JJIsl TIPeACTaBIeHUs yueOHoMi nHpopManuu
OO0JIBIION ayTUTOPHH.

[TomereHust 111 CaMOCTOSITEIbHON pabOThl YKOMITJIEKTOBAHBI KOMIIBIOTEPHOW TEXHUKOM C BO3MOXKHOCTBIO
MOAKITFOYEHHUS K ceTn "UnTepuer” u obecrieueHreM JloCTyna B AIEKTPOHHYIO
MH(pOPMAITMOHHO-00pa30BaTEIBHYIO CPENy YHUBEPCUTETA.

Jlnst mpoBeieHusl 3aHATHI JICKIIMOHHOTO THIIA UCTIONB3YIOTCS HAOOPBI IEMOHCTPAIIHOHHOTO 000PYI0BaHUS,
o0ecreYnBarole TEMaTHIEeCKIE WILTIOCTPAIH (TIPOEKTOP, HOYTOYK, SKpaH/ MHTEPaKTUBHAS JOCKA).

JlnmeH3noHHOE U CBOOOHO pacIpOCTpaHsIeMOe IPOrpaMMHOE 00eCTICUeHHE:
Onepanuonnas cucrema Microsoft Windows 10

Microsoft Office [Ipodeccuonansusiii moc 2007

Cisco Packet Tracer

Omneparnmonnas cuctema "Anst O6pazoBanue"

LibreOftice

ITpodeccronanbhblie 6a3bl JaHHBIX U UHPOPMAITMOHHBIE CIIPABOYHBIE CUCTEMBI:

1. DNEeKTpOHHBIN KaTrajor @yHIaMEHTaIbHON OoubmuoTeKN TTV. — URL:
http://biblio.tsutmb.ru/elektronnyij-katalog

2. VYHuBepcuTeTckas OMONIMOTEKa  OHJIAHH:  DIEKTPOHHO-OMONMoTreuHas  cuctema. —  URL:
https://biblioclub.ru
3. KoncynbranT cryneHTa. l'ymaHuTapHble HAyKH: 3JIEKTpOHHO-OMOnmmoreuHass cuctema. — URL:

https://www.studentlibrary.ru

4. Hayunas snexrponnas oubiamoreka eLIBRARY.ru. — URL: https://elibrary.ru

5. Poccuiickas rocynapcrBenHas 6nbnuoreka. — URL: https:/www.rsl.ru

6. Poccuiickas HarmoHanpHas onbamoreka. — URL: http://nlr.ru

7. [Ipe3unentckas 6ubnuoreka umenu b.H. Enpriuaa. — URL: https://www.prlib.ru

8. Hayunas onextpoHHas Oubnmoreka Poccuiickoii  akamemun — ecrectBo3HaHus. — URL:
https://www.monographies.ru

9. Dnexrponnas 6udmuorexka POOU. — URL: https://www.rtbr.ru/rffi/ru/library

DJIeKTpPOHHAS HH(OPMALIMOHHO-00pa3oBaTe/IbHas cpeaa
https://auth.tsutmb.ru/authorize?response type=code&client id=moodle&state=xyz

BsaumogeiictBue mnpemnogaBarensi M CTyAE€HTa B Iporecce OOy4deHHs] OCYIIECTBISETCS MOCPEACTBOM
MYJIBTUMEIUNHBIX, THIIEPTEKCTOBBIX, CETEBBIX, TEICKOMMYHUKALMOHHBIX TEXHOJOTHH, MCHOIb3yEMbIX B
AIIEKTPOHHON MHPOPMAIIMOHHO-00pa30BaTeIbHOM Cpesle YHUBEPCUTETA.
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