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1. lean u 3agaun AUCHUATIHMHBI

1.1 Henp qucuuruivHel — GopMUpOBaHUE KOMIIETEHIIHIA:

OIIK-5 Cnoco0eH miaHMpOBaTh MPOBEICHUE PadOT MO KOMIUIEKCHOHW 3amuTe WH(opMmaruu Ha oObEeKTe
nH(popmaruzanuu

1.2 Tumbl 3amad mpodecCHOHATBHOW JEATETLHOCTH, K KOTOPBIM TOTOBATCS OOydYaroluecs B paMKax
OCBOCHHUS JUCIUILTUHBL:
- OpPraHU3aLMOHHO-YIIPABICHYECKUN

1.3 JIucuurniauHa OpHEHTHPOBAaHA HA MOATOTOBKY OOydYaromuxcs K MpodeCCHOHAIBLHON JEsSTEIhHOCTH B
chepax: 06 CBsa3p, WHPOPMAIMOHHBIE W KOMMYHHMKAIMOHHBIC TEXHOJIOTHU (B cdepe TEXHUKH U
TEXHOJIOTMH, OXBATHIBAIOLIEH COBOKYNMHOCTh MpOOJeM, CBA3aHHBIX C OOECleYeHHEeM 3alUIICHHOCTH
00BbeKTOB WH(pOpMATH3allMd B YCIOBHUSAX CYIIECTBOBaHHS yrpo3 B wuHPoOpManuoHHOH cdepe), 12
Ob6ecnieuenue 6e3omacHocTH (B cdepe 3ammuTsl nHGopmarun), Chepa mpaBoOXpaHUTETHLHOMN AESITEIIBHOCTH

1.4 B pesynbrare 0CBOCHHSI TUCIUILUIUHBI Y 00YYaroIMUXCsl TOJIKHBI ObITH COPMUPOBAHBI:

O0001IEeHHBIC TPYIOBBIE
(hyHKUMY / TPYAOBBIC
(GbyHKUMY / TPYyAOBBIC U

Kox u HauMeHoBanue
komreTeHIIm OI'OC BO,
HeOOXOAUMOM I

npodeccroHaIbHbIE (hopMHpOBaHUS TPYAOBOTO
JecTBuUs (IpY HATMYUU | WJIM MPOEeCCHOHATBHOTO
npodcranaapra) nefcTBUS

I/IH,I[I/IKaTopLI JOCTHIXXCHUS KOMHGTGHHI/If/’I

OIIK-5 Criocoben
TUTAHUPOBATH MPOBE/ICHUE
paboT 10 KOMIUICKCHOM
3ammuTe nHpopMaIu Ha
00beKTe nH(pOpMaTH3ALMH

[TmarupyeTr npoBeneHne paboOT MO KOMIUICKCHON 3aIluTe
uHpopMaIi Ha 00beKTe HH(POPMATU3ALIUH, B TOM YHCIIC
KpunrorpahuiecKHMH METOAAMH 3aIUTHl HHQOpMAIuu

1.5 CormacoBanue MCKIUCHTUIITIMHAPHBIX CBsI3eH JAWUCIIMIIINH, OGCCHG‘-II/IBEIIOH_II/IX OCBOCHHC KOMHGTGHHHﬁ:

OIIK-5 Cnoco0GeH 1ulaHUpOBAaTh MPOBEACHHE pPabOT MO KOMIUIEKCHOW —3alluTe
uHpOopMaLuu Ha 00beKTe HH(POpPMaTU3aALUU

Ne HaumeHnoBanue ®dopma
n/n JUCIIUTLITNH, o0yueH
OTIPEIETISIOIIX us
MEXIUCIUTUTMHAPHBIE | OyHas
CBsI31 (cemect
p)
719
1 |Kommnekcuast
cUCcTeMa 3alIUThI
MHpOpMaIH
00BEKTOB
nH(pOpMATHU3AIUN
2| YnpasneHue +
MHPOPMALIIOHHON
0€301acHOCTBIO

2. Mecto nucuuiuiaabl B cTpykrype OIl cnenuaaurera:

HuctuminHa «Kpunrorpadudeckas 3ammra UHPOPMALUN» OTHOCUTCS K 00s3aTeNbHOM YacTH y4eOHOro
wiana OIl mo nampaBnenuto noarotoBku 10.05.05 - be3omacHocTs MH(YOPMAIIMOHHBIX TEXHOJOTHHA B
MIPaBOOXPAHUTENBHOM cepe.

Hucrunuaa «Kpunrorpadgudeckas 3ammura HHGOpMaIUM» U3yvaeTcs B 6, 7 cemecTpax.




3.00beM U coep:kaHMe TUCHUILUTHHBI
3.1.00beM ITUCIUTUIUHEL: 8 3.€.

Ounas: 8 3.e.
Bun yueOHo# paboTh (BCSEZ’ZZOB)

O0mast Tpy10éMKOCTb TUCHHUILIHHBI 288
KonrakTHast pabora 120
Jlexuuu (Jlexuum) 60
JlaGoparopnsie (J1ab. pab.) 60
CamocrostensHas padota (CP) 132
OK3amMeH 36
3auer -

3.2.ConepxaHue Kypca:

Ne Ha3zBanue Bun yuebHoli | DopMbI TEKyIIETO
TEMBI paszena/TeMsbl pabortsl, yac. KOHTPOJIS
Jlex |JIa6 | CP
U | .
pao.
O|l0|O
6 cemecTp
1 OCHOBBI Bomnpocs! ans
nH(GOPMaAITMOHHON CaMOTIOATOTOBKHU
0€30MacHOCTH U 2 - 4
3aIUTHI
nHpopmarun
2 Uctopus ) i 4 Bomnpocs! amns
Kpuntorpaduu CaMOTIOATOTOBKHU
3 OCHOBHBIE TEPMUHBI Bomnpocs! amns
U OTIpe/IeTICHUSI. ) _ | 4 | camomozxroToskw;
Knaccudukanus TectupoBanue
mudpoB
4 [udpsr 3amMeHbI Bomnpocs! amns
2 6 4 |camomoxrorosku/Jla
OopatopHas pabota
5 [Hudpsr Bomnpocsr nns
MEePECTAHOBKH >l a4 camomnoaroroBku/Jla
OoparopHas pabora;
TectupoBanue
6 [Hudpsr Bomnpocsr nnst
raMMUpPOBaHUs 4 | 6 | 4 |camomoaroroBku/Jla
OoparopHast pabora
7 KBanToBoe ) i 6 Bomnpocs! amns
mugpoBaHue CaMOTIOATOTOBKHU
8 KomOuaMpoBaHHbIE Bomnpocs! amns
P 4 | 4 | 6 |camomoaroroBku/Jla
OopatopHas pabota




9 [udposanue ¢ Bomnpocsr nnst
OTKPBITBIM KIIOUIOM | camomnoaroroBku/Jla
OoparopHas pabora;
TectupoBanue
10 Xeur-pyHKIuN Bomnpocsr nnst
4 camomnoaroroBku/Jla
OoparopHas pabora
11 Kpunrorpaduaecku ) Bomnpocs! ans
€ MPOTOKOJIbI CaMOTIOATOTOBKHU
7 cemecTp
12 [TpoTokosnbl oOMeHa ) Bomnpocs! s
KITFOYaMH CaMOTIOATOTOBKHU
13 [IpoToxombl Bomnpocs! ais
ayTeHTU(HUKAIUN 4 camornoarorosku/Jla
(nmeHTuUKaImN) OoparopHast pabora
14 [TpoToxombl Bomnpocs! amns
AIEKTPOHHOMN 4 caMmoIronarorosku/Jla
MTOJIITUCH O0opatopHas pabota
15 [IpoToxombl Bomnpocs! ais
KOHTPOJISI 2 camomnoaroroBku/Jla
LIEJIOCTHOCTH 6opatopHasi paboTa
16 [TpoToxombl Bomnpocs! ans
AIIEKTPOHHBIX 4 CaMOTIOATOTOBKHU
IJIaTexen
17 [IpoToxombl ) Bomnpocs! ais
TOJIOCOBAHMSI CaMOTIOATOTOBKHU
18 IIpoToKOIIBI TAMHBIX Bonpocsr ms
MHOTOCTOPOHHUX ) camomnoaroroBku/Jla
BBIYUCIICHUH U OoparopHast pabora
paszeneHus ceKpeTa
19 Hexoropsie Bomnpocs! ais
CBEJICHUS U3 TeOpUi ) CaMOTIOITOTOBKH;
aJrOpUTMOB U TectupoBanue
qrcen
20 OCHOBBI Bomnpocsr nns
KpUTITOAHATH3a 4 CaMOTIOITOTOBKH;
TectupoBanue
21 Creranorpagus Bomnpocsr mst
4 caMmoIronrorosku/Jla
OopatopHas pabota
22 KonupoBanue Bomnpocs! ais
uHpOpMaLUU 2 camornoarorosku/Jla
OoparopHast pabora
Tema 1. OcHOBBI HH(POPMALITMOHHO 0€30MIACHOCTH M 3aIIMTHI HHpOpMATUU
(OIIK-5)
Jlekumus.
Nudopmarus u  wmHbOpManmoHHass O€30MacCHOCTh, OCHOBHBIC

COCTAaBIISIIOLIINE

nH(pOpMAITMOHHOM

0€301acHOCTH, OOBEKTHI 3AIIUTHI, KATETOPHH M HOCUTEIN WH(OPMAIIIH, CPEICTBA 3alIUThl HHPOPMAIIUH.
JlaGopaTopHbie padoThbI.
1. aiite onpeneneHue MOHATUAM: «HHPOpMALHS, «MHOOPMAIIMOHHAS 0€30aCHOCThY, «3alIUTa

uHpOpMaLUN», «KMHPOPMALIMOHHAS YTPO3ay.



2. JlaiiTe XapaKTepUCTHKY OCHOBHBIM COCTABJISIOLINM WH(POPMALIMOHHOM 6€30MacHOCTH.
3. [lepeunciure OCHOBHBIE OOBEKTHI 3AIIHTHI.

4. JlaiiTe XapaKTepUCTHKY IMOHATUSAM «TOCYHapCTBEHHAs TallHa», «KOH(UIeHIMaNIbHAs MH(OPMALUL» U
«IEPCOHAJILHBIC TAHHBIE.

1 5. JlaiiTe XapakTepUCTUKY CPEICTBAM 3alUThl HH()OPMAIIHH.
3ajanus 1J151 CAMOCTOSITEJIbHOM PadoThlI.

1. MaiiTe onpeneneHne NOHATHIM: «HMH(pOpMaIHsD», «AHPOpPMAIIHOHHAs 0€30MaCHOCThY, «3alluTa
uHpOpMaLUN», «KMHPOPMALIMOHHAS YTPO3ay.

2. JlaiiTe XapaKTepUCTHKY OCHOBHBIM COCTABIISIOLINM WH(POPMALIMOHHON 6€301acHOCTH.
3. [lepeunciure OCHOBHBIE OOBEKTHI 3AIIHTHI.

4. JlaiiTe XapaKTepUCTHKY IMOHATUSAM «TOCYHapCTBEHHAs TallHa», «KOH(UIeHIMaNIbHAs MH(OPMALUL» U
«IEPCOHAJILHBIC TAHHBIE.

5. JlaiiTe XapakTepUCTUKY CpPEICTBAM 3aLIUThI HH(OPMALIUH.

Tema 2. Uctopus kpunrtorpagun (OIIK-5)
Jlexknus.
Hausnast kpunrorpadus, popmanbHast KpunTorpadus, MareMaTnieckas KpUunrorpadus.
JlaGopaTopHbie padoThbI.
. Ilepeuncnute criocoObl TaifHOM nepeaayn HHPOPMALIUU HAa PACCTOSTHHH.
. HazoBuTe OCHOBHBIE 3Talbl pa3BUTUS KpUNTOrpaduH.
. HazoBuTE OCHOBHBIE ATAlBl Pa3BUTUS KPUITOAHAIN3A.
. CoBpeMeHHast 00CTaHOBKA B cepe KpUIITOAHAIN3A.
. Hanexxnble cpencrsa kpunrorpaduu.
. [lepeuncnure crmocoOb! TaltHOM TIepeaun HHPOPMAITUK HA PACCTOSHUMU.
. HazoBuTEe OCHOBHBIE 3TaIbl pa3BUTHUS KpUNITOrpaduH.
. HazoBuTE OCHOBHBIE 3Tl PA3BUTHUS KPUIITOAHAINA3A.
. CoBpemeHHas 00CTaHOBKA B chepe KpUNTOaHATIN3A.

DN B W N —= O b W —

. Hagexusie cpeacTra kpunrorpaduu.
3anaHus AJ51 CAMOCTOSITEILHOI padoThI.

—

. [lepeuncnure crocoOb! TaltHOM TIepeaun HHPOPMAITUK HA PACCTOSHUMU.
2. Ha3oBuTE OCHOBHBIE 3Talbl Pa3BUTHUS KPUNITOTpApHH.

Tema 3. OcHoBHBIe TepMuHBI U onipeaenenus. Kiaccugukanusa mugpos (OIIK-5)
Jlexknus.

OCHOBHBIE TEpMHHBI M ONpPEACICHHS, OCHOBHBIE TpPEeOOBaHUS K KPHUITOCHCTEMaM, Kiaccu(uKaius
KPUNTOrpahpuIecKuX CUCTEM.

JlaboparopHbie padoThbI.
1. Yto siBnsieTcs UEIbl0 KpUNTOaHaIHM3a?
A. Onpenenenne CTOMKOCTH aaroputma
B. YBenuuenue xoinmdecTBa GyHKIUN 3aMEIICHHS B KPUTITOTpahUIECKOM aJITOPUTME
C. YMmeHblIeHHE KordecTBa (DyHKIUI MOICTAHOBKM B KPUIITOTpapHUeCKOM aJroOpuTMe
D. Onpenenenrie NCIOJIb30BAHHBIX MTEPECTAHOBOK

2. YacTora npumeHeHus OpyTdopc-arak BO3pocia, MOCKOJIbKY:
A. Bo3pociio UCToNib3yeMoe B alTrOpuTMaxX KOJIUYECTBO MEPECTAHOBOK U 3€MEIICHHIA

B. AJ'IFOpI/ITMBI 110 MEPE MOBBIIICHUA CTOMKOCTH CTAHOBHJIMCH MEHEE CIIOKHBIMH U OoJiee MMOABCPIKCHHBIMU
araKkaM

C. MomHOCTh U CKOPOCTh pabOTHI IPOILIECCOPOB BO3POCIIA
D. lnuna kiroda co BpeMEHEM YMEHBIIWIIAChH



3. UTo M3 mepeuncaeHHOTO HIKE HE SBJISETCS CBOMCTBOM MJTH XapaKTEPUCTUKON OTHOCTOPOHHEH (PYHKIIHH
X3IIMPOBAHUA?

A. Ona mpeoOpa3zyeT cooO1IeHne MPOU3BOIHHON JITTMHBI B 3HAUCHUE (PUKCUPOBAHHON JTHHBI

B. NMmes 3HaueHne gaifkecTa cOOOMIEHNS, HEBO3MOXKHO MOIYYHTh CaMO COOOIICHHE

C. Ilomy4eHne OIMMHAKOBOTO JAWHKECTa M3 JIByX PA3JIMYHBIX COOOIIEHUH HEBO3MOXKHO, JTUOO CITydaeTcs
KpaitHe peaKo

D. Ona nmpeoOpa3syeTt coobiienne GUKCUPOBAaHHON JUTHHBI B 3HAUYEHUE TIEPEMEHHOM JTTHHBI

4. UTo MOXKET yKa3bIBaTh HA U3MEHEHHUE COOOIIICHMSI?
A. VI3MeHucst OTKPBITBIA KITI0Y

B. M3MeHuIcs 3aKphITHIN KITIOY

C. M3meHuIcs naipkect CooOIeHus

D. Coobmienne 0b110 TPaBUIIHHO 3aIIH(GPOBAHO

5. Kakoif U3 mepeuncaeHHbIX HIDKE aJTOPUTMOB SIBJISIETCS alTOPUTMOM aMEPHKAHCKOTO TPAaBUTEIIbCTBA,
MIpEeTHA3HAYCHHBIM TSI CO3/IaHUs O€30TIaCHBIX TalIKECTOB COOOOIEeHN?

A. Data Encryption Algorithm
B. Digital Signature Standard
C. Secure Hash Algorithm

D. Data Signature Algorithm

3anaHus AJ51 CAMOCTOSITeILHOI padoThI.
1. [laiiTe onpeneneHre MOHITHAM «IIAPPY», KKITFOW», «IeITUGPOBAHUEY.
2. [lepeuncnure 0CHOBHBIE TPEOOBAHUS, IPEABSIBIIEMbIE K KPUIITOCUCTEMAM.
3. JaiiTe kmaccuUKaIUIO KPUIITOCUCTEM T10 aITOPUTMY TG POBAHHUS.
4. laiiTe KIacCU(PHUKALNIO KPUIITOCUCTEM 110 CTOMKOCTHU HU(pa.

Tema 4. llugpsi 3amensl (OIIK-5)
Jlexknus.

OcnoBel mmudpoBanud. udpsr onHo3Haunoit 3amensl. Ilomurpammusie mmdpel. OModoHUUECKHE
mmpsl. [oneandasurnsie mudpsl. Heperynsphsie mudpsbl.

JlaboparopHbie padoThbI.
B maGoparopHoii pabote He0OX0AuMO 3arGpoBaTh CBOIO (aMUIIHIO C TIOMOIIBIO CISAYIOMINX MU(POB:
- mmdpa Lesaps;
- TI03yHTOBOTO mudpa;
- MOJIMOMAHCKOTO KBaJpaTa;
- mudpyromei cuctemsl Tpucemyca;
- mudpa Playfair;
- cucTeMbl OMO(OHOB (JIOMyCKaeTCs IS Kaka0M OyKBHI andaBuTa MPUBECTH BCETO MO JIBE MM PO3aMEHBI,
T.€. IPUHSATH, YTO BCe OYKBBI UMEIOT OJIMHAKOBYIO BEPOATHOCTH MOSBICHHS B TEKCTaX);
- mudpa Bmwkenepa.

[Ipu odopmiieHMr oT4eTa HEOOXOAMMO TPHUBECTH HMCXOAHOE coobmeHue (pamMuimio), TadaHILy
mmdpo3ameH, Kiod (eciu Tabnuia mugppo3aMeH He SBISETCS KIIF0YOM) U 3aiu(ppOBaHHOE COOOIIEHHE.

3ananus AJ51 CAMOCTOSITEILHOI padoThI.
1. B yem 3akitogaeTcsi OCHOBHAS Mesl KpUNITOTpadUuecKuX mpeodpa3oBaHuil MU(PPOB 3aMEHBI?
2. [lepeuncnure OCHOBHBIE PA3HOBUIHOCTH MIH(PPOB 3aMEHBI.
3. JlaliTe XapaKTepUCTUKY PA3HOBUIHOCTSIM IMIU(POB 3aMEHBI.
4. Ha3zoBHTE OCHOBHOM HEJOCTATOK IH(Pa OJJHOZHAYHOW 3aMEHBI.



Tema S. IlIugps! nepecTaHOBKH
(OIIK-5)
Jlexknus.
OcHoBbI M (ppoBaHus, HIHUPPEI OAUHAPHON U MHOKECTBEHHON NIEPECTaHOBKH.
JlaGopaTopHbie padoThbI.

B naGoparopHoii paboTe HeoOX0AUMO 3aU(PPOBATH CBOIO (PaMIIIUIO (I MEPBHIX ABYX MK(POB) HITU
(bamMunuio ¥ UM (U1 OCTAIBHBIX) C IOMOIIBIO CIEAYIOUINX MHU(PPOB:

- IPOCTOM OAVHAPHOMU NIEPECTAHOBKH;

- OJI0YHOM OMHAPHON TIEPECTAaHOBKH,

- TaOJIMYHON MapIIPYTHOU MIepECTaHOBKH;

- BEpPTUKaJIbHON NIEPECTAHOBKHY;

- IIOBOPOTHOM PELLIETKH;

- Maru4yecKuit kBajapar (pasMep kBajaparta - 4x4);
- IBOMHOM NEPECTAHOBKH.

[Tpu odopmiieHnn oT4eTa HEOOXOAMMO MPUBECTH UCXOMHOE coobmeHue (pamMunuio uiu GamMwIni 1 UMs),
TaONUIIBI, KITIOYEBBIE CJIOBA (BBIOMPAIOTCS TPOM3BOJIBHO), MapIIpyThl BIHCHIBAHHS W BBITUCHIBAHMS,
MTOBOPOTHI PEHIETKU U 3ani(PpoBaHHOE COOOIICHUE

3ananus AJ51 CAMOCTOSITEILHOI padoThI.
1. B gem 3akitogaeTcsi OCHOBHAS Uesl KpUNITOTpaduuecKux mpeodpa3zoBaHuil MuQpPOB MepecTaHOBKU?
2. [lepeuncnute OCHOBHBIE PA3HOBUIHOCTH IIHN(PPOB NEPECTAHOBKH.
3. JlaliTe XapaKTepUCTUKY PA3HOBUIHOCTSIM MU(GPOB MEPECTAHOBKH.

Tema 6. llluppsl rammupoBanus (OIIK-5)
Jlekumus.
OcHoBbl mHppoBanus, mUppoBaHuE MO MOAYIO N U 2, TeHepalus raMMbl, TeHEpaTOPbl TaMM.
JlabopaTropHbie padoThbI.

B maGoparopHoii pabote HeoOX0auMO 3amudpoBaTh CBOXO (GaMUIHIO C TOMOIIBIO MH(PPOB rTaMMUPOBAHUS
1o Moayio N v MOIYJIO 2.

[Ipu odopmieHun ordeTa HEOOXOIUMO MPHUBECTH UCXOMHOE cooOmieHue ((pamuimio), raMMy U TaOIUIIBI
sammdpoBanus/emudpoBaHus.

3aganus AJ151 CAaMOCTOSITEJIbHOM PadoThI.
1. B uem 3akiodaercss OCHOBHAS UJesl KpUITOTpadhUIeCKUX MpeoOpa3oBaHmii aJINTUBHEIX MIHPPOB?
2. Ha3oBuTE OCHOBHBIE XapaKTEPUCTUKHU TaMMBI.
3. [Ipu KaKuX yCIOBUSX MPUMEHEHHSI TAMMBI aJIMTUBHBIN MU(P MOXKHO CUUTATh COBEPIICHHBIM.
4. JlaliTe XapaKTepUCTUKY MTPOTPaMMHBIM criocobam reneparuu rammsl (anroputm RANDU u BBS).
5. Yto Takoe nmapuTeTHHIN OUT?

6. Onumure cXeMbl MMHU(PPOBAHUS C WCIOIB30BAHHEM CHHXPOHHBIX W CaMOCHHXPOHHU3HPYIOIIHXCS
MMOTOKOBBIX MIU(POB.

Tema 7. KBanToBoe mudposanne (OIIK-5)
Jlexknus.

OcHoBBl KBaHTOBOW ¢u3uku. OcHOBBI KBaHTOBOro mmmdpoBanus. [udpoBanus ¢ HCHOIB30BAaHUEM
JUHEWHBIX  TONAPU3aTOPOB HAa  NpUHMMAromed cropoHe. [lludpoBanus ¢  Ucmoib30BaHHEM
MOJIAPU3ALUOHHON Pa3eIUTEIILHON IPU3MBI Ha IIPUHUMAOLIECH CTOPOHE.

JlaGopaTopHbie padoThbI.
1. laiiTe onpeneneHne NOHATHIO KyOUT.
2. B 1em 3akitogaeTcs pazaudue Kyoura ot oura?
3. B ueM cyTh KBaHTOBOTO IIM(PPOBAHUSA?
4. CoBpeMEHHOE pa3BUTHE KBAHTOBOTO MU(POBAHUSI.



5. I'me ceituac mpuMeHsieTcst KBAaHTOBOE muppoBanue?

3anaHus AJ51 CAMOCTOSITEILHOI padoThI.
1. [lafiTe onpeneneHne MOHATHIM «KBAaHT» B «(HOTOHY.
2. B uem 3akiodaercs mpupoja KOPImyCKyIsIpHO-BOIHOBOTO ayanu3ma (potona?
3. B uem cyTh mmdpoBanus ¢ momMoIpo GoTOHOB?

Tema 8. KomOunupoBannsie mupps (OIIK-5)
Jlekumus.

Mudpper ADFGX u ADFGVX. OcHoBbel OsmouHOoro komOmHUpoBaHHOTO Immdposanus. DES. TOCT
28147-89. AES. TOCT 34.12-2015. TOCT 34.13-2015.

JlaGopaTopHbie padoThbI.
B naGoparopHoii paboTe HeoOxoanMo 3au(poBaTh CBOIO GaMHUINIO U UM ¢ moMolsio muppa ADFGVX.

[Ipu odopmieHnn oTdyeTa HEOOXOAUMO TPHBECTH HCXOMHOE cooOmieHre (hamMmimio U uUMs), TaOIUIly
mudpo3aMeH, KIII0YEBOE CIIOBO, IEPECTAHOBOYHYIO TAOJIUITY U 3ali(pOBAHHOE COOOIICHHE.

3ajaHus 1J151 CAMOCTOSITEJIbHOM PadoThI.
. Jlaitte onncanue sueiiku Oeicrens.
. HazoBurte ocHoBHbIE pexumMbl DES.
. Ilepeuncnure Metoas! mudpoBanus, ucrnoaszyemsie B DES-ECB.
. [IpuBenute cxemy anroputma DES B pexxume crierieHus 0JI0KOB mudpa.
. HazoBure cdeprl npuMeHeHHs pa3HbIX pexxumoB DES
. KakoBa muna xmroua mudpa OCT u kak reHepupyIOTCs KITFOUEBBIC DIIEMEHTHI.

~N N L W N

. HazoBute ocHoBHBIE paznnuns Mexay DES u 'OCT.

Tema 9. IlludpoBanne ¢ oTKPHITHIM KJI090M (OIIK-5)
Jlexknus.

OcHoBbl mudpoBanus, aaroputM RSA, anroputm Ha OCHOBE 3a7ayd 00 YKIJIAJKE paHIlA, BEPOSTHOCTHOE
mmdpoBanue, anropuT™ mudpoBaHust Dib-I"amMas, anroputM Ha OCHOBE JUTUITUYECKUX KPUBBIX.

JlaboparopHbie padoThbI.
B naGoparopHoii pabote He0OX0auMO 3audpPoBaTh CBOIO (aMUIIHIO C TIOMOIIBIO CISAYIOMINX MTU(POB:
- anroput™Ma RSA;
- alIropUTMa Ha OCHOBE 3a7a4M 00 YKJIaJKe paHIa;
- anroput™ma 1mudpoBanus Dib-I amanrs.

[Tpu opopmieHnn oTueTa HEOOXOAMMO MPUBECTH UCXOTHOE COOOIIeHUE ((haMUITUIO) U TaOJIHUIIBI TCHEPAITUH
KJtoueit, mudposanus u pacmudponanus. s mepBoro U TPEThEro Coco00B MPHUHSTH, YTO KOJ CHMBOJIA
COOTBETCTBYET €T0 MOJIOKEHUIO B alipaBUTE, IJIs1 BTOPOTO — B COOTBETCTBUHU ¢ KomupoBkord Windows 1251.

3ananus AJ51 CAMOCTOSITEILHOI padoThI.
1. B uem 3akitogaeTcsi CyTh M OCHOBHAsI MPEIIOCHIIKA MOSBICHUS MTU(POBAHUS C OTKPBITHIM KITHOYOM?
2. OcHOBHBIE TPEOOBAHUS, IPEABABISAEMbIC K KPUITOCUCTEMAM C OTKPBITHIM KITFOUOM.

3. [Ilepeuncnurte THIIBI OTHOCTOPOHHUX MPEOOpPA30BaHWM, TMPHUMEHSEMBIX TPH ACHUMETPUIHOM
mudpoBaHUH.

4. JlaitiTe KpaTKyI0 XapakTEpUCTUKY airopuTMa RSA.

5. B ueM oTnimune cBepXBO3pacTarouiei Mocae10BaTeIbHOCTH OT OOBIKHOBEHHOM?

6. Uto o3HavaeT 0OpaTHOE YHUCIIO 0 MOIYIIO?

7. B ueM oTiuune BEpOATHOCTHOTO MIM(POBAHUS C OTKPBHITHIM KIIFOUOM OT I€TePMUHHPOBAHHOTO?
8. B ueM cyTh 3a7aun JUCKPETHOTO JIoTapupMupoBanms?

9. IlpuBenuTe ypaBHEHHUE ALIUNITHYECKOM KPUBOH B KOpOTKOM (hopme Beiiepmrpacca.

Tema 10. Xem-gpynkuuu (OIIK-5)
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Jlekumus.
OcHoBHbIe TIOHATHSA, MDS, mpumenenne mudpoBaHus IS MOTYUYEHUS XeI-o00pasa
JlaboparopHbie padoThbI.

B maGoparopHoii pabote HE0OX01uMO 10 anroputMy MDS nmomyunTs Xen-oopa3 cooOIIeHHS, COCTOSIIIETO
13 MEPBBIX TPeX OyKB CBOCH (haMUITHH.
[Tpu opopmaeHun oTuera HEOOXOAUMO TPUBECTH:

- TEOPETUUYECKYIO YacTb, BKItouarolryto "Illar ocHoBHOro nukia Berauciaenus xema', "Illar nukna paynna'
u tabnuny "Paynnoseie pynkuun RF";

- ucxogHoe coobmenue (3 OykBbl (aMHIUM) B CHMBOJIBHOM M JCCATHYHOM NPEICTABICHUSAX B
COOTBETCTBHH ¢ KonupoBkord Windows 1251;

- TpooOpa3 cOOOIIEHUsT B IIECTHAAIATEPUYHOM TpeacTaBieHuu (512 OuT), BKIOUAs BCIIOMOTAaTeIbHBIC
€IMHUYHBINA U HyJIEBbIE OUTHI, a TAKXKe OUTHI, ONPEACTISIONINE UTHHY COOOIICHUS;

- HCXONIHBIC 3HaYeHMs epeMeHHbIX A, B, C u D B mecTHaaarepuyHoM npeacraBieHuu (mo 32 oura);

- mist 1-ro, 2-ro u 16-ro 32-6utoBoro O10Ka MpooOpasa - pe3yabTaThl BRIYMCICHUH epeMeHHbIX A, B, C u
D B miecTHaaIaTepUIHOM MPEICTABICHUH TSI BCEX PayH/IOB;

- Pe3yJIbTaT MUTOTOBOTO CJIOKEHMS MO MOAYII0 232 HUCXOAHBIX 3HauyeHH nepeMeHHbX A, B, C u D co
3HAYEHUSMH 3TUX MEPEMEHHBIX, MOITYYEHHbIX Mocje 4-ro payHJa B HIECTHAALUATEPUYHOM IPEICTaBICHUN
(128 6uT) 10 W TOCIE MepeCTaHOBKU OaMT.

3anaHus AJ51 CAMOCTOSITEILHOI padoThI.
1. JlaiiTe onpenenaeHne NOHATHIM: «XEIIUPOBAHUEY, «XEII-(QYHKIHSDY, «KOJTU3US.
2. B kakux LesIX UCIONb3YyI0T XelI-(D)YHKIIMU Ha IPAKTUKE?
3. IlpuBennTe cTaHAAPTHYIO CXEMY aJIrOpUTMa IeHepaliy Xenr-oopasa.
4. Kak Ha3bIBaeTCs Xel-00pa3, MOyuYeHHBIH ¢ IPUMEHEHHEM 3aKPBITOTrO Kito4a mudpoBanHus?

Tema 11. Kpunrorpaguueckue nporokoias (OIIK-5)

Jlexknus.
OcHOBHBIE CBEJICHHSI O KpUNTOrpaprueCKUX MPOTOKOIAX, IPOTOKOIBI OOMEHA KITIOYaMHU.

JlaGopaTopHbie padoThbI.
1. IlepeuncnuTe OCHOBHBIC 33Ja4H, JIsl PELICHUS] KOTOPBIX UCIIONB3YeTCsl KpUnTorpadusi.
2. [lepeuncnure OCHOBHBIE OTJINYHS KPUIITOIPOTOKOJIOB OT TPAJAULIMOHHBIX KPUIITOCUCTEM.
3. laiiTe onpeneneHue MOHATHIO KIIPOTOKOI.
4. Jlavite kaccuuKaIyio KPUITOIIPOTOKOJIOB B 3aBUCUMOCTH OT HAJIMYUS TPETHEH CTOPOHBI.
5. Ilepeunciiure OCHOBHBIE KPUIITOIIPOTOKOJIBI.

3ananus AJ51 CAMOCTOSITEILHOI padoThI.
1. I[lepeunciure OCHOBHBIE 33/1a4H, JJI PEIIEHUSI KOTOPBIX HCIONb3YeTCsl KpUnTorpadus.
2. Ilepeuncnure OCHOBHBIE OTJINYMS KPUIITOIIPOTOKOJIOB OT TPaJAULIMOHHBIX KPUIITOCUCTEM.
3. JlaiiTe onpeneneHre NOHATUIO «ITIPOTOKOI.
4. aiiTe KI1acCU(PHUKALNIO KPUIITOIPOTOKOJIOB B 3aBUCUMOCTH OT HAJMYUS TPEThEW CTOPOHBHI.
5. Ilepeuncnute OCHOBHBIE KPUITOMPOTOKOJIBI.

Tema 12. IIpoToxkoabl o0Mena kmouamu (OIIK-5)

Jlekumus.

O6mme nmonoxenusi. Anroput™m uddu-Xennmmana-Mepxia. [Ipotokon BB84.
JlaboparopHbie padoThbI.

1. JlaiiTe onpenesieHre MOHSATHUIO «CEaHCOBBIM KITIOU.

2. Onumute anroput™ oomena kiarouamu uddu-Xenamana-Mepkia.

3. IluHaMu4YeCcKoe pacupeiesICHUE KITIOUEH.

4.BpIunclieHHne Xel-KoJia KIItoya.

5. Uro Takoe siBHas ayTeHTH(UKAIIUS KTroda?
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3ananus 1J151 CAMOCTOSITEILHOI padoThI.
1. JlaitTe onpenesieHre MOHSATHUIO «CEaHCOBBIM KITIOU.
2. Onumute anroput™ oomena kiarouamu Juddu-Xennamana-Mepkia.
3. B uem oTninume KBaHTOBOTO MM(POBAHKS OT KBAHTOBOTO ITPOTOKOIa OOMEHa KITF0YaMH.

Tema 13. IIporokoubl ayrenTu(ukanuu (uaeHtupukanuu) (OIK-5)
Jlekumus.

O6mme cBeneHus, mapojibHas uAeHTU(UKaAIUs / ayTeHTU(UKAIUS, TPOTOKON HUAeHTU(UKAIUU /
ayTeHTU(UKAIIMU C KCTIOIb30BAHUEM XeNI-(PYHKIMH, MPOTOKOJI HACHTU(GUKANNK / ayTeHTH(UKAIUKA Ha
OCHOBE MmMHU(POBaHUA C OTKPHITBIM KIIOUOM, cepBep ayTeHTudukanuu Kerberos, uaeHTHUKAMS /
ayTeHTU(UKAIUS C TIOMOIIBI0 OMOMETPHUYECKUX JaHHBIX, HACHTH(UKauoHHbIe KapThl (ID-cards) u
AIIEKTPOHHBIE KITFOYH.

JlaGopaTopHbie padoThbI.

B naGoparopHoii paboTe He0OXOAUMO MPUBECTHU MOCIEOBATEILHOCTD BHIITOTHEHUS IPOLIETYP
UACHTU(PUKAINN/ay TEHTU(UKAIIH C UCTIONB30BAHUEM CIIEIYIOIIUX CIIOCOOO0B!

- Ha oCHOBe anroputma RSA;
- o cxeme IlIHoppa;
- no cxeme delire-Ouara-Illamupa.

[Ipu odopmiiernn otuera HEOOXOIMMO MPUBECTH TAONMIBI TEHEpAlMU KJIO4Yer W ayTeHTHudUKanuu. B
KadecTBe ciydaitHoro yucia (k wim r) mpuHSATH KOABI, COOTBETCTBEHHO, 1-0M, 2-0i M 3-eii OyKBBI CBOCH
(haMHJTMY COTITACHO WX TIOJIOKEHUIO B ayipaBuUTE.

3anaHus AJ51 CAMOCTOSITEILHOI padoThI.
. JlaiiTe onpeneneHue MOHATUAM: «HICHTUDUKALUNY, «ayTeHTU(DUKALIHSD), «aBTOPU3ALIUY.
. UTO MOXKET CITyKHTb B KaueCTBe ayTeHTU(UKaTopa?
. [lepeuncnute OCHOBHBIE CITIOCOOBI OpraHU3aluy UACHTU(UKALNY U ayTeHTU()UKALIUH.
. IlepeuncnuTe TOCTOMHTCTBA U HEIOCTATKHU MAPOIbHON ayTeHTU()UKAIIUH.
. OnumuTe cxeMy mpOTOKOIa HACHTU(PUKAIINY U ayTeHTU(HUKAIMK HAa OCHOBE anroputMa RSA.
. B uem CYThb JOKAa3aTCJIbCTBA C HYJICBBIM PA3IIIAILICHUCM.
. Onumure cxeMy IpoToKoia ceppepa ayreHTudukanuu Kerberos.

0 I N W bW

. Ilepeuncnute OCHOBHbIE OMOMETPHUYECKHUE XaPAKTEPUCTUKU.

Tema 14. IIporokoJisi 3iekTponHoii nognucu (OIIK-5)

Jlexknus.
Oo6umme cenenus. [Iporokon Ha 6aze anropurma RSA. Anroputm mudposoit nogmucu 'OCT 34.10-94.
Anroputm 1udposoir nmoamucu 'OCT P 34.10-2001 u I'OCT P 34.10-2012. PasnoBugnoctu OII.
IOpunuueckue ocHoBanus ucnosnb3oBanus 1.

JlaGopaTopHbie padoThbI.
B naGoparopHoii paboTe He0OX0AUMO MPUBECTH MOCIIE0BATEILHOCTh BHIOIHEHUS POLIEAYp FeHEpALuU 1
nposepku DI ¢ ncnonap3oBaHUEM CIETYIONNX CIIOCOOO0B:
- Ha Oaze anroputma RSA;
- 1o 'OCT 34.10-94;
- 1o 'OCT 34.10-2001.
[Ipu odopmiierrn oT4eTa HEOOXOAMMO MPHUBECTH TAOIUIIBI TEHEPAIMH KIIFOUEH, OTIPABKH COOOIIEHUS C
OUIT u nonmyuenust coobmenust ¢ DIII. B kauecTBe xem-obpasza ucxomHoro coodmenust h(T) npuHITH
KOJIbI, COOTBETCTBEHHO, 1-0i1, 2-0i1 1 3-¢it OyKBBI CBOEH (haMHJIMK COTIIACHO WX TOJI0KEHUIO B alipaBuTe.

3ananus AJ51 CAMOCTOSITEILHOI padoThI.
1. JlaitTe onpeneneHre NOHATHIO "3JIEKTPOHHAS TOAMKCH" .
2. OnumuTe Mociea0BaTeNbHOCTD AEUCTBUM yUaCTHUKOB IIPOTOKOJIA IPU OTIIpaBke U nposepke OII.
3. Kaxko¥i mopsiIok HCTIOIb30BaHUs KITFOUeH (OTKPBITHIN; 3aKPBITHIN) ITPU OTIpaBKe u nmpoBepke 11?7
4. Onumure cxemy nporokona 11 Ha ocHoBe anroputma RSA.
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5. Ilepeuncnure crenuanbubie cxeMbl JI1.
6. HazoBuTe 1ienp BBeeHUS B AciicTBue DeaepanbHoro 3akoHa "OO0 MeKTpOHHON oanucu".

Tema 15. IIpoTokosanbl koHTpOJIs HejocTHOCTH (OIIK-5)
Jlekumus.

O6mme cBenenusa. IlpoBepka uyetHocTH. Mcmonb3oBaHWe KOHTPONBHBIX 1Hdp. Mcmonb3oBaHue
KOHTpOJIbHBIX CyMM. Hcmnonb3oBanue komoB XsmmuHra. Hcmomb3oBanue ECC. HcnonwszoBanue OII.
Ucnons3zoBanne MAC-konoB. KomOrmHMpOBaHHBIE METO/IBI (HA TIPUMEPE JKECTKUX MAarHUTHBIX IUCKOB).

JlaboparopHbie padoThbI.
Samanue 1:

B naGoparopHoii paboTe HE0OXOAUMO ONPENEIUTh KOHTPOJIbHBIE TaHHBIE C UCTIOIB30BAHUEM CIIEAYIOIINX
croco0o0B:

- OMTOB 4eTHOCTHU. B KauecTBe MCXONHBIX JAHHBIX MPUHATH OUTOBOE IpeicTaBieHHE OyKB (pamMmiuu B
COOTBETCTBHH ¢ KonupoBkord Windows 1251;

- KOHTpOJBHBIX LU(p. B KauecTBe MCXOAHBIX MAHHBIX HPUHATH HEOOXOAMMOE KoindecTBO IMdp (3a
UCKJTIOYCHHEM KOHTPOJIBHON) U3 CTPOKH, COCTOAIICH U3 KOZAOB OyKB (haMHIIUN, UMEHH U OTYECTBA COITIACHO
UX MOJIOKEHUIO B ali(aBUTE:

- mo anroputmy Jlyna (15 nudp);

- uia mrpuxkoaa no craunapty EAN-13 (12 mudp);

- nist UHH ¢usnueckoro mmma (10 uudp);

- JUTSI KOJTOB CTAHIIMIA Ha JKEJIE3HOIOPOKHOM TpaHcmopte (5 uudp);

- koHTpoJbHBIX cyMM (CRC). B kauecTBe NCXOMHBIX TaHHBIX MPUHSTH KOABI 1-0M, 2-01 U 3-eii OyKBBI CBOCH
(haMHJTMY COTITIACHO WX TIOJIOKEHUIO B alipaBuTe A1 Mopoxaaroniero noauaoma - G(x) = x4 + x1 + x0.

- xoga xkoppekuuu omuook (ECC). B kauecTBe UCXOMHBIX JaHHBIX MIPUHSATH MepBbie 11 OMTOB MEPBBIX ABYX
OyKBBI CBOEH (haMUJIMU B COOTBETCTBUU C kKomupoBkort Windows 1251. Paccunrare BekTopa KOHTPOIBHBIX
OWTOB U CHUHJIPOMOB, a TAK)K€ MAPUTETHBIC OWUTHI MPU OTCYTCTBUH ONMTUOKH, OMIMHOYHON U JBOWHON OIIHOKE.

[Tpu odbopmneHnn oTdyeTa HEOOXOIMMO MPUBECTH HEOOXOAUMBIE TAONHIIBI, HCXOMHBIC TAHHBIC, PACYCTHl U
pE3yIBTaTHI.

3amanue 2:

B nmaGoparopuoii pabore HeoOxomumo mo amroputMy DES-CBC mnomyunte MAC-xon cooOrieHwus,
COCTOSIIIETO U3 MIEPBBIX BOCKMHU OYKB cBoei amunuu. Ecnu kommdecTBo OykB B paMuiInu MeHbIe 8§ OyKB,
TO HEOOXOIMMO JT00aBUTH HEJOCTAIOIIEE KOJIMYECTBO OYKB M3 UMEHHU. B KauecTBe Kirroua BEIOPATh MEepBhIE 7
OYyKB COOOIIIEHHSI; CHHXPOTIOCBUIKH - 64-0uTOBYI0 CTpoKy U3 yepenytontuxes 1 u 0 (10101010 ... 10).

[Tpu opopmaeHun oTuera HEOOXOAUMO MTPUBECTH:

- TEOPETUYECKYIO0 YacTh, BKItouatomyo "Cxemy mudpoBanus Onoka", "Cxemy ¢(yHkimu mumppoBaHus”,
"CxeMy BBIpaOOTKM KiIOUeBbIX 37eMeHTOB" u "Cxemy amroputma DES B pexxume cueruieHus OJIOKOB

mmdpa';
- mdpyeMoe coodmenue (8 OykB ¢paMUINN) B CAMBOJIBHOM U OMTOBOM IPEACTABICHUH B COOTBETCTBHH C
konupoBkoir Windows 1251;

- CHHXPOIIOCBUIKY B OMTOBOM IPE€ACTaBJICHUHY;
- Pe3yJIbTaT CIOXKEHHUS TI0 MOAYIIO 2 MH(PYEeMOro cOOOIIEHUS U CHHXPOTIOCHUTKH;

- xiou (7 OykB (hamMmiiiKM) B CUMBOJIBHOM M OWTOBOM MPEACTABICHHH B COOTBETCTBHHU C KOJIHWPOBKOU
Windows 1251;

- KJIIOY B OUTOBOM MPEACTABIEHUH C YIETOM OUTOB KOHTPOJISI YETHOCTH;
- KJIIOYEBBIC JICMEHTEHI Ki;
- pe3yabTaT HayaJIbHOM nepecTaHoOBKH [P;
- monryonokuHi u Li, f(ki, Li), Hi® f(ki, Li);
- pe3yabTaT KOHEYHOU nepectaHoBku [P-1.
3ananus AJ51 CAMOCTOSITEILHOI padoThI.
1. [Tepeuniciute OCHOBHBIE CTIOCOOBI KOHTPOJIS IIETOCTHOCTH.
2. Yro Takoe OUT YETHOCTH H KaK C MOMOIIBIO HETO OCYIIECTBISETCS KOHTPOJIb ETOCTHOCTH?
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3. dns gero npeana3Hadena texHonorus S.M.A.R.T.?

Tema 16. IIpoToxoJibl 2j1eKTpoHHBIX IuIaTexkel (OIIK-5)
Jlexknus.

OOme cBeneHUs, IUIACTUKOBBIE KapThl, CypporaTHble IUIaTeKHbIE cpeacTBa B Internet, pacueTs
TUTACTUKOBBIMHU KapToukaMu B Internet, anekTpoHHbIe Komenku B Internet, nndpoBbie JeHbIH.

JlaboparopHbie padoThbI.
. Ilepeuncinte OCHOBHBIE Pa3HOBUAHOCTH JJIEKTPOHHBIX IUIATEKEH.
. B ueM otiimune nepcoHOPUIMPOBAHHBIX TUIATEKHBIX CUCTEM OT aHOHUMHBIX?
. B uem oTnimume 1e6eTOBBIX KapT OT KPEAUTHBIX?
. JlJ1s 9ero NCIOoJIb3yeTCsl «3aKphIBAIOIIMI MHOKUTEND) ?

hn B W N =

. AHOHMMHBIE CHCTEMBI OIUIATHI.
3agaHus AJ51 CAMOCTOSITEILHOI padoThI.
1. IlepeuncirTe OCHOBHBIE PA3HOBUIHOCTH 3JIEKTPOHHBIX IJIATEKEH.
2. B uem ominumne nepcoHOUIIUPOBAHHBIX TUIATEKHBIX CUCTEM OT AHOHUMHBIX ?
3. B uem otninumne 1e6eTOBBIX KapT OT KPEIUTHBIX?
4. J1511 4ero UCIOJIb3YETCsl «3aKPbIBAIOIINI MHOKUTEND) ?

Tema 17. IIpoToko.asl rosocoanus (OIIK-5)
Jlexknus.

OOmme cBeneHUs, HEKOTOPbIE BAPUAHTHI pEATMU3ANMH MPOTOKOJIOB 3IJIEKTPOHHOTO TOJIOCOBAHMUS,
POCCHICKHI OMBIT 3JIEKTPOHHOTO F'OJIOCOBAHUSL.

JlaboparopHbie padoThbI.
. HazoBuTE n0OCTOMHCTBA M HEAOCTATKH TPAJAULIMOHHOTO («OyMasKHOT0») TOJI0OCOBAHUS.
. UTo moHMMaeTcst moJ| AIEKTPOHHBIM T'0JIOCOBaHUEM?
. HazoBuTe 0OCHOBHBIEC CBOMCTBA H/ICaTLHOTO MPOTOKOIa rojocoBanus (o b. [lHatiepy).
. B uem otnmnune YCI' or KOUB?
. Ucnionb30BaHKE 3JEKTPOHHBIX MOAMUCEN JIJIs1 TOJIOCOBAHMIA.

hn B W =

3ananus AJ51 CAMOCTOSITEILHOI padoThI.
. HazoBuTE NOCTOMHCTBA M HEAOCTATKH TPAJAULIMOHHOTO («OyMaskKHOT0») TOJI0OCOBAHUS.
. UTo moHMMaeTcst moJ| AIEKTPOHHBIM T'0JIOCOBaHUEM?
. HazoBuTe OCHOBHBIEC CBOMCTBA HICaTLHOTO MPOTOKOIa rojocoBanus (o b. [lnaiiepy).
. B uem otnmnune YCI' or KOUB?

W N =

Tema 18. IIpoTokoJibI TAHHBIX MHOTOCTOPOHHHUX BbIYMC/JIeHUH U pa3aenenus cekpera (OIIK-5)

Jlexknus.
Taiiable MHOTOCTOpOHHHKE BhIYHMCIeHHA. [IpoTOKONEI pa3Ouenus u pasaeneHus cekpera. Pazouenne cexpera
C UCHOJb30BaHME rammupoBaHus. Pasnenenue cekpera no cxeme IllamMupa (MHTEPHOISLIMOHHBIX
nonnHoMoOB Jlarpanxa). Paznenenue cekpera mno cxeme Acmyrta-bimyma. Jlpyrue pa3HOBHIIHOCTU CXEM
paszfeneHus CeKpera.

JlaboparopHbie padoThbI.
B naboparopHoii paboTe He0OX0IUMO MPUBECTH MOCIEAOBATEILHOCTD BHIITOTHEHUS CIEAYIOIIUX
IIPOTOKOJIOB:
- TaWHBIX MHOTOCTOPOHHUX BBIYMCJIIEHUW [JIsi pacuyeTa CpeIHEdl BEIWYMHBI Tpex uucen. B kadecTse
WCXOMHBIX JaHHBIX MPHUHATH KOIbI 1-0H, 2-0f u 3-eit OyKBBI CBOCH (haMUJIUU COTIIACHO MX TOJIOKCHHIO B
andasure;
- pa30ueHus CeKpeTa ¢ UCIOJIb30BaHUE TAMMUPOBAHUS [ TPEX YYaCTHUKOB. B KauecTBe cexpera NpuHSATH
nepBbie 3 OyKBBI (haMUJIHH, IS TaMM - JTFOObIE TPEXOYKBEHHBIE COYCTAHUS;
- pazneneHus cekpera no cxeMe lllamupa nis (3, 5)-noporoBoii cxemsl. B kauecTBe cekpera S MPUHATH KO
1-0i1 OyKBBI CBOEH (haMUIINU COTIIACHO €€ MOJIOKEHUIO B ali(haBUTE;
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- paszmeneHus cekpera mno cxeme Acmyra-bmyma mis (3, 5)-moporoBoil cxembl. B kauecTBe cekpera S
NPUHATH KOJ 1-0if OyKBBI CBOEH (haMHITH COTIACHO €€ MOJIOKEHHIO B adaBuTe.

[Ipu odopmiueHnn oTyeTa HEOOXOOUMO MPHUBECTH HCXOAHBIC JaHHBIE MW TaONMIBL, CoOAepKallue
IIOCJIEI0BATENBHOCTD BBIIIOJHEHUS IIPOTOKOJIOB.

3ananus AJ51 CAMOCTOSITEILHOI padoThI.

1. [Inst gero HEOOXOAMMO MPUMEHEHHE MHU(DPOBAHUS C OTKPBITHIM KIFOYOM B TAMHBIX MHOTOCTOPOHHHUX
BBEIYUCIICHUIX ?

2. Yto o3Ha4aeT (m, n)—MOPOroBas cxema pa3/ieleHus CeKpeTa.
3. HazHaueHne MHTEPIOIALMOHHOIO NoIMHOMa Jlarpanxa.
4. CymHOCTh KHTANCKOW TeOpEeMbI 00 OCTaTKax.

Tema 19. Hexotopble cBeeHus U3 Teopuii aaropurmon u yuces (OIIK-5)
Jlekumus.

CH0XHOCTh AJITOPUTMOB, IIPOCTHIC YHCJIa, PA3JIOKCHHUEC 4YHCIa Ha IMPOCTBIC COMHOXHUTCIHU, HAXOXICHHC

HAYaJbHOTO CITMCKA MPOCTHIX YHCE, TCCTHPOBAHHE YKCIA HAa MPOCTOTY, OIMpPEICICHHE HaMOOJBIIETO
00IIEro IenuTes.

JlaboparopHbie padoThbI.
1. Kaxkoii mporiecc 0ObIMHO BBITIOJHAETCS TMOCIIEe CO3IaHusI ceaHcoBoro kitoda DES?
A. Tlognucanue Kiroua
B. [lepenaua kimtoya Ha XpaHeHUE TpeThelt cTopoHe (key escrow)
C. Knacrepuzauus kiroda
D. O6meH kimrouoM

2. CKOJBKO IIMKJIOB MEPECTAHOBKH U 3aMellleHus BbinoaHseTr DES?
A. 16

B. 32
C. 64
D. 56

3. Urto M3 mMepeuucIeHHOrO HIDKE SIBISETCS MpPaBUIBHBIM YTBEP)KICHHEM B OTHOLICHUM MIM(POBAHUA
JAHHBIX, BBHITIOJIHSIEMOTO C IO UX 3aIIUTHI?

A. OHO ofecrnieunBaeT MPOBEPKY MEJIOCTHOCTH M MPABHILHOCTHU TaHHBIX

B. Ono TpebyeT BHUMATEIFHOTO OTHOIICHHUS K MPOLIECCy YIPABICHUS KIIIOYaMU
C. OHo He TpebyeT OOJBIIOTO KOJTMYECTBA CUCTEMHBIX PECYPCOB

D. OHo TpeOyeT nepenayn Kiroua Ha XpaHeHHUE TpeThel cTopoHe (escrowed)

4. Kak Ha3pIBaeTCsl CHUTyalusi, B KOTOPOW IMPH HCIOIb30BAHUU PA3UYHBIX KIIOYEeH IS MHPPOBAHUS
OJTHOTO U TOTO K€ COOOIIEHUS B pe3yJIbTaTe MOMy4aeTcsl OAWH U TOT K€ MH(PPOTeKcT?
A. Komnnsus

B. XsmmpoBanue
C.MAC

D. Knacrepuzamus kiroueit

5. YTo 13 MepeyncIeHHOT0 HIKE SIBIIIETCA ONpeesieHneM GakTopa Tpyao3arpar AJis airoputma?
A. Bpewms 3ammdpoBanus U pacin@poBaHusi OTKPHITOTO TEKCTa
B. Bpewms, koTopoe 3aiiMeT B3j10M MU(POBaAHUS
C. Bpewmsi, KOTOpoe 3aHUMAET BBHIMOIHEHUE 16 IIUKIOB MpeoOpa3oBaHUA
D. Bpems, koTopoe 3aHUMAET BhITIOJHEHNE (DYHKIIUA ITOICTAaHOBKH
3ananus AJ51 CAMOCTOSITeILHOI padoThI.
1. [la#iTe kmaccuukaiuio aropuTMOB B COOTBETCTBHH C MX BPEMEHHOMN CII0KHOCTBIO.



2. B yeM cyTh OCHOBHOI1 TeopeMbl apupMETUKH?
3. Omumute Meton akropuzanuu depma.

4. OnumuTe anropuT™ perrera Iparochena.

5. B yeM cyTb Tecta @epma Ha MPOCTOTY YUCIIA.
6. Onumure anroput™ EBkina.

7. IlpuBeaute cooTHolIeHUE besy.

8. OnumuTe pacuMpeHHbI anroput™M EBkinaa.

Tema 20. OcnoBbl kpunrToanaausa (OIIK-5)
Jleknus.

VYrpo3bl 0€30MacHOCTH TPH MCIOJIB30BAHWUU KpUINTOrpaduu, OOLIMe CBEICHHUS O KpPUIITOAHAIIU3E,
Pa3HOBUHOCTH aTaK Ha KPUITOCUCTEMBI.
JlaboparopHbie padoThbI.

1. Yto siBnsieTcsl OCHOBHOM LIEJBIO UCIIOIB30BAHUS OJTHOCTOPOHHETO X3IINPOBAHUS AP0 NOJIb30BaATENs?
A. Dto cHUXKaeT TpeOyeMblil 00beM AMCKOBOTO MPOCTPAHCTBA JIJISl XPAHSHHUS MTAPOJIS TOIH30BATEIIS

B. Oto npenoTBpaiiaeT 03HaKOMJIEHHE KOTO-TMO0 C OTKPBITHIM TEKCTOM MapOJIst

C. D10 no3BossieT u30exaTh U30BITOUHON 00pabOTKH, TPeOyeMOi ACHMMETPUYHBIM aJTOPUTMOM

D. Orto npenorBpamaet ataku rmosTopa (replay attack)

2. Kakoil U3 nepeunciaeHHbIX HUKE aJITOPUTMOB OCHOBAaH Ha CIIOKHOCTH Pa3jokKeHHs OOJBIIMX YHMCEN Ha
JIBA UCXO/IHBIX MTPOCTHIX COMHOKUTENS?

A.ECC
B. RSA
C. DES
D. Tuddu-Xennman

3. YTo M3 NepeuncIeHHOr0 HUXKE OMUCHIBAET pasHULy Mexay anroputMamMu DES u RSA?

A. DES — 310 cummeTpuuHbIi anroput™M, a RSA — acuMMeTpudHbIi

B. DES — 310 acummeTpuuHbIi anroput™, a RSA — cumMeTpuuHsIii

C. OHu 006a SBISAIOTCS aNTopuTMaMu X3mupoBanus, HO RSA renepupyet 160-0uTHbIC 3HAUCHUS XdIIIa
D. DES renepupyet OTKpBITBIN U 3aKpPBITHIA KiTt0un, a RSA BeInonHsAeT mudpoBaHue cooOeHni

4. Kakoll W3 IEpPEUUCIICHHBIX HMIKE aJrOPUTMOB HCIOJB3YET CHUMMETPUYHBIA KIIOY U aITOPUTM
X3LIUPOBaHUs?

A. HMAC

B. 3DES

C. ISAKMP-OAKLEY
D. RSA

5. TeHepamusi KiIO4e#, I KOTOPOM MCIOJIB3YIOTCS CiIydailHble 3HAa4€HUsA, Ha3biBaeTcs DyHKIUEH

reHepanun kinrouei (KDF). Kakue 3HaueHus: 00BIYHO HE WCIIONB3YIOTCS TIPH 3TOM B MPOIIECCE TeHepaIuu
KJIrouen?

A. Xomm

B. AcumMmeTpuuHbie 3HaYEHUS
C. Conp

D. [Taponu

3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.

1. IlepeuncnuTe OCHOBHBIE YTPO3bl O€30MACHOCTHU MPHU HCIIOIB30BAHUN KPUIITOIPAPUIECKHX CHCTEM.
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2. [lepeuncnute OCHOBHBIE PA3HOBUIHOCTH aJaITUBHON aTaky C BBIOOPOM OTKPBITOTO TEKCTA.

Tema 21. Creranorpagus (OIIK-5)
Jlexknus.
OO0u1me cBeeHus, KJIACCHUECKasi CTeraHorpadusi, KOMIbIOTEpHast cTeraHorpagusi.
JlaGopaTopHbie padoThbI.

1) Anst 3ananHorO (haiina He0OXOAUMO ONPEAEIUTH CKPHITOE COOOIIEHUE U UCTIONIb30BaHHBIN METOJ €ro
CTEraHOTPaPUUECKOTO COKPBITHSL.

2) Cnoco0sl popmMaTupoBaHusi CHMBOJIOB, TPUMEHSIEMEBIE JJIsI CEKPETHBIX COOOIICHUN (CUMBOJIOB I[EIMKOM,
HYJIEW WU €UHULL):

- IBET CUMBOJIOB;

- BeT ¢oHa;

- pazmep mpudra;

- MacmTad mpudra;

- ME@KCUMBOJILHBIN WHTEPBAI.

3) [IpuMeHsieMbie TBOMYHBIC KOJUPOBKH CUMBOJIOB:

- 6e3 KOIMPOBKH;

- kox bomo (MTK-2);

- KON-8R;

- cp866;

- Windows 1251.

4) BapuaHTbl MHIWBUIYATBHBIX 33JJaHUN (BEIOMPAIOTCSI COTJIACHO HOMEPY B JKypHAJIe).

B kadecTBe TEKCTOB UCTIOIB30BaHbI CTUXU ATHHS bapTo, CEKpEeTHBIX COOOIIEHUH — STIOHCKUE TTOCIOBHUIIBI U
IIOrOBOPKH.

5) Otyer no naboparopHO paboTe JOIKEH COACPKATh!

- (pparMeHT cTHXa, COMEPKAIINI CEKPETHOE COOOIICHHE:

- C IOAYEPKUBAHUEM CUMBOJIOB, COOTBETCTBYIOIINX €IMHULIAM (BMECTO BBIJCIICHHUS KPACHBIM IIBETOM);
- ¢ OUTOBBIMH CTPOKAMH;

- C CHMBOJIaMHU CEKPETHOTO COOOIIECHUS;

- BeIBOAI (Hampumep, «B daiine «variantO1.docx», ckpeita ¢paza «Oaua 60T 3a0BLT - APYTOM TTOMOXKET.»
MOCPEICTBOM HMCIOJIb30BAHUSI KOAUPOBKHU cp866 M pa3zMepa CUMBOJIOB: ISl HyJed — l4nr, mis equuui —
14.51T»).

3anaHus AJ51 CAMOCTOSITEILHOI padoThI.
1. ITepeuniciintTe OCHOBHBIE METOJIBI KIIACCHUECKON cTeraHorpaduu 1 JaiTe UM XapaKTePUCTHUKY.
2. B kakux Leisx NPUMEHSETCsl KOMITbIOTepHas cTeraHorpagus?
3. OnumuTe METol COKPHITHSI HH(POPMAIIUK ¢ TMOIIIBI0 TOTOKOB NTFS.
4. 3a cueT 4ero JOCTUTAETCS COKPBITHE MH(POPMALIMH B ayIuo- U Bujeodaiiiax?

Tema 22. Konupoanune nngopmanun (OIIK-5)
Jlexknus.
OOu1re cBeeHus, 0OLIETOCTYIHbBIE U CEKPETHBIE KOIOBBIE CUCTEMBI, HOMEHKJIATOPHI.
JlaGopaTopHbie padoThbI.
B naGoparopHoii paboTe He0OXOAUMO MPEICTABUTH!
- IEPBBIX TPU YHUCJIA B IPSIMOM, OOPAaTHOM U JOIOJIHUTEIBHOM JBOMYHOM KOJIE;

- YeTBEpPTOE YMUCJIO B JIBOMYHOM (hopmare C IUIABAIOIICH 3arsITOM, BKJIIOYAIOIIEM 3HAKU MOpSAAKa M
MaHTHUCCBI. B oTueTe MPUBECTH NCXOJHOE YHUCIO B HOPMAJIM30BAaHHOW HAYyYHOM 3aIllMCHU 110 OCHOBAHMIO 2 U
MOPSI0K TOTY4YEHUs IpOOHOHM YacTH B IBOUYHOM BUJIE;

- SITO€ YUCIIO B IBOMYHOM (popmare oguHapHOH TouHOCTH (single) mo cranmapty IEEE 754.
BapuanTsl 3aanuii BEIOpaTh CONIAaCHO TaONIuUIIE.
3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.
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1. Ha3zoBuTE OCHOBHBIE OTIMYUS KOJOBBIX CUCTEM OT KPUIITOIPAUIECKHX.

2. JlaliTe XapaKTepUCTUKY OOIIEIOCTYITHBIM KOJIOBBIM CUCTEMAaM.

3. Ilepeuncnute OCHOBHBIE CLIOCOOBI 0OecneueH s KOH(PUICHINATBHOCTH HH(POPMALIUU B CEKPETHBIX
KOZIOBBIX CHCTEMaXx.

4. KoHTpO/Ib 3HAHUI 00yYAKOIIMXCS U THIIOBbIE OLIEHOYHbIE CPeACTBA
4.1. Pactipenenenue 6amios:

rocemaemMocts — 10 0ayuioB

TEKYILHI KOHTpOb — 70 6amioB

6 cemecTp

KOHTPOJIBHBIE cpe3bl — 3 cpeza: 10 6amnos, 5 6amos, S 6amios

npeMuanbHbie 6amsl — 20 6amioB

Pacripenenenre 6aioB 1mo 3aJaHusIM:

No |HazBanue tembl | @opmbl Max. Mertonuka npoBeJEHUs 3aHITUS U OIIEHKU
Te | /BHUI y4eOHOH |TEKylIero | KOI-BO
MBI paboThI KOHTpoOis | Oamios
/ cpe3sl

1. OCHOBBI Bomnpocs 4 Mertonuka OlEeHKH CaMOTIOATOTOBKH CTYJIEHTOB.

nH(pOpPMAITHOHH TUTS 4 6amia cTaBsTCS TOTA, KOT/a:

oif camoroar * CTyzneHT cBOOOIHO MMPUMEHSIET 3HAHUS Ha MPAKTHKE;
0€30MacHOCTH M | OTOBKH * He nomyckaeT ommO0K B BOCIIPOU3BEICHUHN H3YYEHHOTO MaTepraa;
3aIIUTHI * CTy#eHT BBIIEINSCT IIaBHBIC MTOJIOKEHHS B M3YYEHHOM MaTepHale
uH(pOpMAaIIH He 3aTPyAHSETCA B OTBETAaX Ha BUJOW3MEHEHHBIE BOTIPOCHI;

* CTyneHT ycBanBaeT BeCh 00bEM IMMPOTPAMMHOTO Marepuraa.

1 Gaut cTaBsTCs TOTNA, KOTIA!

* CTy/IeHT 3HaeT BeCh U3yUCHHBIN MaTepualr;

* OTBedaer 6e3 0COOBIX 3aTPyAHEHUI Ha BOIPOCHI MPEIOIaBaTES;

* CTy/IeHT yMeeT NPUMEHSTH ITOJyYCHHbIC 3HAHHS Ha TPAKTHKE;

* B ycIIOBHBIX OTBETax HE JOMYCKAeT CEPhE3HBIX OMIMOOK, JIETKO
yCTpaHsieT OIpeIeIICHHbIE HETOYHOCTH C TIOMOIIBIO JIOTIOTHUTEIBHBIX
BOIIPOCOB TPETIO/IABATENS.

0,1 6am cTaBUTCS TOTAA, KOI/a:

e CrymeHT O0OHapy)XMBacT OCBOCHHE OCHOBHOTO MaTepuajia, HO
WCTIBITHIBACT 3aTpyTHCHUSI npu ero CaMOCTOSITEIILHOM
BOCTIPOM3BEJICHUU W TpeOyeT JIOMONHHUTEIBHBIX JOTOTHSOIIIX
BOIIPOCOB TPETIOIABATEIIS;

* [IpeanounTaet oTBEYaTh Ha BOMPOCH! BOCIIPOU3BOIISIIETO XapaKTepa
W WUCTBITHIBACT 3aTPYJHEHUS TPU OTBETAX HA BOCIPOHM3BOJSIINEC
BOTIPOCHI.

Bann He HauncnsieTcs Torna, Korna:

* YV CTylIeHTa UMEIOTCS OTJEeNbHBIE MPEACTaBICHUsI 00 M3ydyaeMoM
Marepuaie, Ho Bce, ke OOJbINas 4acTh He YCBOCHA.




UcTopus

Kpunrorpadpuu

Bormpocsr
IS
camornonr
OTOBKH

MeTonuka OIleHKH CaMOIOATOTOBKHU CTYICHTOB.

4 Gaja cTaBATCA TOrIA, KOraa:

* CTyeHT CBOOOIHO MTPUMEHSIET 3HAHUS Ha MTPAKTHKE;

* He nomyckaet ommO0OK B BOCIIPOU3BEJCHIH N3yYCHHOTO MaTepHaa;
* CTyaeHT BBIICISICT IIaBHBIC MOJIOKEHUS B U3yUEHHOM MaTepuaie u
HE 3aTPYAHSIETCS B OTBETaX HA BUJOU3MEHEHHBIE BOIIPOCHI,

* CTyJIeHT yCBaWBaeT BECh 00bEM MPOrPaMMHOIO MaTepHara.

1 6ami cTaBsITCS TOrIa, KOrua:

* CTyZIeHT 3HAeT BeCh U3yUCHHBIN Marepua;

» OtBeuaeT 6e3 0COOBIX 3aTPyJHEHHI HA BOIIPOCHI MPENOAaBaTENs;

* CTyeHT yMeeT IPUMEHATD MOyYCHHBIC 3HAHUS Ha MPAKTUKE;

* B yclOBHEIX OTBETax HE JOMYCKAaeT CEPhE3HBIX OIIMOOK, JIETKO
YCTPAHSIET ONpPEACICHHbIE HETOYHOCTH C MOMOILBIO TOMOTHUTEIBHBIX
BOIIPOCOB MPEIOiaBaTesl.

0,1 Oam1 cTaBUTCS TOrAa, KOLIa:

* CrymeHT oOHapyXuMBaeT OCBOCHHE OCHOBHOTO Marepuayia, HO
HCIIBITHIBACT 3aTpyAHCHUS npu ero CaMOCTOSATEILHOM
BOCIIPOU3BEJCHNM U TpeOyeT MOTOIHUTEIBHBIX JIOMOIHSIONINX
BOIIPOCOB TMPEMOIABATENS;

* [IpenqnouuTaeT OTBEYaTh Ha BOMPOCHI BOCIIPOU3BOIAILETO XapaKTepa
Y UCHBITHIBACT 3aTPYyJHEHUS OpPU OTBETaX Ha BOCIPOU3BOJSLIUE
BOIPOCHL.

Bamr He HauncisgeTcs Tornaa, Korna:

* YV cTyneHTa MMEIOTCS OTHACIbHBIC MPEICTABICHUS 00 M3y4aeMOM
Marepuaie, Ho BCe, Jke OOJbIas 4acTh He yCBOCHA.

OcHOBHBIE
TEPMHHBI U

OTIPEICIICHHSL.
Kiraccudukanus

¢ poB

Bomnpocs
TUTST
camoroar
OTOBKH

Merto/viKa OIIEHKH CaMOTIOTOTOBKH CTY/ICHTOB.

3 Gajia cTaBATCA TOINA, KOoria:

* CtyneHT cBOOOTHO MPUMEHSET 3HAHUS Ha TPAKTHKE;

* He nomyckaer ommboK B BOCIIPOU3BEJCHUN H3yYEHHOTO MaTepHara;
* CTylIeHT BbIICTISICT TIaBHBIEC TIOJIOKEHUSI B U3YYCHHOM MarepHase
HE 3aTPYJHSETCS] B OTBETaX Ha BHJOU3MEHECHHBIC BOITPOCHL;

* CTyneHT ycBanBaeT BeCh 00bEM IMPOTPAMMHOTO Marepuraa.

1 Gaut cTaBsTCs TOTNA, KOT/A!

* CTy/IeHT 3HaeT BeCh U3yUCHHBIN MaTepualr;

* OTBevaer 6e3 0COOBIX 3aTPyAHEHUI Ha BOIPOCHI MPEIOIaBaTES;

* CTy/IeHT yMeeT PUMEHSTH IMOJyYCHHbIC 3HAHHS Ha MTPAKTHKE;

* B ycIIOBHBIX OTBETax HE JOMYCKAeT CEPhE3HBIX OMIMOOK, JIETKO
yCTpaHsieT OIpeICIICHHbIE HETOYHOCTH C TIOMOIIBIO JIOTIOTHUTETBHBIX
BOIIPOCOB TPETIO/IABATENS.

0,1 6am1 cTaBUTCS TOTAA, KOI/A:

e CrymeHT O0OHapy)XMBacT OCBOCHHE OCHOBHOTO MaTepuajia, HO
WCTIBITHIBACT 3aTpyTHCHHUSI npu ero CaMOCTOSITEITLHOM
BOCTIPOM3BEJICHUU W TpeOyeT JIOMONHHUTEIBHBIX JOMOTHSOIIIX
BOIIPOCOB TPETIOIABATEIIS;

* [IpeanounTaet oTBEYaTh Ha BOMPOCH! BOCIIPOU3BOJISIIETO XapaKTepa
W UCTBITHIBACT 3aTPYJHEHUS TpPU OTBETAX HA BOCIPOHM3BOJSIINEC
BOTIPOCHI.

Bann He HauncnsieTcs Torna, Korna:

* YV CTyleHTa UMEIOTCS OTJENIbHBIE MPEACTaBICHUsT 00 M3ydyaeMoM
Marepuae, Ho Bce, ke OOJbINas 4acTh He YCBOCHA.

TecTupon

aHue(KOoH

TPOJIBLHBI
i cpe3)

10

TectupoBanne mnoapazymeBaeT 10 BompocoB. 3a
TECTUPOBAHUS BBICTABIISIOTCS CIEAYIONINE OaJLTbI:
-90 % - 10 6ammoB;

-65 % - 5 6ann0B;

- 50 % - 2 6anna;

- menee 50 % - 6at He HAYKCIIIETCS.

MMPOXOXKACHUC
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[udpsr
3aMEHBI

Bormpocsr
IS
caMoInoAr
oroBku/Jla
OopaTtopHa
s paboTa

MerToauKa OLIEHKH CaMOTIOATOTOBKH CTY/ICHTOB.

3 Ganua craBsATCS TOTIA, KOTIA:

* CTyzneHT cBOOOAHO MPUMEHSET 3HAHUS Ha TIPAKTUKE;

* He nmomyckaet ommboK B BOCIPOM3BEICHUH N3yYECHHOTO MaTepuana;
* CTyaeHT BbIIENACT [JIaBHBIE MOMOXKEHHUS B M3yUEHHOM Marepuanie U
HE 3aTPyIHSETCS B OTBETAX HA BUJOU3MEHEHHBIC BOIIPOCHL;

 CTyzeHT ycBauBaeT BeCh 00bEM MPOrpaMMHOTO MaTepHara.

1 Gann craBsTCs TOTHA, KOTIA!

 CTyzeHT 3HaeT BeCh U3yUeHHBIH MaTepHal;

* OTBeyaeT 6e3 0COOBIX 3aTPYIHEHHUI Ha BOTIPOCHI MPEIoaBaTels;

* CTyzeHT yMeeT IPUMEHSTh MOJTy4YeHHbIE 3HAHUS Ha IPAKTHKE;

* B ycnoBHBIX OTBeTax HE [OMYCKAaeT CEPhE3HBIX OIIMOOK, JIETKO
yCTpaHseT ONpeAeTICHHbIE HETOYHOCTH C IOMOUIBIO TOTIOTHUTENBHBIX
BOIIPOCOB MPETIOABATENS.

0,5 Oata cTaBUTCA TOIIA, KOraa:

* CrymeHT OOHapy)XHBaeT OCBOCHHE OCHOBHOIO Marepuana, HO
UCTIBITHIBAET 3aTpyAHEHUS npu ero CaMOCTOSITETEHOM
BOCTIPOM3BEIACHUH W TpeOyeT IOMOJHHUTEIBHBIX —JOMOJHSIOIINX
BOIIPOCOB TMPETOIABATEIIS;

* [IpeamounTaer oTBeYaTs Ha BONIPOCH! BOCIIPOU3BOISIIETO XapaKTepa
W UCHBITHIBACT 3aTPyJHEHHUS MpPU OTBETAX Ha BOCHPOH3BOAALINE
BOIIPOCHI.

Bann He Hauncnsercs Toraa, Korna:

* V cTyaeHTa UMEIOTCSl OTACIbHBIE HpEeACTaBICHUs 00 H3ydaeMoM
Marepuaie, Ho Bce, ke OO0JbIlasi 4acTh He yCBOEHA.

OCHOBHBIMH KPHUTEPHSMH OLICHKH BBIOJHEHHOH CTYIEHTOM |
MPEACTaBICHHON I TPOBEPKU PaOOTHI SIBISIOTCS:

1. CremeHb COOTBETCTBHSI BBHINOJHEHHOTO 3aJaHUSl TOCTaBICHHBIM
TpeOOBaHUM;

2. CTpyKTypupoOBaHHiE 1 KOMMEHTUPOBAaHUE J1a00paTOpHOU pabOTHI;

3. YHUKaNbHOCTD BHINIOTHEHUE paboThl (OTIUYKE OT PaboT KOJIET);

4. YenemHble OTBETHI HAa KOHTPOJIbHBIE BOIIPOCHL.

«5 GamnoB» - oopMIICHHE COOTBETCTBYET TPeOOBAHUSIM, KPUTEPHU
BBIJIEPKaHbI, 3alIUTa BCETO MEPEYHS KOHTPOJIBHBIX BOTIPOCOB.

«3 Oamna» - odopmileHHE COOTBETCTBYET TpPeOOBAaHUSIM, KPUTEPHUU
BBIJIEPKaHBbI, 3a1IUTa TOIBKO 80 % KOHTPOJIBHBIX BOTIPOCOB.

«1 OGamm» - odopmieHHE COOTBETCTBYET TpPeOOBaHMSIM, KPUTEPHH
BBIJIEPKaHBbI, 3aIIUTa TOIBKO 61 % KOHTPOJIBHBIX BOIIPOCOB.

Bann we wHaumcnsercs, ecim oQopmieHHE HE COOTBETCTBYET
TpeOOBaHUSAM, KpPUTEpUH HE BBLACP)KAHBI, 3ammra MmeHee 61 %
KOHTPOJIHBIX BOTIPOCOB.
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[udpsr

MepeCTaHOBKU

Bormpocsr
IS
caMoInoAr
oroBku/Jla
OopaTtopHa
s paboTa

MerToauKa OLIEHKH CaMOTIOATOTOBKH CTY/ICHTOB.

3 Ganua craBsATCS TOTIA, KOTIA:

* CTyzneHT cBOOOAHO MPUMEHSET 3HAHUS Ha TIPAKTUKE;

* He nmomyckaet ommboK B BOCIPOM3BEICHUH N3yYECHHOTO MaTepuana;
* CTyaeHT BbIIENACT [JIaBHBIE MOMOXKEHHUS B M3yUEHHOM Marepuanie U
HE 3aTPyIHSETCS B OTBETAX HA BUJOU3MEHEHHBIC BOIIPOCHL;

 CTyzeHT ycBauBaeT BeCh 00bEM MPOrpaMMHOTO MaTepHara.

1 Gann craBsTCs TOTHA, KOTIA!

 CTyzeHT 3HaeT BeCh U3yUeHHBIH MaTepHal;

* OTBeyaeT 6e3 0COOBIX 3aTPYIHEHHUI Ha BOTIPOCHI MPEIoaBaTels;

* CTyzeHT yMeeT IPUMEHSTh MOJTy4YeHHbIE 3HAHUS Ha IPAKTHKE;

* B ycnoBHBIX OTBeTax HE [OMYCKAaeT CEPhE3HBIX OIIMOOK, JIETKO
yCTpaHseT ONpeAeTICHHbIE HETOYHOCTH C IOMOUIBIO TOTIOTHUTENBHBIX
BOIIPOCOB MPETIOABATENS.

0,5 Oata cTaBUTCA TOIIA, KOraa:

* CrymeHT OOHapy)XHBaeT OCBOCHHE OCHOBHOIO Marepuana, HO
UCTIBITHIBAET 3aTpyAHEHUS npu ero CaMOCTOSITETEHOM
BOCTIPOM3BEIACHUH W TpeOyeT IOMOJHHUTEIBHBIX —JOMOJHSIOIINX
BOIIPOCOB TMPETOIABATEIIS;

* [IpeamounTaer oTBeYaTs Ha BONIPOCH! BOCIIPOU3BOISIIETO XapaKTepa
W UCHBITHIBACT 3aTPyJHEHHUS MpPU OTBETAX Ha BOCHPOH3BOAALINE
BOIIPOCHI.

Bann He Hauncnsercs Toraa, Korna:

* V cTyaeHTa UMEIOTCSl OTACIbHBIE HpEeACTaBICHUs 00 H3ydaeMoM
Marepuaie, Ho Bce, ke OO0JbIlasi 4acTh He yCBOEHA.

OCHOBHBIMH KPHUTEPHSMH OLICHKH BBIOJHEHHOH CTYIEHTOM |
MPEACTaBICHHON I TPOBEPKU PaOOTHI SIBISIOTCS:

1. CremeHb COOTBETCTBHSI BBHINOJHEHHOTO 3aJaHUSl TOCTaBICHHBIM
TpeOOBaHUM;

2. CTpyKTypupoOBaHHiE 1 KOMMEHTUPOBAaHUE J1a00paTOpHOU pabOTHI;

3. YHUKaNbHOCTD BHINIOTHEHUE paboThl (OTIUYKE OT PaboT KOJIET);

4. YenemHble OTBETHI HAa KOHTPOJIbHBIE BOIIPOCHL.

«5 GamnoB» - oopMIICHHE COOTBETCTBYET TPeOOBAHUSIM, KPUTEPHU
BBIJIEPKaHbI, 3alIUTa BCETO MEPEYHS KOHTPOJIBHBIX BOTIPOCOB.

«3 Oamna» - odopmileHHE COOTBETCTBYET TpPeOOBAaHUSIM, KPUTEPHUU
BBIJIEPKaHBbI, 3a1IUTa TOIBKO 80 % KOHTPOJIBHBIX BOTIPOCOB.

«1 OGamm» - odopmieHHE COOTBETCTBYET TpPeOOBaHMSIM, KPUTEPHH
BBIJIEPKaHBbI, 3aIIUTa TOIBKO 61 % KOHTPOJIBHBIX BOIIPOCOB.

Bann we wHaumcnsercs, ecim oQopmieHHE HE COOTBETCTBYET
TpeOOBaHUSAM, KpPUTEpUH HE BBLACP)KAHBI, 3ammra MmeHee 61 %
KOHTPOJIHBIX BOTIPOCOB.

TecTupon

aHue(KOoH

TPOJIBLHBI
i cpe3)

TectupoBanne mnoapazymeBaeT 10 BompocoB. 3a MIpPOXOXKAECHUE
TECTUPOBAHUS BBICTABIISIOTCS CIEAYIONINE OaJLTbI:

-90 % - 5 6annoB;

- 65 % - 3 6amna;

- 50 % - 2 6anna;

- MeHee 50 % - 0aT He HAaYHMCIIAeTCS.
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[udpsr
raMMUPOBaHHUS

Bormpocsr
IS
caMoInoAr
oroBku/Jla
OopaTtopHa
s paboTa

MerToauKa OLIEHKH CaMOTIOATOTOBKH CTY/ICHTOB.

3 Ganua craBsATCS TOTIA, KOTIA:

* CTyzneHT cBOOOAHO MPUMEHSET 3HAHUS Ha TIPAKTUKE;

* He nmomyckaet ommboK B BOCIPOM3BEICHUH N3yYECHHOTO MaTepuana;
* CTyaeHT BbIIENACT [JIaBHBIE MOMOXKEHHUS B M3yUEHHOM Marepuanie U
HE 3aTPyIHSETCS B OTBETAX HA BUJOU3MEHEHHBIC BOIIPOCHL;

 CTyzeHT ycBauBaeT BeCh 00bEM MPOrpaMMHOTO MaTepHara.

1 Gann craBsTCs TOTHA, KOTIA!

 CTyzeHT 3HaeT BeCh U3yUeHHBIH MaTepHal;

* OTBeyaeT 6e3 0COOBIX 3aTPYIHEHHUI Ha BOTIPOCHI MPEIoaBaTels;

* CTyzeHT yMeeT IPUMEHSTh MOJTy4YeHHbIE 3HAHUS Ha IPAKTHKE;

* B ycnoBHBIX OTBeTax HE [OMYCKAaeT CEPhE3HBIX OIIMOOK, JIETKO
yCTpaHseT ONpeAeTICHHbIE HETOYHOCTH C IOMOUIBIO TOTIOTHUTENBHBIX
BOIIPOCOB MPETIOABATENS.

0,5 Oata cTaBUTCA TOIIA, KOraa:

* CrymeHT OOHapy)XHBaeT OCBOCHHE OCHOBHOIO Marepuana, HO
UCTIBITHIBAET 3aTpyAHEHUS npu ero CaMOCTOSITETEHOM
BOCTIPOM3BEIACHUH W TpeOyeT IOMOJHHUTEIBHBIX —JOMOJHSIOIINX
BOIIPOCOB TMPETOIABATEIIS;

* [IpeamounTaer oTBeYaTs Ha BONIPOCH! BOCIIPOU3BOISIIETO XapaKTepa
W UCHBITHIBACT 3aTPyJHEHHUS MpPU OTBETAX Ha BOCHPOH3BOAALINE
BOIIPOCHI.

Bann He Hauncnsercs Toraa, Korna:

* V cTyaeHTa UMEIOTCSl OTACIbHBIE HpEeACTaBICHUs 00 H3ydaeMoM
Marepuaie, Ho Bce, ke OO0JbIlasi 4acTh He yCBOEHA.

OCHOBHBIMH KPHUTEPHSMH OLICHKH BBIOJHEHHOH CTYIEHTOM |
MPEACTaBICHHON I TPOBEPKU PaOOTHI SIBISIOTCS:

1. CremeHb COOTBETCTBHSI BBHINOJHEHHOTO 3aJaHUSl TOCTaBICHHBIM
TpeOOBaHUM;

2. CTpyKTypupoOBaHHiE 1 KOMMEHTUPOBAaHUE J1a00paTOpHOU pabOTHI;

3. YHUKaNbHOCTD BHINIOTHEHUE paboThl (OTIUYKE OT PaboT KOJIET);

4. YenemHble OTBETHI HAa KOHTPOJIbHBIE BOIIPOCHL.

«5 GamnoB» - oopMIICHHE COOTBETCTBYET TPeOOBAHUSIM, KPUTEPHU
BBIJIEPKaHbI, 3alIUTa BCETO MEPEYHS KOHTPOJIBHBIX BOTIPOCOB.

«3 Oamna» - odopmileHHE COOTBETCTBYET TpPeOOBAaHUSIM, KPUTEPHUU
BBIJIEPKaHBbI, 3a1IUTa TOIBKO 80 % KOHTPOJIBHBIX BOTIPOCOB.

«1 OGamm» - odopmieHHE COOTBETCTBYET TpPeOOBaHMSIM, KPUTEPHH
BBIJIEPKaHBbI, 3aIIUTa TOIBKO 61 % KOHTPOJIBHBIX BOIIPOCOB.

Bann we wHaumcnsercs, ecim oQopmieHHE HE COOTBETCTBYET
TpeOOBaHUSAM, KpPUTEpUH HE BBLACP)KAHBI, 3ammra MmeHee 61 %
KOHTPOJIHBIX BOTIPOCOB.
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KsanroBoe
mmdpoBaHue

Bormpocsr
IS
camornonr
OTOBKH

MeTonuka OIleHKH CaMOIOATOTOBKHU CTYICHTOB.

5 Gajia cTaBATCA TOrIa, KOraa:

* CTyeHT CBOOOIHO MTPUMEHSIET 3HAHUS Ha MTPAKTHKE;

* He nomyckaet ommO0OK B BOCIIPOU3BEJCHIH N3yYCHHOTO MaTepHaa;
* CTyaeHT BBIICISICT IIaBHBIC MOJIOKEHUS B U3yUEHHOM MaTepuaie u
HE 3aTPYAHSIETCS B OTBETaX HA BUJOU3MEHEHHBIE BOIIPOCHI,

* CTyJIeHT yCBaWBaeT BECh 00bEM MPOrPaMMHOIO MaTepHara.

1 6ami cTaBsITCS TOrIa, KOrua:

* CTyZIeHT 3HAeT BeCh U3yUCHHBIN Marepua;

» OtBeuaeT 6e3 0COOBIX 3aTPyJHEHHI HA BOIIPOCHI MPENOAaBaTENs;

* CTyeHT yMeeT IPUMEHATD MOyYCHHBIC 3HAHUS Ha MPAKTUKE;

* B yclOBHEIX OTBETax HE JOMYCKAaeT CEPhE3HBIX OIIMOOK, JIETKO
YCTPAHSIET ONpPEACICHHbIE HETOYHOCTH C MOMOILBIO TOMOTHUTEIBHBIX
BOIIPOCOB MPEIOiaBaTesl.

0,5 Oata cTaBUTCA TOIIA, KOraa:

* CrymeHT oOHapyXuMBaeT OCBOCHHE OCHOBHOTO Marepuayia, HO
HCIIBITHIBACT 3aTpyAHCHUS npu ero CaMOCTOSATEILHOM
BOCIIPOU3BEJCHNM U TpeOyeT MOTOIHUTEIBHBIX JIOMOIHSIONINX
BOIIPOCOB TMPEMOIABATENS;

* [IpenqnouuTaeT OTBEYaTh Ha BOMPOCHI BOCIIPOU3BOIAILETO XapaKTepa
Y UCHBITHIBACT 3aTPYyJHEHUS OpPU OTBETaX Ha BOCIPOU3BOJSLIUE
BOIPOCHL.

Bamr He HauncisgeTcs Tornaa, Korna:

* YV cTyneHTa MMEIOTCS OTHACIbHBIC MPEICTABICHUS 00 M3y4aeMOM
Marepuaie, Ho BCe, Jke OOJbIas 4acTh He yCBOCHA.
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KomOunuposan
HBIE IUQPHI

Bormpocsr
IS
caMoInoAr
oroBku/Jla
OopaTtopHa
s paboTa

MerToauKa OLIEHKH CaMOTIOATOTOBKH CTY/ICHTOB.

3 Ganua craBsATCS TOTIA, KOTIA:

* CTyzneHT cBOOOAHO MPUMEHSET 3HAHUS Ha TIPAKTUKE;

* He nmomyckaet ommboK B BOCIPOM3BEICHUH N3yYECHHOTO MaTepuana;
* CTyaeHT BbIIENACT [JIaBHBIE MOMOXKEHHUS B M3yUEHHOM Marepuanie U
HE 3aTPyIHSETCS B OTBETAX HA BUJOU3MEHEHHBIC BOIIPOCHL;

 CTyzeHT ycBauBaeT BeCh 00bEM MPOrpaMMHOTO MaTepHara.

1 Gann craBsTCs TOTHA, KOTIA!

 CTyzeHT 3HaeT BeCh U3yUeHHBIH MaTepHal;

* OTBeyaeT 6e3 0COOBIX 3aTPYIHEHHUI Ha BOTIPOCHI MPEIoaBaTels;

* CTyzeHT yMeeT IPUMEHSTh MOJTy4YeHHbIE 3HAHUS Ha IPAKTHKE;

* B ycnoBHBIX OTBeTax HE [OMYCKAaeT CEPhE3HBIX OIIMOOK, JIETKO
yCTpaHseT ONpeAeTICHHbIE HETOYHOCTH C IOMOUIBIO TOTIOTHUTENBHBIX
BOIIPOCOB MPETIOABATENS.

0,5 Oata cTaBUTCA TOIIA, KOraa:

* CrymeHT OOHapy)XHBaeT OCBOCHHE OCHOBHOIO Marepuana, HO
UCTIBITHIBAET 3aTpyAHEHUS npu ero CaMOCTOSITETEHOM
BOCTIPOM3BEIACHUH W TpeOyeT IOMOJHHUTEIBHBIX —JOMOJHSIOIINX
BOIIPOCOB TMPETOIABATEIIS;

* [IpeamounTaer oTBeYaTs Ha BONIPOCH! BOCIIPOU3BOISIIETO XapaKTepa
W UCHBITHIBACT 3aTPyJHEHHUS MpPU OTBETAX Ha BOCHPOH3BOAALINE
BOIIPOCHI.

Bann He Hauncnsercs Toraa, Korna:

* V cTyaeHTa UMEIOTCSl OTACIbHBIE HpEeACTaBICHUs 00 H3ydaeMoM
Marepuaie, Ho Bce, ke OO0JbIlasi 4acTh He yCBOEHA.

OCHOBHBIMH KPHUTEPHSMH OLICHKH BBIOJHEHHOH CTYIEHTOM |
MPEACTaBICHHON I TPOBEPKU PaOOTHI SIBISIOTCS:

1. CremeHb COOTBETCTBHSI BBHINOJHEHHOTO 3aJaHUSl TOCTaBICHHBIM
TpeOOBaHUM;

2. CTpyKTypupoOBaHHiE 1 KOMMEHTUPOBAaHUE J1a00paTOpHOU pabOTHI;

3. YHUKaNbHOCTD BHINIOTHEHUE paboThl (OTIUYKE OT PaboT KOJIET);

4. YenemHble OTBETHI HAa KOHTPOJIbHBIE BOIIPOCHL.

«5 GamnoB» - oopMIICHHE COOTBETCTBYET TPeOOBAHUSIM, KPUTEPHU
BBIJIEPKaHbI, 3alIUTa BCETO MEPEYHS KOHTPOJIBHBIX BOTIPOCOB.

«3 Oamna» - odopmileHHE COOTBETCTBYET TpPeOOBAaHUSIM, KPUTEPHUU
BBIJIEPKaHBbI, 3a1IUTa TOIBKO 80 % KOHTPOJIBHBIX BOTIPOCOB.

«1 OGamm» - odopmieHHE COOTBETCTBYET TpPeOOBaHMSIM, KPUTEPHH
BBIJIEPKaHBbI, 3aIIUTa TOIBKO 61 % KOHTPOJIBHBIX BOIIPOCOB.

Bann we wHaumcnsercs, ecim oQopmieHHE HE COOTBETCTBYET
TpeOOBaHUSAM, KpPUTEpUH HE BBLACP)KAHBI, 3ammra MmeHee 61 %
KOHTPOJIHBIX BOTIPOCOB.
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Mudposanue ¢
OTKPBITBIM
KITIOUOM

Bormpocsr
IS
caMoInoAr
oroBku/Jla
OopaTtopHa
s paboTa

MerToauKa OLIEHKH CaMOTIOATOTOBKH CTY/ICHTOB.

3 Ganua craBsATCS TOTIA, KOTIA:

* CTyzneHT cBOOOAHO MPUMEHSET 3HAHUS Ha TIPAKTUKE;

* He nmomyckaet ommboK B BOCIPOM3BEICHUH N3yYECHHOTO MaTepuana;
* CTyaeHT BbIIENACT [JIaBHBIE MOMOXKEHHUS B M3yUEHHOM Marepuanie U
HE 3aTPyIHSETCS B OTBETAX HA BUJOU3MEHEHHBIC BOIIPOCHL;

 CTyzeHT ycBauBaeT BeCh 00bEM MPOrpaMMHOTO MaTepHara.

1 Gann craBsTCs TOTHA, KOTIA!

 CTyzeHT 3HaeT BeCh U3yUeHHBIH MaTepHal;

* OTBeyaeT 6e3 0COOBIX 3aTPYIHEHHUI Ha BOTIPOCHI MPEIoaBaTels;

* CTyzeHT yMeeT IPUMEHSTh MOJTy4YeHHbIE 3HAHUS Ha IPAKTHKE;

* B ycnoBHBIX OTBeTax HE [OMYCKAaeT CEPhE3HBIX OIIMOOK, JIETKO
yCTpaHseT ONpeAeTICHHbIE HETOYHOCTH C IOMOUIBIO TOTIOTHUTENBHBIX
BOIIPOCOB MPETIOABATENS.

0,5 Oata cTaBUTCA TOIIA, KOraa:

* CrymeHT OOHapy)XHBaeT OCBOCHHE OCHOBHOIO Marepuana, HO
UCTIBITHIBAET 3aTpyAHEHUS npu ero CaMOCTOSITETEHOM
BOCTIPOM3BEIACHUH W TpeOyeT IOMOJHHUTEIBHBIX —JOMOJHSIOIINX
BOIIPOCOB TMPETOIABATEIIS;

* [IpeamounTaer oTBeYaTs Ha BONIPOCH! BOCIIPOU3BOISIIETO XapaKTepa
W UCHBITHIBACT 3aTPyJHEHHUS MpPU OTBETAX Ha BOCHPOH3BOAALINE
BOIIPOCHI.

Bann He Hauncnsercs Toraa, Korna:

* V cTyaeHTa UMEIOTCSl OTACIbHBIE HpEeACTaBICHUs 00 H3ydaeMoM
Marepuaie, Ho Bce, ke OO0JbIlasi 4acTh He yCBOEHA.

OCHOBHBIMH KPHUTEPHSMH OLICHKH BBIOJHEHHOH CTYIEHTOM |
MPEACTaBICHHON I TPOBEPKU PaOOTHI SIBISIOTCS:

1. CremeHb COOTBETCTBHSI BBHINOJHEHHOTO 3aJaHUSl TOCTaBICHHBIM
TpeOOBaHUM;

2. CTpyKTypupoOBaHHiE 1 KOMMEHTUPOBAaHUE J1a00paTOpHOU pabOTHI;

3. YHUKaNbHOCTD BHINIOTHEHUE paboThl (OTIUYKE OT PaboT KOJIET);

4. YenemHble OTBETHI HAa KOHTPOJIbHBIE BOIIPOCHL.

«5 GamnoB» - oopMIICHHE COOTBETCTBYET TPeOOBAHUSIM, KPUTEPHU
BBIJIEPKaHbI, 3alIUTa BCETO MEPEYHS KOHTPOJIBHBIX BOTIPOCOB.

«3 Oamna» - odopmileHHE COOTBETCTBYET TpPeOOBAaHUSIM, KPUTEPHUU
BBIJIEPKaHBbI, 3a1IUTa TOIBKO 80 % KOHTPOJIBHBIX BOTIPOCOB.

«1 OGamm» - odopmieHHE COOTBETCTBYET TpPeOOBaHMSIM, KPUTEPHH
BBIJIEPKaHBbI, 3aIIUTa TOIBKO 61 % KOHTPOJIBHBIX BOIIPOCOB.

Bann we wHaumcnsercs, ecim oQopmieHHE HE COOTBETCTBYET
TpeOOBaHUSAM, KpPUTEpUH HE BBLACP)KAHBI, 3ammra MmeHee 61 %
KOHTPOJIHBIX BOTIPOCOB.

TecTupon

aHue(KOoH

TPOJIBLHBI
i cpe3)

TectupoBanne mnoapazymeBaeT 10 BompocoB. 3a MIpPOXOXKAECHUE
TECTUPOBAHUS BBICTABIISIOTCS CIEAYIONINE OaJLTbI:

-90 % - 5 6annoB;

- 65 % - 3 6amna;

- 50 % - 2 6anna;

- MeHee 50 % - 0aT He HAaYHMCIIAeTCS.
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10.

Xenr-pyHKINHA

Bormpocsr
IS
caMoInoAr
oroBku/Jla
OopaTtopHa
s paboTa

MerToauKa OLIEHKH CaMOTIOATOTOBKH CTY/ICHTOB.

2 GaJia CTaBsITCS TOTAA, KOTIA!

* CTyzneHT cBOOOAHO MPUMEHSET 3HAHUS Ha TIPAKTUKE;

* He nmomyckaet ommboK B BOCIPOM3BEICHUH N3yYECHHOTO MaTepuana;
* CTyaeHT BbIIENACT [JIaBHBIE MOMOXKEHHUS B M3yUEHHOM Marepuanie U
HE 3aTPyIHSETCS B OTBETAX HA BUJOU3MEHEHHBIC BOIIPOCHL;

 CTyzeHT ycBauBaeT BeCh 00bEM MPOrpaMMHOTO MaTepHara.

1 Gann craBsTCs TOTHA, KOTIA!

 CTyzeHT 3HaeT BeCh U3yUeHHBIH MaTepHal;

* OTBeyaeT 6e3 0COOBIX 3aTPYIHEHHUI Ha BOTIPOCHI MPEIoaBaTels;

* CTyzeHT yMeeT IPUMEHSTh MOJTy4YeHHbIE 3HAHUS Ha IPAKTHKE;

* B ycnoBHBIX OTBeTax HE [OMYCKAaeT CEPhE3HBIX OIIMOOK, JIETKO
yCTpaHseT ONpeAeTICHHbIE HETOYHOCTH C IOMOUIBIO TOTIOTHUTENBHBIX
BOIIPOCOB MPETIOABATENS.

0,5 Oata cTaBUTCA TOIIA, KOraa:

* CrymeHT OOHapy)XHBaeT OCBOCHHE OCHOBHOIO Marepuana, HO
UCTIBITHIBAET 3aTpyAHEHUS npu ero CaMOCTOSITETEHOM
BOCTIPOM3BEIACHUH W TpeOyeT IOMOJHHUTEIBHBIX —JOMOJHSIOIINX
BOIIPOCOB TMPETOIABATEIIS;

* [IpeamounTaer oTBeYaTs Ha BONIPOCH! BOCIIPOU3BOISIIETO XapaKTepa
W UCHBITHIBACT 3aTPyJHEHHUS MpPU OTBETAX Ha BOCHPOH3BOAALINE
BOIIPOCHI.

Bann He Hauncnsercs Toraa, Korna:

* V cTyaeHTa UMEIOTCSl OTACIbHBIE HpEeACTaBICHUs 00 H3ydaeMoM
Marepuaie, Ho Bce, ke OO0JbIlasi 4acTh He yCBOEHA.

OCHOBHBIMH KPHUTEPHSMH OLICHKH BBIOJHEHHOH CTYIEHTOM |
MPEACTaBICHHON I TPOBEPKU PaOOTHI SIBISIOTCS:

1. CremeHb COOTBETCTBHSI BBHINOJHEHHOTO 3aJaHUSl TOCTaBICHHBIM
TpeOOBaHUM;

2. CTpyKTypupoOBaHHiE 1 KOMMEHTUPOBAaHUE J1a00paTOpHOU pabOTHI;

3. YHUKaNbHOCTD BHINIOTHEHUE paboThl (OTIUYKE OT PaboT KOJIET);

4. YenemHble OTBETHI HAa KOHTPOJIbHBIE BOIIPOCHL.

«5 GamnoB» - oopMIICHHE COOTBETCTBYET TPeOOBAHUSIM, KPUTEPHU
BBIJIEPKaHbI, 3alIUTa BCETO MEPEYHS KOHTPOJIBHBIX BOTIPOCOB.

«3 Oamna» - odopmileHHE COOTBETCTBYET TpPeOOBAaHUSIM, KPUTEPHUU
BBIJIEPKaHBbI, 3a1IUTa TOIBKO 80 % KOHTPOJIBHBIX BOTIPOCOB.

«1 OGamm» - odopmieHHE COOTBETCTBYET TpPeOOBaHMSIM, KPUTEPHH
BBIJIEPKaHBbI, 3aIIUTa TOIBKO 61 % KOHTPOJIBHBIX BOIIPOCOB.

Bann we wHaumcnsercs, ecim oQopmieHHE HE COOTBETCTBYET
TpeOOBaHUSAM, KpPUTEpUH HE BBLACP)KAHBI, 3ammra MmeHee 61 %
KOHTPOJIHBIX BOTIPOCOB.
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11. [Kpunrorpaduue | Bonpocst 7 MeTonrKka OLlleHKH CaMOTIOATOTOBKH CTYACHTOB.
CKHE TIPOTOKOJBI | JJIs 7 Gayna cTaBATCS TOT/A, KOT/A:
caMoInoAr * CTyeHT CBOOOIHO MTPUMEHSIET 3HAHUS Ha MTPAKTHKE;

OTOBKH * He nomyckaet ommO0OK B BOCIIPOU3BEJCHIH N3yYCHHOTO MaTepHaa;
* CTyZIEeHT BBIICIISACT TJIaBHBIC MTOJIOKEHUS B H3YYCHHOM MaTepualie u
HE 3aTPyAHSETCS B OTBETaX Ha BUJOU3MECHEHHBIC BOTIPOCHI;
* CTyJIeHT yCBaWBaeT BECh 00bEM MPOrPaMMHOIO MaTepHara.
1 Gay cTaBsITCs TOTNIA, KOT/A:
» CTyJICHT 3HaeT BECh U3YUCHHBIN MaTepHal;
» OtBeuaeT 6e3 0COOBIX 3aTPyJHEHHI HA BOIIPOCHI MPENOAaBaTENs;
* CTyJIeHT yMeeT IPUMEHSATh TIOTYYCHHBIC 3HAHUS Ha TIPAKTUKE;
* B yclOBHEIX OTBETax HE JOMYCKAaeT CEPhE3HBIX OIIMOOK, JIETKO
YCTPaHSET OMPE/ICIICHHBIC HETOYHOCTH C IIOMOIIBIO JOMOTHUTEIBHBIX
BOIPOCOB MPENOaBaTesl.
0,1 Oam1 cTaBUTCS TOrAa, KOLIa:
* CrymeHT oOHapyXuMBaeT OCBOCHHE OCHOBHOTO Marepuayia, HO
WCTIBITHIBACT 3aTPYTHCHHUS npu ero CaMOCTOSTEIILHOM
BOCIIPOU3BEJCHNM U TpeOyeT MOTOIHUTEIBHBIX JIOMOIHSIONINX
BOIPOCOB MPETOAABATENS,
* [IpenmounTaet oTBEYaTh Ha BOMPOCHI BOCIIPOU3BOJISIIETO XapaKTepa
Y WCIBITHIBACT 3aTPYJHCHHS TPU OTBETaX Ha BOCHPOU3BOJISIINC
BOIIPOCHI.
Bann He HaumncnseTcs Toraa, Koraa:
* YV cTyneHTa MMEIOTCS OTHACIbHBIC MPEICTABICHUS 00 M3y4aeMOM
Marepuaie, Ho BCe, Jke OOJbIas 4acTh He yCBOCHA.

12. [TocemaeMocThb 10 10 6ammoB — crymeHnt mocetun Bce 100% 3amsTuii 6-7 OamioB —
cTymeHT mocetun He MmeHee 80% 3aHsATHI 4-5 0alIoB — CTYIEHT
nocetunn He MeHee 50% 3aHatuit 1-3 Gamma — CTyIEeHT MOCETHI He
MeHee 25% 3ansaTuit Ecnu ctymeHT moceTwn MeHee 25% 3aHATHIH,
0aTel He HAYNCIISIFOTCSIT.

13. IIpemMuansHbIe OaITHI 20 JlomoTHUTENBHBIE TTPEMHUATBHBIC OAJIITBI MOTYT OBITH HAYHCIICHEL: - 32
MPOEKT, BHIMOIHEHHBIN 10 3aKa3y paboToaTeNs U peaJrn30BaHHbIN Ha
npaktuke — 20 0amioB; - TOCTOSHHAS AaKTUBHOCTH BO BpPEMS
MPaKTUIECKUX 3aHATHI — 10 6aIoB; - TOTHOCTHIO MTOTOTOBIICHHAS K
MyOMUKAIMA CTAaThs 10 TEMATHKE B paMKaxX AUCHUIUIAHBI — 10
0aJTOB; - ydJacTHe C JOKJIaJOM BO BCEPOCCHHCKON OJUMITHAIE II0
TeMaTtuke wu3ydaeMoi mucruiuimae — 20 06amioB; - ydJacThe B
BBICTABKE I10 TEMAaTHKE HM3ydyaeMON IUCHUILIMHBEI — 20 OayuioB; -
MyONMUKalus CTaThl 10 TEMAaTWKe W3ydyaeMod JUCHUILUIMHBI B
COOpPHHMKE CTyACHUECKMX paboT / MaTepuaigax BCEPOCCHICKOM
KOH(EpeHIH

14. Hroro 3a cemectp 100

7 cemecTp
* mocenraeMocTs — 10 6anioB
*  TEKyIHUHd KOHTPOJIb — 40 OamioB
*  KOHTpOJIbHBIE cpe3bl — 2 cpe3a 1o 10 0anioB Kax bl
* mpeMuasbHBIC OauTel — 20 6aioB
* OTBeT Ha ’k3ameHe: He Oonee 30 H6amioB
Pacripenenenne 6aioB 1mo 3aJaHusIM:

No |HazBanue tembl | @opmbl Max. Mertonuka npoBeJeHUs 3aHIATUS U OIIEHKU

Te | /BHUI y4eOHOH |TEKylIero | KOI-BO

MBI paboThI KOHTpOis | Oamios

/ cpe3sl
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IIpoTokomnbl
oOMeHa
KITIOYaMu

Bormpocsr
IS
camornonr
OTOBKH

MeTonuka OIleHKH CaMOIOATOTOBKHU CTYICHTOB.

1 G6ami cTaBsTCS TOrIa, KOraa:

* CTyeHT CBOOOIHO MTPUMEHSIET 3HAHUS Ha MTPAKTHKE;

* He nomyckaet ommO0OK B BOCIIPOU3BEJCHIH N3yYCHHOTO MaTepHaa;
* CTyaeHT BBIICISICT IIaBHBIC MOJIOKEHUS B U3yUEHHOM MaTepuaie u
HE 3aTPYAHSIETCS B OTBETaX HA BUJOU3MEHEHHBIE BOIIPOCHI,

* CTyJIeHT yCBaWBaeT BECh 00bEM MPOrPaMMHOIO MaTepHara.

0,5 Oamta cTaBATCS TOIIA, KOra:

* CTyZIeHT 3HAeT BeCh U3yUCHHBIN Marepua;

» OtBeuaeT 6e3 0COOBIX 3aTPyJHEHHI HA BOIIPOCHI MPENOAaBaTENs;

* CTyeHT yMeeT IPUMEHATD MOyYCHHBIC 3HAHUS Ha MPAKTUKE;

* B yclOBHEIX OTBETax HE JOMYCKAaeT CEPhE3HBIX OIIMOOK, JIETKO
YCTPAHSIET ONpPEACICHHbIE HETOYHOCTH C MOMOILBIO TOMOTHUTEIBHBIX
BOIIPOCOB MPEIOiaBaTesl.

0,1 Oam1 cTaBUTCS TOrAa, KOLIa:

* CrymeHT oOHapyXuMBaeT OCBOCHHE OCHOBHOTO Marepuayia, HO
HCIIBITHIBACT 3aTpyAHCHUS npu ero CaMOCTOSATEILHOM
BOCIIPOU3BEJCHNM U TpeOyeT MOTOIHUTEIBHBIX JIOMOIHSIONINX
BOIIPOCOB TMPEMOIABATENS;

* [IpenqnouuTaeT OTBEYaTh Ha BOMPOCHI BOCIIPOU3BOIAILETO XapaKTepa
Y UCHBITHIBACT 3aTPYyJHEHUS OpPU OTBETaX Ha BOCIPOU3BOJSLIUE
BOIPOCHL.

Bamr He HauncisgeTcs Tornaa, Korna:

* YV cTyneHTa MMEIOTCS OTHACIbHBIC MPEICTABICHUS 00 M3y4aeMOM
Marepuaie, Ho BCe, Jke OOJbIas 4acTh He yCBOCHA.
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IIpoTokomnbl
ayTeHTH(]UKaIN
"
(uneHTudUKaHA

1)

Bormpocsr
IS
caMoInoAr
oroBku/Jla
OopaTtopHa
s paboTa

MerToauKa OLIEHKH CaMOTIOATOTOBKH CTY/ICHTOB.

2 GaJia CTaBsITCS TOTAA, KOTIA!

* CTyzneHT cBOOOAHO MPUMEHSET 3HAHUS Ha TIPAKTUKE;

* He nmomyckaet ommboK B BOCIPOM3BEICHUH N3yYECHHOTO MaTepuana;
* CTyaeHT BbIIENACT [JIaBHBIE MOMOXKEHHUS B M3yUEHHOM Marepuanie U
HE 3aTPyIHSETCS B OTBETAX HA BUJOU3MEHEHHBIC BOIIPOCHL;

 CTyzeHT ycBauBaeT BeCh 00bEM MPOrpaMMHOTO MaTepHara.

1 Gann craBsTCs TOTHA, KOTIA!

 CTyzeHT 3HaeT BeCh U3yUeHHBIH MaTepHal;

* OTBeyaeT 6e3 0COOBIX 3aTPYIHEHHUI Ha BOTIPOCHI MPEIoaBaTels;

* CTyzeHT yMeeT IPUMEHSTh MOJTy4YeHHbIE 3HAHUS Ha IPAKTHKE;

* B ycnoBHBIX OTBeTax HE [OMYCKAaeT CEPhE3HBIX OIIMOOK, JIETKO
yCTpaHseT ONpeAeTICHHbIE HETOYHOCTH C IOMOUIBIO TOTIOTHUTENBHBIX
BOIIPOCOB MPETIOABATENS.

0,5 Oata cTaBUTCA TOIIA, KOraa:

* CrymeHT OOHapy)XHBaeT OCBOCHHE OCHOBHOIO Marepuana, HO
UCTIBITHIBAET 3aTpyAHEHUS npu ero CaMOCTOSITETEHOM
BOCTIPOM3BEIACHUH W TpeOyeT IOMOJHHUTEIBHBIX —JOMOJHSIOIINX
BOIIPOCOB TMPETOIABATEIIS;

* [IpeamounTaer oTBeYaTs Ha BONIPOCH! BOCIIPOU3BOISIIETO XapaKTepa
W UCHBITHIBACT 3aTPyJHEHHUS MpPU OTBETAX Ha BOCHPOH3BOAALINE
BOIIPOCHI.

Bann He Hauncnsercs Toraa, Korna:

* V cTyaeHTa UMEIOTCSl OTACIbHBIE HpEeACTaBICHUs 00 H3ydaeMoM
Marepuaie, Ho Bce, ke OO0JbIlasi 4acTh He yCBOEHA.

OCHOBHBIMH KPHUTEPHSMH OLICHKH BBIOJHEHHOH CTYIEHTOM |
MPEACTaBICHHON I TPOBEPKU PaOOTHI SIBISIOTCS:

1. CremeHb COOTBETCTBHSI BBHINOJHEHHOTO 3aJaHUSl TOCTaBICHHBIM
TpeOOBaHUM;

2. CTpyKTypupoOBaHHiE 1 KOMMEHTUPOBAaHUE J1a00paTOpHOU pabOTHI;

3. YHUKaNbHOCTD BHINIOTHEHUE paboThl (OTIUYKE OT PaboT KOJIET);

4. YenemHble OTBETHI HAa KOHTPOJIbHBIE BOIIPOCHL.

«4 OGamna» - odopmileHHE COOTBETCTBYET TpPeOOBAaHUSIM, KPUTEPHUU
BBIJIEPKaHbI, 3alIUTa BCETO MEPEYHS KOHTPOJIBHBIX BOTIPOCOB.

«2 OGamna» - odopmIleHHE COOTBETCTBYET TpPeOOBAaHUSIM, KPUTEPHUU
BBIJIEPKaHBbI, 3a1IUTa TOIBKO 80 % KOHTPOJIBHBIX BOTIPOCOB.

«1 OGamm» - odopmieHHE COOTBETCTBYET TpPeOOBaHMSIM, KPUTEPHH
BBIJIEPKaHBbI, 3aIIUTa TOIBKO 61 % KOHTPOJIBHBIX BOIIPOCOB.

Bann we wHaumcnsercs, ecim oQopmieHHE HE COOTBETCTBYET
TpeOOBaHUSAM, KpPUTEpUH HE BBLACP)KAHBI, 3ammra MmeHee 61 %
KOHTPOJIHBIX BOTIPOCOB.
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IIpoTokomnbl
JJIEKTPOHHOU
HOATIUCH

Bormpocsr
IS
caMoInoAr
oroBku/Jla
OopaTtopHa
s paboTa

MerToauKa OLIEHKH CaMOTIOATOTOBKH CTY/ICHTOB.

2 GaJia CTaBsITCS TOTAA, KOTIA!

* CTyzneHT cBOOOAHO MPUMEHSET 3HAHUS Ha TIPAKTUKE;

* He nmomyckaet ommboK B BOCIPOM3BEICHUH N3yYECHHOTO MaTepuana;
* CTyaeHT BbIIENACT [JIaBHBIE MOMOXKEHHUS B M3yUEHHOM Marepuanie U
HE 3aTPyIHSETCS B OTBETAX HA BUJOU3MEHEHHBIC BOIIPOCHL;

 CTyzeHT ycBauBaeT BeCh 00bEM MPOrpaMMHOTO MaTepHara.

1 Gann craBsTCs TOTHA, KOTIA!

 CTyzeHT 3HaeT BeCh U3yUeHHBIH MaTepHal;

* OTBeyaeT 6e3 0COOBIX 3aTPYIHEHHUI Ha BOTIPOCHI MPEIoaBaTels;

* CTyzeHT yMeeT IPUMEHSTh MOJTy4YeHHbIE 3HAHUS Ha IPAKTHKE;

* B ycnoBHBIX OTBeTax HE [OMYCKAaeT CEPhE3HBIX OIIMOOK, JIETKO
yCTpaHseT ONpeAeTICHHbIE HETOYHOCTH C IOMOUIBIO TOTIOTHUTENBHBIX
BOIIPOCOB MPETIOABATENS.

0,5 Oata cTaBUTCA TOIIA, KOraa:

* CrymeHT OOHapy)XHBaeT OCBOCHHE OCHOBHOIO Marepuana, HO
UCTIBITHIBAET 3aTpyAHEHUS npu ero CaMOCTOSITETEHOM
BOCTIPOM3BEIACHUH W TpeOyeT IOMOJHHUTEIBHBIX —JOMOJHSIOIINX
BOIIPOCOB TMPETOIABATEIIS;

* [IpeamounTaer oTBeYaTs Ha BONIPOCH! BOCIIPOU3BOISIIETO XapaKTepa
W UCHBITHIBACT 3aTPyJHEHHUS MpPU OTBETAX Ha BOCHPOH3BOAALINE
BOIIPOCHI.

Bann He Hauncnsercs Toraa, Korna:

* V cTyaeHTa UMEIOTCSl OTACIbHBIE HpEeACTaBICHUs 00 H3ydaeMoM
Marepuaie, Ho Bce, ke OO0JbIlasi 4acTh He yCBOEHA.

OCHOBHBIMH KPHUTEPHSMH OLICHKH BBIOJHEHHOH CTYIEHTOM |
MPEACTaBICHHON I TPOBEPKU PaOOTHI SIBISIOTCS:

1. CremeHb COOTBETCTBHSI BBHINOJHEHHOTO 3aJaHUSl TOCTaBICHHBIM
TpeOOBaHUM;

2. CTpyKTypupoOBaHHiE 1 KOMMEHTUPOBAaHUE J1a00paTOpHOU pabOTHI;

3. YHUKaNbHOCTD BHINIOTHEHUE paboThl (OTIUYKE OT PaboT KOJIET);

4. YenemHble OTBETHI HAa KOHTPOJIbHBIE BOIIPOCHL.

«4 OGamna» - odopmileHHE COOTBETCTBYET TpPeOOBAaHUSIM, KPUTEPHUU
BBIJIEPKaHbI, 3alIUTa BCETO MEPEYHS KOHTPOJIBHBIX BOTIPOCOB.

«2 OGamna» - odopmIleHHE COOTBETCTBYET TpPeOOBAaHUSIM, KPUTEPHUU
BBIJIEPKaHBbI, 3a1IUTa TOIBKO 80 % KOHTPOJIBHBIX BOTIPOCOB.

«1 OGamm» - odopmieHHE COOTBETCTBYET TpPeOOBaHMSIM, KPUTEPHH
BBIJIEPKaHBbI, 3aIIUTa TOIBKO 61 % KOHTPOJIBHBIX BOIIPOCOB.

Bann we wHaumcnsercs, ecim oQopmieHHE HE COOTBETCTBYET
TpeOOBaHUSAM, KpPUTEpUH HE BBLACP)KAHBI, 3ammra MmeHee 61 %
KOHTPOJIHBIX BOTIPOCOB.
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IIpoTokomnbl
KOHTPOJIS
LEJIOCTHOCTH

Bormpocsr
IS
caMoInoAr
oroBku/Jla
OopaTtopHa
s paboTa

MerToauKa OLIEHKH CaMOTIOATOTOBKH CTY/ICHTOB.

2 GaJia CTaBsITCS TOTAA, KOTIA!

* CTyzneHT cBOOOAHO MPUMEHSET 3HAHUS Ha TIPAKTUKE;

* He nmomyckaet ommboK B BOCIPOM3BEICHUH N3yYECHHOTO MaTepuana;
* CTyaeHT BbIIENACT [JIaBHBIE MOMOXKEHHUS B M3yUEHHOM Marepuanie U
HE 3aTPyIHSETCS B OTBETAX HA BUJOU3MEHEHHBIC BOIIPOCHL;

 CTyzeHT ycBauBaeT BeCh 00bEM MPOrpaMMHOTO MaTepHara.

1 Gann craBsTCs TOTHA, KOTIA!

 CTyzeHT 3HaeT BeCh U3yUeHHBIH MaTepHal;

* OTBeyaeT 6e3 0COOBIX 3aTPYIHEHHUI Ha BOTIPOCHI MPEIoaBaTels;

* CTyzeHT yMeeT IPUMEHSTh MOJTy4YeHHbIE 3HAHUS Ha IPAKTHKE;

* B ycnoBHBIX OTBeTax HE [OMYCKAaeT CEPhE3HBIX OIIMOOK, JIETKO
yCTpaHseT ONpeAeTICHHbIE HETOYHOCTH C IOMOUIBIO TOTIOTHUTENBHBIX
BOIIPOCOB MPETIOABATENS.

0,5 Oata cTaBUTCA TOIIA, KOraa:

* CrymeHT OOHapy)XHBaeT OCBOCHHE OCHOBHOIO Marepuana, HO
UCTIBITHIBAET 3aTpyAHEHUS npu ero CaMOCTOSITETEHOM
BOCTIPOM3BEIACHUH W TpeOyeT IOMOJHHUTEIBHBIX —JOMOJHSIOIINX
BOIIPOCOB TMPETOIABATEIIS;

* [IpeamounTaer oTBeYaTs Ha BONIPOCH! BOCIIPOU3BOISIIETO XapaKTepa
W UCHBITHIBACT 3aTPyJHEHHUS MpPU OTBETAX Ha BOCHPOH3BOAALINE
BOIIPOCHI.

Bann He Hauncnsercs Toraa, Korna:

* V cTyaeHTa UMEIOTCSl OTACIbHBIE HpEeACTaBICHUs 00 H3ydaeMoM
Marepuaie, Ho Bce, ke OO0JbIlasi 4acTh He yCBOEHA.

OCHOBHBIMH KPHUTEPHSMH OLICHKH BBIOJHEHHOH CTYIEHTOM |
MPEACTaBICHHON I TPOBEPKU PaOOTHI SIBISIOTCS:

1. CremeHb COOTBETCTBHSI BBHINOJHEHHOTO 3aJaHUSl TOCTaBICHHBIM
TpeOOBaHUM;

2. CTpyKTypupoOBaHHiE 1 KOMMEHTUPOBAaHUE J1a00paTOpHOU pabOTHI;

3. YHUKaNbHOCTD BHINIOTHEHUE paboThl (OTIUYKE OT PaboT KOJIET);

4. YenemHble OTBETHI HAa KOHTPOJIbHBIE BOIIPOCHL.

«4 OGamna» - odopmileHHE COOTBETCTBYET TpPeOOBAaHUSIM, KPUTEPHUU
BBIJIEPKaHbI, 3alIUTa BCETO MEPEYHS KOHTPOJIBHBIX BOTIPOCOB.

«2 OGamna» - odopmIleHHE COOTBETCTBYET TpPeOOBAaHUSIM, KPUTEPHUU
BBIJIEPKaHBbI, 3a1IUTa TOIBKO 80 % KOHTPOJIBHBIX BOTIPOCOB.

«1 OGamm» - odopmieHHE COOTBETCTBYET TpPeOOBaHMSIM, KPUTEPHH
BBIJIEPKaHBbI, 3aIIUTa TOIBKO 61 % KOHTPOJIBHBIX BOIIPOCOB.

Bann we wHaumcnsercs, ecim oQopmieHHE HE COOTBETCTBYET
TpeOOBaHUSAM, KpPUTEpUH HE BBLACP)KAHBI, 3ammra MmeHee 61 %
KOHTPOJIHBIX BOTIPOCOB.
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IIpoTokomnbl
ANIEKTPOHHBIX
maTexen

Bormpocsr
IS
camornonr
OTOBKH

MeTonuka OIleHKH CaMOIOATOTOBKHU CTYICHTOB.

1 G6ami cTaBsTCS TOrIa, KOraa:

* CTyeHT CBOOOIHO MTPUMEHSIET 3HAHUS Ha MTPAKTHKE;

* He nomyckaet ommO0OK B BOCIIPOU3BEJCHIH N3yYCHHOTO MaTepHaa;
* CTyaeHT BBIICISICT IIaBHBIC MOJIOKEHUS B U3yUEHHOM MaTepuaie u
HE 3aTPYAHSIETCS B OTBETaX HA BUJOU3MEHEHHBIE BOIIPOCHI,

* CTyJIeHT yCBaWBaeT BECh 00bEM MPOrPaMMHOIO MaTepHara.

0,5 Oamta cTaBATCS TOIIA, KOra:

* CTyZIeHT 3HAeT BeCh U3yUCHHBIN Marepua;

» OtBeuaeT 6e3 0COOBIX 3aTPyJHEHHI HA BOIIPOCHI MPENOAaBaTENs;

* CTyeHT yMeeT IPUMEHATD MOyYCHHBIC 3HAHUS Ha MPAKTUKE;

* B yclOBHEIX OTBETax HE JOMYCKAaeT CEPhE3HBIX OIIMOOK, JIETKO
YCTPAHSIET ONpPEACICHHbIE HETOYHOCTH C MOMOILBIO TOMOTHUTEIBHBIX
BOIIPOCOB MPEIOiaBaTesl.

0,1 Oam1 cTaBUTCS TOrAa, KOLIa:

* CrymeHT oOHapyXuMBaeT OCBOCHHE OCHOBHOTO Marepuayia, HO
HCIIBITHIBACT 3aTpyAHCHUS npu ero CaMOCTOSATEILHOM
BOCIIPOU3BEJCHNM U TpeOyeT MOTOIHUTEIBHBIX JIOMOIHSIONINX
BOIIPOCOB TMPEMOIABATENS;

* [IpenqnouuTaeT OTBEYaTh Ha BOMPOCHI BOCIIPOU3BOIAILETO XapaKTepa
Y UCHBITHIBACT 3aTPYyJHEHUS OpPU OTBETaX Ha BOCIPOU3BOJSLIUE
BOIPOCHL.

Bamr He HauncisgeTcs Tornaa, Korna:

* YV cTyneHTa MMEIOTCS OTHACIbHBIC MPEICTABICHUS 00 M3y4aeMOM
Marepuaie, Ho BCe, Jke OOJbIas 4acTh He yCBOCHA.

IIpoToxomnsl
TOJIOCOBAHMS

Bomnpocs
TUTST
camoroar
OTOBKH

Merto/viKa OIIEHKH CaMOTIOITOTOBKH CTY/ICHTOB.

1 Gaut cTaBsTCs TOTNA, KOT/A!

* CtyneHT cBOOOTHO MPUMEHSET 3HAHUS Ha TPAKTHKE;

* He nomyckaer ommboOK B BOCIIPOU3BEJACHUN H3yYEHHOTO MaTepHara;
* CTylIeHT BBIICTISICT TIABHBIEC TIOJIOKEHUSI B U3YYCHHOM MarepHase
HE 3aTPYJHSETCS] B OTBETaX Ha BHJOU3MEHEHHBIC BOITPOCHL;

* CTyneHT ycBanBaeT BeCh 00bEM IMPOTPAMMHOTO Marepuraa.

0,5 6amna cTaBATCS TOIIA, KOraa:

* CTy/IeHT 3HaeT BeCh U3yUCHHBIN MaTepHalr;

* OTBevaer 6e3 0COOBIX 3aTPyTHEHUI Ha BOIPOCHI MPEIOIaBaTES;

* CTy/IeHT yMeeT NPUMEHSTH ITOJyYCHHbIC 3HAHHS Ha MTPAKTHKE;

* B ycIIOBHBIX OTBETax HE JOMYCKaeT CEPhE3HBIX OMIMOOK, JIETKO
yCTpaHsIeT OIpeICIICHHbIE HETOYHOCTH C TIOMOIIBIO JIOTIOTHUTEIBHBIX
BOIIPOCOB TPETIO/IABATENS.

0,1 6am cTaBUTCS TOTAA, KOI/a:

e CrymeHT O0OHapy)XMBacT OCBOCHHE OCHOBHOTO MaTepuajia, HO
WCTIBITHIBACT 3aTpyTHCHUSI npu ero CaMOCTOSITEIILHOM
BOCTIPOM3BEJICHUU W TpeOyeT JIOMONHHUTEIBHBIX JOMOTHSONIIX
BOIIPOCOB TPETOIABATEIIS;

* [IpeanounTaet oTBEYaTh Ha BOMPOCH! BOCIIPOU3BOJIAIIETO XapaKkTepa
W WUCTBITHIBACT 3aTPYJHEHUS TPU OTBETAX HA BOCIPOHM3BOJSIINEC
BOTIPOCHI.

Bann He Hauncnsiercs Torna, Korna:

* V CTyleHTa UMEIOTCS OTJENbHBIE MPEACTaBICHUsI 00 M3ydyaeMoM
Marepuaie, Ho Bce, ke OOJbINas 4acTh He YCBOCHA.
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IIpoTokomnbl
TaWHBIX
MHOT'OCTOPOHHU
X BEIYHCICHUH H
pasneneHus
ceKpera

Bormpocsr
IS
caMoInoAr
oroBku/Jla
OopaTtopHa
s paboTa

MerToauKa OLIEHKH CaMOTIOATOTOBKH CTY/ICHTOB.

2 GaJia CTaBsITCS TOTAA, KOTIA!

* CTyzneHT cBOOOAHO MPUMEHSET 3HAHUS Ha TIPAKTUKE;

* He nmomyckaet ommboK B BOCIPOM3BEICHUH N3yYECHHOTO MaTepuana;
* CTyaeHT BbIIENACT [JIaBHBIE MOMOXKEHHUS B M3yUEHHOM Marepuanie U
HE 3aTPyIHSETCS B OTBETAX HA BUJOU3MEHEHHBIC BOIIPOCHL;

 CTyzeHT ycBauBaeT BeCh 00bEM MPOrpaMMHOTO MaTepHara.

1 Gann craBsTCs TOTHA, KOTIA!

 CTyzeHT 3HaeT BeCh U3yUeHHBIH MaTepHal;

* OTBeyaeT 6e3 0COOBIX 3aTPYIHEHHUI Ha BOTIPOCHI MPEIoaBaTels;

* CTyzeHT yMeeT IPUMEHSTh MOJTy4YeHHbIE 3HAHUS Ha IPAKTHKE;

* B ycnoBHBIX OTBeTax HE [OMYCKAaeT CEPhE3HBIX OIIMOOK, JIETKO
yCTpaHseT ONpeAeTICHHbIE HETOYHOCTH C IOMOUIBIO TOTIOTHUTENBHBIX
BOIIPOCOB MPETIOABATENS.

0,5 Oata cTaBUTCA TOIIA, KOraa:

* CrymeHT OOHapy)XHBaeT OCBOCHHE OCHOBHOIO Marepuana, HO
UCTIBITHIBAET 3aTpyAHEHUS npu ero CaMOCTOSITETEHOM
BOCTIPOM3BEIACHUH W TpeOyeT IOMOJHHUTEIBHBIX —JOMOJHSIOIINX
BOIIPOCOB TMPETOIABATEIIS;

* [IpeamounTaer oTBeYaTs Ha BONIPOCH! BOCIIPOU3BOISIIETO XapaKTepa
W UCHBITHIBACT 3aTPyJHEHHUS MpPU OTBETAX Ha BOCHPOH3BOAALINE
BOIIPOCHI.

Bann He Hauncnsercs Toraa, Korna:

* V cTyaeHTa UMEIOTCSl OTACIbHBIE HpEeACTaBICHUs 00 H3ydaeMoM
Marepuaie, Ho Bce, ke OO0JbIlasi 4acTh He yCBOEHA.

OCHOBHBIMH KPHUTEPHSMH OLICHKH BBIOJHEHHOH CTYIEHTOM |
MPEACTaBICHHON I TPOBEPKU PaOOTHI SIBISIOTCS:

1. CremeHb COOTBETCTBHSI BBHINOJHEHHOTO 3aJaHUSl TOCTaBICHHBIM
TpeOOBaHUM;

2. CTpyKTypupoOBaHHiE 1 KOMMEHTUPOBAaHUE J1a00paTOpHOU pabOTHI;

3. YHUKaNbHOCTD BHINIOTHEHUE paboThl (OTIUYKE OT PaboT KOJIET);

4. YenemHble OTBETHI HAa KOHTPOJIbHBIE BOIIPOCHL.

«4 OGamna» - odopmileHHE COOTBETCTBYET TpPeOOBAaHUSIM, KPUTEPHUU
BBIJIEPKaHbI, 3alIUTa BCETO MEPEYHS KOHTPOJIBHBIX BOTIPOCOB.

«2 OGamna» - odopmIleHHE COOTBETCTBYET TpPeOOBAaHUSIM, KPUTEPHUU
BBIJIEPKaHBbI, 3a1IUTa TOIBKO 80 % KOHTPOJIBHBIX BOTIPOCOB.

«1 OGamm» - odopmieHHE COOTBETCTBYET TpPeOOBaHMSIM, KPUTEPHH
BBIJIEPKaHBbI, 3aIIUTa TOIBKO 61 % KOHTPOJIBHBIX BOIIPOCOB.

Bann we wHaumcnsercs, ecim oQopmieHHE HE COOTBETCTBYET
TpeOOBaHUSAM, KpPUTEpUH HE BBLACP)KAHBI, 3ammra MmeHee 61 %
KOHTPOJIHBIX BOTIPOCOB.
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Hexotopsie Bompocsr 1 MeTonuka OIleHKH CaMOIOATOTOBKHU CTYICHTOB.
CBCACHHS U3 IR 1 G6ami cTaBsTCS TOrIa, KOraa:
Teopuit caMoIIoAr * CTyeHT CBOOOIHO MTPUMEHSIET 3HAHUS Ha MTPAKTHKE;
aJTOPUTMOB U OTOBKH * He nomyckaet ommO0OK B BOCIIPOU3BEJCHIH N3yYCHHOTO MaTepHaa;
YHCEI * CTyZIEeHT BBIICIISACT TJIaBHBIC MTOJIOKEHUS B H3YYCHHOM MaTepualie u
HE 3aTPYAHSIETCS B OTBETaX HA BUJOU3MEHEHHBIE BOIIPOCHI,
* CTyJIeHT yCBaWBaeT BECh 00bEM MPOrPaMMHOIO MaTepHara.
0,5 Oamta cTaBATCS TOIIA, KOra:
» CTyJICHT 3HaeT BECh U3YUCHHBIN MaTepHal;
» OtBeuaeT 6e3 0COOBIX 3aTPyJHEHHI HA BOIIPOCHI MPENOAaBaTENs;
* CTyJIeHT yMeeT IPUMEHSATh TIOTYYCHHBIC 3HAHUS Ha TIPAKTUKE;
* B yclOBHEIX OTBETax HE JOMYCKAaeT CEPhE3HBIX OIIMOOK, JIETKO
YCTPAHSIET ONpPEACICHHbIE HETOYHOCTH C MOMOILBIO TOMOTHUTEIBHBIX
BOIIPOCOB MPEIOiaBaTesl.
0,1 Oam1 cTaBUTCS TOrAa, KOLIa:
* CrymeHT oOHapyXuMBaeT OCBOCHHE OCHOBHOTO Marepuayia, HO
HCIBITHIBAET 3aTPYTHCHHUS npu ero CaMOCTOSATEIILHOM
BOCIIPOU3BEJCHNM U TpeOyeT MOTOIHUTEIBHBIX JIOMOIHSIONINX
BOIIPOCOB TMPEMOIABATENS;
* [IpenqnouuTaeT OTBEYaTh Ha BOMPOCHI BOCIIPOU3BOIAILETO XapaKTepa
Y WCIBITHIBACT 3aTPYJHCHHS TPU OTBETaX Ha BOCHPOU3BOJISIINC
BOIPOCHL.
Bann He HauncnseTCs TOraa, Korua:
* YV cTyneHTa MMEIOTCS OTHACIbHBIC MPEICTABICHUS 00 M3y4aeMOM
Marepuaie, Ho BCe, Jke OOJbIas 4acTh He yCBOCHA.
TecTupon 10 TectupoBanne mnoxapazymeBaer 10 BompocoB. 3a TPOXOXKAECHUE
aHne(KOH TECTHPOBAHUS BBICTABJISAIOTCS CIICAYIONMINE OaJLThI:
TPOJbHBI - 90 % - 10 6annos;
i cpe3) - 65 % - 5 6amnos;
- 50 % - 2 Ganna;
- MeHee 50 % - Oayu1 He HaYuCIIIeTCs.
OCHOBEI Bomnpocst 1 MeTonuka OIleHKH CaMOIOATOTOBKHU CTYICHTOB.
KpUTNITOAHAIIA3a InIE: 1 Gamt cTaBsATCS TOI/IA, KOTAA:
caMoIIoAr * CTyeHT CBOOOIHO MTPUMEHSIET 3HAHUS Ha MTPAKTHKE;
OTOBKH * He nomyckaet ommO0OK B BOCIIPOU3BEJCHIH N3yYCHHOTO MaTepHaa;

* CTyaeHT BBIICISICT IJIaBHbIC MOJIOKEHUS B U3yUEHHOM MaTepuaie u
HE 3aTPYAHSIETCS B OTBETaX HA BUJOU3MEHEHHBIE BOIIPOCHI,

* CTyJIeHT yCBaWBaeT BECh 00bEM MPOrPaMMHOI0 MaTepHara.

0,5 Oamta cTaBATCS TOIIA, KOra:

* CTyZIeHT 3HAeT BeCh U3yUCHHBIN Marepua;

» OtBeuaeT 6e3 0COOBIX 3aTPyAHEHMI HA BOIIPOCHI MPENOAaBaTENs,;

* CTyeHT yMeeT IPUMEHATD MOyYCHHBIC 3HAHUS Ha MPAKTUKE;

* B ycIOBHEIX OTBETax HE JOMYCKaeT CEPhE3HBIX OIIMOOK, JIETKO
YCTPaHSET ONpPEACICHHbIE HETOYHOCTH C MOMOIIBIO TOMOTHUTEIBHBIX
BOIIPOCOB MPEIOiaBaTesl.

0,1 Oam1 cTaBUTCS TOrAa, KOLIA:

* CrymeHT oOHapyXMBaeT OCBOCHHE OCHOBHOTO Marepuayia, HO
HCIIBITHIBACT 3aTpyAHCHUS npu ero CaMOCTOSATEILHOM
BOCIIPOU3BEJCHNM U TpeOyeT MOTOIHUTEIBHBIX JOMOIHSIONINX
BOIIPOCOB TMPEMOIABATENS;

* [IpenqnouuTaeT OTBEYaTh Ha BOMPOCHI BOCIIPOU3BOIAILETO XapaKTepa
Y UCHBITHIBACT 3aTPYJHEHUS OpPU OTBETaX Ha BOCIPOU3BOISLIUE
BOIPOCHL.

Bamn He HauncsgeTcs Torna, Korna:

* YV cTyneHTa MMEIOTCS OTHACIbHBIC MPEICTABICHUS 00 M3y4aeMOM
Marepuase, Ho BCe, Jke OOJbIas 4acTh HEe yCBOCHA.
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TecTupon 10 TectupoBanne mnoapazymeBaeT 10 BompocoB. 3a TpPOXOXKIECHUE
anue(KOH TECTUPOBAHUS BBICTABIISIOTCS CIEAYIONINE OaJLTbI;
TPOJILHBI - 90 % - 10 6amnos;
i cpe3) - 65 % - 5 6amnos;
- 50 % - 2 6anna;
- meHee 50 % - 6aJ1 He HAYUCIIACTCS.
10. | Creranorpadus | Bonpocsr 6 MeTonuka OIIeHKH CaMOIIOJITOTOBKH CTYICHTOB.
TS 2 Gajia craBgTCs TOrIa, KOria:
CaMoIoAr * CTyieHT cBOOOJTHO IPUMEHSIET 3HAHUS Ha TIPaKTHKE;
oroBku/Jla * He nomyckaer ommboK B BOCIIPOU3BEJCHUN H3yYEHHOTO MaTepHara;
OopaTtopHa * CTylIeHT BbIICTISICT TIABHBIEC TIOJIOKEHUSI B U3YYCHHOM MarepHase
s pabora HE 3aTPYJHSETCS] B OTBETaX Ha BHJOU3MEHECHHBIC BOITPOCHL;

* CTyneHT ycBanBaeT BeCh 00bEM IMPOTPAMMHOTO Marepuaa.

1 Gasut craBsTCs TOTHA, KOT/A!

* CTy/IeHT 3HaeT BeCh U3yUCHHBIN MaTepualr;

* OTBedaer 6e3 0COOBIX 3aTPyAHEHUN Ha BOMPOCHI MPEIOIaBaTENS;

* CTy/IeHT yMeeT NPUMEHSTH IMOJyYCHHbIC 3HAHHS HA MTPAKTHKE;

* B ycIIOBHBIX OTBETax HE JOMYCKAeT CEPhE3HBIX OMIMOOK, JIETKO
yCTpaHsieT OIpeeIICHHbIE HETOYHOCTH C TTIOMOIIBIO JIOTIOTHUTEIBHBIX
BOIIPOCOB TPETIO/IABATENS.

0,5 Oamna cTaBUTCS TOIIA, KOraa:

e CrymeHT O0OHapy)XMBacT OCBOCHHE OCHOBHOTO MaTepuajia, HO
WCTIBITHIBACT 3aTpyJTHCHHUSI npu ero CaMOCTOSITEIILHOM
BOCTIPOM3BEJICHUU W TpeOyeT JIOMONHHUTEIBHBIX JOMOTHSONIIX
BOIIPOCOB TPETIOIABATEIIS;

* [IpeanounTaet oTBEYaTh Ha BOMPOCH! BOCIIPOU3BOIISIIETO XapaKTepa
W WUCTBITHIBACT 3aTPYJHEHUS TpPU OTBETAX HA BOCHPOHM3BOJSIINEC
BOTIPOCHI.

Bann He HauncnsieTcs Torna, Korna:

* YV CTylIeHTa UMEIOTCS OTJEeNbHBIE MPEACTaBICHUsI 00 M3ydyaeMoM
Marepuae, Ho Bce, ke OOJbINas 4acTh He YCBOCHA.

OCHOBHBIMH KPHUTEPHSIMH OIICHKH BBITOTHCHHOW CTYJICHTOM U
MPECTABICHHON JIJIsl TPOBEPKU PAOOTHI SIBISIOTCS:

1. CrerneHb COOTBETCTBUS BBHINONHEHHOTO 3aJaHUSl TOCTABICHHBIM
TpeOOBaHUM;

2. CTpyKTypHupOBaHUE ¥ KOMMEHTHPOBAHHE JIA00pATOPHOUN pabOTHI;

3. YHUKAQJIBHOCTD BBITIOJIHEHUE PabOTHI (OTIIMYHE OT paboT KOJIJIET);

4. YcnenHple OTBEThI HA KOHTPOJIBHBIC BOITPOCHI.

«4 OGamma» - odopmIIeHHE COOTBETCTBYET TPEOOBAHUSAM, KPUTCPHH
BBIJICPKAHBI, 3allIUTa BCETO MIEPEYHS KOHTPOIBHBIX BOTIPOCOB.

«2 OGamma» - odopmIIEHHE COOTBETCTBYET TPEOOBAHUSAM, KPUTEPHH
BBIIEpKaHbI, 3amuTa ToIbK0 80 % KOHTPOIBHBIX BOIPOCOB.

«1 OGamm» - odopMICHHE COOTBETCTBYET TPeOOBAaHUAM, KPUTCPUHU
BBIIEP>KaHbI, 3a1uTa TOIBKO 61 % KOHTPOIBHBIX BOIPOCOB.

bann He waumcnsiercs, eciim  oopMIIEHHE HE COOTBETCTBYET
TpeOOBaHUSAM, KpUTEpUH HE BBIAEp)KaHbBI, 3amuTa MeHee 61 %
KOHTPOJILHBIX BOTIPOCOB.
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11.

KonupoBanue
UHpOpMaLIH

Bormpocsr
IS
caMoInoAr
oroBku/Jla
OopaTtopHa
s paboTa

MerToauKa OLIEHKH CaMOTIOATOTOBKH CTY/ICHTOB.

2 GaJia CTaBsITCS TOTAA, KOTIA!

* CTyzneHT cBOOOAHO MPUMEHSET 3HAHUS Ha TIPAKTUKE;

* He nmomyckaet ommboK B BOCIPOM3BEICHUH N3yYECHHOTO MaTepuana;
* CTyaeHT BbIIENACT [JIaBHBIE MOMOXKEHHUS B M3yUEHHOM Marepuanie U
HE 3aTPyIHSETCS B OTBETAX HA BUJOU3MEHEHHBIC BOIIPOCHL;

 CTyzeHT ycBauBaeT BeCh 00bEM MPOrpaMMHOTO MaTepHara.

1 Gann craBsTCs TOTHA, KOTIA!

 CTyzeHT 3HaeT BeCh U3yUeHHBIH MaTepHal;

* OTBeyaeT 6e3 0COOBIX 3aTPYIHEHHUI Ha BOTIPOCHI MPEIoaBaTels;

* CTyzeHT yMeeT IPUMEHSTh MOJTy4YeHHbIE 3HAHUS Ha IPAKTHKE;

* B ycnoBHBIX OTBeTax HE [OMYCKAaeT CEPhE3HBIX OIIMOOK, JIETKO
yCTpaHseT ONpeAeTICHHbIE HETOYHOCTH C IOMOUIBIO TOTIOTHUTENBHBIX
BOIIPOCOB MPETIOABATENS.

0,5 Oata cTaBUTCA TOIIA, KOraa:

* CrymeHT OOHapy)XHBaeT OCBOCHHE OCHOBHOIO Marepuana, HO
UCTIBITHIBAET 3aTpyAHEHUS npu ero CaMOCTOSITETEHOM
BOCTIPOM3BEIACHUH W TpeOyeT IOMOJHHUTEIBHBIX —JOMOJHSIOIINX
BOIIPOCOB TMPETOIABATEIIS;

* [IpeamounTaer oTBeYaTs Ha BONIPOCH! BOCIIPOU3BOISIIETO XapaKTepa
W UCHBITHIBACT 3aTPyJHEHHUS MpPU OTBETAX Ha BOCHPOH3BOAALINE
BOIIPOCHI.

Bann He Hauncnsercs Toraa, Korna:

* V cTyaeHTa UMEIOTCSl OTACIbHBIE HpEeACTaBICHUs 00 H3ydaeMoM
Marepuaie, Ho Bce, ke OO0JbIlasi 4acTh He yCBOEHA.

OCHOBHBIMH KPHUTEPHSMH OLICHKH BBIOJHEHHOH CTYIEHTOM |
MPEACTaBICHHON I TPOBEPKU PaOOTHI SIBISIOTCS:

1. CremeHb COOTBETCTBHSI BBHINOJHEHHOTO 3aJaHUSl TOCTaBICHHBIM
TpeOOBaHUM;

2. CTpyKTypupoOBaHHiE 1 KOMMEHTUPOBAaHUE J1a00paTOpHOU pabOTHI;

3. YHUKaNbHOCTD BHINIOTHEHUE paboThl (OTIUYKE OT PaboT KOJIET);

4. YenemHble OTBETHI HAa KOHTPOJIbHBIE BOIIPOCHL.

«3 Oamna» - odopmileHHE COOTBETCTBYET TpPeOOBAaHUSIM, KPUTEPHUU
BBIJIEPKaHbI, 3alIUTa BCETO MEPEYHS KOHTPOJIBHBIX BOTIPOCOB.

«2 OGamna» - odopmIleHHE COOTBETCTBYET TpPeOOBAaHUSIM, KPUTEPHUU
BBIJIEPKaHBbI, 3a1IUTa TOIBKO 80 % KOHTPOJIBHBIX BOTIPOCOB.

«1 OGamm» - odopmieHHE COOTBETCTBYET TpPeOOBaHMSIM, KPUTEPHH
BBIJIEPKaHBbI, 3aIIUTa TOIBKO 61 % KOHTPOJIBHBIX BOIIPOCOB.

Bann we wHaumcnsercs, ecim oQopmieHHE HE COOTBETCTBYET
TpeOOBaHUSAM, KpPUTEpUH HE BBLACP)KAHBI, 3ammra MmeHee 61 %
KOHTPOJIHBIX BOTIPOCOB.

12.

ITocemaeMocThb

10

10 GamnoB — crygent mocetua Bce 100% 3amstuit 6-7 OamnoB —
cTyaeHT moceTun He Menee 80% 3ansaTuilt 4-5 OamaoB — CTyOEeHT
nocetunt He MeHee 50% 3aHATui 1-3 Oamma — CTYIEHT MOCETHI HE
MeHee 25% 3ansaTuil Ecnu cTymeHT mocetwn MeHee 25% 3aHATHIM,
0aJuTbl HE HAYUCISIOTCST.

13.

[IpemuansHbie OaIbl

20

JlononHuTENbHBIE IPEMHUAIbHBIE OaJTbl MOTYT OBITh HAYUCIICHBI: - 32
MIPOEKT, BHIMOJIHEHHBIN MO 3aKa3y paboToAaTeNs U peaJrn30BaHHbIN Ha
npaktuke — 20 0amioB; - TOCTOSHHAas AaKTHBHOCTb BO BpeMs
MPaKTHIECKUX 3aHATHH — 10 6aJIoB; - MOTHOCTHIO IOATOTOBICHHAS K
nyOMUKamuu CTaThsl MO TEMAaTHKE B paMKax AUCHUIUIUHBI — 10
0ajuIoB; - y4yacTue C JOKJIaJO0M BO BCEPOCCHHCKOM ONMMIIUAAE TIO
TeMaTtuke wu3ydyaeMod aucuumiuae — 20 OamnoB; - ywactue B
BBICTaBKE MO0 TEMaTWKe M3y4aeMol IWUCHMIUIMHBI — 20 OaijioB; -
nyOnmuKanus CTaTbl 10 TEMAaTUKe HW3ydyaeMod IUCLUUIUIMHBI B
cOOpHUKE CTyA€HYEeCKHX paboT / MarepualaX BCEPOCCHICKON
KoH(pepeHIH
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14.

OTBeT Ha PK3aMCHE

30

25-30 6amynoB — CTYAEHT PacKpbll OCHOBHBIE BOMPOCH M 3aJaHuUs
Ousera Ha OLIEHKY «OTIIMYHO».

18-24 ©annoB — CTyAEGHT PacKpbUI OCHOBHBIE BOMPOCHI M 3aJaHUs
OuseTa Ha OLIEHKY «XOPOLIOY,

10-17 ©annoB — CTyAEHT PacKpbUl OCHOBHBIE BOMPOCHI M 3aJaHUs
Ousera Ha OLICHKY «YIOBJICTBOPUTEIHHO

15.

Hroro 3a cemecTp

100

HrtoroBass omeHka mo »Sk3aMeHy BbicTaBisiercs B 100-OammpHOM 1Kajge W B TPATUIIMOHHOMN

YeThIpEeX0a/UIbHOW  IIKAJIe.

[TepeBon

100-6ampHOM  PEUTHHTOBOW OIIGHKH 10 JUCIUIUIMHE B

TPAJAULIMOHHYIO YEThIPEXOaJUIbHYIO OCYLIECTBIISIETCS CIEIYIOIINM 00pa3oMm:

100-6ayuipHasA cucTeMa TpanuimonHas cucteMa
85 - 100 6anmoB OTnugyHO
70 - 84 6annoB Xoporto
50 - 69 Gannos YIOBIETBOPUTEIBEHO
Menee 50 HeynosneTrBopurenbHo

4.2 TunoBsie OLIEHOYHBIE CPEACTBA TEKYILIETO KOHTPOJIS

BOIIpOCI)I AJIsA CAMONIOATOTOBKH

Tema 1. OcHOBBI HH(POPMATMOHHOM 0€30MACHOCTH U 3aIIUTHl HH(OPMAITHI

1. MaiiTe onpenenaeHne NOHATHIM: «HMH(pOpMAIHsD», «AHPOPMAIIHOHHAs 0€30MaCHOCThY, «3allUuTa
uHpOpMaLUN», «KMHPOPMALIMOHHAS YTPO3ay.

2. JlaiiTe XapaKTepUCTHKY OCHOBHBIM COCTABJISIOLINM WH(POPMALIMOHHON 6€30MacHOCTH.

3. [lepeuniciure OCHOBHBIE OOBEKTHI 3AIIHTHI.

4. JlaiiTe XapaKTepUCTHKY IMOHATUSAM «TOCYHapCTBEHHAs TallHa», «KOH(UICHIMaNIbHAs MH(OpMALUL» U
«IEPCOHAJILHBIC TAHHBIE.
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1 5. JlaiiTe XapakTepUCTUKY CPEICTBAM 3alUTHl HH()OPMAIIHH.

Tema 2. Wctopust kpuntorpaduu

. Hagexxuble cpenctBa kpuntorpaduu.

. [lepeuncnure crocoOb! TaltHOM TIepeaun HHPOPMAITUK HA PACCTOSHUMU.
. HazoBuTEe OCHOBHBIE 3TaIbl pa3BUTHUS KpUNITOrpaduH.

. HazoBuTE OCHOBHBIE ATalbl Pa3BUTHUSI KPUIITOAHAIN3A.

. CoBpemeHHas 00CTaHOBKA B chepe KpUNTOaHAIN3A.

Tema 3. OcHoBHBIE TepMUHBI U onpezenenus. Knaccubukamnus mmdpos

. JlaiiTe onpeneneHne NOHATHIM «IUPP», KKITHOW, «ICITUPPOBAHUE).

. Ilepeuncinte OCHOBHBIE TPEOOBAHNS, IPEABSIBISIEMbIC K KPHIITOCHCTEMAM.
. JaiiTe kiaccuukanuio KPUITOCUCTEM T10 aJTOPUTMY IUPPOBAHMUS.

. aiiTe xmaccuduKaIiio KpUIToCUCTEM 10 CTOUKOCTH IHdpa.

Tema 7. KBantoBoe mmudpoBanue

. JlaiiTe onpezeneHne NOHATHIO KYOUT.

. B ueM cyTh kBaHTOBOTO MIM(PpPOBaHUsA?

. B uem 3akmtouaercs pa3znuune KyouTa ot o6ura’?

. CoBpeMeHHOE pa3BUTHE KBAHTOBOTO MIU(POBAHUS.
. I'me ceituac mpuMeHsieTcst KBAaHTOBOE muppoBaHue?
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Tema 11. Kpunrorpaduuecknue nmpoToKobI

. Ilepeuncnurte OCHOBHBIE 3aJa4M, JJIs1 PEILIEHUS KOTOPBIX UCIIOJIb3YeTCsl KpUunrorpagus.

. Ilepednciure OCHOBHBIE OTIIMYUS KPUIITOIIPOTOKOJIOB OT TPAJAULIMOHHBIX KPUIITOCUCTEM.

. [laiiTe onpeneneHne MOHITHIO «ITPOTOKOI.

. JaiiTe kaccupUKanio KPUITOPOTOKOIOB B 3aBUCIMOCTH OT HAJIMYHSI TPEThEH CTOPOHBI.
. Ilepeuncinre OCHOBHBIE KPUIITOPOTOKOJBI.

Tema 12. IIpoTokoisl 0OMeHa KIrouaMu

. [laiiTe onpeneneHre MOHITUIO «CEAHCOBBIN KITHOW».
. Onummre anroput™m oomena kimodamu Auddu-Xennmmana-Mepkia.

Tema 16. IIpoTOKOIIBI AIEKTPOHHBIX IIATEXKEN

. [lepeunicnute OCHOBHBIE PA3HOBUIHOCTHU AIEKTPOHHBIX TJIATEXKEH.

. B uem oTnuure nepcoHOPUIMPOBAHHBIX IUIATEKHBIX CUCTEM OT aHOHUMHBIX?
. B uem otninume 1e6eTOBBIX KapT OT KPEAUTHBIX?

. JlJ1 9ero NCIOJIb3yeTCsl «3aKphIBAOIIMI MHOKUTEND) ?

. AHOHUMHBIE CHCTEMBI OILIATHI.

Tema 17. [IpoTOKOIBI TOJIOCOBaHUSA

. HazoBuTE MOCTOMHCTBA M HEOCTATKH TPAAUIIMOHHOTO («OYMasKHOT0» ) TOJIOCOBAHUSI.

. UTo noHMMaeTcs noJ AIEKTPOHHBIM I'OJIOCOBAaHUEM?

. HazoBuTE OCHOBHBIEC CBOICTBA HJICATHHOTO MPOTOKOJIA rojocoBanus (o b. [Inaiiepy).
. B uem otnmnumne YCI' or KOUB?

. Mcrionb30BaHue IIEKTPOHHBIX MOAIKUCEN I TOJIOCOBAHUM.

Tema 19. HexoTtopsle cBEieHNs U3 TEOPUI AJITOPUTMOB U YUCET

. laiiTe xmaccuduKaIuio aaropuTMOB B COOTBETCTBHH C MX BPEMEHHOM CII0KHOCTBIO.
. B ueM cyTh 0cHOBHOI1 Teopembl apupmMeTUKu?

. Omumure meron dhakropuzanun depma.

. Onummre anroputM pernrera Iparochena.

. B uem cyTh Tecta @epma Ha IPOCTOTY YHUCTIA.

. Onumure anroput™ EBkinia.

. [IpuBeaute cootHomenue besy.

. Onummre pacmmpeHHbIi anroput™ EBkinuaa.

Tema 20. OCHOBBI KpUINITOAHAIN3A

. Ilepeuncnute OCHOBHBIE YTPO3bl 0€30MMACHOCTHU NP MCIIOIB30BAHUN KPUIITOIPAYUIECKHX CHUCTEM.
. Ilepeuncnute 0OCHOBHbIE Pa3HOBUAHOCTH aJJaITUBHON aTaky ¢ BBIOOPOM OTKPBITOTO TEKCTA.

. OCHOBHBIE METOJJMKH aTaK Ha aCUMMETPHYHOE IIH(poBaHUE.

. Kpunroananus acummeTpudHOro mudpoBaHue.

. YCIEMHOCTh aTaK Ha aCUMMETPUYHOE MU pPOBaHHE.

Bonpocsl pis1 camonoarorosku/Jladoparopnas padora

Tewma 4. lllnugpsl 3ameHbI
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. B ueM 3akitouaeTcs OCHOBHAs Hjesl KpUnTorpapuueckux npeodpazoBaHuil uppoB 3aMeHbI?
. Ilepeuncnute 0OCHOBHbIE PA3HOBUIHOCTH IIN(PPOB 3aMEHBI.

. JlaiiTe XapaKTepUCTUKY pa3HOBHIHOCTSM IIU(POB 3aMEHBI.

. HazoBuTe 0CHOBHOM He0CTATOK MK(pa OTHO3ZHAYHONU 3aMEHBI.

. BO3MOXXHO 711 yCHITUTH IIH(p 3aMEHbI?

Tema 5. IlIudpst nepecTaHOBKH
. B ueMm 3akmouaercs ocHOBHas uzesi Kpunrorpadhuueckux npeodopa3oBanuii mudpoB mepecTaHOBKU?
. Ilepeuncnute OCHOBHBIE Pa3HOBUAHOCTH IIM(POB NEPECTAHOBKH.
. JlaiiTe XapaKkTepUCTUKY Pa3HOBUIHOCTAM HIU(PPOB NEPECTAHOBKH.
. IlpoBeuTe aHAJIN3 YCTOMYMBOCTH MU(Pa EPECTAHOBKH.
. BoamoxHo 11 ycmuth mudp nepecTaHoBKU?

Tema 6. IlIudpsl raMmupoBanus
. B ueM 3akirouaercs OCHOBHas Hjesl KpUunTorpapuueckux npeodpa3oBaHuil aIUTUBHBIX MUPPOB?
. HazoBuTE OCHOBHBIE XapaKTEPUCTUKH TaMMBI.
. Ilpn kakux ycioBHUAX NPUMEHEHUS raMMBbl aIUTUBHBIA MIH(P MOKHO CUUTATh COBEPILECHHBIM.
JlaiiTe XapakTepUCTHKY POTrpaMMHBIM criocobam reHeparu raMmmel (anroputm RANDU u BBS).
. Uto Takoe mapuTeTHbIi OUT?
Onummmre cxemMbl MIM(POBAHUS C HCIOIB30BAHUEM CHHXPOHHBIX W CaMOCHHXPOHHU3UPYIOMIHUXCS

MMOTOKOBBIX MIU(POB.
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Tema 8. KoMmOnHHUpOBaHHBIE MIU(PEI
. JlaitTe onmcanue siaeiiku dercrens.
. HazoBute ocHOBHBIE peskxnMbl DES.
. [lepeuncnure meroasl mudpoBanus, ucnonp3dyembie B DES-ECB.
. IlpuBenute cxemy anropurma DES B pexume crenieHus 6J10KkoB mudpa.
. HazoBute cdepnl npumenenus pasHbix pexkumMoB DES
. KakoBa nnmna xiroua mmmdpa I'OCT u kak reHepupyIoTCsl KITIOUEBbIC AIEMEHTHI.
. HazoBute ocHoBHbIe pazmuuns mexay DES u TOCT.

Tema 9. llluppoBanue ¢ OTKPHITHIM KIIOYOM
B 4em 3akiouaeTcs CyTh ¥ OCHOBHAs IPEANOCHIIKA MOSIBICHHS IIM(PPOBAHUSA C OTKPBITHIM KIIFOUOM?

2. OcHOBHBIE TPEOOBAHUS, PEABABIAEMbIC K KPUITOCUCTEMAM C OTKPBITHIM KITFOUOM.

3. [Ilepeuucnure TUIBI OAHOCTOPOHHMX IMpeoOpa3oBaHWM, NPUMEHAEMBIX TMPU ACUMETPUYHOM
mudpoBaHUH.

4. JlaitiTe KpaTKyI0 XapakTEpUCTUKY airoputma RSA.

5. B ueM oTnmune cBepXBO3pacTaloei MoCae10BaTeIbHOCTH OT OOBIKHOBEHHO?

6. Uto o3HavaeT 0OpaTHOE YHUCIIO 0 MOIYIIO?

7. B ueM oTimune BEpOATHOCTHOTO MIM(POBAHUS C OTKPBHITHIM KIIFOUOM OT JIE€TePMUHHPOBAHHOTO?

8. B ueM cyTh 3a7aun JUCKPETHOTO JIoTrapupMupoBanms?

9. IlpuBenuTe ypaBHEHHUE ALIUNITHYECKON KPUBOH B KOpOTKOH (hopme Beiiepirpacca.

—

Tema 10. Xem-pyHKIuu
. JlaiiTe onpeneneHne NOHATHAM: «XCIITUPOBAHUEY, «XCHI-(DYHKIHS», «KOJUTU3US.
. B Kakux 1ensx ucnosib3yroT Xem-(pyHKIUN Ha TPaKTHKe?
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. IlpuBeanTe CTaHAAPTHYIO CXEMY aJlTOPUTMA TeHEpaLuy Xel-o0pasa.
. Kak Ha3bIBaeTcs xe-oopa3, MoyuyeHHbIH ¢ IPUMEHEHUEM 3aKPBITOTO Kitoua MuppoBaHus?
. 3HaYeHHE TEPMUHA "3aCOJIEHHbIN Xem".

Tema 13. Ilporokosnsl ayTeHTUGUKAIMY (MISHTU(DUKALIIN)

. JlaiiTe onpeneneHue MOHATUAM: «HICHTUDUKALUNY», «ayTeHTU(DUKALIMSD), «aBTOPU3ALIUSY.

. UTO MOXKET CIyKHTb B KaueCTBe ayTeHTU(UKaTopa?

. [lepeuncnute OCHOBHBIE CITIOCOOBI OpraHU3aluy UACHTU(UKALNY U ayTeHTU()UKALIUH.

. IlepeunciuTe TOCTOMHTCTBA U HEIOCTATKHU MAPOIbHON ayTeHTU(DUKAIIUH.

. OnumuTe cxeMy mpOTOKOIa HACHTU(PUKAIIUY U ayTeHTU(HUKAIMK Ha OCHOBE anroputMa RSA.
. B ueM cyTh 10Ka3aTesbCTBa C HYJIEBBIM pa3IIAllICHUEM.

. Onumure cxeMy mpoToKoia ceppepa ayreHTudukanuu Kerberos.

. [lepeuncnuTe OCHOBHBIE OMOMETPUYECKUE XapaKTEPUCTHKH.

Tema 14. IIpoToKOIBI AIEKTPOHHOMN MOANNCH

. [laiite onpeneneHre NOHITHIO "3IEKTPOHHAs MOIUCH .

. Onummre nocieq0BaTeIbHOCT AEUCTBUN yYaCTHUKOB ITPOTOKOJIA IPU OTIIpaBke U nposepke OII.
. Kako#t mopsiiok ucmonp30BaHus Kirouel (OTKPBITHIN; 3aKPBITHIN ) TIPU OTIIPaBKe U poBepke 11?7
. Onumure cxemy nporokona JI1 Ha ocHoBe anroputma RSA.

. [lepeuncnure cnenuanbabie cxeMbl 11

. HazoBure nens BBeneHus B AeiictBue depepanbHoro 3akoHa "O0 3eKTpoHHOM moxnucu".

Tema 15. IIpoToKOIBI KOHTPOJIS LIETOCTHOCTH

. [lepeuncnure OCHOBHBIE CTIOCOOBI KOHTPOJIS 1IETOCTHOCTH.

. UTo Takoe OUT YeTHOCTH U KaK C MOMOIIBIO HETO OCYIIECTBISIETCSI KOHTPOJIb [[ETOCTHOCTH?
. dns wero npennaznadena texnonorus S.M.A.R.T.?

. Ipunnun padorsr CRC.

. [Ipunnun padoter ESP.

Tema 18. [IpoTOKOIBI TAWHBIX MHOTOCTOPOHHUX BBIYMCIICHUN U pa3/ICICHUSI CEKpeTa
Jlnist uero HeoOXOAUMO NMPUMEHEHHE MIM(PPOBAHUS C OTKPHITHIM KIIOUOM B TAHBIX MHOTOCTOPOHHHUX

BBEIYMCIIEHUIX ?

2.

D AW N -

Urto o3Havaet (m, n)—MOpOroBasi CxeMa pa3eIeHHUs CEKpeTa.

3. HazHaueHne MHTEPHOISIIIMOHHOTO TTosIMHOMa Jlarpanka.
4.
5. 3amaya BU3aHTHIICKMX T€HEPAJIOB.

CyurHocTh KUTaCKON TeOpeMbl 00 OCcTaTKax.

Tema 21. Creranorpadus

. IlepeuncnuTe OCHOBHBIE METO/IbI KJIACCHYECKOM CTEraHOTrpa(uu U TaiiTe UM XapaKTEPUCTHKY.
. B kakux 1ensx npuMeHseTcsi KOMIbIOTEpHas cTeraHorpadus?

. Onuire MeTon COKphITUS HH(popMaryu ¢ momorbio motokoB NTFS.

. 3a CUeT Yero JIOCTUTAETCS COKPHITHE HHPOPMAIIUU B ayro- U Buaeodaiiiax?

. Creranorpagus n300paxeHui.

Tema 22. KonupoBanue uHpopMauu

. HazoBHTE OCHOBHBIE OTIMYUS KOJOBBIX CUCTEM OT KPUNTOrpahUUECKUX.
2.
3.

JlaiiTe XapaKTEpUCTHKY OOIIEAOCTYITHBIM KOIOBBIM CHCTEMAaM.
[Tepeuncnure 0CHOBHBIE CTIOCOOBI OOECIIedeHHT KOHPUACHITHATHFHOCTH HHGOPMAIIMHA B CEKPETHBIX

KOAOBBIX CUCTEMAaXx.
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4. Yrpo3bl 0€301MaCHOCTH KOJOBBIX CUCTEM.
5. MO>HO 11 TOBBICUTE 0€30IT1aCHOCTh KOJOBBIX CHCTEM?

TecTupoBanme

Tema 3. OcHoBHBIE TepMUHBI U onpeenenus. Knaccubukamnus mmdpos
1. Yro sBisieTCs LENbIO KpUITOaHaIn3a?

A. OnpeneneHre CTOMKOCTH alropuTMa

B. YBenuuenue konauuecTBa (PyHKIMNA 3aMEIIEHUs B KPUITOTpapHUECKOM alrTOpUTME

C. YMeHblIeHNE KOIMYeCcTBA (PYHKIUI TOJCTAHOBKM B KPUIITOIpahuIeCKOM alIropuT™Me
D. Onpenenenne ucnonb30BaHHBIX IEPECTAHOBOK

2. Yacrora mpuMeHeHUs OpyTQopc-aTak BO3pOCiia, TOCKOJIBKY:
A. Bo3pocio ucnosb3zyemMoe B airOpUTMax KOJUYECTBO MEPECTAHOBOK U 36MEIIEHUI

B. AJIFOpI/ITMBI Mo MCPC MOBBIICHUA CTOMKOCTH CTAHOBHUINCH MEHEE CIIOXKHBIMH U OoJiee MOABCPIKCHHBIMU
arTakam

C. MomHoCTh ¥ CKOPOCTh PabOTHI MPOIIECCOPOB BO3pOCa
D. [InuHa Kiro4a co BpeMEHEM YMEHBIIUIIACh

3. UTo M3 mepeuncIeHHOTO HIKE HE SBJISETCS CBOMCTBOM MJIH XapaKTEPUCTUKON OTHOCTOPOHHEH (PYHKIIHH
X3IIUPOBAHUA?

A. Ona peoOpa3zyeT cooOIeHne MPOU3BOIHHON JIJTMHBI B 3HAUCHUE (PUKCUPOBAHHON JTHHBI

B. NMmes 3HavueHne gaifpkecTa cOOOMIEHNS, HEBO3ZMOXKHO MOYYHTh CaMO COOOIICHHE

C. Ilomy4eHne OIMHAKOBOTO JAWHKECTa M3 JIByX PA3JIMYHBIX COOOIIEHUH HEBO3MOXKHO, JTUOO CITydaeTcs
KpaitHe peaKo

D. Ona nmpeoOpa3syeTt coobiienne GUKCUPOBAaHHON JUTHHBI B 3HAUEHUE TIEPEMEHHOMN JTTHHBI

4. UTo MOXKET yKa3bIBaTh HA U3MEHEHHUE COOOIIICHHMSI?
A. V3MeHucs OTKpBITBIN KITHOY

B. M3MeHumIcs 3aKphITHIN KITIOY

C. M3meHuscs naipkect cCooOIeHus

D. Coobmienne 0b110 TPaBUIIBHO 3aIHGPOBAHO

5. Kakoif U3 mepeuncaeHHbIX HIDKE aJTOPUTMOB SIBJISIETCS alTOPUTMOM aMEPHUKAHCKOTO TPAaBUTEIIbCTBA,
MIPEeTHA3HAYCHHBIM TSI CO3/IaHUS O€30TIaCHBIX JTalIKECTOB COOOOIIEeHN?

A. Data Encryption Algorithm
B. Digital Signature Standard
C. Secure Hash Algorithm

D. Data Signature Algorithm

Tema 5. ludper nepecraHoBKH
1. Yro M3 nepeuncieHHoro Huxe Jiydine Bcero onucsisaet onmuus mexxry HMAC u CBC-MAC?

A. HMAC coszngaer naipkecT cooOIIeHHs W MpUMEHsieTcs st kKoHTpodisa 1enoctHoctn; CBC-MAC
HCIIONB3YyeTCsl 1715 MG pOBaHUs OJJOKOB IAHHBIX C LEBI0 00eCIeueHHs] KOHPUICHIINATHHOCTH

B. HMAC ucnonbs3yeT CMMMETPpUYHBIN KIIt04 U anroputM xamupoBanus; CBC-MAC ucnosb3yet nepBblid
OJI0K B Ka4eCTBE KOHTPOJIbHON CYMMBI

C. HMAC o6ecneunBaeT KOHTPOJIb IEIOCTHOCTH M ayTeHTH(UKanuio ucrounuka maaHHbix; CBC-MAC
HCIIONBb3yeT OouHbIi mudp B mporecce coznanus MAC
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D. HMAC 3ammudpoBsiBaeT cOOOLICHHE Ha CHMMETPUYHOM KIIIOYE, a 3aTeM IepelaeT pe3ysibraT B
anroput™ xamupoBanust; CBC-MAC 3ammu@poBbiBaeT Bce COOOIIEHUE HETHKOM

2. B yem npeumymiectBo RSA nag DSA?
A. OH moxeT obecriednTh (PyHKIMOHATIBHOCTH HU(POBOM MOAMMCH M IIHUPPOBAHUS

B. OH ucrnonb3yeT MeHBIIE PECYypCOB U BBIMONHSAET MIM(POBaHUE OBICTpEE, MOCKOJIbKY HCIIONIb3YET
CUMMETpPUYHbBIE KITIOUU

C. D10 6510uHBIH (P U OH JIYUIII€ TOTOYHOTO
D. On ucnone3yer ogHOpa3oBbie MU(POBATbHBIE OIOKHOTHI

3. MHorue cTpaHbl OTPAaHUYUBAIOT UCTIOIB30BAHKE M SKCIIOPT KPUNITOrpapUUeCKUX CUCTEM. 3aue€M OHH 3TO
nemaror?

A. be3 orpaHn4eHUdl MOXXET BO3HHUKHYTH OOJIBIIOE YHUCIO MPOOJIEM COBMECTHUMOCTH MpPU TMOIBITKE
HCIIOJIB30BaTh Pa3JIMYHbIC AJITOPUTMBI B PA3JIMYHBIX IIPOrpaMmax
B. D1u cuctemsl MOTyT UCIIOJIB30BaThCSl HEKOTOPBIMU CTPAHAMU IPOTUB UX MECTHOTO HaCEJICHUs

C. KpumuHanbHBIE 3JIEMEHTHI MOTYT HCIIOJIb30BaTh IUGpPOBaHUE, YTOOBI M30€KaTh OOHAPYKEHUS U
npecieI0BaHus

D. 3akoHOAATETLCTBO CHIIBHO OTCTAET, @ CO3aHNE HOBBIX THUITOB MIHM(POBAHUS €1lle OOJbIIIe YCUITHBALCT Ty
npoOnemy

4. Yto UCTIONB3yeTCs TSl CO3aHus ITUPPOBOI moamnucu?
A. 3aKpbIThIN KIIOY MOJTyYaTess

B. OTKpBITHII KJIIOY OTIIPABUTENS

C. 3aKkpbIThIi KJIIOY OTIPABUTENS

D. OTKpbITHIN KIIIOY MTOJTy4aTeNs]

5. YTo U3 MepeyrcIeHHOTO HUKE JIy4llle BCErO OMUCHIBACT U(PPOBYIO OANUCH?
A. D10 MeTOo/ mepeHoca COOCTBEHHOPYYHOM MOAMKCH HA SJICKTPOHHBIA JOKYMEHT
B. Oto meton mmdppoBanust kKoHGUIEHIMATBHON HH(OpMaUN

C. D10 MeTo, 00eCTIeYnBAOIINIA AICKTPOHHYIO MOAMHUCH U MHU(PPOBAHHE

D. Drto Merox, MO3BOJSIOMIMN MOTYyYaTeN0 COOOIIECHHSI MPOBEPUTH €r0 HCTOYHUK U yOeTuThCs B
LEJIOCTHOCTH COOOIIEHUS

Tema 9. lllupoBanue ¢ OTKPHITHIM KIIOYOM
1. KakoBa a¢pdexruBnas ammna kioua B DES?
A. 56
B. 64
C.32
D. 16

2. Ilo kako# MpUYMHE YI0CTOBEPSIONINI IIEHTP OT3bIBaeT cepTUuduKar?

A. Eciu OTKpBITBIH KJIIOU II0JIb30BAaTENS CKOMIIPOMETHPOBAH

B. Ecin nonp3oBaTenbs NEPEXOAUT Ha UCTIONb30BaHUE Moaen PEM, koTopas UCosib3yeT CeTh JOBEPHUS
C. Ecnn 3aKkpbIThIN KJIHOU IIOJIB30BaTENS CKOMIIPOMETHUPOBAH

D. Ecnu monb30BaTelb mepexoaut padoTaTtsk B Apyroi opuc

3. YTo U3 NMepeyncICHHOrO HIKE JIYYIII€ BCETO OMKUCHIBAET YAOCTOBEPSAIONIUN LIEHTP?
A. Opranuzanusi, KOTopasi BbIITyCKaeT 3aKPbIThIE KJIFOYM U COOTBETCTBYIOIINE aJITOPUTMBbI
B. Opranuszanusi, KoTopasi IpoBepsIeT MPOIECChl MU(PPOBaAHUS
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C. Opranuzanusi, KOTopasi IpoBepsIeT KIOUN MUPPOBAHU
D. Opranuzarusi, KOTOpasi BBITYCKAaeT CepTUHUKATHI

4. Kak pacmmmdpossiBaetcs abopeBuarypa DEA?
A. Data Encoding Algorithm

B. Data Encoding Application
C. Data Encryption Algorithm
D. Digital Encryption Algorithm

5. Kto yuacTBoBan B pa3zpaboTke MEPBOTO AJITOPUTMA C OTKPBITHIMHU KITFOYaMu?
A. Anu amup

B. Pocc Aunepcon
C. bproc HInaiiep
D. Maptun Xemiman

Tema 19. Hexotopsie cBeEHUS U3 TEOPUIN aJITOPUTMOB M YU CEN

1. Kaxkoii mporiecc 0OBIYHO BBITIOIHSIETCS TIOCTIE CO3/IaHuUs ceancoBoro kioua DES?
A. Tlonmucanue Kiroya

B. Ilepenaua xiroya Ha XpaHeHue Tperbeit cropone (key escrow)
C. Knacrepuzanus kio4a
D. ObmeH kimtouom

2. CKOJIbKO IIMKJIOB IEPECTAHOBKH U 3amenieHus Bbinoausier DES?
A. 16

B. 32
C. 64
D. 56

3. UTo W3 MEepeyuCIeHHOTO HUXKE SIBISCTCS NMPAaBUIBHBIM YTBEpPKIECHHEM B OTHOLICHMM IMIM(POBAHUS
JAHHBIX, BBITIOJIHAEMOTO C LIEJIBIO UX 3aIIUTHI?

A. OHO obecrieunBaeT MPOBEPKY ETOCTHOCTU U MPABHIBHOCTHU JTaHHBIX

B. Ono TpeOyeT BHUMATEIHHOTO OTHOIICHHS K IPOLIECCY YIPABICHUS KITIOYaMH
C. OHo He TpebyeT OOIBLIOr0 KOJMYEeCTBA CHCTEMHBIX PECYPCOB

D. Ono tpeOyer nepenaqn Kiro4a Ha XpaHEHHE TpeTbel cTopoHe (escrowed)

4. Kak Ha3pIBaeTCs CHUTyallds, B KOTOPOW IPH HMCIOJB30BAHMH PA3JIMYHBIX KIIOUeH Mg mudpoBaHUS

OJTHOTO ¥ TOTO K€ COOOIIEHUS B pe3yJIbTaTe TOMYyJaeTCsl OAUH M TOT K€ MU(POTEKCT?
A. Komususa

B. Xsmumposanue
C.MAC

D. Knacrepuzauus kiroueit

5. YTo U3 mepeyrcIeHHOTO HUXKE SBIISIETCS opeeseHneM (akTopa Tpyao3aTpar Ui aaropurma’?
A. Bpems 3ammdpoBanus v pacum@poBaHUs OTKPHITOTO TEKCTa

B. Bpewms, koTopoe 3aiiMeT B3J10M UG POBAHUS

C. Bpewms, koTopoe 3aHUMAET BBITIOTHEHHE 16 ITUKIIOB IpeoOpa3oBaHui
D. Bpewmsi, koTopoe 3aHUMAET BbINOJIIHEHHE (DYHKIUN TOACTaHOBKH

Tema 20. OCHOBBI KpUIITOAHAIN3A
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44
1. qTO SABIIACTCA OCHOBHOﬁ IICJIBIO UCITIOJIb30BaAHUS OIIHOCTOpOHHeFO XBH_II/IpOBaHI/ISI HapO.HSI HOHB3OB3TCH$I?

A. D10 cHMXaeT TpedyeMblii 00beM JIUCKOBOTO MPOCTPAHCTBA TSI XPAHESHUS TTAPOJISl TOJT30BATEIIS
B. Dt0 npenoTBpaIiaeT 03HaKOMJIEHUE KOTO-THO0 C OTKPBITHIM TEKCTOM MapoJis

C. D10 mo3BOIsIET N30eKaTh U30BITOUHOM 00pabOTKH, TPEOYEMOI ACUMMETPUYHBIM aJITOPUTMOM
D. D10 npenorBpamaer araku nosropa (replay attack)

2. Kakoii u3 MNEPCUYNCICHHBIX HUKC AJITOPUTMOB OCHOBAH Ha CJIIOXKHOCTHU PaA3JIOKCHUSA OOJIBIIINX YKCET Ha
ABa UCXOAHBIX MPOCTBIX COMHOXKHTEIA?

A.ECC
B. RSA
C. DES
D. Iuddu-Xennman

3. YTo U3 NepeyncIeHHOr0 HIKE OMKUCHIBAET pa3HUIYy Mexay anroputmMaMu DES nu RSA?

A. DES — 3710 cuMMeTpu4HbIi anroputM, a RSA — acummeTpuyHbIii

B. DES — 310 acumMeTpuuHblii aroput™, a RSA — cummeTpruyHbIi

C. Onu o0a SIBIISAIOTCS aNrOpUTMaMu X3IKpoBaHus, HoO RSA renepupyet 160-0uTHbIE 3HaYEHUS XAIIa
D. DES renepupyeTt OTKPBITBIN U 3aKpBITHIN KTI0ud, a RSA BeITIONHSAET mudpoBaHue COOOIICHUI

4. Kakoil U3 MEpPEYUCICHHBIX HUXKE QITOPUTMOB HCIOIB3YET CUMMETPUYHBIN KIOY M AJITOPUTM
X3IIUPOBAHUA?

A. HMAC

B. 3DES

C. ISAKMP-OAKLEY
D. RSA

5. T'enmepamus kirodei, Ui KOTOPOM HCIOJIB3YIOTCS CllydallHble 3HaueHHUs, HasbiBaeTcs @DyHKnuen

renepauuu kiouerd (KDF). Kakue 3naueHust 00bIYHO HE MCTOJIB3YIOTCS TPU 3TOM B MPOLIECCE TeHEepaluu
KIItouei?

A. Xomm

B. AcummeTpuuHbIe 3HaYCHUS
C. Conp

D. ITaponu

4.3 IIpomexxyTouHast aTTeCTaIMSA 110 AUCIUIUIMHE MPOBOIUTCS B JopMe 3adeTa, IK3aMeHa

Tunossie Bonpocsl 3auera (OIIK-5)

1. ITonsiTisa "uHpopMannonHas Oe3onacHocTh' u ""3ammra nHpopmanuun'. OCHOBHbBIE
coCTaBJsAOMNe HHPOPMALMOHHOI 0€30MACHOCTH.

2. O6bexThI 3amuThl. Kareropuu u Hocutenu HHPOpPMAIUH.

3. Cpencrsa 3amuThl THHOPMAIIHH.

4. Kpunrorpadus. OCHOBHbIE TEPMUHBI U OIIPEICIICHHS.

5. Kimaccudukanus Kpuntorpa@uaecKux CUCTEM.

6. HIudpser 3amensl. OCHOBHBIE METO/IBI IINU(POBAHMUSL.

7. Indpst nepecranoBku. OCHOBHBIE METOBI TG POBAHUS.

8. IlIndps rammupoBanus. OCHOBHBIE METObI KU (POBAHUSL.

9. llIndpsr rammupoBanusi. CriocoObl TeHEpaIMK TaMMBbI. [ eHepaTopbl raMM.
10. Cxema pexuma mmdposanust DES-ECB.



11. Cxema pexxuma mudpposanus DES-CBC.

12. Cxema pexxuma mudposanus DES-CPB u DES-OFB.

13. Tpoiinoit DES. Cdepsl npumeHenus pa3nuunbix pexxumon DES.
14. Cxema pexxuma mudposanus npoctoid 3ameHsl [OCT 28147-89.
15. HludpoBanue ¢ OTKPHITHIM KIIF04OM. OCHOBHBIC TOHSITHSL.

16. Anroputm mudpoanus RSA.

17. Anroputm mudposanus Dnb-I'amass.

18. Anroputm mudpoBaHUsS Ha OCHOBE 33aJ1a4M 00 YKJIaJIKEe paHIIa.

19. Onnuntuueckue kpusble. OCHOBHBIE MOHATHUS. CII0KEHNE U YMHOXKEHHE TOYKH.

20. Anroput™ mu@poBaHUS HA OCHOBE AUTUNITUYECKUX KPUBBIX.
21. Xsmr-¢pysnkunu. OCHOBHBIE MOHATHS U pa3HOBUIHOCTH.

22. Xsm-¢yukiusa. MDS.

23. Kpunrorpadudecknue npoTokoiabl. OCHOBHBIE TIOHATHS.

Tunosble 3aganua 1 3adera (OIIK-5)
3amudpoBarsk CBOIO (PaMHIIUIO C TOMOIIBIO MIH(POB:
- mudpa MacoHOB,
- burpamuoro mudpa [HopTsr;
- mudpa Xuina;
- BapMaHTHOTO mudpa;
- mudpa Tenwu;
- COBMEUICHHOTO Mmudpa.
3ammdpoBark CBOIO (PaMUIIHIO U UMS C TIOMOIIBIO MU(POB:
- mmdpa «IlepexkpecToky;
- wu@pbI C UCTIONIB30BAHUEM TPEYTOJIBHUKA.

Tunosslie Bonpocsl 3k3amena (OIIK-5)
. [IpoTokoIBI 0OMEHA KITIOYaMH.
. I[IpoTokoiner ayTeHTHUKAIMHA. PAa3HOBHIHOCTH M KpaTKasi XapaKTepPUCTHKA.
. IlaponbHast uaeHTUUKALMS/ay TeHTH(DUKALUS.

. CepBep ayrentuduxanuu Kerberos.

. Unentndukamus/ayTeHTHPUKALINAS ¢ TIOMOIIBI0 OMOMETPUYCCKHUX JaHHBIX.

. Uneatuduxanmonnsie kaptol (ID-cards) u a1eKTpoHHBIC KITIOYH.

. DnekrponHas nudposas nmoanuck. OOMe cBeaeHUs U pazHoBuaHOCTH LI,
. OUIT na 6a3e anroputma RSA.

. Anroputm mudposoii noamucu ['OCT 34.10-94.

. Anroputm mudposoit nognucu 'OCT 34.10-2001.
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. IIpoTokoin pazaeneHus cekpera.
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. IIpoTokon nopOpackiBaHUsl MOHETHI 110 TeJIEPOHY.
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. TaliHbIe MHOTOCTOPOHHHE BBIYUCIICHUS.
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. CI10’HOCTb aJITrOpUTMOB.
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. [IpocTtbie uncna.
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. Paznoxenue uncia Ha MMPOCTBHIC COMHOKHUTCIIN.

. [Iporokon naeHTHdUKaMK/ayTeHTU(UKAIIMN HA OCHOBE MMU(POBAHUS C OTKPHITHIM KITIOYOM.
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22. HaxoxieHre HaqyaabHOTO CIHMCKA MPOCTHIX YKCEIL.

23. TectupoBaHue yucaa Ha MPOCTOTY.

24. Onpenenenre HanOOBIIETO OOIIETO ASTUTEIIS.

25. OCHOBHBIE CBEICHUS O KPUIITO AaHAJIM3E U aTaKu HA KPUITOCUCTEMBI.

26. Knaccuueckas creranorpadus.

27. KomnprorepHast cteranorpadusi.

28. O6mmue cBeeHHUs O KOJUPOBAHUH.

29. O6menoCcTymHBIE KOJTOBBIE CUCTEMBI.

30. CexpeTHbIE€ KOIOBBIE CUCTEMBI.

- muQpa MacoOHOB;

TunoBble 3axanus Ajs 3xk3amena (OIIK-5)
3ammdpoBark CBOIO (PaMUIIHIO C TTOMOIIBLIO MU(POB:

- burpamuoro mudpa [TopTsr;

- mudpa Xuia;

- BApUAHTHOTO MHdpa;

- mmdpa Tenw;

- COBMEIIICHHOTO THdpa.

3amudpoBars CBOIO (aMHUIUIO U UMS C IOMOIIBIO MM (POB:

- mudpa «IlepexpecToxy;

- I QPBI C UCTIOTB30BAHUEM TPEYTOJIbHHKA.

4.4. Illkana orieHMBaHMsI IPOMEXKYTOUYHOU aTTECTALIUU

3auer
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Orenka

Komrmerennn

Jeckpuntops! (ypOBHN) — OCHOBHBIC IPU3HAKK OCBOCHUS (TIOKa3aTEIH
TIOCTYKCHHSI pe3YJIBTaTa)

«3a4TCHO»
(50 - 100 6anoB)

OIIK-5

CTyneHT MOKa3bIBaeT XOPOLIUI YpOBEHb TEOPETUYECKUX 3HAHHHA B
obnacTu Kpunrorpaduyeckoi 3amuTsl HHGOpMAIHIH.
CrniocobeH npu MIaHUPOBAHUU MPOBEACHUS PadOT MO KOMILIEKCHOM
3ammTe WHpOpManMUu Ha OO0beKkTe WH(POpPMATH3AIMHU TNPUMEHATH
KpUnTorpaduyeckue cpeacTa 3auiiThl HH(POPMALIUH.

«HE 3a4TCHO»
(0 - 49 GannoB)

OIIK-5

CTyneHT He TIOKa3bIBaeT TEOPETUYECKUX 3HAaHUM B obmactu
KpUNTOrpauuecKoit 3amuThl HHPOPMAIIH.

He cnocoGeH mnpu IUIaHUPOBAaHMM TMPOBEACHUS PabOT 1O
KOMIUIEKCHOU 3amure MHpopMaluu Ha oO0beKTe MH(pOpMaTH3alUU
IPUMEHATH KPUNTOTpapUUECKue CPEeICTBA 3alUTh HH()OPMAIIHH.

DK3aMeH

Onenka

Kommnerenmu

Heckpuntopsl (ypOBHH) — OCHOBHBIE TIPU3HAKH OCBOCHUS (ITOKa3aTeNn
JTOCTH>KCHHUSI pE3yJIbTaTa)

COTITHYHOY
(85 - 100 6ammoB)

OIIK-5

CrTyieHT TOKa3bIBa€T BBICOKHM ypOBEHb TEOPETHUYECKHX 3HAHUN B
obnacTu KpunTorpapudeckou 3amuTsl HHOOpMaIUn.
Crnioco0eH mpu IUIAHUPOBAHUU MPOBEICHUS paOdOT MO KOMIUIEKCHON
3amuTe WHGOpPMAMK Ha OOBbEKTEe HH(POPMATHU3AIMH TPUMEHSTH
Kpurnrorpaduieckrue cpecTBa 3auThl HHOOpMAITHH.

«XOPOIIIO
(70 - 84 6amoB)

OIIK-5

CTyeHT MOKa3bIBa€T XOPOIIHMM YPOBEHb TEOPETUYECKUX 3HAHUN B
obnacTu KpunTorpapuiyeckou 3amuTsl HHGOpMaIUy.
Crnioco0eH mpu IUIAHUPOBAHUU MPOBEICHUS paOdOT MO KOMIUIEKCHON
3amuTe WHGOpPMAMK Ha OOBbEKTEe HH(POPMATHU3AIMH MPUMEHSTH
Kpurnrorpaduieckue cpecTBa 3auThl HHOOpMAITHH.




OIIK-5 CTyneHT moKa3blBaeT HU3KUN YpPOBEHb TEOPETHYECKUX 3HAHUN B
obnacTu Kpunrorpaduyeckoit 3amuTsl HHGOpMAIHH.
«YJOBJIETBOPHUTEIBLHOY CrniocobeH npu MIaHUPOBAHUU MPOBEACHUS PadOT MO KOMILIEKCHOM

(50 - 69 Gamnnog) 3ammrTe WHpoOpManuu Ha OO0beKkTe WH(POPMATH3AIMHU TNPUMEHATH
TOJBKO ~KpUNTOrpadUueckue CpeAcTBa 3allUThl  MH(POpPMaLUH,
BCTPOCHHBIE B OTIEPAIIIOHHYIO CHCTEMY.

OIIK-5 CryneHT HE TMOKa3bIBaET TEOPETHUECKUX 3HAHWK B 00MacTH
Kpunrorpaduaeckon 3amuTel HHOOPMALTIH.

He cnocoben mnpu maHUpPOBaHWM TMPOBEACHUS paboT 1o
KOMIUIEKCHOM 3amuTe uH(popManuu Ha o0bekTe MHGOpMAaTH3AINI
MPUMEHSITh KPUNITOTpaQUUECKUE CPEICTBA 3aIUTH HH()OPMAIIHH.

«HEYJIOBJICTBOPUTEIHLHOY
(menee 50 6amoB)

5. MeTonnueckue ykazaHus AJisl 00y4al0IUXCS 110 OCBOCHUIO M CHUILTHHBI (MOLYJIS)

5.1 MeTtoandeckue yka3aHus IO OPTaHU3aIlMN CaAMOCTOSTEIBHOM PabOThI 00YUYaIOIIUXCSI:

[Ipuctynas K W3y4eHUIO TUCIUILIMHBI, B MEPBYIO odepelb OO0ydaromuMmcsi HEOOXOAMMO O3HAKOMHUTHCS
comepx)aHueM paboueil mporpammbl nuctuiumHbl (PIT[]), xotopas ompexaenser coaepxaHue, o0beMm, a
TaKKe TMOPSAIOK U3YUCHHsI U MTPETIOAaBaHus yIeOHOM TUCIUILINHEL, €€ pa3/iena, YacTu.

J171 caMOCTOSTENbHOM paboThl BaXKHOE 3HaYEHHE UMEIOT pa3zeisl «O0beM U collepikaHne AUCIUTITMHBD),
«YuebHo-mMeTonyeckoe U nHGOpMAIIMOHHOE 0O0ecTieyeHre TUCIUIUIUHBD U «MaTepruaabHO-TEXHUYECKOe
obecrnieueHre JUCITUTUIMHBI, TpOrpaMMHOE obecreueHue, MpodecCHoHaIbHBIC Oa3bl TaHHBIX U
MH(OPMAIIMOHHBIE CTIPABOYHBIE CUCTEMBI».

B pazmene «O0beM u copepkaHHE AMCHUIUIMHBDY YKa3bIBAIOTCS BCE pas3leibl M TEMbl H3ydaeMoi
JTUCLMIUTMHBL, @ TAK)KE BUJIbI 3aHATHI U TUTAHUPYEMBI 00BEM B aKaJIeMUYECKHUX Yacax.

B pasgene «YdeOHO-meTomumueckoe U HH(POpMaLMOHHOE oOecleueHrne AMCHUIUIMHBDY — yKazaHa
pEKOMeH1yeMasi OCHOBHAsS U JOTIOJIHUTENbHAS JINTEpaTypa.

B paznmene «MarepuanbHO-TeXHUYECKOE OOeCIeueHue TUCIHUILIMHBL, TMPOrpaMMHOE oOecreueHue,
npodeccuoHanbHble 0a3bl JaHHBIX U HWH(GOPMAIMOHHBIE CIPAaBOYHBIE CHCTEMBD» COACPKHUTCS IEepeueHb
npodeccruoHanbHbIX 0a3 JaHHBIX U MHPOPMALIMOHHBIX CIIPABOYHBIX CHCTEM, HEOOXOIUMBIX AJII OCBOCHHUS
JUCLUTIINHBL.

5.2 PexomeHnanuu o0y4aronumMcs o padore ¢ TEOPeTUYeCKUMU MaTepuaiaMy Mo TUCIUIUINHE

[Tpu u3ydeHnn 1 mpopadbOTKe TEOPETUICCKOTO MaTepraia HeOOXOaUMO:

- IPOCMOTPETH €I1I€ pa3 npe3eHTaruo Jekuuu B cuicteMe MOODLe, moBTOpUTh 3aKOHCIIEKTUPOBAHHBIN HA
JIEKIIMOHHOM 3aHSATUM MarepuaJl M JAONOJHHUTh €ro € Y4YEeTOM PEKOMEHJIOBAHHOM JOMOIHUTEIbHOU
JIUTEPaTypBhl;

- IPY CAMOCTOSITEIbHOM M3yUYE€HUU TEOPETUYECKOM TEMBbI CIENaTh KOHCIIEKT, UCIIOJIb3Ysl PEKOMEHIOBAHHbBIE
B PI1/] ucrounuku, npodeccuoHaIbHbIE 0a3bl TaHHBIX U HHPOPMAIIMOHHBIC CIIPABOYHBIC CHCTEMBI:

- OTBETHTbH Ha BOMPOCHI IS CAMOCTOSATEIHHON padoThI, IO TeMe MpeCTaBIeHHbIe B myHKTe 3.2 PI1]I.

- TIPH MIOAATOTOBKE K TEKYLIEMY KOHTPOJIIO UCIIOIb30BaTh MaTepuaibl (poHna oneHouHbix cpeacts (POC).
5.3 Pexomennamuu 1o pabote ¢ Hay4HOU U y4eOHOM uTepaTypoit

PaGota ¢ OCHOBHOM M JOTOJHUTEIBHOW JIUTEPATYpPOH SIBISICTCS TIJIaBHOM (OPMON CaMOCTOSTEIBHOU
paboThl U HeoOXoAMMa MPU TMOATOTOBKE K YCTHOMY OMNPOCY Ha CEMUHApCKUX 3aHATHAX, K Jebaram,
TECTUPOBaHHUIO, SK3aMeHy. OHa BKIIIOYAeT NMPOpPadOTKy JIEKIIMOHHOTO Marepuaja U PEKOMEHIOBAaHHBIX
HMCTOYHUKOB U JINTEPATYPHI 10 TEMATUKE JICKLIUN.

Koncnekr nekuuu 1omkeH coaepxarb pedepaTuBHyI0 3alIMCh OCHOBHBIX BOIIPOCOB JIEKIIMH, B TOM YHCIIE C
onopoii Ha pasMemnieHHbie B cucteMe MOODLe mpe3eHTany, OCHOBHBIX MCTOYHUKOB W JIUTEPATYPbl IO
TeMaM, BBIBOJIbI MO KaKAOMY Bompocy. KoHCIEKT MoXeT ObITh BBHIMOJIHEH B paMKaX pacleyaTKd BbLAAYH
MIPE3CHTAIMI JIEKIIMI WKW B OTAEIBbHOW TeTpanu mo mpeamery. OH JOKEH OBITh aKKypaTHBIM, XOPOIIO
YUTAeMbIM, HE COJIEPKaTh HE OTHOCALIYIOCS K TeMe HH(OPMAIIMIO UIH PUCYHKH.




KoHcnieKkThl HayyHOW JHUTEparypbl NMPU CaMOCTOSATENBbHOM IOATOTOBKE K 3aHATHUAM JOJDKHBI COJEPIKaTh
OTBE€ThI Ha Ka)KI[BIﬁ IOCTaBJICHHBII B TEME BOIIPOC, HUMCTL CCBUIKY Ha HWCTOYHHUK I/IH(bOpMaI_[I/II/I C
00s13aTeNbHBIM YKa3aHUEM aBTOpAa, HAa3BaHMS W TOJa HW3AAHUS HUCIOJIb3YeMOH HaydyHOW JHMTEpaTyphl.
Koucmexkt moxer 6I>ITB OIMOPHBIM (COI[ep)KaTB JIUIIIb OCHOBHBIC KIIFOYEBLIC HOSI/II_II/II/I), HO TIpU 3TOM
MO3BOJISIIOIIMM  JIaTh TIOJIHBIA OTBET IO BOINPOCY, MOXET ObITh MOAPOOHBIM. OO0bEeM KOHCHEKTa
OMpeaAciACTCa CaMUM CTYACHTOM.

B nporecce paboThl ¢ OCHOBHOM W JOTIOTHUTEIIBHON JTUTEPATYPOH CTYICHT MOXKET:

- JCJIaTb 3alluCu IO XOAYy UYTCHUA B BHUAC MPOCTOr0 WJIMW PAa3BCPHYTOIO IJIaHA (COB,Z[aBaTI: MEpCUCHb
OCHOBHBLIX BOITPOCOB, PACCMOTPCHHLBIX B I/ICTOLIHI/IKG);

- COCTaBJATH TE3HUCHl (LMTHpOBaHHE HauOoJee BAKHBIX MECT CTaTbu MJIM MOHOTpaduu, KOpPOTKOE
U3JI0KEHHE OCHOBHBIX MBICJIEH aBTOpA);

- TOTOBUTH aHHOTAIMH (KpaTKoe 000011IeHe OCHOBHBIX BOIIPOCOB PabOTHI);
- CO3/1aBaTh KOHCIIEKTHI (Pa3BEPHYTHIC TE3UCHI).
5.4. PexoMeHaIMK 10 IOATOTOBKE K OTAEIBHBIM 3a/IaHUSIM TEKYIETO KOHTPOJIS

CobecenoBanue MpennojaraeT OpraHu3aluio Oecelnpl MpernoAaBareist cO CTyAEHTaMH [0 BOIpOcam
MPAKTHYECKOTO 3aHATUS C LIEJbI0 Oojiee OOCTOATEIHHOTO BBISBICHHUS UX 3HAHUN MO OINpeneIeHHOMY
paszgeny, TeMme, mpobieme U T.I. Bce wieHbl Ipynmbl MOTYT Y4acTBOBaTh B OOCYXKIEHUU, J00aBIATH
nH(pOpMaIUIO, TUCKYTUPOBATh, 3a/1aBaTh BOIIPOCHI U T.1.

YCTHBIE OMpOC MOXKET TPUMEHATHCS B pas3audHbIX (Qopmax: (QpoHTaIbHBIN, WHIWBUIYAIBHBIN,
KOMOMHUPOBaHHBIA. OCHOBHBIE KaUY€CTBA YCTHOTO OTBETA MOJIJIEKAIIETO OI[CHKE:

- IPaBUJILHOCTH OTBETA IO CO/IEPIKAHUIO;

- IOJIHOTA U TITyOWHA OTBETA;

- CO3HATENIbHOCTh OTBETA;

- IOTUKa U3JI0KECHUS MaTepuaa;

- PalMOHAJILHOCTh UCIIOJIb30BaHHBIX PUEMOB U CTIOCOOOB PEIlIeHUs TOCTABIEHHON yueOHO! 3a1auu;

- CBOEBPEMEHHOCTh U A((HEKTUBHOCTH UCIIOIB30BAHMS HATMISIHBIX MOCOOM U TEXHUYECKUX CPEACTB MPHU
OTBETE;

- HCTIOJIb30BaHMUE JIOMOTHUTEIILHOTO MaTepuarna;

- palMoOHAJIbLHOCTD HUCIIOIB30BAaHUSI BPEMEHU, OTBEJICHHOTO Ha 3a/1aHue.

YCTHBIM OIIPOC MOXKET CONPOBOXKAATHCS IMPE3ECHTALUEH, KOTOpas IMOATOTaBIMBACTCA IO OAHOMY U3
BOIPOCOB MPAKTUYECKOTO 3aHATH. [Ipy BBICTYIUICHHH C MPE3eHTalMell HeoOX0MuMOo oOpaIiaTe BHUMAaHHE
HA TaKWe MOMEHTHI KaK:

- colep)KaHUE TPE3CHTALMU: aKTyalbHOCTh TEMbI, MOJIHOTA €€ PACKPBITHSA, CMBICIOBOE COMAEp)KaHUE,
COOTBETCTBHE 3asBJICHHOM TEMbI COJIEP)KaHNIO0, COOTBETCTBHE METOAUYECKUM TPEeOOBAHUAM (LIETTU. CCHUIKU
Ha PECYpChl. COOTBETCTBHUE COACpPKAHUS U JIMTEPATyphl), MpaKTUUeCKas HaNpaBIeHHOCTb, COOTBETCTBUE
cofiepaHusl 3asBICHHON QopMe, aJleKBaTHOCTh UCIOIb30BAHUS TEXHUYECKUX CPEACTB YUeOHBIM 3ajlauaM,
MOCJIEZIOBATENBHOCTD U JIOTUYHOCTD MPE3EHTYEMOT0 MaTepuara;

- odopMiieHHE TMpe3eHTAlMU: O00bheM (ONMTHUMaTbHOE KOJWYECTBO), AW3alH (YUTAEMOCTh, HAJIMYHE U
COOTBETCTBHE TpaUKd U aHUMAIMH, 3ByKOBO€ OQOpMIIEHHE, CTPYKTypUpOBaHHE UHOpMAINH,
COOTBETCTBHE 3asBICHHBIM TpPEOOBAaHUSM), OPUTHHAIBHOCTH O(OPMIIEHUS, SCTETHKA, HCIIOJIb30BaHUE
BO3MOXKHOCTH MPOTPAMMHOM CpPeIbl, COOTBETCTBHE CTaHIAapTaM o(pOpMIICHUS;

- TMYHOCTHBIE KaueCTBa: OPATOPCKUE CIIOCOOHOCTH. COOMIOIEHUE PErIaMeHTa, SMOIIMOHATIBHOCTh, YMEHUE
OTBETUTH Ha BOIIPOCHI, CUCTEMaTU3UpPOBaHHbIE, INTyOOKKE U MOIHbIE 3HAHUS 110 BCEM pa3jiesaM MporpaMMmbl:
- coiep)aHWe BBICTYIUICHHUS: JIOTUYHOCTh H3JI0KEHHUS Marepualia, PacKpbITUE TEMBbI, JIOCTYIHOCTh
uznoxkenus, d3PpdextuBHoCcTh npuMeHeHus cpeacts HWKT, cmocoObl u  yciaoBHs —JIOCTHXKEHHUS
pPEe3yNBbTaTUBHOCTH W 3(P(EKTUBHOCTH U1l BBIMOJHEHHS 3a/1a4 CBOeH MpOo(eCCHOHAIBHONW WM Y4eOHOU
NeSITeNIbHOCTH, JI0Ka3aTeJIbHOCTh MPUHUMAEMbIX PEIICHUM, YMEHHE apryMEHTHPOBATh CBOM 3aKIIIOYCHMUS,
BBIBO/IB.

6. YueOHO-MeToAUYecKOe U MHPOPMALIMOHHOE 00ecnieYeHue TUCIHIINHBI

6.1 OcHOBHas nuTEpaTypa:

48



1. Tam6 roc. yu-T um. I'.P. Jlep>xaBuna, H-T Marematuku, Gu3uku 1 nHGopmarnku TexHUUeCKas 3anuTa
nHpopmaruy : yueb. mocodue. - Tam60B: [b.u.], 2014. - 1 anekrpoHn. ont. guck (CD-ROM)

2. Jlomarun J1.B., Kanununa FO.B. be3omacHbie nH(pOpMaIimoHHbIe TEXHOJOTHH : AJIEKTPOH. yuel. mocodue.
- Tam608B: [b.1.], 2014. - 1 anektpoHn. ont. guck (CD-ROM)

3. Jlomarun /1. B. [IporpamMmMmHo-anmaparHas 3ammTa HHGOPMAIMH : 3JIEKTPOH. yued. mocodue. - TamOo0B:
[b. n.], 2014. - 1 snextpoHn. ont. guck (CD-ROM)

4. Jlonatun JI. B. Texnonorust nHpopmMarimoHHOM 0€30MaCHOCTH M METOMIOJIOTHS 3aIlUThl WH(pOpMAIUH :
ANMEKTPOH. yuel. mocodue. - Tam60B: [b. u.], 2014. - 1 anekrpon. ont. guck (CD-ROM)

5. Jlomarun JI. B. 3amuTa oT BpeJOHOCHBIX IPOTPAMM : 3JIEKTPOH. y4eb. mocoodwue. - TamoOoB: [b.1.], 2014. -
1 anexrpod. ont. auck (CD-ROM)

6. Jlormatun /I.B., Yupkun E.C. 3amuTa 35eKTpOHHOTO JTOKYMEHTOOOOpPOTa B KOMITBIOTEPHOW CHUCTEME :
ANMEKTPOH. yueO. mocobue. - Tam60B: [b.u.], 2014. - 1 sanextpon. ont. auck (CD-ROM)

7. Jlonarun JI.B., Yupkun E.C. 3amura nHGOPMAIIMOHHBIX MPOIECCOB B aBTOMATU3UPOBAHHBIX CUCTEMAX :
ANMEKTPOH. yueO. mocobue. - Tam60B: [b.u.], 2014. - 1 sanextpon. ont. auck (CD-ROM)

6.2 JlonosHUTENBHAS IUTEpATYpA:

1. bexpoys, A. Kpuntorpadus u 6e3onacHoCTb ceTeil : yueoHoe mocoowue. - 2020-11-14; Kpunrorpadus u
0e3omacHOCTh cereld. - MockBa, CaparoB: Hutepner-YuuBepcuter WHpopmarmoHHbXx TexHOMOTHI
(MHTYUT), By3osckoe obpazoBanue, 2017. - 782 c. - Teker : anexrponnsiii / [IPR BOOKS [caiit]. - URL:
http://www.iprbookshop.ru/72337 . html

2. Arpanosckuii, A. B., Xamu, P. A. [Ipaktuueckas kpunrorpadus: aJirOPUTMbI K KX TTPOTPaAMMHUPOBAHHE. -
2021-05-25; [Ilpaktuueckass kpunrorpadus: ajdropuTMbl W WX TNporpaMMHpoBaHue. - MocCKkBa:
COJIOH-ITpecc, 2016. - 256 c¢. - Tekct : oanekrponnbii // IPR BOOKS [caiir]. - URL:
http://www.iprbookshop.ru/90248. html

3. I'pubynun, B. I, Mapteinos, A. I1., Hukonaes, /1. b., ®omuenko, B. H. Kpuntorpadus u 6e30macHoCTh
nudpoBbIX cucteM : ydyeOHOoe mocodme. - Bech Ccpok oxpaHbl aBTOpCcKOro mpama; Kpumnrorpadus wu
6e3omacHOCTh IUGPOoBBIX cucTeM. - Capos: Poccuiickuii penepanbubiii simepublil ieHTp — BHUND®, 2011.
- 411 c. - Tekct : anexrponnsiii / IPR BOOKS [caiiT]. - URL: http://www.iprbookshop.ru/60851.html

4. PomanbkoB, B. A. AnreOpamueckas kpunrorpadus : monorpadus. - 2023-06-30; AnreGpandeckas
kpunrorpadus. - Omck: OMckuii rocynapcTBeHHbIi yauBepcutet uM. @.M. Jlocroesckoro, 2013. - 136 c. -
Texct : anexrponnsiii / IPR BOOKS [caiit]. - URL: http://www.iprbookshop.ru/24868.html

6.3 NHbIe HCTOYHUKU:

1. Kypnan «Maremarnyeckue BOITPOCHI KpHUnTorpadum» -

http://www.mathnet.ru/php/journal. phtml?jrnid=mvk&option_lang=rus

2. XKypnan «BIS Journal - Uadopmarmonnas 6e3omacHoCcTh 6aHKOBY - https://journal.ib-bank.ru/pub/169
3. Kypnan «3anumarenbHas kpunrorpadus» - https://bigmir81.livejournal.com/420975 . html

4. bnor«Kpuntorpadus. lludposanue n kpunroananus» - https://habrahabr.ru/hub/crypto/page4/

5. Kypnan «be3onacHocTs HHPOPMAIIMOHHBIX TEXHOJIOTHI» - https://bit.mephi.ru/index.php/bit

6. Kypnan «Mwup I1K» - https://www.osp.ru/pcworld

7. MaTepuajbHO-TeXHHYeCKOe ofecnedeHHe TUCIUILINHBI, TPOrpaMMHOe o0ecrnedyeHue,
npodeccuoHa bHbIe 623bI JTAHHBIX U HH(OPMALMOHHbIE CIPABOYHBIE CHCTEMbI

Jlnst mpoBeneHUsl 3aHATHA MO JUCIMIUIMHE HEOOXOAWMO CIEIyHoIlee MaTepUuaibHO-TEXHUIECKOEe
oOecriedeHre: ydeOHbIC ayAUTOPHH UIsl TPOBEICHHS 3aHATHH JICKIMOHHOTO W CEMHHAPCKOTO THIIA,
TPYIIOBBIX W HMHIMBHUIYaJTbHBIX KOHCYJIBTAllMH, TEKYIIEr0 KOHTPOJIS W TPOMEXKYTOUHOW aTTECTAIlHH,
TIOMEIICHUS ISl CAMOCTOSITEIbHOM PabOoTHI.

VYdeOHbIe ayTUTOPHUN U IIOMEIICHUS ISl CAMOCTOSTEIIFHON paOO0Thl YKOMIUIEKTOBAHBI CIICTIHATH3UPOBAHHOM
MeOeNbI0 U TEXHUYECKUMH CPEJICTBAMU OOYyUCHHMS, CIIY>KAIIUMH JIJIs1 TIPEICTABICHHS yueOHOW nHbOpMauu
OOJIBITION ayTUTOPHH.
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[TomerieHus U1t CaMOCTOSATENILHONW paOOThl YKOMIUIEKTOBAHBI KOMITBIOTEPHON TEXHUKOH C BO3MOXKHOCTBIO
MTOAKITFOYEHHUS K ceTh "Unrepuet" 51 obecrieueHneM JIOCTyIa B AIIEKTPOHHYO
MH(POPMALIMOHHO-00pa30BaTEIbHYIO CPEAy YHUBEPCUTETA.

Jlist mpoBeeHNs 3aHATHI JICKIIMOHHOTO THITA UCTIONB3YIOTCS HA0OPBI IEMOHCTPAIIHOHHOTO 000PYI0BaHUS,
o0ecreunBaIIfe TeMaTHYECKUE WILTIOCTpAUd (ITPOEKTOP, HOYTOYK, SKpaH/ MHTEPAKTUBHAS JTIOCKA).

JIuneH3noHHOE U CBOOOIHO pacHpOCTpaHsIeMOe MPOrpaMMHOE 00ecTiedYeHHE:
Omneparmonnas cuctema "Anst O6pazoBanue"

LibreOftice

Microsoft Windows 10

Microsoft Office [Ipodeccronanbhsrii mioc 2007

Kaspersky Endpoint Security 10 aiis Windows "JlaGopartopus Kacnepckoro" 26.07.2018

[Ipodeccuonanbubie 6a3bl JaHHBIX U MH(POPMAITMOHHBIC CITIPABOYHBIE CUCTEMBI:

1. DIEKTPOHHBIIN Karajor DyHIaMEHTaIbHON OnOIMOTEeKH TI'V. - URL:
http://biblio.tsutmb.ru/elektronnyij-katalog

2.  VYHuBepcuTeTcKas  OMOMMOTEKa  OHJAWH:  DJIEKTpOHHO-OMOmmoreunas  cuctema. —  URL:
https://biblioclub.ru

3. Koncynsrant crymenta. ['ymaHuTapHbIe HAyKH: OJJIEKTPOHHO-OMOMMoTeyHass cucrtema. — URL:
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