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1. lean u 3agaun AUCHUATIHMHBI
1.1 Henp qucuuruivHel — GopMUpOBaHUE KOMIIETEHIIHIA:

ITIK-3 CriocobeH mpoBOANTh WHCTPYMEHTAIBHBI MOHUTOPHHT 3alTUIIICHHOCTH KOMIIBIOTEPHBIX CHCTEM U

cerent

1.2 Tumbl 3amad mpodecCHOHATBHOW JEATETLHOCTH, K KOTOPBIM TOTOBATCS OOydYaroluecs B paMKax

OCBOCHMHA NJUCLHMITIIIMHBI:

- OpPraHU3aLMOHHO-YIIPABICHYECKUN

1.3 JIucuurniauHa OpHEHTHPOBAaHA HA MOATOTOBKY OOydYaromuxcs K MpodeCCHOHAIBLHON JesSTEIbHOCTH B
chepe: 06 Cpsi3b, HPOPMAITMOHHBIC  KOMMYHHUKAIIMOHHBIE TEXHOJIOTHH (B cpepe TEXHUKH U TEXHOJIOTHH,

OXBaTbIBAIOIIEH COBOKYNHOCTh MpobieMm,

CBS3aHHBIX C OO€eClleYeHHEM 3allUINEHHOCTH OOBEKTOB

nH(pOpMaTH3aIMY B YCIOBHIX CYIIECTBOBAHUS yTpo3 B HH(POpMAIMOHHOM cdepe)

1.4 B pe3ynbrare 0CBOCHHSI TUCIUILUIUHBI Y 00YYaromIMUXCsl TOJKHBI ObITH COPMUPOBAHBI:

O0001IeHHBIC TPYIOBBIE

KO,I[ 1 HAUMCHOBAHUC

(hyHKUMY / TPYAOBBIC komriereHu @I'OC BO,
(GbyHKUMY / TPYyZOBBIC HITH HEOOXOIUMOM ISt .
WnankaTopbl JOCTHKEHHSI KOMIIETSHIHHA
npodeccroHaIbHbIE (hopMHpOBaHUS TPYAOBOTO
JeicTBus (py HaTUIUU WK IpoecCHOHATBHOTO
npodcranaapra) nefcTBUS
[TIK-3 Cnocob6en npoBonuts |[IpoBomut WHCTPYMEHTAJIbHBIH MOHHUTOPHHT
HWHCTPYMEHTAJIbHBIN 3alUIIEHHOCTH KOMIIBIOTEPHBIX CHUCTEM M ceTell ais
MOHUTOPUHT obecrmieueHus uX 0€30MMaCHOCTH
3alUIIEHHOCTH

KOMIIBIOTEPHBIX CHCTEM H
ceren

1.5 CornacoBanue MEXAUCITUTUTMHAPHBIX CBA3CH MUCIUTIINH, 00€CIIEYNBAIOIINX OCBOCHUE KOMITCTCHITHI:

[IK-3 CnocobeHn mpoBOIUTH

KOMITBIOTCPHBIX CUCTEM U ceTen

Ne
n/m

HanmenoBanmne
JIMCITUILINH,
OTIPEICIISIFOITIX
MEKIUCIUTUTMHAPHEIE
CBSA3H

dopma oOyyeHus

Ounas
(cemectp)

416|17]|18]9

1 ["Networksecurity"

2 | Ananm3
3aIIUIIIEHHOCTH
KOMITBIOTEPHBIX CETEH

3|3ammra nporpamMm u
JTAHHBIX

4 {O3HaKOMHUTEIIbHAS
IMpaKTUKa

5 |CucrteMsl U ceTn
nepeaayu
uHopMaru

WHCTPYMEHTAJIbHBIII ~ MOHHUTOPUHT

3aIUIIEHHOCTH

2. Mecto nucuumiinmabl B cTpykrype OIl cnenmanurera:
HuctuninnHa «be30nacHOCTh KOMITBIOTEPHBIX CETEH» OTHOCUTCA K 4acTH, (popMUpyeMOil ydacTHHUKaMHU

0o0pa30BaTeIbHBIX OTHOIICHUH,

yuebnoro taHa OIl mo nampaBinenuto mnoaroroBku 10.05.05 -

bezonacHocTh MHDOPMAITMOHHBIX TEXHOJIOTHI B IPABOOXPAHUTEILHOM cdepe.




JucuunnnHa «be3onacHoCTh KOMIBIOTEPHBIX CETEN» U3ydaeTcs B 4 ceMecTpe.

3.00beM u conepxaHHue TUCUUILINHBI
3.1.00peM qucrmIuiiHEL: 11 3.€.
Ouynas: 11 3.e.

Bun yueGHOM paboThI (Bcef:r)glj{ii%)
OO0mas Tpyn0éMKOCTb 1M CHUILTHHBI 108
KonTaktHas pabora 64
Jlexuu (Jlekrun) 32
Jlaboparopnsie (JIab. pab.) 32
CamocrosrenbHas padota (CP) 44
3auer -

3.2.ConepxaHue Kypca:

Ne Ha3zBanue Bun yuebHoli | DopMbI TEKyIIETO
TEMBI paszena/TeMsbl pabortsl, yac. KOHTPOJIS
Jlex |JIa6 | CP
U | .
pao.
O|l0|O
4 cemectp
1 [TorpeOHOCTE B 4 4 6 CobecenoBaHue;
KnoepOe30nacHOCTH TectupoBanue
2 Ataku, NOHATHS U ) ) 4 TecTtupoBanue;
TEXHUKNA ColOecenoBanue
3 3amura JaHHbBIX | CobecenoBaHue;
KOH(QUIEHITUATBLHOC | 2 2 4 TecTtupoBanue
TH
4 3amura ) ) 4 CobecenoBaHnue;
OpraHu3aluu TectupoBanue
5 Oo6pasoBanue u TectupoBanue
Kapbepa B chepe >l a4
MH(POPMALTMOHHON
0€30MacHOCTH
6 Kubepbe3onacHocTh TectupoBanue
— Mup 3kcnieproBu | 2 | 2 | 4
MIPECTYITHUKOB
7 Ky6 > 12| a TectupoBanue
KnoepOe30nacHOCTH
8 Yrpo3sl TecTtupoBaHue
KnoepOe30nacHOCTH >l alo
, YSI3BUMOCTH U
aTaku
9 CrocoOsbI 3aIuThI TecTtupoBanue
CEKpETHOM 2 1212
nHpopmarun
10 ObecneueHus TectupoBanue
LEJIOCTHOCTH 2 12 ]2
TAHHBIX




11 Konnenmusa «sth
TIEBSITOKY

TectupoBanue

12 3amura ypoBHEH TectupoBanue
obecriedeHus 4 12 |2
KkrbepOe30nacHOCTH

13 Kak crarb TecTtupoBanue
CHEIHAIUCTOM B
obmactu
KnoepOe30nacHOCTH

Tema 1. Ilorpe6HocTs B knbepoesonacuoctu (IK-3)
Jlexknus.

Beenenue. Ilorpe6HOcTs B kHOepOe3onacHocTH. Ilepconanbhbeie nanHblie. Uto Takoe «IlepcoHanmbHble
naHHele». Yrto Takoe kKubOepOezomacHOCTh. MpeHTudukanus monb3oBaTens OHJIAHH U oddraiin.
Boruucnurensuele  ycrpoiictBa. KoproparuBheie aganuble. Uto Takoe «KoprmopaTruBHBIE TaHHBIEY.
[TocnencTBust HapymieHus: O€30MACHOCTU. 3JOYMBIIUICHHUKH W 3KCIEPThl MO KHOepOe30macHOCTH.
[Tpodpwmis kubepnpectynuuka. KOpuandeckue u sTuyeckue npoodiemsl kuobepoesonacHocTn. Kubeppoiina.
[TonsTHe KMOEPBOIHEI.

JlaGopaTopHbie padoThbI.
JlaGoparopHas pabota.
CpaBHEHHE TaHHBIX ¢ TIOMOIIBIO XAI-(DyHKIIUH
[Topsimok npoBeneHust pabOTHI:
- U3y4eHHUEe XOII-YHKINN
- IPUHLUN paboThl X3UI-(QYHKIUN
- IPUMEHEHHE XAII-(QyHKINU
- KOJUT3HUS X3II-(DYHKIIUU

Tema 2. Ataku, nousaTusi u TexnHuku (I1K-3)
Jlexknus.
Kubeparaku Ha 0OBEKTHI KPUTHUECKOM HHPOPMALMOHHONW HHPPACTPYKTYPHI
Nutepuer Bemeii (IoT) - 5T0 3BOIONNS B MEXMAIIMHHON CBSI3U, YHHUKATBHOE
COEIMHEHHE, [T03BOJISAIONIEE BEIUMCIUTEIBHBIM YCTPOMCTBAM IIEpPEAaBaTh JAHHBIE 10
Bcel ceTu 0e3 ydacTust XOTs ObI OJTHOTO YeJloBeKa. TPEBOXKHON CUTYaIMEH SIBISICTCS
pacTtymas B3auMOCBs3b 00BEKTOB KPUTHUECKOW HHPOPMAITMOHHONW HHPPACTPYKTYPHI

¢ moMolplo TexHojorui MHTepHeTa Bemieil M COMyTCTBYIOIIEE YBEIWYEHHUE YHUCIA OPraHM30BaHHBIX
kubeparak 1o Bcemy Mupy. boijio ycTaHoBI€HO, 4TO MHOTHE KMOepaTaku

Stuxnet, Havex, Black Energy 3 u Industroyer, coBepiieHHbIE 3a TIOCIETHNE TOBI, OBLITH
HanpasJeHbl Ha cucTeMsbl yrpasieHus SCADA, npuHauiexanye K pa3audHbIM
CyObeKTaM KpUTHUYECKON MH(OPMAITMOHHON HH(PpacTpyKTyphl. OueBHICH TOT (PaKT, 4TO
BpenonocHoe 110, koTopoe HaleaeHo Ha BOAHBIC U T'a30BbI€ CTaHIIUH, SIEKTPOCTAHINH

U TPAHCIIOPTHBIE CUCTEMBI, SIBISIETCS JIEIOM pyK IpodecCroHaIoB U ObLIO CTIeHaIbHO
pa3paboTaHo AJIs COBEpUICHUsI TOAOOHBIX AeHCTBUI. MHOTHE ycTpoiicTBa, paboTaromue
Ha 06a3e MHTepHeTa Bemeii, ”HTErpupoBaHbl B CYObEKTHI KpUTUUECKON MH(OPMAITMOHHON
UHPPACTPYKTYPBI UI JOCTHKEHUSI MAKCUMAIIbHO 3 (PEKTUBHOTO B3aUMOJCHCTBUS

u komMmyHukanu. [To mporno3am k 2025 rogy 4Kciio yCTPOMCTB, MOAKITIOYEHHBIX

K UHTEPHETY, JOCTUTHET 75 MUJUIMAPIOB, YTO MOXKET 3HAYUTEIILHO YXYIIIUTh CUTYaIUIO

U TIPUBECTH YBEJIMYEHHUIO pocTa KuOepaTak, HalEJICHHBIX Ha KPUTHYECKYI0 HH(GOPMAIMOHHYIO
UHPPACTPYKTYPY, KOTOPbIE pa3padaThIBAIOTCS C UCIIOJIb30BAHUEM PELICHUI

Ha ocHOBe MHTepHeTa Bemeil u coOT-BEeTCTBEHHO MOTYT OBITH MOIBEP)KEHBI KHOEpaTakam.
JlaboparopHbie padoThbI.



JlaGoparopHas pabota.
Yenosek no cepenune "MITM"
[Topsitok BBINOJIHEHUS:
- npuHuun araku MITM
- crIOCOOBI peann3anuu
- npotuBoaercTBug MITM
3ananHus 1J151 CAMOCTOSITEILHOI padoThI.
1. 3apanue. OnpeneneHue TEPMUHA KYSI3BUMOCTBY.
2. 3apanue. Onpeznenenue TUNIOB BpenoHocHOro [10.
3. 3apanue. Onpenenenue tuna DoS-ataku.

Tema 3. 3amura 1aHHbIX U KOHpuaeHnuaabHoctu (IK-3)

Jlekumus.
3ammTa YCTPOMCTB M CETH. 3allliTa BBIYUCIUTEIBHBIX YCTpocTB. CoOmofaeHue mpaBuia 0€30MacHOCTH
MPU HMCTIOJIB30BaHUM OCCIPOBOAHBIX ceTeil. Vcronp30BaHNEe YHUKAIBHBIX MApOJICH ISl KKIOH YUETHOU
3amucu B ceTd. Benenuwe panvbiX. IludpoBanue nanHbiXx. Pe3epBHOE KONMUpOBaHUE JAHHBIX.
OxoHyarenpbHOE yJaleHHe JaHHbBIX. 3allliTa MePCOHANbHBIX JaHHBIX B ceTH. HanexxHas ayreHTUUKaLUS.
JByxdakropras ayreHTHGuKanus. OAuth 2.0. KonpuaeHmma sHOCT 37IEKTPOHHOM MOYTH U BeO-Opay3epa.

JlaGopaTopHbie padoThbI.
1. Coznanue U COXpaHEHNE HAIEKHBIX IapoJiei
2. Pe3epBHOE KOITUPOBAHKE JAHHBIX BO BHEIIHEE XPAHWIUILIEC
3. JJaboparopnas pabora.
4. HackoibKO pUCKOBaHHO MOBEJIEHHE MoJib3oBaTens B aTepHere?

Tema 4. 3amura opranusanuu (ITK-3)

Jlekuus.
MexceTeBble dKpaHbl. THIIBI MEXKCETEBBIX 3KpaHOB. CKaHMPOBAaHUE TMOPTOB. YCTPOHCTBAa OE30MACHOCTH.
O6napyxeHue arak B peanbHOM BpeMeHu. OOHapyKeHHE araKk B peajlbHOM BpemeHHu. Jlydmme
MPaKTUYECKUE METOIUKH 0 MHPOpMaMoHHON Oe3omacHoCcTH. [logxon kK krnbepOe30macHOCTH Ha OCHOBE
noBezieHusl. borHeT. YOuiicTBeHHas 1ienouka. YOUNCTBEHHAs Iienodka B kKuOep3amnure. bezonacHocTh Ha
ocHoBe moBeaeHus. NetFlow u kubGeparaku. Ilogxonm Cisco k kubepoeszonacHoctu. CSIRT. COopnHuk
CIIEHApHEeB M0 OOecmeueHuo 0e30macHOCTH. WHCTpYMEHTBl Il TPENOTBpAIICHUS W OOHApYKCHHS
naimaeHToB. CucteMsl IDS u IPS.

JlaGopaTopHbie padoThbI.
3amuTa uHGOpPMALNMHU OT YTEYKH 3TO AeATeJIbHOCTDH M0 NPEeJOTBPALIEHUIO:
1. momyuyeHus 3ammMInaeMor HH(OPMAIIUU 3aMHTEPECOBAHHBIM CYOBEKTOM C HApyIIEHUEM
YCTaHOBJICHHBIX TTPABOBBIMH JIOKYMEHTAMH UM COOCTBEHHUKOM, BJIaJIesIbIieM HH(POPMAIIUU MPaB WU
MpaBUJI IOCTYyIA K 3aIUIaeMoi HH(OPMAIIHH;

2. BO3AEHMCTBHS C HApyIICHUEM yCTAaHOBJICHHBIX MPaB W/WIK MPAaBWII HA U3MEHEHHE HH(OpMaLuy,
MPUBOASAILIETO K UCKAKECHHUIO, YHUUTOXKEHHIO, KOMUPOBAaHUIO, OJIOKMPOBAHMIO IOCTYIa K HH(pOpMaIuy, a
TaKKe K yTpaTe, yHUUTOXKEHHIO WK cO010 (QyHKIIMOHUPOBAHUS HOCUTEI HH(OpMaIUY;

3. BO3IEUCTBHS Ha 3alTUIIAEMYI0 HH(GOPMAIIMIO OMHUOOK TOJIb30Barels nHpopmarmei, coos
TEXHUYECKHX M MTPOrPAMMHBIX CPEACTB UHPOPMAITMOHHBIX CUCTEM, a TaK)KE MPUPOHBIX SBICHUH;

4.  HEKOHTPOJIUPYEMOTO PaCIpOCTPaHEHHUs 3alIUIaeMOl HH(POPMAITUH OT €€ pa3IialieHusl,
HECAHKIMOHUPOBAHHOTO JIOCTYTIA;

5. HECaHKIMOHWPOBAHHOTO JTOBEICHHS 3alHIaeMON HH(OpMAIMK 0 HEKOHTPOIHPYEMOTO KOJIMYeCTBA
noyrydaresnieid nHdopmaruu.



3amura uHopmMannu 3T0:
1.  mpormecc cOopa, HAaKOTUICHHSI, 00PaOOTKU, XpaHEHHsI, pACIIPEICIICHUS U ITOMCKa HH(POpMAITUK;

2. mpeobOpazoBaHue MHGOPMAIIMH, B PE3YJIbTAaTe KOTOPOTO COAEp)KaHne HH(POPMAITUU CTAHOBUTCS
HETIOHSITHBIM JUTs CyObeKTa, He UMEIOIIIETO JIOCTYTIA;

3.  momyuyeHHe CyOBEKTOM BO3MOXXHOCTH O3HAKOMIIEHUS ¢ MH(POPMALIUEH, B TOM YHUCIIE IPH TOMOIIN
TEXHUYECKHUX CPEJICTB;

4.  COBOKYITHOCTbH MPaBWJI, PETIAMEHTUPYIOUINX MOPSAIOK U YCIOBUS JOCTyNa cyObeKkTa K HHPOpMAIUK U
€e HOCUTEJISIM;

5. JesSTenbHOCTH MO MPEIOTBPAILECHUIO YTeUKH HH(OpMAIK, HECAHKIIMOHUPOBAHHBIX U
HEIpeAHAMEPEHHBIX BO3JCHCTBUN Ha HEE.

3ananus AJ51 CAMOCTOSITEILHOI padoThI.
1. 3amanue. OnpeneneHue 0TBETa MPOrpaMMbl CKAHUPOBAHHUS MTOPTOB.
2. 3apanue. OnpeneneHue ycTporcTBa 6€30MacHOCTH.
3. 3aganue. OnpenenaecHue NOpsIKa STAOB YOUMCTBEHHOM IIETIOUKH.

Tema 5. O0pa3oBanue u kapbepa B cepe nunpopmanuonnoii 6ezonacuocru (I1K-3)
Jlekumus.
OO6pazoBanue u Kapbepa B chepe wuHDOpMAIIMOHHONW Oe30macHOCTH. BO3MOXHOCTH cepTU(dUKAIIH.
Bo3moxnoctn ceprudukanuu. PacmpenHbie  Bo3MOXXKHOCTH ceprudukanuu. Kappepa. Bakancum B
obnactu kubepOe3onacHocTu Ha caiite Cisco.com. JIpyrue BakaHcuu B cepe KubepOe30macHOCTH.
JlaboparopHbie padoThbI.
[Touck BakaHcuii 10 HHGOPMAITMOHHOM 0€30MMACHOCTH 3a PyOEKOM
[Topsitok BBIOJIHEHUS:
- TIOMCK 3apyOEKHBIX CAaliTOB C BAKaHCUSIMU
- HACTpoO#Ka (PUIBTPOB
- U3y4YEHHE MOTyUYEHHOTO CITUCKA
- BBIOOP XOPOIIIETO MPEATIOKEHHS Ha PHIHKE

Tema 6. Kudep0ezonacHoctb — MHp 3KcnepToB H npectynunkos (ITK-3)
Jlexknus.

Kubepbe3onacHOCT — MHp 3KCIEpTOB U  mpecTynHHKoB. OO030p ypoBHeW oOecrnedeHus
kubepOezonacHoctu. [Ipumepsr ypoBHel obecriedeHust kudepoOe3omacHocTH. Poct kubepmomenoB. Kro
Takue KuOepnpecTymHUKU? MOTHUBBI KHOEPIPECTYNHHUKOB. 3ayeM CTAHOBHUTHCS CHEIMAJIMCTOM II0
kubepo6e3onacHoctu? IlporuBozeiicTBue KuOepnpecTynmHUKaM. THMOBbIE Yrpo3bl Ui KOHEYHBIX
IIOJIb30BarTeliel. TUIIBI IEPCOHANIBHBIX JAHHBIX. YTPpo3bl IHTEpHET-cepBUCaM. YTPO3bl KIIFOUEBBIM OTPACIISIM
MPOMBIIIJICHHOCTH. YTpo3bl 00pa3y JKuW3HU Jofeld. BHyTpeHHHE W BHEUIHHE YTPO3bl. YA3BUMOCTH
MOOMIBHBIX ycTpoicTB. IlosiBnenue Murepnera Bemieil. BrnusHue Oonpiimx maHHBIX. Vcmonmb3oBaHue
nepeaoBoro opyxusi. bonmee mumpokmii oxBaT M KackamHblid dddekr. [Ipeanochuiku 6e30MacHOCTH.
[ToBbIIeHHOE pacrio3HaBaHue yrpo3 [ kubepodezonacHocTH. Pemenue mpobaemMbl HEXBATKU CHEUATUCTOB IT
kubepbOe3onacHocTH. HarmmoHaneHast KOHLENIHMS MPO(heCcCHOHATBHOM MOJATOTOBKH COTPYIHHUKOB B cdepe
kubepoe3onacHoct  (The National Cybersecurity Workforce Framework). IIpodeccuonanbubie
opranuzanuu. CTyIeHYeCKHe OpraHu3aldl ¥ KOHKYypchl 1O KkuOepOe3omacHocTtu. OTpacieBbie
ceprudpukanuu. Ceprudukanuu, CHOHCHpyeMble KOMOaHuAMU. Kak  cTarh  AIKCIEPTOM IO
K1OepOe30MmacHOCTH.

JlaGopaTopHbie padoThbI.
1 Ilouck paboTsl B cepe kubepOe30macHOCTH.
2 Unentuduxanus yrpos.



3 3anmauu npodeccroHanoB B chepe Kubepoe30macHOCTH.
4 Packet Tracer — co3manne KOMIBIOTEPHOTO MHPA.
5 Packet Tracer — OOrmienue B kubepmupe.

Tema 7. Ky6 kubepoezonacnoctu (ITK-3)

Jlexknus.

[Mpununs! naGopMaronHoi OezonacHocTu. CocrostHus HaHHBIX. Mepsl [/kubepbesonacHoctu. [Tpunim
KOH(UACHIMANBHOCTH. 3aluTa KOH(pUIACHIMAIbHBIX JaHHbIX. KOHTponms pgoctyna. 3akoHB U
OTBETCTBEHHOCTb. [IpMHIMII IIETOCTHOCTH MAAaHHBIX. TpeOoBaHMs K IIEIOCTHOCTH AaHHBIX. I[IpoBepku
nenoctHocTH. [IpuHnun nocrtynuoctu. [Iate aeBstok. ObecnieueHne NOCTYMHOCTH. BapuaHThl XpaHeHUs
JaHHBIX. 3aJaud 3allUThl XpPAaHANIMXCS JaHHBIX. MeToAbl Tepelauyd MJaHHBIX. 3aJaud  3allHuThI
NepeaaBaeMbIX JaHHBIX. Buabl 00pabOTKM AaHHBIX. 3afayd 3amuThl 00padaTbIBA€MbIM JIaHHBIX.
TexHonmormueckue NpPOrpaMMHBIE MeEpbl 3aIIUTHL. TEXHONOTMYECKHE ammapaTrHble MeEpbl 3allUThl.
Texnonmornueckue ceTeBbIE MeEphbl 3aIIUTHL. TEXHONOTMYECKHE CpeICTBa 3alUThl Ha Oasze oOmaka.
OOpaszoBatenpHble U y4yeOHblE MeponpusATHs 10 KubepOesonmacHOCTH. DPOpMHpPOBAHUE KYIBTYpPbI
kubepoe3onacHoct.  [lomutuku.  Crangaptel.  Pexomenpmammu.  Ilpomenypsl.  O0630p  Mozpenu
KubepOe3onacHOCTH. YpoBHH obOecrieueHus: kubepOezomacHoctu. Koutponenble 1enu. Cpenctsa
yopaeneHusi. Mopens  [xkubepOe3omacnoctu  [SO wu  tpumama «KIA». MHWcemonb3oBanue Momen
Clkubep6e3onacuoct ISO u cocrostnus ganubIx. Mozaens [JxkubepOe3zomacHoctu ISO u MepshI 3alMTHI.

JlaboparopHbie padoThbI.
1 VYcranoBka BupTyanbHOW MamuHbl Ha [1K.
2 AyteHTu(UKAIM, aBTOPU3ALUS U yUeT.
3 Packet Tracer — uzydenue mudpoBanus ¢aiioB U JaHHBIX.
4 Packet Tracer — nmpoBepKa 11eTOCTHOCTH (HaiJIOB M JJAHHBIX.

Tema 8. Yrpo3sl kudepoe3onacuocTu, yassumoctu u araku (I1K-3)

Jlexknus.

VYrpo3sl KuOepOe30macHOCTH, YSI3BUMOCTH W aTakd. UTo Takoe BpenoHOCHas mporpamma? Bupychl,
MHTEPHET-YePBU M «TPOSHCKUE KOHM». Jlormueckue OomObl. IIporpammsbl-BeIMOrarenu. Bakmopbl u
PYTKMUTHI. 3ammura OT BpemoHOCHbIX mnporpamMm. Cnam. Ilnuonckoe, pexknamHoe [IO m noppenpHbIE
aHTUBUPYCHBIC TporpamMMbl. DuimHr. BUIIUHL, CMHUIIMHT, GapMUHT U y3WIHHT. 3apaxeHue Opaysepa H

MOJKIIIOYaeMbIX MOAYJEH. 3amuTa OT atak yepe3 Opay3ep U AeKTpoHHYI0 mouty. CoranbHas HHKCHEPHSL.
TakTuku conManbHOM WHXKEHEpUH. B3misa depe3 1uiedo M Mouck B mycope. MMmepcoHuduxanus u
pO3bIrphIll. HecaHKIIMOHUPOBAaHHOE IIPOHUKHOBEHUE. MoOIIeHHN4eCTBO B VMHTEpHETE U IO 2JIEKTPOHHOU
noyre. 3amura ot oomana. Otka3 B oociyxuBanuu. [IpociaymmBanue. [Toqmena. Ataka uepes MocpeaHuKa.
Araku HyneBoro aHs. KiiaBuarypHsle IINHOHBI (KEHI0repsl). 3aluTa OT aTak. YCI0BHO BpegoHocHoe 110 u
cMuIIMHT. BpenonocHsie Touku poctyna. [nmymenne paguodactot. Bluejacking u Bluesnarfing. Araku Ha
WEP u WPA. 3ammra ot atak Ha OecHpOBOIHBIE CETH W MOOMJIbHBIE yCTpoWcTBa. MeXcalToBBII
ckpuntuHr. Bueapenuwe koma. Ilepemonnenue Oydepa. VYaaneHHBIH 3amyck mnporpamm. OJIEMEHTHI
ynpasinenus ActiveX u Java. 3anmra ot arak Ha IPUIIOKEHHUS.

JlaboparopHbie padoThbI.
Jlaboparopnas padota 1
OOHapyskeHHe yrpo3 U YsI3BUMOCTEH.

Jlaboparopnas padota 2
Packet Tracer — nactpoiika WEP/WPA2 PSK/WPA2 RADIUS.

Tema 9. Cnioco0b1 3amuThl cekpeTHoil nupopmanun (IIK-3)
Jlexknus.



HckyccTtBo 3amuThl cekperoB. Yto Takoe kpunrorpadua? MWceropus xpuntorpadun. CospaHue
KpunrorpaMmMel. J[Ba Tuma mumdpoBanus. Ilpomecc  cummMerpuyHoro —mu@poBaHus.  THMBI
Kpunrorpapuyeckux  mnpeodpaszoBanuii. CuUMMeTpuuHBIe  anroputMbel  mudpoBanus.  Ilpomecc
aCUMMETPUYHOTO IMHK(POBaHUSA. ANTOPUTMBI ACUMMETPHUYHOTO IM(poBaHUS. YIpaBlieHHE KIIOYaMH.
Cpasnenue tumnos mudposanus. [punoxenus. Cuctemsl pasrpaHudeHus puzndeckoro gocrymna. CucremMsl
pasrpaHMyeHHs JIoTH4eckoro poctymna. CpencTBa aMUHUCTPATUBHOIO KOHTPOJs goctymna. Obs3aTenbHOe
pasrpaHndeHue gocryna. JJMCKpenMoHHOE pasrpaHu4eHue A0cTyna. KOHTpoabs 10CTylla Ha OCHOBE POJIEi.
Pasrpannuenue goctyma Ha ocHoBe mnpaBwil. Yto Takoe wuneHTHdukanus? CpeacTtBa KOHTPOIA
unaeHtudukanyu. Yto-To, 4To MBI 3HaeM ((aktop 3HaHHS). UTO-TO, yTO MBI UMeeM ((hakTop BIAJICHUS).
Yro-To, 4TO sBNAETCA 4acThio Hac (pakTop cBoicTBa). MHOrogaxkropHas ayreHtuukanus. Uro Takoe
aBropuzaius?. Mcnonp3oBanue apropusauuu. UYrto Takoe oT4eTHOCTH? BHeapeHue oOT4YETHOCTH.
IIpeBenTHBHBIE cpeacTBa KOHTposs. Crep)kUBaroIMe CpeAcTBa KOHTpoJs. Pacro3HaBaTenbHbBIE CpelcTBa
koHTpons. Koppekrupyromme cpeacrBa koHTposid. CpeacrtBa BoccTaHoBieHus. KomneHcupyromue
cpeacTBa KOHTposid. YTo Takoe MacKMpoBaHUE AaHHBIX? MeTonbl MacKMpOBaHUS AAaHHBIX. UYTO Takoe
creranorpadus?. Meronsl creranorpaduu. CoumanbHas creranorpadus. OO6napyxenue. OOdycKarus.
IIpunoxenus.

JlaboparopHbie padoThbI.
1 Ilpumenenwue creranorpadum.
2 Packet Tracer. Hactpoiika TpancnioptHoro pexxuma VPN.
3 Packet Tracer. Hactpoiika TynHenbHoOro peskuma VPN.

Tema 10. Obecneyenus neaocTHocT AaHHbIX (ITK-3)
Jlekumus.

Uro mnonmmaercs mox xemupoBaHueM? CBoiicTBa Xeml-QyHKIUH. AJTOPUTMBI  XCIIHPOBAHUSI.
CoBpeMeHHbBIE AJITOPUTMBI XEIIMPOBAHUA. XelpoBanue (HaiyioB u MU(PPOBBIX HOCUTENCH. XeIUPOBaHUE
naponei. [Ipunoxkenus. Banom xemeit. Yro monumaercs nox godasinenueM conu? [IpenorBpaimenue arax.
Peanuzarus mexannsma no6asnenus conu. s yero npumensiercs mexanusMm HMAC? [Ipunnun neiictBus
mexanuzmMa HMAC. Tlpumenenune mexanmzma HMAC. Yto coboif mpeactasiseT IudpoBas MOANUCH?
HeBo3moxHocTh oTka3za. IIpomneccsl, mpuMeHsieMble Mpu co3naHuu IudpoBoi moanucu. Mcmons3oBaHue
nudposbix moanuceit. CpaBHeHHE aITOPUTMOB I (ppoBoit moanucu. Uto coboit mpencrabiseT mudpoBoi
ceprudukar? Hcnonp3zoBanue 1udpoBeix ceprudukaroB. Uto cobol mMpeAcTaBIsIET HCTOYHHUK
ceprudukaroB? Urto comepxut B cebde mudpooii ceprudukar? Ilpouecc nmposepku. Ilyth cepruduxara.
[lenoctHocTh manHbIX. CpencTBa KOHTPOJIS BBoAA AaHHBIX. [IpaBuiio npoBepku. [IpoBepka Tumna JaHHBIX.
ITpoBepka BxomubIX AaHHBIX. [IpoBepka anomanuii. llemoctHocTh 0OBekTa. CCBUIOYHAS IETOCTHOCTD.
IlenocTHOCTH TOMEHA.

JlabopaTropHbie padoThbI.
1 B3znom mapous.
2 Hcnonb3oBaHue HUPPOBBIX MOITHCEH.
3 VYnaneHHbIH JOCTYTI.

Tema 11. Konnenuusa «narthb aeBaTok» (IIK-3)
Jleknus.
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Uro o3Ha4aeT TEPMHH «IATh JAeBATOK»? Cdepbl, B KOTOPHIX peaiu3anus KOHIENIUU «ISATh JIEBATOK»
o0s13aTenbHA. YTPO3bl JHOCTYHNHOCTH. [IpoeKTupoBaHHE CHUCTEM BBICOKOW IOCTYNMHOCTH. MpenTuduxanms
pecypcos. Knaccudukanus pecypco. Crannapruzanus pecypcoB. Unentudukanus yrpo3. AHaIN3 pUCKOB.
Yerpanenue. MHoroypoBHeBblii moaxoa. Orpanudenue. PasnooOpasue. CoxpbiTHe HH(pOpMAIMH.
IIpocrora. Eaunas Touka otkasa. PesepBupoBanue mno cxeme "N+1". RAID. STP. PesepBupoBanue
MapuIpyTu3aTopoB. CriocoObl pe3epBHPOBaHUS MapIIPYTH3aTOPOB. Pa3Merienne pe3epBHBIX KON JaHHBIX
Ha ymaneHHOM oObekTe. [IpoekTupoBaHWEe ¢ yd4eToM TpeOOBaHUN K CHOCOOHOCTH CHCTEMBI K
BoccTaHOBIEHUIO. OTka3zoycToMuMBOCTh  HpuioxkeHuil. OrtkazoycroiuuBocts 1OS. Iloaroroska.
OOHnapysxeHue 1 aHanu3. M3omsnuus, TMKBUAAUs U BoccTaHoBiIeHue. [loBeieHre UTOroB 1o HHIMACHTaM
uHpopmanmonHoii Ge3omnacHoctu. CeteBoit Moayns Cisco NAC. Cucrembl OOHapy>KEHHsI BTOpPIKECHHUIL.
Cuctema npenorspaiuenus sropkenuil. NetFlow u IPFIX. [IpoaBunyThie cpencTa aHanuza yrpo3. Busl
asapuil. Ilnan aBapuiHOrO BOCCTaHOBICHUA. DBHenpeHue Mep aBapUWHOIO  BOCCTAHOBIICHHS.
Heo6xonmumMocTh B HENMPEpPHIBHOCTH OM3HEC-TIPOIIECCOB. ACHEKTHl HEMPEPHIBHOCTH OHM3HEC-TIPOIIECCOB.
Jlyudie nmpakTuku o0ecriedeHns: HeMPEPbIBHOCTH OM3HEC-TPOLIECCOB.
JlaGopaTopHbie padoThbI.
1 Cisco Packet Tracer. PezepBupoBanue MapupyTH3aTopoB U KOMMYTaTOpPOB.

2 Cisco Packet Tracer. OTka30yCTOWYMBOCTh MapIIPyTU3aTOPOB U KOMMYTATOPOB.

Tema 12. 3amura ypoBHeii o0ecnieuennsi kuoepoesonacHoctu (I1K-3)
Jlekumus.

be3zomacHOCTh  ONEpallMOHHOM  CUCTEMBbI. 3alMTa OT BPEIOHOCHBIX IpPOTpaMM.  YIpaBJICHUE
HCIIpaBiIeHUsIMUA. MeXceTeBbIe dKpaHbl (OpaHIMay3phl) U CHCTEMbl OOHApPY>KEHUS BTOPKEHUH HA OCHOBE
xocra. 3amurta kommyHukaruii. WEP. WPA/WPA2. B3zaumuas ayrentudukanus. Pasrpannyenue nocryna
k ¢ainam. I[udpoBanue daitnoB. Pe3zepBHOEe KONMMPOBAHHWE MAaHHBIX W CcUCTeM. DuiabTpanus u
omokupoBaHue conepxumoro. Kimonuposanue sxkectkoro aucka u yruiauta Deep Freeze. 3amutHbie kabenun
U 3aMKd. brokupoBka kommbroTepa mocie OesnpeiictBusi. GPS-monuTopuHr. Peectp ycTpolcTB u
paguoMeTKu. YmpaieHue ynajdeHHbIM noctymnoM. Telnet, SSH m SCP. 3ammura mopToB W CEpBHCOB.
[IpuBunerupoBaHHbIE YUYETHBIE 3alUCU. [ PyNIoBbIE MOJIUTUKU. BKiOWeHUE >KypHAJIOB M OIMOBEIICHHIA.
[Muranme. Otomnenue, BeHTWIANMS W KoHaumuoHupoBanue Boszayxa (OBK, HVAC). Kontpons
anmapaTtHbIX cpeacTB. OmneparuBHble HEHTPbl. KoMMyTaTophl, MaplipyTH3aTOphl U CETEBBIE yCTPOICTBA.
becnipoBoaHbie 1 MOOMIIBHBIE yCTpOKicTBa. CEeTeBbIE CEPBUCH M CEPBUCH MapuipyTusanuu. O0opyaoBaHue
VoIP. Kameprr. O6opynoBanue mis Buaco-koH(pepeHI-CBsa3u. CeTeBble AaT4yWKU W naT4ukd MHTepHeTa
Bemield. TexHomoruu OwomMerpuueckoit uaeHTuukanuu. [lpormycka um sxypHansl moctyma. OxpaHa u
compoBoOXieHne. Buneonabmonenne n HaOMIOAECHUE C MCIOIB30BaHUEM 3JIeKTpOHHBIX cpenctB. RFID u
OecrpoBOHOE HAOIIOICHHE.
JlaboparopHbie padoThbI.
1 IToBblmIeHHe HAAEIKHOCTH CUCTEMBI Linux.

2 Cisco Packet Tracer. MexceTeBble SKpaHbl Ha CEpBEPE U CIIUCKU KOHTPOJIS JOCTyIa Ha
MapLIpyTU3aTOPE.

Tema 13. Kak crarb cnenuaaucToM B odsiactu kudepoezonacuoctu (IK-3)
Jlekuus.
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OOme yrpo3sl U YS3BUMOCTH, CBS3aHHBIE C MOJb30BAaTENSIMH. YMpaBIECHUE YTrpO3aMH, CBA3aHHBIMHU C
10JIb30BaTeNsIMU. PacnipocTpaHeHHbIE YIpo3bl JUIsl YCTPOMCTB. YIpaBiI€HHE Yrpo3aMH, CBSI3aHHBIMH C
ycTpoiictBamu. PacripocTpaHeHHbIE YIrpo3sl MUl JIOKAJIBHOM CETU. YIIPaBICHUE YIPO3aMU ISl JIOKAJIbHON
cetu. PacnpocTpaHeHHble yrpo3bl Ui YacTHOrO oOiaka. YHpaBieHUE yrpo3aMH JJIsl 4acTHOTO oOOJaka.
PacnipocTpaHeHHble yrpo3bl A 0OLIEOCTYITHOTO O0Jlaka. YIpaBJIEHUE yrpo3aMu Ul OOIIEAOCTYITHOTO
obnaka. PacnpocTpaneHHble yrpo3bl Ui (U3UYECKUX CPEICTB. YIPABICHUE YTpo3aMu s (PU3HUYECKUX
cpenctB. PacmpocTpaHeHHbIE Yrpo3sl I NPWIOKECHHW. YIPABICHHE Yrpo3aMy i IPUIIOKEHUN.
OTHYECKHE LIEHHOCTH CHEIHaIicTa Mo obecneyeHuio KubepOe3omacHOCTH. MHCTHTYT KOMIIBIOTEPHOM
stuku. KubepnpectynHocts. I'paxkgaHckoe U yrojaoBHOE 3aKOHOJATENBCTBO M HOPMATHBHBIC TPeOOBaHUS
MH(POPMALMOHHOTO U TEJIEKOMMYHHUKAIIMOHHOTO MpaBa. OTpacieBble 3aKOHbI. 3aKOHBI 00 yBEJOMJICHUH B
cllyyae HapylleHus Oe3omacHOCTH. 3amuTa KOH()UACHIMATBHOCTH. MeXAyHapoJIHbIE  3aKOHBI.
Hanmonanenas 6a3a panabix  ysa3Bumocted. CERT. Internet Storm Center. IlepenoBoit 1eHTp
kubepbezonacHoctu (Advanced Cyber Security Center, ACSC). Ckanepsl ys3BUMocTel. TecTupoBaHue Ha
BO3MOYKHOCTb IPOHMKHOBEHMs. AHaIn3aTopbl MakeToB. MHCTpyMmeHTanbpHbBIE cpeacTBa O€30IacHOCTH.
Omnpenenenue poJei cnenuamiucToB 1o kudepoesonacHocTu. CpecTBa MoMcKa BaKaHCHIA.
JlaGopaTopHbie padoThbI.

1 Packet Tracer. OTpaOoTKa KOMIUIEKCHBIX TPAKTUYECKUX HABBIKOB.

2 B aTOM 3a1aHMM ABa MapUIpyTU3aTOpa HACTPOEHBI HA OOMEH J1IaHHBIMHU.

3 Bbl oTBeuaeTe 3a HACTPOUKY MOABIHTEP(HENHCOB Il B3aUMOICHCTBUS C KOMMYTaTOPaMHU.

4 Bam npencrout HacTpouTh cetu VLAN, TpankoByto cBs3b u EtherChannel ¢ mporokonom PVST.

5 Bce uHTEpHET-yCTpOMCTBA HACTPOEHBI 3apaHee

4. Konrpoab 3HaHMI 00y4alOLINXCS M THIIOBbIE OLICHOYHbIE CPEICTBA
4.1. Pactipenenenue 0auioB:

4 cemecTp
* mocenraemMocts — 20 6amtoB
*  TEKyIIUW KOHTPOJIb — 42 Oasmia
*  KOHTPOJBHBIEC Cpe3bl — 3 cpe30B: 4 6aIoB, 2 6amoB, 2 6aIIOB
* mpeMuanbHBIE OaiuTel — 20 6aioB
* OTBeT Ha ’Kk3aMeHe: He Oonee 30 6amioB

Pacripenenenne 6aioB 1mo 3aJaHusIM:

No |HazBanue tembl | @opmbl Max. Mertonuka npoBeJeHUs 3aHIATUS U OIIEHKU
Te | /BHUI y4eOHOH |TEKylIero | KOI-BO
MBI paboThI KOHTpois | Oamios

/ cpe3sl
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[orpebHOCTs B | Cobeceno CobecenoBanue npeAIoaracT OpraHu3aluio Oecebl MpenogaBaTesis
kuOepbe3omnacH | BaHHE CO CTYAEHTaMH IO BOTIPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Oosee
OCTH OOCTOSITENBHOTO BBISIBICHUS WX 3HAHHWH 10 ONPEACICHHOMY Pa3ieny,
Teme, mpodieMe U T.II. Bce WieHsl Ipymmbsl MOTYT y4acTBOBaTh B
o0CyXJeHnu, n00aBisATh HH(OpMaNWio, AUCKYTUPOBAaTh, 3a/JaBaTb
BOIPOCHI U T.1I.
VYeTHBIE  OMpoc MOKET NPUMEHATHCS B Pa3iMyHBIX  (QopMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIA, KOMOMHUPOBaHHBIH. (OCHOBHBIE
Ka4yecTBa yCTHOTO OTBETA MOJJIEHKAILETO OLEHKE:
- IPaBWJIBHOCTH OTBETA 110 COAEPIKAHUIO;
- IOJTHOTA W TITyOMHA OTBETA;
- CO3HATEIBHOCTh OTBETA;
- JIOTHKa U3JI0KEHUSI MaTepuaa;
- palMOHANBHOCTH HCIIOJIB30BaHHBIX MIPUEMOB U CHOCOOOB peIICHUs
MOCTaBJICHHON y4eOHOH 3a/1auu;
- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;
- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;
- PalMOHAIBHOCTh HCIOJNB30BAHHUA BpPEMEHH, OTBEJEHHOIO Ha
3aJlaHueE.
4-3 Ganna - CTyIEHT yMEeT MPUMEHSTh MOIy4YEeHHYIO MIPU MTOATOTOBKE
K MIPaKTUYECKOMY 3aHATHIO HHPOPMAIIHIO, OTBEYATh HA OOIBIINHCTBO
BOIIPOCOB, BECTH JUCKYCCHIO C HUCIIO.
1-2 Gamna — CTYOEHT BiaJeeT TEOPETUYECKHM MaTepHajioM IO TeMe
MPaKTUYECKOTO 3aHATHSA, HWHOTAA 3aTpyiHsAETCs IIpU OTBETE Ha
BONPOCHI, HE YyMeeT CQOPMYIMPOBaTh CBOIO TOYKY 3pEHHUS Ha
o0cyXxaaeMyto npoodiemy
Ecnu ctyneHt He BnazeeT mpoOiIeMaTHKOW MPakTHYECKOTO 3aHSTHS,
HE MOXET OTB€YaTb Ha BOINPOCH], 3a4UTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET OaJylaMH HE OLICHUBACTCH.
Tectupos TectupoBanne mnoapazymeBaeT 10 BompocoB. 3a MIpPOXOXKAECHUE
aHue TECTHUPOBAHUS BBHICTABIISIFOTCS CIICAYIOIIUE OalIbl:
-90 % - 4 Gamna;
- 75 % - 2 6anna:
- MeHee 50 % - Oan He HaYHUCISIEeTCS.
Araxwu, nonstus | Tectupos TectupoBanne mnoapazymeBaeT 10 BompocoB. 3a MIPOXOXKAECHUE
Y TEXHUKU aHue TECTHUPOBAHUS BBHICTABIISIFOTCS CIICAYIOIIUE OalIbl:

-90 % - 4 Gamna;
-75% -2 6anna:
- MeHee 50 % - 0aJu1 He HAYUCIIIETCA.
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Cobeceno
BaHUE

CobecenoBanue npeAIoaracT OpraHu3aluio Oecebl MpenogaBaTesis
CO CTYAEHTaMH IO BOTIPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Oosee
OOCTOSITENBHOTO BBISIBICHUS WX 3HAHHWH 10 ONPEACICHHOMY Pa3ieny,
Teme, mpodieMe U T.II. Bce WieHsl Ipymmbsl MOTYT y4acTBOBaTh B
o0CyXJeHnu, n00aBisATh HH(OpMaNWio, AUCKYTUPOBAaTh, 3a/JaBaTb
BOIPOCHI U T.1I.

VYeTHBIE  OMpoc MOKET NPUMEHATHCS B Pa3iMyHBIX  (QopMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIA, KOMOMHUPOBaHHBIH. (OCHOBHBIE
Ka4yecTBa yCTHOTO OTBETA MOJJIEHKAILETO OLEHKE:

- IPaBWJIBHOCTH OTBETA 110 COAEPIKAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepuana;

- palMOHANBHOCTH HCIIOJIB30BaHHBIX MIPUEMOB U CHOCOOOB peIICHUs
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;

- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

- PalMOHAIBHOCTh HCIOJNB30BAHHUA BpPEMEHH, OTBEJEHHOIO Ha
3aJlaHueE.

4-3 Ganna - CTyIEHT yMEeT MPUMEHSTh MOIy4YEeHHYIO MIPU MTOATOTOBKE
K MIPaKTUYECKOMY 3aHATHIO HHPOPMAIIHIO, OTBEYATh HA OOIBIINHCTBO
BOIIPOCOB, BECTH JUCKYCCHIO C HUCIIO.

1-2 Gamna — CTYOEHT BiaJeeT TEOPETUYECKHM MaTepHajioM IO TeMe
MPaKTUYECKOTO 3aHATHSA, HWHOTAA 3aTpyiHsAETCs IIpU OTBETE Ha
BONPOCHI, HE YyMeeT CQOPMYIMPOBaTh CBOIO TOYKY 3pEHHUS Ha
o0cyxmaeMyto mpoonemy

Ecnu ctyneHt He BnazeeT mpoOiIeMaTHKOW MPakTHYECKOTO 3aHSTHS,
HE MOXET OTB€YaTb Ha BOINPOCH], 3a4UTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET OaJylaMH HE OLICHUBACTCH.

3ammra JaHHbIX
u
KOoH(UACHINATB
HOCTH

Cobeceno
BaHHUe(KO
HTPOJIBH
blIii cpe3)

CobecenoBanue mpeAIoaracT OpraHu3aluio Oecebl MpernogaBaTels
CO CTYAEHTaMH TI0 BOMIPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Oosee
OOCTOSITENIBHOTO BBISIBICHUS WX 3HAHWH IO ONPEACICHHOMY Pa3ieny,
Teme, mpobieMe U T.II. Bce wieHsl Ipynmbsl MOTYT y4acTBOBaTh B
o0CyXJeHnu, n00aBisATh HH(OpMaNWIO, AUCKYTUPOBAaTh, 3a/JaBaTb
BOIPOCHI U T.1I.

VYeTHBIE OMpoc MOKET NPUMEHATHCS B Pa3iMyHBIX  (QopMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIH, KOMOMHUPOBaHHBIH. (OCHOBHBIE
Ka4yecTBa yCTHOTO OTBETA MOJJIEHKAILETO OLEHKE:

- IPaBWJIBHOCTH OTBETA 110 COAEP>KAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepuana;

- palMOHANBHOCTH HCIIOJB30BaHHBIX MIPUEMOB U CIOCOOOB peIICHUs
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCIHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;

- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTepuana;

-  palMOHANBHOCTh HCIOJNB30BAHHUA BpPEMEHH, OTBEJEHHOIO Ha
3aJlaHueE.

4-3 Ganna - CTyIEHT yMEeT MPUMEHSTH MOIyUYEeHHYIO MIPU MTOATOTOBKE
K MIPaKTUYECKOMY 3aHATHIO HHPOPMAIIHIO, OTBEYATh HA OOIBIINHCTBO
BOIIPOCOB, BECTH JUCKYCCHIO C UCIIO.

1-2 Gamna — CTYOEHT BiaJeeT TEOPETUYECKHM MaTepHajioM IO TeMe
MPaKTUYECKOTO 3aHATHSA, HWHOTAA 3aTpyiHsAETCS IIpU OTBETE Ha
BONPOCHI, HE yMeeT CQOpPMYIMPOBaTh CBOIO TOYKY 3pEHHUS Ha
o0cyxmaeMyto mpoonemy

Ecnu ctyneHt He BnazeeT mpoOiIeMaTHKOW MPakTHYECKOTO 3aHSTHS,
HE MOXET OTBeYaTb Ha BOINPOCH], 3a4UTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET OaJylaMH HE OLICHUBACTCH.
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Tectupos
aHue

TectupoBanne mnoapazymeBaeT 10 BompocoB. 3a TpPOXOXKIECHUE
TECTHUPOBAHUS BHICTABIISIFOTCS CIICAYIOIIUE OalIbL:

-90 % - 4 Gamna;

- 75 % - 2 6anna:

- MeHee 50 % - Oan He HaYHUCIIIEeTCs.

3amura
OpraHU3alNN

Cobeceno
BaHUE

CobecenoBanue mpeAIoaracT OpraHu3aluio Oeceapl MpenoaaBaTelis
CO CTYACHTaMH IO BOMPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Oosee
OOCTOSITENIHOTO BBISIBICHUS WX 3HAHHWH 1O ONPEACICHHOMY Pa3ieny,
Teme, mpobieMe U T.II. Bce wieHBl Ipynmbsl MOTYT y4acTBOBaTh B
o0CcyxJeHnu, n00aBisATh HH(OpMaNWio, AUCKYTUPOBAaTh, 3a/JaBaTb
BOIPOCHI U T.1I.

VYeTHBIE OMpoc MOKET NPUMEHATHCS B Pa3iMyHBIX  (QopMax:
(poHTaNbHBIN, WHAWBUAYaIbHBIA, KOMOMHUPOBaHHBIH. (OCHOBHBIE
Ka4ecTBa yCTHOTO OTBETA MOJJIEHKAILETO OLEHKE:

- IPaBWJIBHOCTH OTBETA 110 COAEP)KAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepHana;

- palMOHANBHOCThH HCIIOJB30BaHHBIX MIPUEMOB U CIOCOOOB peIICHUs
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;

- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTepuana;

-  palMOHANBHOCTh HCIOJNB30BAHHUA BpPEMEHH, OTBEJEHHOTO Ha
3aJlaHueE.

4-3 Ganna - CTyAEHT yMEeT MPUMEHSTh MOIyUYEeHHYIO MIPU [TOATOTOBKE
K MIPaKTUYECKOMY 3aHATHIO HHPOPMAIIHIO, OTBEYATh HA OOIBIINHCTBO
BOIIPOCOB, BECTHU JAUCKYCCHIO C HCIIO.

1-2 Gamna — CTYOEHT BiaJeeT TEOPETUYECKHM MaTepHajioM IO TeMe
MPaKTUYECKOTO 3aHATHSA, HWHOTAA 3aTpyiHsAETCS IIpU OTBETE Ha
BONPOCHI, HE yMeeT CQOpPMYIMPOBaTh CBOIO TOYKY 3pEHHUS Ha
o0cyxmaeMyto mpooneMy

Ecnu ctyneHt He BnazeeT mpoOiIeMaTHKOW MPakTHYECKOTO 3aHsTHS,
HE MOXET OTBeYaTb Ha BOIPOCH], 3a4UTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET OaJylaMH HE OLICHUBACTCA.

Tectupos
aHue

TectupoBanne mnoapazymeBaeT 10 BompocoB. 3a MIPOXOXKAECHUE
TECTHUPOBAHUS BBHICTABIISIFOTCS CIICAYIOIIUE OalIbl:

-90 % - 4 Gamna;

- 75 % - 2 6anna:

- MeHee 50 % - Oan He HaYHUCISIEeTCS.

OO0pazoBanue u
Kapbepa B
ctepe
UHPOPMAIIOHH
oM
0e30macHOCTH

Tectupos
aHue

TectupoBanne mnoapazymeBaeT 10 BompocoB. 3a MIpPOXOXKAECHUE
TECTHUPOBAHUS BBHICTABIISIFOTCS CIICAYIOIIUE OalIbl:

- 90 % - 2 6amnna;

- MeHee 50 % - Oann He HaYHUCIISIEeTCS.

Kubepb6ezonacu
OCTh — MHD
9KCIIEPTOB U

MPECTYITHUKOB

Tectupos
aHue

TectupoBanme monmpazymeBaeT 10 BompocoB. 3a MPOXOXKICHUE
TECTHUPOBAHUSI BRICTABIISIFOTCS CIITYIOIIUE OB

- 90 % - 2 Ganna;

- menee 50 % - 6ayT He HAYUCIIAETCS.

Ky6
KkubepoOe3onacH
ocTu

TecTupoB

aHue(KOH

TPOJILHBI
i cpe3)

TectupoBanme mompasymeBaeT 10 BompocoB. 3a MPOXOXKICHUE
TECTHUPOBAHUSI BRICTABIISIFOTCS CIICAYIOIIUE OB

- 90 % - 2 Ganna;

- meree 50 % - 6ay He HAYUCIIAETCS.

Yrpo3sl
KubepoOe3onacH
OCTH,
YSI3BUMOCTH H
aTaKu

Tectupon
aHue

TectupoBanme mompasymeBaeT 10 BompocoB. 3a MPOXOXKICHUE
TECTHUPOBAHUSI BRICTABIISIFOTCS CIITYIOIIUE OB

- 90 % - 2 Ganna;

- meree 50 % - 6ay He HAYUCIIAETCS.




9. Crnioco0Osr Tectupos 2 TectupoBanne mnoapazymeBaeT 10 BompocoB. 3a TpPOXOXKIECHUE
3aLIUTHI aHue TECTHUPOBAHUS BHICTABIISIFOTCS CIICAYIOIIUE OalIbL:
CEKpEeTHOMU - 90 % - 2 6amna;
UHpOpMALIH - MeHee 50 % - Oan He HaYHUCISIEeTCS.
10. | Obecneuenus | Tectupos 2 TectupoBanne mnoapazymeBaeT 10 BompocoB. 3a MHpPOXOXKAECHUE
L[EJIOCTHOCTH aHue TECTHUPOBAHUS BBHICTABIISIFOTCS CIICAYIOIIUE OalIbl:
JTaHHEIX - 90 % - 2 6anna;
- MeHee 50 % - Oan He HaYHUCISIEeTCS.
11. Konnemnmus | Tectupon 2 TectupoBanue mnonapazymeBaecT 10 BompocoB. 3a MPOXOXKICHHUE
«TIATH IEBATOK» | aHUe(KOH TECTHUPOBAHUS BBHICTABIISIFOTCS CIICAYIOIIUE OalIbl:
TPOJILHBI - 90 % - 2 6anna;
i cpe3) - meHee 50 % - Oan He HaYHUCIIeTCs.
12. 3amura Tectupos 2 TectupoBanne mnoapazymeBaeT 10 BompocoB. 3a MIpPOXOXKIECHUE
ypoBHEH aHue TECTHUPOBAHUS BBHICTABIISIFOTCS CIICAYIOIIUE OalIbl:
obecreueHus -90 % - 2 6amnna;
kubepOe3onacH - meHee 50 % - 0aJ1 He HAYUCIIACTCS.
OCTH
13. Kak crarp Tectupos 2 TectupoBanne mnoapazymeBaeT 10 BompocoB. 3a MIPOXOXKIECHUE
CHEIMAIUCTOM B | aHHe TECTHUPOBAHUS BHICTABIISIFOTCS CIICAYIOIIUE OalIbl:
obmactu -90 % - 2 6anna;
kubepOe3onacH - meHee 50 % - 0ay1 He HAYUCIIACTCS.
OCTH

14. ITocemaeMocThb 20 20 OamnoB — crymeHT nocetun Bce 100% 3aHsaTuii 6-7 OayioB —
cTymeHT mocetnsi He MeHee 80% 3aHatuii 10 GamioB — CTymEHT
nocetun He MeHee 50% 3aHatuii 4 0amia — CTYOEHT MOCETHI HE
MeHee 25% 3ansatuil Ecnu cTymeHT mocetun MeHee 25% 3aHATHIM,
0aJuTbl HE HAYUCISIOTCST.

15. [IpemuansHbie OaIbl 20 JlononHuTENbHBIE TIPEMHUAIIbHBIE OaTbl MOTYT OBITh HAYUCIICHBI: - 32
MIPOEKT, BHIMOJIHEHHBIN MO 3aKa3y paboToAaTeNs U peaJrn30BaHHbIN Ha
npaktuke — 20 0amioB; - TOCTOSHHAas AaKTHBHOCTb BO BpeMs
MPaKTHIECKUX 3aHATHH — 10 6aJIoB; - MOTHOCTHIO TOATOTOBICHHAS K
nyOMUKamuu CTaThsl MO TEMAaTHKE B paMKax AUCHUIUIUHBI — 10
0ajuIoB; - y4yacTue C JOKJIaJOoM BO BCEPOCCHHCKON ONMMIIMAJAE TIO
TeMaTuke wu3ydyaeMod aucuumiuae — 20 OamoB; - ywactue B
BBICTABKE MO TEMaTWKe H3ydaeMoW IuCHMIUIMHBI — 20 0aios;
nyOnmuKanus CTaTbl 10 TEMaTUKe HW3y4yaeMol JUCLUUIUIMHBI B
cOOpHUKE CTyA€HYEeCKHX paboT / MarepualaX BCEPOCCHICKON
KoH(epeHIH

16. OTBeT Ha ’K3aMeHe 30 25-30 6anynoB — CTYyAEHT PAacKpbll OCHOBHBIE BOMPOCH M 3aJaHuUs
Ousera Ha OLIEHKY «OTIMYHO».
18-24 ©annoB — CTyAEGHT PacKpbUI OCHOBHBIE BOMPOCHI M 3aJaHUs
OusieTa Ha OLIEHKY «XOPOLIOY,
10-17 ©annoB — CTyAEGHT PacKpbUI OCHOBHBIE BOMPOCHI M 3aJaHUs
Ousera Ha OLIGHKY «YIOBJICTBOPUTEIHHO

17. Hroro 3a cemectp 100

Hrorosas omenHka mo 3a4eTy BbicTaBisieTcs B 100-0amipHOM MIKaie U B TPAIUIIMOHHON YeThIpex0aIbHOM
100-6ambHOM
YETHIPEX0AUTBHYIO OCYIICCTBIISETCS CIASAYIOMNUM 00pa3oM:

HIKaJe.

[TepeBon

pEUTHUHTOBOM

OIICHKM TI0 JUCHUIUIMHE B  TPAJAUIHOHHYIO

100-6ayuipHasA cucTeMa

TpanuimonHas cucteMa

50 - 100 6ayuioB

3auyTeHo

0 - 49 6aiut0oB

He 3aureno

4.2 TunoBsie OLIEHOYHBIE CPEACTBA TEKYIIIETO KOHTPOJIS
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CobecenoBanmue

Tema 1. [TorpeObHOCTH B KMOEpOE30MIaCHOCTH
JlabGopatopnas pabora.
CpaBHEHHE TAaHHBIX C TIOMOIIBIO XAII-(QyHKIUH
[Topsimok mpoBeneHust pabOTHI:
- U3y4CHUE XOUI-PYHKIHN
- PUHIAT PaOOTHI XAII-PYHKITIH
- IPUMEHEHHE X3II-(QyHKINU
- KOJUTM3HUS XOII-(QYHKIIUU

Tema 2. Ataku, NOHATUS U TEXHUKH

1. Hapymenusi paboTbl CHCTeMHOI0 000pY10BaHUsI: pa3pbiB KadeJieii, nepedou B 3J1eKTPONUTAHUM,
c00ii B 1MCKOBOIi cucTeMe, HApYIIeHNs] PYHKIMOHHPOBAHMS CEPBEPOB, CeTeBbIX KapT, padounx
CTAHIUIi, CHCTEMBbI apXUBAINHU.

2. YHMYTOXKEHHE TaHHBIX BCJIEACTBHE HEKOPPEKTHON padoThl MPOrPAMMHOIO O00ecreYeHHs: OINOKH
CHCTEMBI, 3apaskeHue KOMIIbIOTEPHBIMU BUPYCAMHU.

3. CreacTBHe HECAHKIIMOHMPOBAHHOTIO J0CTYIIA: MUPATCKOE KOMMUPOBAHME, YCTPAHEHHE WJIH
panbcupukanus TaHHbIX, pa00Ta MOCTOPOHHMX € CEKPETHHIMH MaTepHAaJIaAMM.

4. HerpamMoTHOe COXpaHEeHUE APXUBOB.

5. OmmoOKHY TEXHHYECKOTo IITAaTa M MOJIb30BaTeJIeld CeTeBOro pecypca: cnyqal"moe HCKaKeHHe JIH00
YHAUYTOKEHUE I/IH(I)OpMaIII/II/I, HEKOPPEKTHOE IT0JIB30BAHUE IIPOTPAaMMHBIMHU MIPOAYKTAMMU.

Tewma 3. 3amura qaHHBIX U KOHPUIECHITUATEHOCTH
1.Kon¢uaeHumanbHOCTb — 3TO..
A) 3amuTa OT HECaHKIIMOHUPOBAHHOTO JIOCTYyTa K HH(OpMAITIH

b) mporpaMM 1 mporpaMMHBIX KOMIUIEKCOB, 00€CTIEYMBAIOIINX TEXHOJIOTHIO Pa3pabOTKH, OTIAIKUA U
BHEJIPEHUS CO34aBAEMBbIX IIPOTPAMMHBIX IIPOIYKTOB

B) onucanue npomnenyp

2. Kakue TpyTHOCTH BOSHUKAIOT B HHPOPMAIIMOHHBIX CHCTEMaX MPU KOH(DUICHIINAIEHOCTH?
A) cBenieHUsl 0 TEXHUYECKUX KaHaJIaX YTeUYKH UH()OpPMaLUU SBISIOTCS 3aKPBITHIMU

b) Ha myTu nonb3oBarenbCKol KpUnTorpaduu CTOST MHOTOUHCIICHHBIE TEXHUUECKHE MPOOIeMbl
B) Bce oTBeThI paBUIIbHBIE

3. Kondunennuanpayto nHOOPMAIIUIO MOKHO Pa3AeInTh:

A) IpeIMeTHY10

b) cayxednyr0

B) rmo6anbnyto

4. OCHOBHBIMU UCTOYHHKAMH BHYTPCHHHUX OTKA30B SIBIISTIOTCS:

A) ommOKku py KOHPUTYPUPOBAHUH CHCTEMBI

B) OTKa3bI IPOrpaMMHOI0 WJIHA aNmnapaTHoro obecneyeHus

B) BbBIX0/1 CUCTEMBI U3 LITATHOI'0 PEKUMA IKCILIYaTalluu
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Tema 4. 3amura opraHu3auu
1. Kakoil TuI aTaku mo3BOJISET 3JI0YMBIIUIEHHUKY BOCIOIb30BATHCA METOAOM MoAO0pa maposs
(brute-force)?
2. B 1em 3akitouaeTcss OCHOBHAS 11€Jb aTakK TUIIA «0TKa3 B oocmyxuBanum» (DoS-arak)?
3. Jlns yero nmpeaHa3Hau4eH PyTKUAT?
4. Kakue xapakTepUCTHUKH OMKUCHIBAIOT MPOTPAMMY-4EPBb?

TecTupoBanme

Tema 1. Ilorpe6HOCTB B KHOEPOE30TTACHOCTH
1. HazoBuTe MOTHBALIMIO OEJIOT0 XaKepa.
2. Kakue a1eMeHTHI SBIISIIOTCS KOMIOHEHTaMu Tpouku CIA?
3. Yto Takoe kubepBoitHa?
4. Kt0 Takue XakTUBHUCTHI?
5. IlepeuncnuTe OCHOBHBIE 334K OEIBIX XaKEePOB.

Tema 2. ATaku, HOHATUS U TEXHUKHU
AyTeHTH(PUKAIIUS TUIHOCTH B KOMITBIOTEPHBIX CUCTEMaX MOKET ObITh peain30BaHa MPU IMTOMOIIIN:

OTBeT:

(1) mapoast

(2) cmapT-KapThI

(3) OuomMeTpHUYECKOM CHCTEMBI

(4) nmacnopra

Homep 2

Camoe craboe 3BeHO B CUCTEME 0e30TacHOCTH?
OTtBeT:

(1) cpencra nepepaun

(2) cpencTBa 3amKTHI

(3) monu

Homep 3

Kakue ypoBHU CyIIECTBYIOT B IPaBUTEILCTBEHHON KIacCU(UKAIIMK YPOBHEW CEKPETHOCTH MH(POpMAIu?
OTtBeT:

(1) obmenocrymHast

(2) HecekpeTHast

(3) xoHpuUIEeHINAIBHASA

(4) cexpeTHas

(5) coBepiIEHHO ceKpeTHas

Ynpaxnenue 3:

Howmep 2

Kaxkoii ypoBeHb 0€3011aCHOCTH COOTBETCTBYET ypoBHIO D mikainb! "OpankeBoit KHUTH"?
OTger:

(1) MuHMMAaJIbLHAA 3aIIUTA (HEHOPMUPYeMast)
(2) 3amuTa Mo yCMOTPEHUIO

(3) xoHTpONIMpYyeMast 3aluTa J0CTyIa

(4) 3amuTa ¢ MeTKaM# O0€30ITaCHOCTH

(5) cTpykTypupoBaHHas 3aIUTa

Homep 3
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19
Kakoii ypoBeHb 0€30I1aCHOCTH COOTBETCTBYET ypoBHIO B2 mikans! "OpanxkeBoit kKHuUru'"?
Ortser:
(1) MuHuManbpHas 3amuTa (HEeHOpMHUpPyeEMast)
(2) 3amuTa 1Mo YCMOTPEHHIO
(3) xoHTpONIMpYyEMas 3alKTa JOCTyna
(4) 3amuTa ¢ MeTKaM# 0€30T1TaCHOCTH
(5) cTpyKTYpHpPOBAaHHAS 3aIIUTA

Tema 3. 3amuTa JaHHBIX U KOHPHUIECHIIMATIHLHOCTH
UYro camoe m1aBHOE JOHKHO MPOIyMaTh PyKOBOJICTBO MPH KilacCU(PUKAIIMK JaHHBIX ?
Bapuanrts! oTBeTa:
a) Tunbsl COTPYIHUKOB, KOHTPAreHTOB U KJIIMEHTOB, KOTOpPbIE OyIyT UMETh AOCTYI K JaHHBIM
0) HeoOxonumbiil ypOBEHB TOCTYITHOCTH, [ETOCTHOCTH U KOH(PHUICHIINATHHOCTH
B) O1leHUTh YpPOBEHb PUCKA U OTMEHUTH KOHTPMEPHI
r) YopasieHue 10CTYIIOM, KOTOPOE J0JIKHO 3alllMIIaTh JaHHbIE
Kakoe yTBepskaeHue siBiseTCs MPaBUIbHBIM, €CITU B3IVITHYTh HA Pa3HUILY B LEJIIX 0€30MaCHOCTH JIs
KOMMEpYECKOM ¥ BOGHHOUN OpraHu3aiuu?
BapuanTe! oTBeTa:
a) ToJbKO BOGHHBIE IMEIOT HACTOAIIYIO O€30IaCHOCTb

0) Kommepueckast koMmmanusi OOBIYHO OOJIbIIE 3a00TUTCS O TIETOCTHOCTH U IOCTYITHOCTH JIAHHBIX, a
BOCHHBIC — 0 KOH(HUICHIIMATEHOCTH

B) BoeHHBIM TpeOyeTcst O0bIINI YPOBEHb O€30MAaCHOCTH, T.K. UX PUCKH CYIIICCTBEHHO BHIIIIE

r) KommMmepueckast kommanust 0ObI9HO O0JIbIIe 3200TUTCS O JOCTYIMHOCTH U KOH(UICHIINATILHOCTH TaHHBIX,
a BOEHHEBIE — O I[EJIOCTHOCTH

Kakoe yTBepikeHne SBIAETCS MPaBUIBHBIM, €CIIU B3IISIHYTh HA PAa3HUILY B IIeNsAX 0€30MacHOCTH JUIs
KOMMEPUECKON U BOEHHOW OpraHu3aluu?

Bapuanrts! oTBeTa:
a) Toapko BOGHHBIE UMEIOT HACTOSIIYIO 0€30MMacHOCTh

0) KomMmMepueckast kommmanust 00BI9HO O0JIbIIE 3200TUTCS O IIENOCTHOCTH U JOCTYTHOCTH JaHHBIX, a
BOCHHBIC — 0 KOH(UICHIIMATEHOCTH

B) BoenHbIM TpebyeTcst 60bIIHiA ypOBEHb 0€30MaCHOCTH, T.K. UX PUCKH CYIIECTBEHHO BBIIIIE

r) Kommepueckast koMmaausi 0OOBI9HO OOJIBITE 3200TUTCS O JOCTYITHOCTH U KOH(PHUACHIIMATLHOCTH JTaHHBIX,
a BOGHHBIE — O I[EIOCTHOCTH

Tema 4. 3amura opraHu3aun
3amuTa HHpoOpPMALMHU OT YTEUYKH ITO JAeATeJTbHOCTDb M0 NPeA0TBPALIEHHIO:
1.  momyueHus 3ammaeMoi nHGOPMAaIIMK 3aHHTEPECOBAHHBIM CyOBEKTOM C HApPYIIICHHEM
YCTaHOBJICHHBIX MPABOBBIMU JOKYMEHTAMH WM COOCTBEHHHKOM, BIIaAeblleM HHPOPMAIIIH MTPaB WIN
MIPaBWII JOCTYTA K 3alIHUIaeMON HH(POPMAIUH;

2.  BO3JCHCTBHUS C HapyIIEHHUEM YCTAaHOBICHHBIX MIPAB W/WIM MPABUWII HA U3MEHEHHE HHPOPMALINH,
MPUBOJISIIETO K HCKAKEHUIO, YHUUTOXECHUIO, KOMUPOBAHUIO, OJIOKHUPOBAHHIO TOCTYTa K MHPOPMALUH, a
TaKXe K yTpare, YHUYTOXKECHHUIO WK cO0I0 (PYHKITMOHUPOBAHUS HOCUTEIS HHPOPMAIUH;

3. BO3ACHCTBUS Ha 3alIMIAEMYI0 HH(POPMAIMIO OMKUOOK MOIb30BaTelNs HHPOpMaIe, coos
TEXHUYECKHX M MPOrPaMMHBIX CPEACTB UHPOPMAITMOHHBIX CUCTEM, a TAaK)KE MPUPOHBIX SBICHUH;

4.  HEKOHTPOJIHMPYEMOTO PacIpOCTPAHEHUS 3AIIUIIIAeMOi HHPOPMAIIUH OT €€ pasIyIalieHHs,
HECAHKIIMOHUPOBAHHOTO JOCTYTIA;



5. HECaHKUMOHHMPOBAHHOTO JIOBEJCHMS 3alMIaeMOi MH(OpMAIMK 10 HEKOHTPOIUPYEMOTO KOJIMYeCTBA
nojyyvareseil HH(popMaruu.

3amura uHopmMannu 3T0:

1.  mpormecc cOopa, HAaKOTUICHHS, 00PaOOTKU, XpaHEHHsI, pACIIPEICIICHUS U TOMCKa HHPOpMAITUH;

2. mpeobOpazoBaHue HHGOPMAIIMH, B PE3YJIbTAaTe KOTOPOTO COAEpKaHne HH(POPMAITUU CTAHOBUTCS
HETIOHSITHBIM JUTs CyObeKTa, He UMEIOIIIETO JIOCTYTIA;

3.  momydyeHHe CyOBEKTOM BO3MOXXHOCTH O3HAKOMIIEHUS ¢ MH(POPMALIUEH, B TOM YHUCIIE IPH TOMOIIN
TEXHUUYECKHUX CPEICTB;

4.  COBOKYITHOCTbH MPaBWJI, PETIAMEHTUPYIOUINX MOPSAIOK U YCIOBUS JOCTyNa cyObeKkTa K HHPOpMAIUK U
€e HOCUTEJISIM;

5. JesSTenbHOCTH MO MPENIOTBPAILECHUIO YTeUKH HH(OpMAIK, HECAHKIIMOHUPOBAHHBIX U
HEIpeAHAMEPEHHBIX BO3JCHCTBUN Ha HEE.

Tema 5. O6pa3oBanue u kapbepa B chepe nHGOPMAIIMOHHON 0€30TaCHOCTH
ITouck BakaHCHiA IO HHPOPMALMOHHOW OE€30MACHOCTH 3a PyOek oM
[TopsiioK BBITIOJIHEHUS:
- IOUCK 3apYOEKHBIX CAaTOB C BAKAHCUSIMU
- HacTpoika (puIbTpPOB
- U3YUCHHUC MMOJTYYCHHOI'O CIIMCKa
- BEIOOP XOPOIIETO TPETIOKEHUS Ha PHIHKE

Tema 6. Kubep6e30macHOCT — MHUP IKCIEPTOB U MPECTYITHUKOB
1 Tlouck paboTsl B cepe kubepOe30macHOCTH.
2 Unentudukanus yrpos.
3 3anmauu npodeccroHanoB B chepe Kubepoe30macHOCTH.
4 Packet Tracer — co3manne KOMIBIOTEPHOTO MHPA.
5 Packet Tracer — OOrmienue B kubepmupe.

Tema 7. Ky6 kubepbe3omnacHoctu
1 YcranoBka BupTyaibHOUM MamuHbl Ha [1K.
2 AyTeHTu(UKAIH, aBTOPU3ALUS H yUeT.
3 Packet Tracer — uzyuenue mmdpoBanus GaiaoB U TaHHBIX.
4 Packet Tracer — nmpoBepKa 11eTOCTHOCTH (HaiiJIOB M JJAHHBIX.

Tema 8. Yrpo3sl knbepOe30MmacHOCTH, YI3BUMOCTH U aTaKu
Jlaboparopnas pabota 1
OOHapyskeHHe yrpo3 U YsI3BUMOCTEH.
Jlaboparopnas padota 2
Packet Tracer — nactpoiika WEP/WPA2 PSK/WPA2 RADIUS.

Tema 9. CiocoOBblI 3aITUTHI CEKPETHOM HH(pOpMaUn
1 Tlpumenenue creranorpadum.
2 Packet Tracer. Hactpoiika TpancrioptHoro pexxuma VPN.
3 Packet Tracer. Hactpoiika TynHenbHOro peskuma VPN.
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Tema 10. Ob0ecnieueHus LEIOCTHOCTH JAHHBIX
3amanue
1 Bsnowm napousi.
2 Hcnonws3oBanue nU(PPOBBIX MOAMKCEN.
3 VYnaneHHbIN 1OCTYII.

Tema 11. KoHuenuus «usTh 1€BATOK»
3amanue 1
Cisco Packet Tracer. PezepBupoBanue MapupyTH3aTopoB U KOMMYTaTOpPOB.
3amanue 2
Cisco Packet Tracer. OTka30yCTOWYMBOCTh MAPIIPYTH3aTOPOB U KOMMYTAaTOPOB.

Tema 12. 3ammra ypoBHe# obecrieueHus: KubepOe30macHoCTr
3amanue 1
[ToBrblIIeHHE HATEKHOCTH CUCTEMBI Linux.
3amanue 2
Cisco Packet Tracer. MexceTeBbIe SKpaHbl Ha CEpBEPE M CIIMCKHU KOHTPOJIS AOCTYTa Ha MapIIpyTHU3aTOPE.

Tema 13. Kak cTath crieniuaiarcToM B o0nacT kubepbe3onacHOoCTH
1 Packet Tracer. OTpaGoTKa KOMITJIEKCHBIX TPAKTUYECKUX HABBIKOB.
2 B sToM 3amaHum 1Ba MapuIpyTH3aTopa HACTPOCHBI HA OOMEH JaHHBIMHU.
3 Bpbl oTBeuaeTe 3a HACTPONKY MOABIHTEP(EHCOB /7151 B3aUMOICHCTBHSI C KOMMYTaTOpamHu.
4 Bawm npencrout HacTpouTh ceTd VLAN, TpankoByto cBsi3b u EtherChannel ¢ nporokonom PVST.
5 Bce MHTEpHET-yCTPOMCTBAa HACTPOCHBI 3apaHee

4.3 IIpomexxyTouHast aTTeCTaIMs 110 AUCIUIUIMHE MPOBOIUTCS B popMe 3adeTa

Tunosbie Bonpocsl 3auera (ITK-3)
1 Yrto Ha3bIBaeTCsI KOMIBIOTEPHOU CEThIO?
2 KakoBa 0CHOBHas 3ajJia4a KOMITIbIOTEPHOU CETH?
3 Jlns gero co3maroTcs JIoKaibHbIE cetn DBM?
4 Yo Takoe cepep? Pabouas cranmus?
5 Kakue cereBble TEXHOIOIMH Ha3bIBAIOTCS KIMEHT-CEPBEPHBIMU ?
6 Uto Takoe cereBoil amantep? Kakue TUIBI CETEBBIX aIaNTEPOB CYIIECTBYIOT?
7 Kaxkue BBl TMHUH (KaHAIOB) UCIIOIB3YIOTCS TSl CBA3H KOMITBIOTEPOB B JIOKAJIBHBIX CETSX?
8 Kakwne meTonpl JOCTyna OT KOMIIBIOTEPY UCIOJIb3YIOTCS B JJOKAJIbHBIX CETAX?
9 Uro o3nauaet 3Hauok CereBoe okpyskeHue Ha Pabouem crone Windows?

Tunosble 3axanus s 3a4era (IIK-3)
1) K npaBoBbIM MeTOIaM, 00eCTIeYNBAIOIIUM MH(POPMAIHOHHYIO 0€30IACHOCTb, OTHOCATCS:
- Pazpabotka anmaparHbIX cpeICTB 00eCIIeueHus! MPaBOBbIX JaHHBIX
- Pa3pa60TKa M YCTaHOBKaA BO BCCX KOMIIBIOTCPHBIX ITPABOBBIX CCTAX XXYPHAJIOB yUCTa )ICI\/'ICTBI/Iﬁ
+ Pa3paboTka u KOHKpETH3aI1s IPABOBBIX HOPMATHBHBIX aKTOB 00ECIIeUeHHUsI OE30MMaCHOCTH

2) OCHOBHBIMH MCTOYHUKAMHU YIP0O3 HH(POPMALMOHHON 0€3011aCHOCTH SIBJIAIOTCS BCe YKAa3aHHOE B
CIIMCKe:

- XI/II_HeHI/IG KCCTKHX OJUCKOB, ITIOJKIHOYCHHC K CCTH, HHC&ﬁHCpCTBO

+ HepeXBaT JAaHHBIX, XUIICHUC JAHHBIX, ©3BMCHCHHUC APpXUTCKTYPbl CUCTCMbIL

- XI/II_HeHI/IG JaHHBIX, IOAKYII CUCTCMHBIX aIMUHUCTPATOPOB, HAPYIUICHUC PCTIIAMCHTA pa6OTBI
3) Buabl uHpopMannoHHOM 0e301acHOCTH:
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+ IlepconanbHasi, KOPIOPATUBHASL, TOCYIaPCTBEHHAS

- Kninentckas, cepBepHasi, cereBas

- JlokanbHas, mobanbHas, CMeIIaHHas

4) leaun nuadopMannoHHOI 0€30MACHOCTH — CBOCBPEeMEHHOEe 00HApYKeHUe, IpeaynpeKIeHue:
+ HECaHKIIMOHUPOBAHHOTO JI0CTYTa, BO3ICUCTBUS B CETU

- MHCallIepcTBa B OpraHU3aIuu

- Upe3BBIYANHBIX CUTyalul

5) OcHoBHbBIE 00beKTHI HHPOPMALMOHHOW 0€3011ACHOCTH:

+ KoMmbroTepHbIe ceTH, 0a3bl TaHHBIX

- UudopmaninonHbie CUCTEMBI, IICUXOJIOTMYECKOE COCTOSIHUE MOIb30BaTeNeit

- busnec-opueHTHpOBaHHbIE, KOMMEPUYECKUE CUCTEMBI

6) OCHOBHBIMH prCKaMHM HHGOPMALMOHHOM 0€30IIACHOCTH SIBJIAIOTCSH:

- Uckaxxenue, yMeHbIlIeHHE 00beMa, IEPEKOIUPOBKA HH(DOpMALIUN

- TexHuueckoe BMENIATENbCTBO, BBIBEICHUE U3 CTPOSI 000PYI0BAHUS CETU

+ [otepsi, nckaxkeHue, yTeuka nHPOpMaITUN

7) K ocHOBHBIM NpHMHUIMIIAM o0ecriedeHusi HHPOPMAIMOHHOI 0€30MaCHOCTH OTHOCHUTCS:
+ DKoHOMUYECKOU APHEKTUBHOCTH CHCTEMBI 0€30ITaCHOCTH

- MHoromnatrhopMeHHON peanu3anuy CHCTEMbI

- YcuneHusi 3alUIEeHHOCTH BCEX 3BEHbEB CUCTEMBI

8) OcHoBHBIMH cyObeKTaMU HH(POPMAIIMOHHOV 0€30IACHOCTH ABJISIIOTCS:

- PYKOBOAMTEIN, MEHEKEPbI, IMUHUCTPATOPHI KOMITAHUA

+ opraHsl IpaBa, TOCy/1apcTBa, OnM3Heca

- ceTeBble 0a3bl JaHHBIX, (acpPBOIIIBI

9) K 0CHOBHBIM (PYHKIIUSIM CHCTEeMbI 0€30MACHOCTH MOKHO OTHECTH BCe NMepevducaeHHoe:
+ YcTaHOBIEHUE pPETIaMEHTa, ayIUT CUCTEMBI, BBISIBICHUE PUCKOB

- YcTaHOBKa HOBBIX OUCHBIX MPUIIOKEHUHN, CMEHA XOCTUHI-KOMITAHUU

- Baenpenne ayreHTUUKAIINY, TPOBEPKH KOHTAKTHBIX JTAHHBIX TOJIH30BATEICH

Tect 10) [IpuHunnom uHGoOpMaAUMOHHOKH 0€30MTACHOCTH SIBJIAETCH MPUHIIMIT HEeXONMYEHHS
+ HeomnpaBaaHHbBIX OrpaHHUYEHHH TpU paboTe B CETH (CUCTEME)

- PuckoB 6e3011acHOCTH CE€TH, CUCTEMBbI

- [IpesyMnuyu ceKpeTHOCTH

11) lIpyHOMIIOM MOJUTHKH HHGOPMATMOHHOM 0€30MACHOCTH SIBJIAETCS MPUHIUIL:
+ HeBO3MOKHOCTH MUHOBATh 3alIUTHBIE CPEICTBA CETH (CUCTEMBI)

- YcuiieHrst OCHOBHOTO 3B€HA CETH, CUCTEMBI

- [TonHOTO GIOKUPOBAHUS JOCTYIA MPU PUCK-CUTYALTHSIX

12) IIpyHIMIIOM NMOJUTHKHA HHPOPMAITMOHHOI 0€30MIACHOCTH SABJISIETCH MPUHLUIL:
+ YcuneHus 3aiyiuieHHOCTH CaMOT0 HE3aIUIIIEHHOTO 3BeHA CETU (CUCTEMBI)

- [lepexona B 6e30macHOE COCTOSTHUE paOOTHI CETH, CHCTEMBI

- IlomHoro noctyna nojab30BaTeNiei KO BCEM pecypcam CETH, CUCTEMBI

13) IIpyHIMIIOM MOJUTHKHA HHPOPMAITMOHHOI 0€30MIACHOCTH SIBJISIETCH MPUHLUIL:
+ Paznenenus noctyna (00si3aHHOCTEH, PUBUIIETHI) KJIMEHTAM CETH (CHCTEMBI)

- OgHOYPOBHEBOM 3alIUTHI CETU, CUCTEMBI

- COBMECTUMBIX, OAHOTHUITHBIX MPOTPAMMHO-TEXHUUYECKUX CPEJCTB CETU, CUCTEMBI

14) K 0CHOBHBIM THIIaM CPeCTB BO31€eiiCTBHS HA KOMIIBIOTEPHYIO CeTh OTHOCUTCS
- KommproTepHsiii c60it

+ Jlornyeckue 3akiagku («MUAHBD))

- ABapuifHO€ OTKIIIOUEHUE MUTaHUS

15) Korjaa mosiyyeHn cnam mo e-mail ¢ npuiiosxkeHHbIM ailiom, ciaeayer:

- IIpounTtare npunoxKeHue, €CIM OHO HE COACPKUT HUYETO [IEHHOTO — YAAIUTh



- CoxpaHuTh npuioxeHue B napke «Crnam», BBIICHUTS 3aTeM [P-anpec reneparopa cnama
+ Ynanuth NucbMO € MPUIIOKEHUEM, HE PACKPBIBas (HE YUTasl) €ro

16) HHpuauun Kupxroda:

- CekpeTHOCTh KJTI04a ONpeziesieHa CEKPETHOCTHIO OTKPBITOrO COOOIIECHUS

- CexpeTHOCTh HHGOPMAITUH OTIPEIEIICHa CKOPOCTHIO TIepeaadr JaHHBIX

+ CeKpeTHOCTh 3aKPHITOTO COOOIIEHHSI ONPEEIIIETCA CEKPETHOCThIO KITI0Ua

17) OIII - 3To:

- DNEeKTPOHHO-IIU(POBOI Mpeodpa3oBaTesh

+ DneKTpOHHO-IIU(POBast MONHCH

- DNEeKTPOHHO-TIU(POBOM MPOIIECCOP

18) Haunbosee pacnipocTpaHeHbl yrpo3bl HHPOPMANMOHHOM 0€30MaCHOCTH KOPIOPATUBHOM CHCTEMBbI:
- [Toxynka Henunensuonnoro 10

+ OmuOKY SKCIUTyaTallii U HEYMBIIIEHHOTO U3MEHEHUS peXXUMa padOThl CHCTEMBI

- Co3HaTenbHOrO BHEIPEHUS CETEBBIX BUPYCOB

19) Haunbosee pacnipocTpaHeHbl YIpo3bl HHPOPMALMOHHOM 0€30MACHOCTH CeTH:
- PacnipeneneHHsbIil 10CTyN KIMEHT, OTKa3 000pyI0BaHUS

- MopaJibHbIl U3HOC CETH, HHCANAEPCTBO

+ COo0ii (0TKa3) 000pyIOBaHUs, HEJIETAIbHOE KOMTMPOBAHNUE JTAHHBIX

TecT_20) Hanbosee pacipocTpaHeHbl cpecTBa BO3ICHCTBUS Ha ceTh o(uca:

- Cnabp1ii Tpaduk, ”HPOPMAITMOHHBIN OOMaH, BUPYChI B UHTEPHET

+ Bupycsl B ceTu, Toruueckre MUHBI (3aKJIQAKH ), THPOPMAIIMOHHBIH ITepexBar

- KomnbroTepubie cOou, n3MeHEHUE aIMUHCTPUPOBAHHUS, TOTIOJIOTHH

21) YTeukoii uHGopManuM B CHCTEMe HA3bIBAETCSl CUTYaIlUsl, XapaKTepusyeMasi:
+ [lotepeil maHHBIX B CUCTEME

- 3menennem ¢opmbl nHGOpMAUN

- I3menenueM coneprkaHusi HHPOpMaLUK

22) CpoiictBamu HH(popMannu, HaudoJIee AKTYaJIbHBIMH IIPH 00ecnedeHnH HH(pOpMaMOHHOM
0€301aCHOCTH SIBJIAIOTCH:

+ IlenocTHOCTD

- JloctynHOCTB

- AKTyanbHOCTB]

23) Yrpo3a undpopManiuoHHoii cucTeMe (KOMIBIOTEPHOI CeTH) — ITO:
+ BepositTHOE coObITHE

- JlerepmunupoBaHHOE (BCeT/Ia ONpeIesieHHOE) COOBITHE

- CoObITHE, TPOUCXOAIIIEE TTEPUOANIECKU

24) Uudopmanusi, KOTOPYIO cJieayeT 3alMIATh (110 HOPMATUBAaM, PABUJIAM CETH, CUCTEMbI)
Ha3bIBaeTCs:

- PernaMeHTHpOBaHHON

- [IpaBoBoii

+ 3anumaemoit

25) Pa3HOBHIHOCTSAMU Yrpo3 0€30NMACHOCTH (CeTH, CHCTEeMbI) SIBJISAIOTCS BCe MEePUYHCICHHOE B CIIUCKe:
+ [IporpaMMHBI€, TEXHUUECKUE, OPraHU3aLIMOHHBIE, TEXHOJIOTHYECKUE

- CepBeprle, KIIMCHTCKUC, CITYTHUKOBBIC, HA3CMHBIC

- JInunble, KOpIOpaTUBHBIE, COLMAIBHBIE, HALIMOHAJIbHBIE

26) OxoH4YaTeIbHO, OTBETCTBEHHOCTD 32 3aIMILEHHOCTh JAHHBIX B KOMIILIOTEPHO CeTH HeceT:
+ Bnagenen cetu

- AIIMUHUCTpPATOp CETH

- [Tonp30Barens cetn

27) lMoauTuka 06€30ACHOCTH B CHCTEMeE (CEeTH) — 3TO KOMILJIEKC:
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+ PykoBozcTB, TpeboBaHMii o0ecriedeHns HEOOXOIUMOro YpOBHS 0€301MacHOCTH

- MHCTpyK1IMii, aITOPUTMOB NTOBEACHUS TIOJIB30BATENS B CETU

- Hopmbl nH(OpMaIioHHOTo npasa, coOI01aeMble B CETH

28) HauboJsiee Ba:KHBIM NPH PeaIM3alMU 3AIUTHBIX MepP NOJUTUKU 0e30MACHOCTH SIBJIACTCS:
- Aynut, aHaJIM3 3aTpaT Ha IPOBEACHHE 3aIUTHBIX MEp

- AynuT, aHanu3 6€301acHOCTH

+ AynuT, aHanu3 ysI3BUMOCTEH, pUCK-CUTYalUH

4.4. Illkana orieHUBaHMsI IPOMEXKYTOUYHOU aTTECTALIUU

Jeckpuntops! (ypOBHN) — OCHOBHBIC IPU3HAKKA OCBOCHUS (TIOKa3aTEIH

Onenka Kommnerenrim
IOCTHKEHUS Pe3ybTara)

I1K-3 Bnageer merogamMu 3aliMTBl KOMIBIOTEPHBIX CUCTEM M CETEH OT
IIOCTOPOHHETO Bo3zeicTBHs.{CriocoOeH aIMUHUCTPUPO-BATH
CpEelICTBA 3alIUThl KOMIIBIOTEPHBIX CUCTEM M CETEW MPUKIATHOIO U
CU-CTEMHOTO TPOrPaMMHOTO OOECIeUeHHUss sl 0Oecre-4eHHs] UX
6e30nmacHOCTH.

«3a4TCHO»
(50 - 100 6amnoB)

[K-3 He Bnageer MeTomaMu 3a-IUTHl KOMIIBIOTEPHBIX CU-CTEM U CETEH OT
MOCTOPOH-Hero Bo3zaeicTBus.{He crnocoOeH aaMHHUCTPU-POBATH
CpeZACTBa 3alUThl KOMIIBIOTEPHBIX CUCTEM M CETEH MPUKIAIHOTO U
CU-CTEMHOTO TPOrPaMMHOTO OOeCIedeHus: sl 0Oecre-4eHHsl UX
6e30nmacHOCTH. |

«HE 3a4TCHO»
(0 - 49 6annos)

5. Metoanueckue yKkazaHus JJisi 00y4al0UUXCsl 10 OCBOCHHMIO TMCIUIIIMHBI (MOXYJIA)
5.1 Meroauueckue yKa3aHHs IO OPraHU3aUN CaMOCTOSITEIbHOI paboThl 00yUYaromuXCs:

[TpucTtynas K W3y4eHUIO AUCIUTUINHBI, B IEPBYIO O4YEPEIh 00yUAIONIMMCST HEOOXOTUMO O3HAKOMHUTHCSI
cozeprkanreM padoueid mporpammbl nuctumuivabl (PTID), koTopas onpenenseT conepxanue, o0beM, a
TaKKe MOPSAIOK N3yUSHHsI U TIPENOAaBaHus yIeOHOW AUCITUTUINHBI, €€ pa3/ielia, YacTH.

Jlnist caMOCTOSTeNbHON pabOThl BAKHOE 3HaUEHUE UMEIOT paszienbl «O0beM U copepikaHue TUCIUILTHHBDY,
«Y4eOHO-MeToauueckoe U HH(opMaImoHHOE 00ecTedeHne TUCIUILTMHBD U «MarepruaabHO-TeXHUIECKOe
obecriedeHre TUCIUILIMHEI, IPOrpaMMHOE obecrieueHue, mpodeccuoHalbHbIe 0a3bl TaHHBIX U
MH(POPMALMOHHBIEC CIIPABOYHBIE CUCTEMBI.

B paznene «O6beM u conepkaHne TUCHUILTHHBD) YKa3bIBAIOTCS BCE PA3JIENIbl U TEMbI H3y4aeMOn
JMCLUIUIMHBL, @ TAK)KEe BUJIbI 3aHATHH U TNIAHUPYEMBbI 00bEM B aKaJeMHUYECKUX Yacax.

B pazgene «YuebHo-meronuyeckoe U HHPOPMAIIMOHHOE 00eCTICUeHUE TUCITUTUIMHED) yKa3aHa
peKoMeH1yeMasi OCHOBHAsS U JOTIOJIHUTENIbHAS JINTEpaTypa.

B pazgene «MarepuanbHO-TEXHUYECKOE 00ecIieueHrne JUCIUILTUHBI, IPOTpaMMHOE 00ecTIeUeHHE,
npodeccroHanbHbIe 0a3bl JAHHBIX U HHPOPMAIIMOHHBIE CIIPABOYHBIC CUCTEMBD) COJIEPIKUTCS TIEPEUCHD
npodeccuoHaNbHBIX 0a3 JAHHBIX U HH(POPMAITMOHHBIX CIIPABOYHBIX CUCTEM, HEOOXOIUMBIX JJIs OCBOCHHUS
MACIIATUIMHEL.

5.2 Pexomennarnuu o0y4aromumcs 1o padbore ¢ TeOPETHYECKUMHU MaTeprallaMy 110 TUCIUITIIMHE

[Tpu n3yuennn u npopaboTKe TEOPETUUECKOTO MaTepraia HeoOX0IUMO:

- IPOCMOTPETH €lIe pa3 Ipe3eHTanuto Jekuu B cucreme MOODLe, noBTOpUTh 3aKOHCIIEKTUPOBAHHBIN Ha
JIEKLIMOHHOM 3aHATUU MaTEPHUAJl U TOMOJIHUTD €r0 C Y4ETOM PEKOMEH0BAHHOM TOMOIHUTEIbHON
JIUTEPATYPBL;

- IIPY CAMOCTOSATEIILHOM U3y4YE€HUU TEOPETHYECKOU TEMBI CIENIaTh KOHCIIEKT, MCIIONb3YsI PEKOMEHIOBAHHbBIE
B PITJI nucrounuku, npogeccuoHanbHble 0a3bl JaHHBIX U HHPOPMALMOHHBIE CIIPABOYHBIE CUCTEMBI:

- OTBETUTDH Ha BOIIPOCHI JJIsI CAMOCTOATEIILHON pabOoThI, TTO TeMe MpeacTaBieHHbIe B myHKTe 3.2 PIT/I.

- TP MOATOTOBKE K TEKYIIEMY KOHTPOJIIO HCIIOIb30BaTh MaTepualibl (hoHa oreHouHbIX cpencts (POC).
5.3 Pexomenmanuu mo paboTe ¢ Hay9HOU W y4eOHOM JIUTepaTypoit




PaboTa ¢ 0OCHOBHOH M JOTIOITHUTEIBHOM JTUTEPaTypO SBIAETCS TIIaBHOU (POPMOI CaMOCTOSTETbHON
paboThl ¥ HEOOXOMMA MTPU MOATOTOBKE K YCTHOMY ONPOCY Ha CEMMHAPCKHX 3aHATHAX, K JebaTam,
TECTHUPOBAHUIO, 3k3aMeHy. OHa BKIIIOYaeT MpopabOTKy JIEKLIMOHHOTO Marepraia u peKOMEHIOBAaHHBIX
HUCTOYHUKOB U JINTEPATYpPBI 10 TEMATUKE JICKLUN.

KoHcnekT nexium JomKeH coepkarh pedepaTuBHYIO 3alICh OCHOBHBIX BOIIPOCOB JICKIMH, B TOM YHCIIE C
ornopoi Ha pazMenieHHble B cucteMe MOODLe npe3eHTanu, OCHOBHBIX UCTOYHUKOB M JIUTEPATYPBI IO
TeMaM, BBIBOJIBI IO KaX10My BoIpocy. KOHCTIEKT MOKeT ObITh BHITOJIHEH B PAMKaX pacrlevyaTky BbIIauu
MIPe3CeHTAIUH JEKINI WK B OTAETBHOM TeTpaau 1o npeamety. OH T0KeH ObITh aKKyPaTHBIM, XOPOILIO
YUTAaEMBbIM, HE COAEPHKAaTh HE OTHOCALIYIOCS K TeMe HH(POPMAIUIO HITH PUCYHKH.

KoHcneKThl HayuHOM IUTEpaTypbl IPU CAMOCTOATENBHON OATOTOBKE K 3aHATHUAM JOJKHBI COZIEP)KATh
OTBETHI Ha KaX/Iblif TOCTABJICHHBINH B TEME BOIIPOC, UMETh CCHUIKY Ha UCTOUHUK MH(DOPMAIIH C
00s13aTeIbHBIM YKa3aHHEM aBTOPA, HA3BaHUS U O/1a U3AAHUS HCIIOIB3yEeMOM HAydHOM JIUTEPATyPHI.
KoHcnekT MokeT ObITh OLOPHBIM (COAEPIKATh JIUIIb OCHOBHBIE KIIIOYEBHIC TO3UIMN), HO TIPH 3TOM
MIO3BOJISIFOIIMM J1aTh MOJHBIN OTBET MO BONIPOCY, MOXKET ObITh MOAPOOHBIM. OObEM KOHCIIEKTa
OIIPENIETSAETCS CAMUM CTYIACHTOM.

B nporecce paboThl ¢ OCHOBHOM W JOTIOTHUTEIIBHON JTUTEPATYPOI CTYICHT MOXKET:

- ACJIaTh 3allUCH I10 XOAY UYTCHUA B BUJAC IPOCTOTO WJIK PA3BCPHYTOIO IJIaHA (COB,Z[aBaTI: MNEpCUCHb
OCHOBHBLIX BOITPOCOB, PACCMOTPCHHLIX B I/ICTOLIHI/IKG);

- COCTaBIIATh TE3UCHI (LIUTUPOBaHKUE HanOoJIee BaXKHBIX MECT CTAaTbU MJIM MOHOTpaduu, KOPOTKOE
M3JI0KEHUE OCHOBHBIX MBICJIEH aBTOpA);

- TOTOBUTH aHHOTAIMH (KpaTKoe 0000I1eHe OCHOBHBIX BOIIPOCOB PadOTHI);
- CO3/1aBaTh KOHCIIEKTHI (Pa3BEPHYTHIE TE3UCHI).
5.4. PexoMeHalMy 10 OATOTOBKE K OTAEIBHBIM 3a/1aHUSIM TEKYILIETO KOHTPOJIS

CobecenoBaHue MpernoiaracT OpraHu3alio 6ecepl MpenoaaBares co CTyAeHTaMH 110 BOIIpocam
MIPAKTHUYECKOTO 3aHATHSI C LeNbl0 Oosiee 00CTOATENHHOTO BBISIBICHUS UX 3HAHUM 110 OMPEIEICHHOMY
paszzeny, Teme, npobieme U T.I. Bce uiieHsl rpyIbel MOTYT Y4acTBOBaTh B OOCYXACHUHU, 100aBIATh
nH(pOpMaIUIO, TUCKYTUPOBATh, 3a/1aBaTh BOIIPOCHI U T.1.

VYCTHBINM OITPOC MOXKET MPUMEHSITHCS B Pa3TUIHBIX (hopMax: (GpOHTATBHBIN, WHIUBHUIYaTbHBIH,
KOMOMHUPOBaHHBIA. OCHOBHBIE KaU€CTBA YCTHOTO OTBETA MOJJIEIKALIETO OIICHKE:

- IPaBUJIBHOCTB OTBETA IO CONEPIKAHHUIO;

- IOJTHOTA U TIIyOuHa OTBETA;

- CO3HATEIILHOCTh OTBETA;

- JIOTMKA U3JI0KEHUsI MaTepuaa;

- PallMOHAIILHOCTD MCIIOJIb30BAHHBIX IIPUEMOB U CIIOCOOOB PELIEHHs OCTABICHHON yueOHOil 3a1aun;

- CBOEBPEMEHHOCTh U 3(PPEKTUBHOCTH UCIIOIB30BAHUS HAITISIIHBIX MOCOOUI U TEXHUUECKUX CPEICTB MPH
OTBETE;

- CIIOJIb30BaHUE JOIOJHUTEIBHOIO MaTepUaa;

- PallMOHAJILHOCTb UCIIOJIb30BaHUS BPEMEHH, OTBEJCHHOIO HA 3a/laHNE.

YCTHBINM OIIPOC MOXKET CONPOBOXKAATHCS MPE3ECHTALNUEH, KOTOPAst IOATOTaBIMBACTCS 110 OAHOMY U3
BOIIPOCOB MPAKTHUECKOTO 3aHATHA. [Ipu BRICTYIUIEHNH ¢ TIpe3eHTalue Heooxonumo oOpamars BHUMaHUe
Ha TaKME€ MOMEHTBHI KaK:

- coJIepKaHUE TIPE3CHTAIMH: aKTYaIbHOCTh TEMBI, IIOJTHOTA €€ PACKPBITHS, CMBICIIOBOE CONIEPIKAHHE,
COOTBETCTBHE 3asBIICHHOI TEMBI COACPIKaHUIO, COOTBETCTBHE METOUYECKUM TPEOOBAHUM (IEJTH. CCHIIIKU
Ha PECYPCHI. COOTBETCTBUE COICPKAHSI U JINTEPATYPhI), IPAKTHUECKasi HAIIPABICHHOCTh, COOTBETCTBUE
cozIepKaHus 3asiBICHHON opMe, aJIeKBaTHOCTh HCIIOJIh30BaHUS TEXHUYECKUX CPEACTB YUCOHBIM 3a1a4aMm,
MOCIIEIOBATEIIEHOCTD U JIOTHYHOCTb MTPE3CHTYEMOT0 MaTrepuara,

- ohopmiteHHE Mpe3eHTaIU: 00beM (ONTUMATBHOE KOJIMUECTBO), AU3alH (YMTAEMOCTh, HATMYNE U
COOTBETCTBHE I'pa)MKN ¥ aHUMAIINH, 3BYKOBOE 0(OpPMIICHHE, CTPYKTYpUPOBaHHE HH(POPMAITIH,
COOTBETCTBHE 3asiBIICHHBIM TPEOOBAHHUSIM ), OPUTUHAIBHOCTh OOPMIICHHS, ICTETHKA, UCTIOJIb30BAaHHE
BO3MO)KHOCTH ITPOTPAMMHO# CpeJIbl, COOTBETCTBHE CTaHIapTaM 0(hOPMIICHUS;

- JUYHOCTHBIC KQ4€CTBa: OPATOPCKUC CIIOCOOHOCTH. CO6J'IIOI[€HI/IC periraMCcHTa, SMOINOHAJIBHOCTh, YMCHHC
OTBCTUTH HA BOIIPOCHI, CHCTCMAaTU3NPOBAHHBLIC, FJ'I}’60KI/I6 1 IIOJIHBIC 3HAHUA 110 BCEM pasgcjiaM IIporpaMMbl:
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- CoJiepKaHNE BBICTYIUICHUS: JIOTHYHOCTD U3JIOKEHUS MaTepuaa, paCKpbITHE TEMbI, TOCTYITHOCTb
u3noKeHus, 3ppexkTuBHOCT npuMeneHus cpenctB MKT, ciocoObl U yciioBuUs TOCTHKEHUS
PE3yABTaTUBHOCTH U A((EKTUBHOCTH JIJISl BBITIOJIHEHUS 33]1a4 CBOCH MpodeccHoHanbHON WK yueOHOU
NesITeIbHOCTH, JOKA3aTeIbHOCTh IPUHIMAEMBIX PEILICHUH, yMEHHE apryMEHTHPOBATh CBOM 3aKJIIOUEHUS,
BBIBOJIBI.

6. YueOHO-MeTONM4YecKoe M HHPOPMALMOHHOE o0ecieyeHre JUCHMIITTHHbI

6.1 OcHoBHas UTEpaTYypa:

1. Kosran H. M. Kommnbtorepusie cetu : yuebHoe mocobue. - Munck: PUIIO, 2014. - 180 c. - Teker :
sanektpoHubit  /  OBC  «YHuBepcuterckas ~— OuOnmoreka  onmaiim»  [caiit]. -  URL:
http://biblioclub.ru/index.php?page=book&id=463304

2. Jlanonnna O. P. Kpuntorpadguueckne ocHOBBI Oe3omacHOCTH. - MockBa: HarmoHanbHbI OTKPBITHINA
VYuusepcuretr « MTHTYUT», 2016. - 244 c. - Teker : anexkrponHsiil / DbC «YHuBepcuteTckas oubamnorexa
onaiiny» [caitt]. - URL: http://biblioclub.ru/index.php?page=book&id=429092

6.2 JlonosHUTENBHAS IUTEpPATYpA:

1. ®omun JI. B. KommbiorepHsle ceTu : ydeOHO-MeTromuueckoe mocobue. - Mocksalbepnu:
Hupekt-Menua, 2015. - 66 c. - Tekcr : snexkrponHsiii / OBC «YHuBepcureTckas 6MONIMOTEKa OHIAWH
[caiiT]. - URL: http://biblioclub.ru/index.php?page=book&id=349050

2. Kapramesckuii, B. I, Jluxtuungep, b. f., Kupeesa, H. B., Bypanoa, M. A. KoMmmnbioTepHbie ceTH :
yueOHUK. - Becb cpok oxpanbl aBropckoro mnpaBa; Kommbiorepaele cetu. - Camapa: IloBomxckuii
TOCY/IapCTBEHHBIN YHHUBEPCUTET TelNeKOMMYHUKalmii u wuHpopmaruku, 2016. - 267 c. - Texkcr
anektpoHHbIi / [IPR BOOKS [caiit]. - URL: http://www.iprbookshop.ru/71846.html

3. Kosran, H. M. KomnetotepHasie cetu : yuebHOe ocodue. - 2025-03-10; KommnbroTepHbie ceTu. - MUHCK:
PecniyOnukanckuit mHCTUTYT mnpodeccuoHansHoro obpaszosanust (PUIIO), 2019. - 179 c. - Teker
anekTpoHHbi // [IPR BOOKS [caiit]. - URL: http://www.iprbookshop.ru/93384.html

6.3 VHbpIe NICTOUHMKMU:

1. Bonpocs! o6pazoBanus - http://www.ecsocman.edu.ru/vo

2. ®enepanpHas ciyx0a 1mo Haa30py B chepe oObpazoBanms u HayKu - http://obrnadzor.gov.ru
3. Ilopran "I'ymanutapaoe oopazoBanue" - http://www.humanities.edu.ru/

4. ®enepanpHbiii optan «Poccuiickoe oopazoBanue» - http://www.edu.ru/

7. MaTepuaJbHO-TeXHHMYeCKOe o0ecnedeHHe TUCHUILVINHBI, IPOrpaMMHOe o0ecredyeHue,
npogeccnoHanbHbIe 023bI JAHHBIX 1 HHPOPMALMOHHBbIE CIIPABOYHbIE CHCTEMbI

Jliis mpoBeieHus 3aHATHI 110 IUCHUIUTMHE HE00X0IUMO Cieylollee MaTepruaabHO-TEXHUYECKOe
oOecriedyeHue: yueOHbIe ayqUTOPUHU I IPOBEACHUS 3aHATHH JIEKIIMOHHOTO ¥ CEMHUHAPCKOTO THUIIA,
IPYNIOBBIX U UHAUBUIyaJIbHBIX KOHCYIbTALUM, TEKYIETO KOHTPOJIS U IPOMEKYTOUHOM aTTeCcTaluH,
MTOMEIIEHUS JIIs1 CAMOCTOSITENIbHOM paboThl.

VY4eOHble ayTUTOPUH U TOMEILIEHUS JJIsi CAMOCTOSTENIbHOM pabOThl YKOMIUIEKTOBaHbI CHIEIUAIM3UPOBAHHON
Me0eIbI0 U TEXHUYECKUMU CPEICTBAMH 00yUEHHs, CITY>KalIUMU JIJIsl PEACTaBIeHUs yueOHON HHpOopMaIH
OO0JBIION ayTUTOPUH.

[TomerieHust 17151 CaMOCTOSITENBHOM pabOThl YKOMILIEKTOBAHBI KOMITBIOTEPHOI TEXHUKON C BO3ZMOKHOCTBIO
MoJKITIoUeHus K ceTu "MHTepHeT" 1 obecrnedeHrneM TOCTyIa B SJEKTPOHHYIO
nH(OPMAITMOHHO-00pa30BaTEIbHYIO CPey YHUBEPCHUTETA.

Jlyis mpoBeieHHs! 3aHATHH JIEKIIMOHHOTO THUIIA UCIIONB3YIOTCS HAOOPHI IEMOHCTPALlMOHHOTO 000pYy/I0BaHUS,
o0ecreunBaIfe TeMaTHYECKUE WILTIOCTPAUU (ITPOSKTOP, HOYTOYK, SKpaH/ MHTEPAKTUBHAS JTI0CKA).

JluneH3noHHOE ¥ CBOOOHO PAcIIPOCTPaHIEMOE MPOTPaMMHOE 00eCTICUCHHE:
Microsoft Windows 10
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Microsoft Office [Ipodeccronanbhsrii mioc 2007
Adobe acrobat

LibreOftice

Omnepamnmonnas cuctema "Anst O6pazoBanue"
Cisco Packet Tracer

ITpodeccronanbhbie 6a3bl JaHHBIX U UHPOPMAITMOHHBIE CIIPABOYHBIE CUCTEMBI:

1. DNEeKTpOHHBIN KaTrajor @yHIaMEHTaIbHON OoubmuoTeKN TTV. — URL:
http://biblio.tsutmb.ru/elektronnyij-katalog

2. VYuuBepcuTeTckas OMONMOTEKa  OHJIAHH:  DIEKTPOHHO-OMONMoTreuHas  cuctema. —  URL:
https://biblioclub.ru
3. KoncynbranT cryneHTa. l'ymaHuTapHble HAyKH: 3JIEKTpOHHO-OMOnmmoreuHass cuctema. — URL:

https://www.studentlibrary.ru

4. Hayunas snextponnas oubiamoreka eLIBRARY.ru. — URL: https://elibrary.ru

5. Poccwuiickas rocynapcrBenHast 6nbnuoreka. — URL: https://www.rsl.ru

6. Poccuiickas HarmoHanpHas onbamoreka. — URL: http://nlr.ru

7. [Ipe3unentckas 6ubnuoreka umenu b.H. Enprinaa. — URL: https://www.prlib.ru

8. Hayunas onextpoHHas Oubnmoreka Poccuiickoii  akamemun — ecrectBo3Hanus. — URL:
https://www.monographies.ru

9. Dnexrponnas 6udmuorexka POOU. — URL: https://www.rtbr.ru/rffi/ru/library

DJIeKTpPOHHAS HH(OPMALIMOHHO-00pa3oBaTe/IbHas cpeaa
https://auth.tsutmb.ru/authorize?response type=code&client id=moodle&state=xyz
B3anMoneiicTBue mpenomaBaTenss W CTY[JEHTa B Tpolecce OOyYeHHUs OCYHIECTBISIETCS MOCPEICTBOM

MYJIBTUMEIUHHBIX, THIIEPTEKCTOBBIX, CETEBBIX, TEICKOMMYHHUKAIIMOHHBIX TEXHOJIOTHH, HUCIOJIB3YEMBIX B
ANIEKTPOHHOH HH()OPMAIIMOHHO-00Pa30BaTEILHON CPEIe YHUBEPCHUTETA.



