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1. lean u 3agaun AUCHUATIHMHBI

1.1 Henp qucuuruivHel — GopMUpOBaHUE KOMIIETEHIIHIA:

IIK-1 Cnocoben pa3pabaTpeiBaTh TpeOOBaHHUS 10 3amuTe, (HOPMHUPOBATH TOJHUTHKY O€30MacHOCTH
KOMITbIOTEPHBIX CHUCTEM U CeTei

1.2 Tumbl 3amad mpodecCHOHATBHOW JEATETLHOCTH, K KOTOPBIM TOTOBATCS OOydYaroluecs B paMKax
OCBOCHHUS JUCIUILTUHBL:
- OpPraHU3aLMOHHO-YIIPABICHYECKUN

1.3 JIucuurniauHa OpHEHTHPOBAaHA HA MOATOTOBKY OOydYaromuxcs K MpodeCCHOHAIBLHON JesSTEIbHOCTH B
chepe: 06 Cpsi3b, HPOPMAITMOHHBIC  KOMMYHHUKAIIMOHHBIE TEXHOJIOTHH (B cpepe TEXHUKH U TEXHOJIOTHH,
OXBaTbIBAIOUIEH COBOKYNMHOCTh NpOOJEM, CBSI3aHHBIX C OOECHeYyeHHEeM 3alIMIIEHHOCTH OOBEKTOB
nH(pOpMaTH3aIMY B YCIOBHIX CYIIECTBOBAHUS yTpo3 B HH(POpMAIMOHHOM cdepe)

1.4 B pe3ynbrare 0CBOCHHSI TUCIUILUIUHBI Y 00YYaromIMUXCsl TOJKHBI ObITH COPMUPOBAHBI:

O0001IeHHBIC TPYIOBBIE Kon u HanmeHoBaHMe
(hyHKUMY / TPYAOBBIC komriereHu @I'OC BO,
(GbyHKUMY / TPYyZOBBIC HITH HEOOXOIUMOM ISt .
WnankaTopbl JOCTHKEHHSI KOMIIETSHIHHA
npodeccroHaIbHbIE (hopMHpOBaHUS TPYAOBOTO
JeicTBus (py HaTUIUU WK IpoecCHOHATBHOTO
npodcranaapra) nefcTBUS
[TIK-1 Cnocoben PazpabareiBacT TpeboBaHMs 10 3ammTe, GOPMUPYET

pa3pabarpiBaTh TpeOOBAaHUS |ITOMUTHKY OE30MACHOCTH KOMITBIOTEPHBIX CHCTEM U
I0 3amuTe, GOpMUPOBaTh  |KOMITBIOTEPHBIX CeTel

TIOJINTHKY O€30ITaCHOCTH
KOMITBIOTEPHBIX CUCTEM U
cerei

1.5 CornacoBanue MEXAUCITUTUTMHAPHBIX CBA3CH MUCIUTIINH, 00€CIIEYNBAIOIINX OCBOCHUE KOMITCTCHITHI:

IIK-1 Cnocoben pa3pabareiBaTh TpeOOBaHHUS TO 3ammuTe, (HOPMHPOBATH TOJUTUKY
0€301acHOCTH KOMITBIOTEPHBIX CUCTEM U CEeTei

Ne HaumenoBanue dopma oOyyeHus
/o JHCIUATLINH,
OTIpENETAIONINX
MEXIUCIUIUIMHAPHBIE
CBSI3H

Ounas
(cemectp)

213151619

1 [ABTOMaTH3aIIHs +
JIeSITCIIBHOCTH
NpEaIpUATUI

2 |3ammra +
KOMIBIOTEPHBIX
CHCTEM OT
BpPEIOHOCHBIX
mporpamMmm

3 |KomneroTepHble ceTn + | +

4 |O3HakoMuUTENbLHAS +
MIPaKTHKA

5|OpranuzanuoHHas +
3amuTa HHQOpPMAaIUU




6 |OcHOBEI +
MPOrpaMMUPOBAHUS B
KOPIOPaTUBHBIX
UH(POPMAITIOHHBIX
cHCcTEMAaxX

7| TeopeTuueckue +
OCHOBBI 3aIIHUTHI
MHpOpMALH Ha
AHIITUIICKOM SI3bIKE

8| Teopetuueckue +
OCHOBBI
MHPOPMALIIOHHON
0e30macHOCTH

2. MecTo nucuuiuiaabl B cTpykrype OIl cnenuanaurera:

Hucuumnuaa «CoBpeMEHHBIE TEXHOJIOTUU oOecrieueHuss NHGOPMAIIMOHHON 0€30MmacHOCTU» OTHOCHTCS K
gactu, (opMUPYEMOI yIacTHUKaMU 00pa30oBaTeIbHBIX OTHOMIEHUH, ydueOHoro muaHa OIl mo HanmpaBiIeHHIO
noaroroBku 10.05.05 - bezonacHocTs HHGOPMAITMOHHBIX TEXHOJIOTUH B IPABOOXPAHUTEIBHOMN cdepe.

JuctumimHa «CoBpeMEHHbIE TEXHOJIOTHH o0ecrieyeHnss HHPOPMALIMOHHONW 0€30MacHOCTH» U3ydaeTcs B 2

ceMecTpe.

3.00beM u conepxaHue TUCUUILIUHBI
3.1.00beM OUCLUILUINHEL:

Bun yueOHo# paboTh (BCSEI;ZEOB)
O0mast Tpy10éMKOCTb TUCHMILIHHBI 72
KonrakTHast pabora 48
Jlexmmm (JIextmm) 16
JlaGoparopnsie (J1ab. pab.) 32
CamocrositensHas padota (CP) 24
3auer -

3.2.Conepxanue Kypca:

No Haspanue Bun yuebnoit | dopmbl TekyIero
TEMBI pasnena/TeMbl paboThI, yac. KOHTPOJIS
Jlex |JIa6 | CP
ouu | .
pao.
O]l0|O
2 ceMecTp
1 Obecnieuenue Bomnpocs! ams
MH(POPMALTMOHHON CaMOIIOATOTOBKH /
0€30macHOCTH Ha >l 4| 3 JlaGoparopHas
OCHOBE pabora;
OTEYECTBEHHBIX TectupoBanue
pa3paboToK
2 beszomacHocTh TecTtupoBanue;
"NnTepuera Bemieit"” Bomnpocs! amns
2 4 3 | camomoaroroBku /
JlabGopatopHas
pabora




besonacHocTh TectupoBanue
"Bonpmux gaHHBIX"
IImare:xHbIe Bomnpocs! ais
CUCTEMBI U CaMOTIOATOTOBKH /
obecriedeHne ux JlaboparopHas
MH(POPMALTMOHHON pabora;
6e30maHoCTH TectupoBanue
T'ocCOIIKA TecTupoBanue;
Bomnpocs ais
CaMOTIOATOTOBKH /
JlaGoparopHas
pabora
CrangapTsl TectupoBanue
MH(POPMALTMOHHON
0€301acHOCTH
Ananns Bomnpocs amns
CYLIECTBYIOLIUX U CaMOTIOATOTOBKH /
MEPCTIEKTUBHBIX JlaboparopHas
CPEIICTB 3aIUThHI pabora;
nHpopmarun TectupoBanue

Tema 1. O0ecnneueHue HHGOPMALMOHHOM 0€30MIACHOCTH HA OCHOBE 0T€4eCTBEHHbBIX pa3padoTok
(IIK-1)
Jlekumus.
[TpaBoBOE obOecnieuenne nHGopMaImoHHOU Oe3onacHocTH PO nomkHO
0a3upoBaTHCsI, MPEK/E BCETO, HA COONIOACHUH MTPUHIIMIIOB 3aKOHHOCTH, OanaHca
WHTEPECOB TpaXKJaH, OOIIECTBA U TOCyIapCcTBa B MH(GOPMAIIMOHHOH cdepe.
CoOmrofenne NpUHLIKIIA 3aKOHHOCTH TpeOyeT OT (hefepanbHBIX OpraHoOB
TOCYJIaPCTBEHHOM BIIACTH U OPTaHOB TOCYIAPCTBEHHOM BiIacTH cyobekTOB PO mpu

pelICHNH BO3HMKAIOUIMX B WH(POPMALMOHHOW cdepe KOH(PIMKTOB HEYKOCHHUTEIBHO PYKOBOJCTBOBATHCS
3aKOHOJATEIbHBIMU U UHBIMA HOPMAaTUBHBIMU

MIPABOBBIMU aKTaMH, PETYIUPYIOITIMH OTHOIICHHSI B 3TOi cepe

JlaGopaTopHbie padoThbI.
JlaGoparophas pabota Astra linux Special Edition:
PaGora ¢ yu€THBIMU 3aITUCSIMU MOJIH30BATENEH U TPYIIIIaMHU.
Lenb paGoTHI:
N3yunth 0cOOEHHOCTH aIMUHUCTPUPOBAHUS JIOKAJIbHBIX YUETHBIX 3alMCEN MOJIb30BaTeNell U rpynn B
OCCH c ucnonp3oBaHueM KOMaH/IHON CTPOKHU U TpaduuecKoro nHTepdeiica.
[Topsnox BeIMoNHEHUS PabOTHI:
[Topsitok BBIMTONTHEHUST PaOOTHI
1. Hagarp pa6oty co Bxoga B OCCH B rpaduueckom pekuMe ¢ y9ETHON 3aIUChIO TTOJIb30BATEIs
user(ypoBeHb qoctyna — 0, HenepapXuieckue KaTeropiuu — HET, YPOBEHb LIEJIOCTHOCTH — «BbIcokuii»).
2. 3anyctuth Tepmunain Fly uz menro «CucteMHbIEY.
3. Onpenenuth TEKYIIy0 YYETHYIO 3aIKUCh MOJ30BaTENs C UCIOIh30BaHUEM KOMaH bl whoami.
4. IlpoBepuTh HATUYKE MPaBa TOCTYyIA Ha YTeHUE K (ailry /etc/passwd v MOTYYUTh CIENYIONINE JaHHBIC,
BBITIOJTHUB KOMaH/IbI cat/etc/passwduiu less/etc/passwd: 4dncio mapaMeTpoB yUETHBIX 3amUCen
MOJIb30BaTeNeH (151 3TOr0 JOMOIHUTEIBHO MOXKHO" MCIOIb30BATh KOMAHAbl WC U SOrt); TEKyIlee YHCIIO
Y4ETHBIX 3aIllMcel TOIb30BaTEeNeH; YHCIO Pa3IMUHbIX UCIOIb3yEeMbIX KOMAaHIHBIX HHTEPIPETATOPOB.



5. BrIBecTH CTPOKY, COOTBETCTBYIOIIYIO TEKYIIEH yUE€THOM 3amucy Monb30Bares, u3 ¢aitia /etc/passwd ¢
MCTIOJIb30BaHKEM KOMaHIbI cat/etc/passwd|grep ""$(whoami):", mpu 3TOM MONYUUTH CIACTYIONIUE TaHHBIC:
HAJIMYKE TapOJIsl WM CBEPTKH Maposis (BHIBECTH 3TH JTaHHBIC KOMaHI0# cat/etc/passwd|grep" $(whoami):"
|cut -d:-f2): root@astra:/home/user# cat/etc/passwd|grep" $(whoami):" root:x:0:0:root:/root:/bin/bash
root@astra:/home/user# exit exit user@astra:~$ cat/etc/passwd|grep ""$(whoami):" user:x:1000:1000:,,,
:/home/user:/bin/bash rpynmna u uaeHTudUKaTOp TEKYLIEH yUETHOMN 3aUCH MOJIB30BATENs;: KOMAaHIHBIN
MHTEPIPETATOP 110 YMOTYAHUIO JJIs TEKYIIEH YUETHOM 3allUCH I10JIb30BATEIIA.

6. HAliTH OTIMYMS UCTIONHsIEMBIX (aitnoB adduser u useradd, Tt Yero: OMpPeNENIUTH PACTIONIOKEHUE
¢aiinos adduser u useradd ¢ ucnonszoBanuem komana sudo- which, adduser u sudo which useradd;
BbiBecTH B TepmuHai Fly tun o6oux ¢aiinoB komannoi file, onpenenuTs ux: NpUHIUIHAIBLHOE OTINYHKE. 7.
Jlo6aBUTH /1BE yUETHBIE 3aMUCH MOJIb30Barenei userl u user2(c COOTBETCTBYIOIIMMH TOMAIIHUMHU
KaTajoramu) ¢ ucrnonb3oBanreM komany sudo adduser userl u sudo adduser user2.

8. [Ipoananusuposats n3mMeHenns B OCCH, cBsi3aHHbIE ¢ J00aBIE€HHEM HOBBIX YUETHBIX 3alHCen
IOJIB30BATEIICH, U1 YEro ONPEAEIIUTh: JTOMAIIHUE KaTaJIOrH YUYETHBIX 3alMCEN M0JIb30BaTENECH 10 JaHHBIM
¢aiina /etc/passwd;: HOMep anropuTMa CBEPTKU Napojieil yUETHBIX 3alucei moab30BaTenel no Qaimy-
/etc/shadow ¢ rcrionp30BaHMEM MPUBUIICTMPOBAHHOTO PEXUMA HITH KOMaHAb! sudo:
root@astra:/home/user#cat/etc/shadow|grep "“user:"|cut -d$ -f26 ckpunThl, KOTOpPHIC OBUIH TIEPEMEIIICHBI B
JIOMAITHUE KaTaJoTu YYETHBIX 3alMCceii- Mob30BaTeelt u3 karanora /etc/skel, mpu 3ToM cpaBHUTH (haiiiibl B
katasnore /etc/skel ¢ (aitnamu 1oManIHUX KaTanoroB y4€THBIX 3aMMCEH MOIB30BATENEH C UCTIOIb30BaHUEM
xoman el sudo diff —s /etc/skel/home/umsi_nonbp3oBarens|grep " uaAeHTUYHBI"; HOBBIE TPYIIIBI B (aiie
/etc/group,: UAEHTU(UKATOPHI HOBBIX YUETHBIX 3allUCEH MOIb30BaTeNell U rpymm B Qaiinax /etc/group:
u/etc/passwd.

9. Ocy1ecTBUTH TOMBITKY CO3/IaHUs YIETHBIX 3alUCEl Monb3oBareneii user3, user4 komanaamu useradd
user3 u useradd user4 6e3 HCIONB30BaHUS KOMaHbI sSudo, MPOaHATN3UPOBATh PE3yJIbTaT. BBIMOIHUTS Te ke
JeUCTBUS C MPUMEHEHHEM KOMaH bl sSudo, MOCIIe Yero OnpeieuTh: JTOMAIIHNAE KaTajJoru yUETHBIX 3arucei
noJip30Barenelt mo ¢ainy /etc/passwd;: OBLIH U CO3IaHBI JOMAITHHE KaTaJIOTH YYETHBIX 3arucen
MoJIb30BaTeNel;: Hamuune CBEPTOK maposieil yuéTHbIN 3amuceil monp3oBareseii no ¢aiiam /etc/passwd u-
/etc/shadow, HOBbIe rpymiisl B (haiisie /etc/group: MACHTU(PUKATOPHI HOBBIX YUETHBIX 3alMCen
nojp3oBateneil B (haiie /etc/passwd;: KOMaHIHBIA HHTEPIPETATOP MO YMOTYAHHIO I CO3JaHHBIX
Y4ETHBIX 3amuceii- monb3oBareneii: root0astra:/home/user# tail -1 /etc/passwd|cut -d: -f7 /bin/bash

10. Peann3oBaTh NONBITKY 334aTh NapoJib Ul YYETHBIX 3allMCEl MOIb30Bareael user3 u user4 c
ucnonb3oBaHreM komaHs passwd user3 u passwd user4 6e3 UCTIONIB30BAaHUS U C UCIIOIB30BAHUEM KOMaH/IbI
sudo, cpaBHUTH pe3ynbTarhl. ONpeeanTh AITOPUTM CBEPTKH MAPOII ITUX YUETHBIX 3aMuceit
nojp3o0Batenei no Qaiiny /etc/shadow.

11. Bemmonuuts qononuutenabHyto HacTpoitky OCCH s obecnieyeHrst BO3MOXKHOCTH BXOJ1a C yUETHOM
3aIMCHIO MT0JIB30BATENS USEr3, AJIs 4YEro OCYLIECTBUTH CIEAYIOLUE AeicTBUA: BhINOIHUTH BXxoa B OCCH ¢
y4€THOH 3amMMChIO MOIB30BATENS User3, BBEIS €ro UMS M apoiib, IPOAHATU3UPOBATh IPEAYIPEKICHUS,
BbiaBaeMbie OCCH; Boiitu B OCCH ¢ y4€THOI 3aUChIO MMOIB30BATENS USET;" CO3AaTh JOMAIIHUMA
KaTaJior y4ETHOM 3amucH moib3oBaresis user3 komanaamu sudo mkdir- /home/user3, u Ha3HaUNTH eMy
HeoOxonuMmble paBa goctyna: sudo chown user3:user3 /home/user3, sudo chmod 750 /home/user3;
IIPOBEPUTH BO3MOKHOCTB Bxoza B OCCH c yuétHoil 3anuchto nonb3oBarens userd;: Boiitu B OCCH ¢
Y4ETHOM 3aMKCBIO MTOJIB30BATEIIS USET.*

12. 3anyctuts Tepmunan Fly B «npuBuierupoannom» pesxxume komanaoi sudo Fly-term. .

13. MoaudunupoBarh mapaMeTpbl YUYETHBIX 3aIMMCEH MOIB30BaTENICH: YCTAHOBUTDH IOMAIITHUMA KaTaJior
y4ETHOM 3amuCcH MoJIb30BaTess user 1 komanmaoi usermod -+ d /home/userone userl; ycTaHOBUTH JTOMAITHUMA
KaTaJior y4ETHOW 3aIMCH MOJIb30BaTels user2 koMman1oi usermodm-d /home/usertwo user2: mpoBepuTh
conepkumoe Karayora /home komanoii Is —la 1 onpenenuTs OTINYHS B- pe3y/ibTaTax BHIMOTHEHUS
KOMaH/Ibl usermod Ha MpeAbIyIUX dTanax.



14. OcymiectBuTh nocienoBaresnbHble MONBITKU Bxoaa B OCCH ¢ yu€THBIMU 3alUCAMH CO3/IaHHBIX
nmoJip30Barenieit userl u user2, mpu TOM BBITIOJHUTE CICAYIOIINE ACUCTBUS: MPOAHATH3UPOBATH IPUIHHEI
nosiBieHus npenynpexaenuit npu Bxoae B OCCH ¢ yu€THo#* 3anmuChio 1MOIb30BaTeNs userl, cpaBHUB
OTJIMYUS B KOMaH/IaX, HCIIOJIb30BAHHBIX TPH MOIU(UKAIINY TTapaMeTPOB YUETHBIX 3alCel ToIb30BaTemeit
userl u user2; BepHYTh IOMAITHUI KaTanor yu€THOU 3allMCH Moib3oBarens userl komanaoi usermod -d-
/home/userl userl, paccMOTpeTh pe3yabTar €€ BBIIOIHEHUS, IPOBEPUTH 3aIMUCh O JJOMAITHEM KaTajore B
¢aiine /etc/passwd; MOBTOPHO YCTaHOBUTH IOMAIIIHUH KaTajor Mojb3oBaTels userl komannoit usermod -1
-d- /home/userone userl, MpoBepUTH pe3ylbTaT; MPOBEPUTH BOZMOKHOCTH Bxoaa B OCCH ¢ yuérHoii
3aIIMChIO ToIb30BaTels userl, BeriTu 3+ OCCH.

15. Botitu B OCCH ¢ yu€THoii 3anuckto monb3oBatesns user (YpoBenb 0, « Beicokuii»). 3amycTuTh
rpadUyecKyIo YTUINTY peJakTUpOBaHUS YUETHBIX 3anucei monap3oBareneit «[lonmntuka 6e30macHoCT
yepe3 MeHIo «[lanenp ynpasiieHHs» [TTABHOTO NOJIb30BATEIBCKOTO MEHIO.

16. OTKpBITH pa3zesl HACTPOUKHU JTOKAIbHBIX MOJIB30BATENCH, U ISl CO3AaHHBIX YUETHBIX 3anucei
noJsip3oBarenel userl, user2, user3, user4 Npou3BOJIBHO 3a/1aTh UX NIAPaMETPhl: MaKCUMAaJIbHBIN U
MUHUMAJIBHBINA YPOBHH JOCTYIA;" MUHUMAJIbHBIC 1 MAKCHMAIIbHBIC HAOOPHI HEUEPAPXUUECKUX KATeTOPHi;-
MaKCUMaJIbHbIN YPOBEHb LIEJIOCTHOCTH.

17. Hactpouts napameTpbl y4E€THOH 3aMCH [10JIb30BATENS USEr2: YCTaHOBUTh MMHUMAJIbHOE YUCIIO THEN
MEXy cMeHOH mapoist —180 qHel U 10 Bbaun NpeaynpexIeHHs O CMEHe Mmaposs — S5 AHed; BBIOpaTh
MaKCUMaJIbHbIN YPOBEHb — «YPOBEHb_3»; MPOBEPUTH BO3MOXKHOCTb 33J1aTh MUHUMAJIbHBIN WIH
MaKCHMAaJIbHBII HA0Op: HeHMepapXUUeCKUX KaTeTOpH.

18. Boiiti B OCCH ¢ yu€THOI1 3a1uchlo MOJIb30BaTeNs user2, BHIOpaB ypoBeHb JOCTYyINa « YPOBEHb 1».
[TpoBepuTh BOBMOXXHOCTB BBIOOpa HAOOpa HeMepapXUIeCKUX KaTeropuid 1 ypoBHs neiaoctHoctu. Co3nare B
karanore «JlokymeHTs» (aiin 1.txt. Berittu u3 OCCH.

19. Botitu B OCCH ¢ y4€THO# 3anUChIO MMOIH30BaTEIISI USET2BBEIOPAaB YPOBEHB JOCTYIIA « YPOBEHb 2».
Cosnatb B karanore «J{okymeHTs» (aiin 2.txt.

20. ITpoBepuTh BO3MOKHOCTD UTeHUsT 00beKTOB (haiinoBoii cuctembl OCCH, BiiazeabiieM KOTOPBIX
SBJIIETCS yU€THAS 3aICh MOJIH30BATENs user2(Ha TEKYyIEM YPOBHE JOCTyNa « YPOBEHb 2»): OTKPBITh
Katajior «JlokyMeHTb» ypOBHE JOCTyTMa

«Yposenb_ 1 »(Komnwrorep/Jomanranii/mac/1110c00x0t0x0/[JokymeHTBI); OTKPHITH (haiin 1.txt, mpoBepuB
BO3MOXXHOCTH €ro YTeHHE Wiy 3amucH;- BeIdTH 13 OCCH.

21. [IpoBepuTh HAIMUKE U BOBMOXXKHOCTh UTeHHE 00BeKTOB (paitioBoit cuctembl OCCH, Bnanensiiem
KOTOPBIX SIBJISIETCS YUETHAS 3alKUCh MOJIb30BaTeNsIuser2 Ha TEKyIeM YpOBHE JocTyna («YpoBeHb 1»):
BoiiTH B OCCH ¢ y4€THOI 3anMChIO MOIH30BATEIIS USer2, BRIOpaB ypOBEHb IOCTyNa: « YPOBEHb 1»;
MIPOBEPUTH BO3MOKHOCTh OTKPBITUA KaTajora «JlokyMeHTbD» sl ypOBHS JOCTyma

«Yposenb_2»(Komnwrorep/Jomammuit/mac/1210c0x0t0x0/doxymentsl); BoiiiTH 13 OCCH.

22. Boiitu B OCCH c yu€THO#1 3anTUChIO MOJIb30BaTeNe user. 3anmycTuTh rpadudeckyto yruauty «llomutrka
6e3omacHOCTHY. CpaBHUTH CIUCKH BTOPUYHBIX TPYII JIsl YUETHBIX 3aMMCEl Moab30BaTesei user, userl,
user2, user3, user4, Ipu 3TOM ONPEACIUB: YUYETHBIE 3aMUCH MTOJIH30BATEIEH, ABIISIIOIIAECS

aIMUHUCTpATOpaMu (BXOIAIIMMHU B TPyIITy- astra-admin); y4€THBIC 3aITMCH TIOJIL30BATENCH, BXOIAIINE B
IpyMILy USErs.

23. Co3naTh HOBYIO YUETHYIO 3alUCh MOJIb30BaTeNs userl): yCTaHOBUTh MUHUMAIBHOE YUCIIO THEH MEXKITY
cMeHo mapoist — 180 gHeH ¥ YMCiIo IHE" BhIAaYu NPEayNPEeXaCHUS 10 CMEHbI Taposi — S5 AHEH;
BBIOpAaTh MaKCHMAaJIbHBIA YPOBEHb JIOCTyNa — «YPOBEHb 3», MUHUMAJIbHBIN YPOBEHb" JOCTYIa —

«Yposenb_0», ypoBeHb LIETIOCTHOCTH — «BbIcOKuii»; 100aBUTH B CIMCOK BTOPUYHBIX TPYII IPYIIIBI
astra-admin u lpadrin;- npoBeputh Bo3MokHOCTH Bxoga B OCCH ¢ yuétHOoM 3anuchio mosib3oBaress userl0
C* YPOBHSIMHU JJOCTYTIa « YPOBEHb 2» WA « YPOBEHb 3» (YPOBEHB IEIOCTHOCTU «HU3KHI»).

24. Boiitu B OCCH c yuétHoli 3anuceo noas3oBarens userl0 (ypoBens foctyna — «YpoeHb 0y,
YPOBEHb LIEIOCTHOCTH «BbIcokHi»), [IpoBepuTh BO3MOXKHOCTH CO3/1aHUsI HOBOW YUETHON 3alnucu
nosb3oBatens userll ¢ ucnonszoBanueM rpaduyeckoit yrunutsl Fly-admin-sme 6e3 ucnonabp30BaHus u ¢
ucrnonb3oBanueM koman bl sudo. Beriita u3 OCCH.



25. Boiitu B OCCH c¢ yu€THO#1 3an1uChI0 MOIb30BaTelNs userl ¢ ypoBHEM JocTyrna — «YpoBeHb 0».
Ocy1iecTBUTh MOMBITKY 3aIrycka rpadudyeckoil yruinutsl «llonutuka 6e30macHOCTH» yepes3 I1aBHOE
M0JIH30BATENLCKOE MEHIO U 3amycka e€ ¢ ucroiab3oBanueM tepmunana Fly komannoit Fly-admin-smec.
IIpoananusupoBath pe3yasrarsl u npenynpexaenns OCCH.

26. Ocyl1ecTBUTh NEPEKIIOUYCHIE MEXKY CEaHCAMU PA3IUYHBIX YUETHBIX 3alKCel Moyib30Barene 6e3
Bbixoz1a 13 OCCH: uepe3 MeHI0 «3aBepiieHne padoTh IIIaBHOTO MOJIb30BATENBCKOIO MEHIO IIepeiTH B
noamento «Ceccusi» u nanee «OtaenbHasp» U Botu B OCCH ¢ y4€THOH 3anKChbiO MOIb30BATENS
user(ypoBEHb IIeIOCTHOCTH «BBICOKHIT»); B aHAIOTHYHO BEPHYTHCS U J1ajiee 3aKPBITh CEaHC OT UMEHU
y4€THOM 3alKCH 110JIb30BaTeNs " userl.

27. C ucnonn3oBanueM rpadudeckoil yrunuthl «lloautrnka 6e3onacHOCTH» 3a010KHPOBATh NApOIh
yu€THOH 3anmcu nonb3oBaress userl. [IpoBeputs usmenenus gaiinos /etc/passwd u /etc/shadow,

OCYIIECTBUB CJICAYIOIINE AeiicTBus: B TepMmuHaie Fly BemmomHuTh komMan st sudo cat/etc/passwd u sudo
cat/etc/shadow;* mpoBepuTh HaMMUYMe OJIOKMPOBKHU YUETHOW 3alMCH NOJIB30BATENs 10 Qaiiny /etc/shadow:
(tomkeH OBITh YCTAHOBJICH 3HAK «!» B Hauase CBEPTKU MapoJisi); MPOBEPUTH (DYHKIIMOHUPOBAHUE
ONMOKUPOBKH MyTEM OcymiecTBiIeHus monbiTku Bxoga B OCCH: B oTaensHOM ceaHce OT UMEHU YUETHON
3aIUCH MOJIb30BaTeNs Userl; CHATH OJOKHPOBKY (BBIIOJIHUTH YIAJICHUE Maposist U OJIOKHPOBKU BXOJA,
3aJ1aTh MIOBTOPHO" MapoJib) U MPOBEPUTH BO3MOKHOCTH BXoz1a B OCCH ¢ y4€THOH 3alMChIO MOIb30BATENS
userl.

28. BeIMOIHNUTE yAaneHrue YYETHBIX 3allUCel TOJIb30BaTENEeh: yIalUTh YUYETHYIO 3alIUCh MOJIb30BaTENs
user10 ¢ ncrnonp3zoBanueM rpaduaeckoi yTUIuThl- «IloduTHKa 6€30MaCHOCTHY; YIATUTh YUYETHYIO 3aUCh
noJsib3oBaresis user2koManoi sudo deluser user2;- ymanuTh yu4€THYIO 3aMCh TOIB30BATENS
user | komano#t sudo userdel userl;: mpoBepuTH HATMYKME TOMAITHUX KAaTaJOTOB YUETHBIX 3aMKCeit
moJib30Baresiel userl u user2,: Mocje 4ero ¢ UCIOIb30BaHUEM CITPAaBOYHON MH(GOPMAIIMH 0 KOMaH/Ie
userdel onpenenuTs e€ mapamMeTpbl, MO3BOJISIONINE YAAIATH COACPKUMOE TOMAITHETo KaTajgora y4éTHON
3aIyCcH T0JIb30BaTeNs; YIAIUTh JOMAaIIHHE KaTajJord YYETHBIX 3auce moip3oBarenei userlu:
user2HenocpeICTBeHHO koManaamMu rm —t /home/userone u rm -r /home/usertwo, 0CyIecTBUB MOMBITKA
yaaneHus 0e3 UCIOIb30BaHUs U C UCTIOIb30BaHUEM KOMaH bl Sudo; MPOBEPUTH HAJMYKE JOMAIIHUX
KaTaJIoTOB YUETHBIX 3amucei mosb3oBarenei userl, user2 u- userl0 B karamore /home/.pdp.

29. Coznatp HOBBIE TpyIITy group3 (¢ ucnoib3oBaHueM rpaduueckoil yTunuthl «IlonuTrka
0e3omacHOCTHY) U Tpynmy group4(komanaoi sudo addgroup group4, BeimosiHeHHON B TepmuHaie Fly).

30. JloGaBUTH YUETHYIO 3aITMCh MTOJIH30BATEIS USET3BO BTOPUYHYIO TPYIITY group3 KoMaHaou usermod -a
—G group3 user3 ¥ BO BTOPUYHYIO TPYIITY group4 ¢ moMoIisto rpadudeckoil yrunuthl «llomutuka
6e3omacHoCTHY. [IpoBEpUTH BKIIIOUEHNE YUETHOM 3aIMCH TTOJIH30BATEIIS User3 B TPyMIbl group3 u group4
IyTeM TIPOCMOTpa coaepkumMoro (aiina /etc/group komanaamu cat/etc/group|grep"”group3" u cat/etc/group|
grep""group4".

31. BeinosHUTH yaaneHue y4ETHOM 3aMUCH MOJIb30BATENS USEr3 U3 TPyNIbl Zroup3 ¢ UCIOIb30BAHUEM
rpadgudeckoit yTuauThl «llomuTrka 6€30macHOCTH» M U3 TPyl group4 komanaou gpasswd -duser3
group4.

32. Ypanuts rpynmy group3 komanaoi sudo delgroup group3 B repmunaine Fly u rpynmy group4 c
noMoIIsio rpadguueckoit yruiuThl «IlomuTrka 6€30macHOCTI.

33. By4uTh MOPSIOK XpaHEHUS TapaMeTPOB MAaHAATHOTO YIIPABIEHUS TOCTYIIOM U MaHAATHOTO KOHTPOJIS
LEJIOCTHOCTH ISl YUETHBIX 3aIMCEN MOIb30BaTesiei. I 3TOro BBIOIHUTD CIEAYIOIINE IEHCTBUS:
OTIPEIeTTUTh YPOBHHU JocTyna, 3ananusie B OCCH, mns atoro BeiBectu B TepmuHan Fly: cogepxumoe daiina
/etc/parsec/mac_levels; ompenenuts Hemepapxuueckue kareropuu, 3aganapie B OCCH, myist 5TOro BEIBECTH
B TepmuHain Fly conepxumoe daiina /etc/parsec/mac_categories; onpeaeauTb UASHTUPHUKATOP YIETHON
3anucy nojb3oBarens userl mo gairy- /etc/passwdkomannoii cat/etc/passwd|grep" userl:"| cut -d : -f3;
CUMTATh MapaMETPhl MAHJIATHOTO YIIPABJICHHUS JOCTYIIOM U MaHJATHOTO KOHTPOJIS* IIETOCTHOCTH ISt
yu€THOM 3amucy Mosb3oBaress userl komanaon cat/etc/parsec/macdb/$(cat/etc/passwd\grep" userl:"|cut —d
: -f3) ¥ mpoBepUTH UX COOTBETCTBUE TAHHBIM, OTOOpaxkaeMbIM B Tpadudeckor yrunute «[lomutnka
0€30MMacHOCTHY.

3ananus AJ51 CAMOCTOSITEILHOI padoThI.
1. CocTaBUTH MOJHBIN MTEPEUCHb UCIIOIH30BAHHBIX KOMaH/I C KPaTKUM OMMCAHUEM X Ha3HAUYCHUS.



2. CocTaBHUTh CIMCOK KOMaH[, KOTOpbIE ObUIN MCIIONB30BAHbI B X0JI€ paOOTHI C OMMMCAHUEM PE3YIIbTaTOB UX
BBIITOJIHCHHSL.

3. Onucats nopsaok padoTel ¢ rpaduueckoit yrunutoi «Ilomurrka 6e3onacnocti» (Flyadmin-smce) npu
OCYILECTBIICHUH CIEAYIOIUX ACHUCTBUN: CO3JaHUE HOBBIX YUYETHOM 3aIlMCH MTOJIB30BATEIIS WU TPYIIIILL; -
yAalieHHe CYIIeCTBYIOIINX YUETHOM 3aMCH TOJIb30BaTeNsl UM IPYMIIbL;: 100aBIeHNE YUETHON 3aTUCH
M0JIH30BAaTENs B CYIECTBYIOLIYIO TPYIINyY;: Jo0aBlIeHUe YUETHON 3aMCH TI0Ib30BATENs B IPYIIITY
aZIMUHUCTpaTopoB (astra-admin);: M3MEHEHHE MapaMEeTPOB MAHAATHOTO YIPABJICHUS JOCTYIIOM H
MaHJIaTHOT'O KOHTPOJIS* LIEJIOCTHOCTH.

4. CocTaBUTh CIIMCOK M Ha3HAUE€HUE CUCTEMHBIX (DaiyIOB, CBA3aHHBIX C XPAHEHUEM [TapaMeTPOB YUETHBIX
3alncel NOIb30BaTENCH, IPyII, NapaMeTPOB MAHIATHOTO YIIPABJICHUS JOCTYIIOM U MaHJATHOIO KOHTPOJIS
LEJIOCTHOCTH

Tema 2. be3onacuocts "UnTepHera Bemein'" (IIK-1)
Jlekuus.

B wamm nmHu «VHTEpHET Bemiei» SBIAETCS BeChMa IOMYISIPHON TEeMOH: KOH(EepeHIMH, Ha KOTOPBIX
3aTparMBalOTCs BOMPOCHI OE30MAaCHOCTH U BBICTYINAIOT KOMIAHHWH, MPOU3BOMAILIME OOOPYIOBaHHME WU
porpaMMHOE oOecreueHue, IPOXOAT UyTh JIM HE €KEHEeNIbHO, HOBBIE PEUICHHS TTOCTOSIHHO OCBEIIAI0TCS

B CHCIHAIM3UPOBAaHHBIX H3MaHuAX. Kommanus Avnet Silica Takke cyuTaeT HEOOXOIMMBIM TPUHATH

y4JacTHEe B OOCYXICHHH STOM Ba)XXHOW M HMHTEPECHOW TeMbl. B cTaThe paszbsACHIETCS, YTO MMEHHO, IO
MHEHUIO CHEIHaINCTOB Avnet, CKpbIBaeTcsl 3a MOHATHEM «Oe3omacHocTh «l/HTepHeTa Bemiel», a Takxke
MEepPEYCIICHbl pealibHble MpOoOJeMbl KIMEHTOB KOMIIAHMM, KOTOpbIE KacaloTCsi TaKMX acleKTOB, Kak
anmaparHbIe CpeICcTBa M BCTpoeHHOe ymbo cepBepHoe mporpammuoe obecmneuenue (I10). Pemenus,
obOecrnieunBaromme Oe3omacHOCTh «MHTEepHETa Bemiel», MPEACTaBICHHI B TOM KiIlode, Kak Avnet

MIPEICTARISIET €T0 Pa3BUTHE B TEUCHUE ONMMKaMImmx 6—8 JIeT, T. €., MoKa Halll MUP HE TIEPEeUJIET MOJTHOCTHIO
Ha npoTokoJbl [Pv6 u 6LoWPAN.

JlaboparopHbie padoThbI.
JlaGopatopHas paboTa Beuy u ux B3auMoaecTBus Nel:

Haercs nonsatue MHTEpHET Bellel, pacCMaTpUBaIOTCA IIPOLECCHI B MOJEIAX YIIPABISIEMBIX CUCTEM,
HCCIEAYIOTCS MOJEIHU U METO/IbI KOMMYHHKALUI U apXUTEKTypa MIHTepHET Bellen.

Xon paboThI:
1 CpaBHEHHE CUCTEM KOHTPOJISI C OTKPBITBIM U 3aKPBITHIM KOHTYPaMHu
2 PucoBanue nuarpaMMbl MPOLECCOB
3 Cxema peajbHOro npoiecca
4 Amnanus nmporuecca
5 Cucrema KOHTPOJISL ¢ OTKPBITHIM KOHTYPOM
6 CoenuHenue ycTpoucts ajsi cozganus [oT
3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.
1. [TosicHMTE OCHOBHBIE CTIOCOOBI B3aUMOJICHCTBUS C HHTEPHET-BEIIaMU
2. OcCHOBHbBIE XapaKTEPUCTUKH MOJIX0/1a «OOJbIINE JaHHBIE)
3. B uem cyTh uien MOBCEMECTHON KOMITbIOTEpHU3ALUN?
4. OcHOBHBIE HampaBiIeHUA MpakTuyeckoro BHeApeHus [oT.
5. IlosicuuTte Ha3HaYeHUE (PYHKIIMOHAIBHBIX YPOBHEH 0a30BOM apXUTEKTYyphl MIHTEepHETa Belei.
6. bazoseie npuHUmb! [0T.

Tema 3. bezonacHocts "boabmux ganueix'" (IIK-1)
Jlekuus.
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Big Data («Oonpimue naHHBIE») B HWHPOPMALMOHHONW O€30MACHOCTH — MEXaHM3M HCIIOJIb30BaHUSA
TEXHOJIOTMH OONBIIMX MJAHHBIX, IPU KOTOPOM [UId peIIeHUs 3ajgad oOecredeHus Oe30MacHOCTH
HaKaIUTMBAIOTCd M aHAIM3HUPYIOTCS [aHHbIC, TOJIYYEHHBIE M3 Pa3HOPOAHBIX (CTPYKTYPUPOBAaHHBIX U
HECTPYKTYPUPOBAHHBIX) MCTOYHUKOB M OTIMYAIOIIUECS OOJBIIUM OOBEMOM U CKOPOCTBIO OOHOBJICHHUSI.
JlaHHBIE MOTYT MOCTYNaTh W3 HH(MOPMAIIMOHHBIX M OH3HEC-CUCTEM, CHCTEM YIPaBICHHUS U CBS3H, C
YCTPOMCTB U TaTYMUKOB.

B kauectBe mHCTpymMeHTa obOecrmieueHHss MH(POPMAIMOHHON 0€30macHOCTH OONbINE JaHHBIE O00IaIaroT
OTPOMHBIM TOTEHLIMAJIOM, a MX HCIOJIb30BaHUE MpuoOpeTaer o0colOyr0 akTyaldbHOCTh B CBA3H C
pacnpocTpaHeHHEeM OOJauyHBIX CEPBHUCOB U B3aMMOCBSI3aHHBIX YCTPOMCTB. VYBenuueHHEe OOBEMOB
nocTynarouieii nHhopMay Ipyu YCIOBUM UX CBOEBPEMEHHOIO M TOYHOTO aHajn3a MO3BOJIAET MOIYYHUTh
O0onee OOBEKTMBHOE TIPEICTABICHHE O TMpoleccax HMHPOPMAIMOHHON O€30MacHOCTH, TOBBICUTH
OCBEIOMJICHHOCTh O HaJW4YUK JHMOO OTCYTCTBUM Yrpo3 W 00 HX XapakTepe U, KaK CIeACTBUE,
MpeAnpUHUMATE 0oJiee A((HEKTUBHBIE MEPHI IO UX JTUKBH/IAIIAH.

JlaGopaTopHbie padoThbI.
. YcraHoBka ofiHOy370Bor0 Kiactepa Hadoop B Linux Astra SE.
. [IporpammupoBanue B Hadoop: nmporpamma MapReduce myist mozcuera cioB ¢ ucnons3oBanueM Eclipse.
. Peanmzanus yMHOKEHUSI MaTpUIl C HCHIOIb30BaHUEM ofHoro mara Map-Reduce.
. Peanuzamus pensuuonHoro aaropurma Ha Pig

[ S U R S

. Peanmzanus oneparnmii ¢ 6a3oit nanusix B Hive.
3ajaHus AJ151 CAMOCTOSITEIbHOM PadoThI.
. Kakum o6pazom peanuzyercs punsrpanus biayma ¢ nomomisio MapReduce?
. Peanuzarnus anroputma Habopa 4acTo 3aaBaeMbIX AEMEHTOB ¢ oMotk MapReduce?
. I3yunrte peanuszaiuio aaropuTMa KiacTepusalnu ¢ ucnonb3oBannem MapReduce.
. Peanuzyiite anropurma Page Rank ¢ ucnons3oBannem MapReduce.

A W N =

Tema 4. IlnaresxkHble cucTeMbl 1 o0ecnieyenne ux nHpopmanuonnoii 6ezonanocru (IK-1)
Jlekumus.
Bomnpochl 6e30macHOCTH MEKTPOHHBIX TUIATEKHBIX CHUCTEM SIBIISIFOTCS CIIOKHOM 3a/1adeid 1711 GUHaHCOBOTO
cektopa M perynsatopoB. CyHIeCTBYIOT JBE CEpbe3Hble NMPOOIEMbl — HECAHKIIMOHUPOBAHHBIE CIUCAHUS
CPEICTB ¢ OAaHKOBCKHMX KapT WJIM CYETOB IOPUIMYECKUX JIMIl U OOIIasi TapaHTHsI COXPAHHOCTH IUIaTEeXEH,
COBEpIIaEMbIX Yepe3 HEeOAHKOBCKHE CHCTEMbl MepeBOJbl Iuiarexei. [IpuHHMaemble B MOCIEAHHUE TOIBI
Mepbl CMOIJIU CJlIeaTh AJIEKTPOHHBIE MEPEBO/IbI OoJiee 0e30MacHbBIMHU.

JlaGopaTopHbie padoThbI.
1.O3HaKOMUTBCS C CO3aHMEM aHOHMMHOTO Komiesbka 1 padoroi ['TILL.
2.03HaKOMUTHCS C TUIaTeKHOM cuctemon " Mup .
3.03HaKOMUTHCS € TuIaTexHoi cuctemoit " SWIFT "

3aganus AJ151 CAaMOCTOSITEJIbHOM PadoThI.

1. Ilponieypa KOHTPOIIS, COCTOAMIAS U3 UACHTU(PHUKAIIMY U IPOBEPKH BBHITIOTHEHUS KaXKJ0TO IEPEBO/IA C
MIOMOLLBIO TPEX MOKA3aTeNeH, ONPENCIIIOIINX IIJIaTeKHbIE CUCTEMBI

2. IInarexxnas KapTO4Ka, KOTOpasA AAaCT BO3SMOKHOCTL €€ ACPIKATCIIO IIPOBOAUTD OIICpallii 3a CYHCT CPCACTB,
YUYUTBIBACMBIX Ha KAPTOUHOM CHUCTC IOPHUIHNYCCKOTO JIUIa

3. U3 xakux 0CHOBHBIX 31eMeHTOB coctouT HCMOII?

4. VI3 xakux 0CHOBHBIX 371eMeHTOB cocTouT I TIL] (r1aBHBIN MPOIIECCHHTOBBIN IIEHTP)?
5. lns yero npeaHa3HaueHbl DJIEKTPOHHBIE KOIIEIbKU?

6. KoMy BblJ1aeTCsi aHOHUMHBIN KOIIENIEeK?

Tema 5. I'ocCOIIKA (ITK-1)
Jlexkuns.



TocynapcTBeHHast cuctemMa OOHApY>KEHHS, TPEAYNPEXKACHUS U JTUKBUAALNN TOCICICTBHI KOMITBIOTEPHBIX
arak, co3gaBaeMas B IIeNX MPEJOTBPALICHHUS U YCTPAaHEHHs IIOCIIEACTBUN KOMIIBIOTEPHBIX arak Ha
KPUTHYECKYI0O MH(POpPMAIMOHHYI0 UH(pacTpykTypy Poccuiickoit ®@enepanuun. OHa mpeacraBiser coboit
MEPapXUUECKH B3aUMOJCHCTBYIONINE TOCYIapPCTBEHHBIE M KOMMEPUYECKHE HEHTPBI, KOTOPbIe HEMPEPHIBHO
nensTcest uHpopmanueit o 3aUMKCUPOBAHHBIX MHIUACHTAX U CII0CO0aX MPOTUBOACHCTBUS UM.

JlaboparopHbie padoThbI.

1.Paccmorpers ['ocCOIIKA.
2. PaccMotpets BapuanTsl noakitodeHus k [ocCOIIKA.
3. Paccmorpets dynkuuu u 3amaun [ocCOITKA.

3ananus AJ51 CAMOCTOSITEILHOI padoThI.
. Kakue cymectBytor BapuanTsl nogkiroueHust K [ocCOIIKA?
. Kto siBnsiercs yuactaukamu ['ocCOITKA?
. B uem paznuuus mexnay cyorekrom ['ocCOIIKA u cyorekrom KUIN?
. 3agauu ['ocCOITKA?
. Cpok,B kotopsiii cyobekt KUU momxken nepenars nadopmanuio B [ocCOITKA?

Dn B W N =

Tema 6. Crangaprel nuHGopMmanuonHoii 6esonacuoctu (IK-1)

Jlexknus.
[TpoGnemoit nHpOpPMATMOHHON KOMITBIOTEPHON OE€30MMaCHOCTH HAYAIIN
3aHHUMAaThCS C TOTO MOMEHTA, KOT/la KOMIIBIOTEpP cTajl 00padaThiBaTh JaHHBIE,
[IEHHOCTh KOTOPBIX BBICOKA IS TOsib3oBatesist. C pa3BUTHEM KOMITBIOTEPHBIX
CeTell U POCTOM CIIpoca Ha AJIEKTPOHHBIE YCIYTH CUTyalus B cepe
nH(MOPMAIMOHHON 06€30MTaCHOCTH CePhE3HO 000CTPUIIACh, & BOTIPOC
CTaHJapTHU3ALMH ITOIX0/I0B K €€ PEeUICHHUIO CTall 0COOCHHO aKTyaJbHbIM KaK IS
pa3paboTUMKOB, TaK U JyId nojb3oBateneit [T-cpencTs.
MexayHapoHble cTaHAApTH HHPOPMAITMOHHOMN
0€301acHOCTH
Crannaptst ISO/IEC 17799:2002 (BS 7799:2000). MexayHapoaHbIi
cranaapt ISO/IEC 17799:2000 (BS 7799-1:2000) «YnpasneHue
nH(pOpMaITMOHHON 0€30MacCHOCTHIO - MH(pOpMalMOHHBIE TEXHOIOTHI)
(«Information technology -Information security management») sBIsieTcs OJHUM U3
Han0oJiee U3BECTHBIX CTAH/IAPTOB B OOJIACTH 3aIUTHI HH()OPMAITHH.
Texymas Bepcust cranaapra ISO/IEC 17799:2000 (BS 7799-1:2000)
paccMaTpuBaeT CIeIyIOINe aKTyallbHbIe BOIIPOCHI 00eCceueHuUs
MH(POPMALIMOHHON 0€30MTaCHOCTH OpTraHU3aLUN U MPEIIPUSTHIA:
- He0OXOUMOCTh 0becTieueHrss HHPOPMAITMOHHOW 0€301MaCHOCTH;
- OCHOBHBIE TIOHATHS U OTIpeiesieHus] HH()OpMAIIMOHHOHN 0€3011acHOCTH;
- MOJUTHKA WHOOPMAITMOHHON O€30MaCHOCTH KOMITAHHH;
- opranu3aius HHHOPMAITMOHHON 0€30MaCHOCTH Ha TPEAPUITHH;
- Kiaccu(UKalys U yrpaBieHHe KOPIOpaTUBHBIMU
UH(OPMAITMOHHBIMH PECypCaMu;

JlaGopaTopHbie padoThbI.

1.Beibpars oguH crangapT HHGOPMAIIMOHHON 0€301MacHOCTH KOTOPBIi ncnonb3yercs B Poccuiickoit
denepauyy U COCTaBUTh OTUET.

2.Brb1Opath ofuH cTaHIapT HHPOPMAIIMOHHON 0€30IaCHOCTH KOTOPBIN HCIIONB3YETCs B 3apyOe:KHBIX
CTpaHaxX U COCTaBUTb OTYET.

3ananus AJ51 CAMOCTOSITEILHOI padoThI.
1 OCHOBHBIE PYKOBOJSAIINUE TOKYMEHTHI.
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2 OCHOBHbIE HOPMAaTUBHBIE TOKYMEHTHI.
3 TlepeuncnuTh MEXITyHAPOIHbBIE CTAHAAPTHI.
4 Tlepeuncnuth rocynapcTBEHHbIE (HALIMOHANBHBIE) cTaHaapThl Poccuiickoit denepannu.

Tema 7. AHaIM3 CyIIeCTBYIOIIUX U NMEePCHEeKTHBHBIX cpeAcTB 3amuThl nHpopmanun (I1K-1)

Jlexknus.
[Tpobnema 3ammThl MHGOPMAIMKU OT MOCTOPOHHETO JOCTYNa M HEXeNaTelIbHbIX BO3JCHCTBHI Ha Hee
BO3HHKJIA JIaBHO, C TOH MOPBHI, KOT/Ia YEJIOBEKY MO KaKUM-THO0 MPUYUHAM HE XOTEIOCH JICIUTHCS €10 HH C
KeM HIM HE ¢ KaXIblM dYenoBekoM. C pa3BUTHEM YEIOBEUECKOro OOIIECTBA, IMOSBICHHEM YacTHOU
COOCTBEHHOCTH, TOCYIapCTBEHHOT'O CTPOs, 00ph00il 3a BIacTh U B AalbHEHIIEM pacHIMPEHUEM MacIiTaboB
YeJIOBEUECKOM JeATeNIbHOCTH MH(popManus npuodperaeT neHy. LleHHOH cTaHOBUTCS Ta MH(OpMAIus,
o0slalaHue KOTOPOH MO3BOJHUT €€ CYIIECTBYIOUIEMY M MOTEHIIMAILEHOMY BJIAJIENbIly MOIYyYUTh KaKoH-1100
BBIUTPBIIIL: MATEPUAIIbHBIN, [IOJTUTUYECKHUM, BOCHHBIN U T.JI

JlaboparopHbie padoThbI.

1.Be1Opars 01HO CpencTBO 3alUThl HHPOPMALIUH, cOCTaBUTh 0TYET( [IpernMyIecTBa 3TOro cpencTsa, Kakue
(YHKIIUU BBITIOJHSIET 3TO CPECTBO,HEMOCTATKH).

3ajaHus 1J151 CAMOCTOSITEIbHOM PadoThlI.
1. Kakue cymecTBylOT HEIOCTAaTKU M TpeOOBaHUS K COBPEMEHHBIM CPEACTBAM 3aIlUTHI?
2. Kakue cymecTBYIOT METOABI 3aIUTH HHGOPMAIIMK OT aBapUHHBIX CUTYaIIHA?

3. Kakue cymecTByrOT METOJIbl KOHTPOJISL AOCTYNA K BHYTPEHHEMY MOHTAXKy aIlllapaTyphbl, TMHUSIM CBS3U U
TEXHOJIOTUYECKUM OpraHaM yIIpaBJICHUs?

4. Kontpoab 3HaHMI 00y4alOLINXCSl M THIIOBbIE OLICHOYHbIE CPEICTBA
4.1. Pactipenenenue 0auioB:

2 ceMecTp
* mocenraemocts — 10 GamtoB
*  TEKyImHUHd KOHTPOJb — 70 OamioB
*  KOHTPOJIBHBIC Cpe3bl — 2 cpe3a mo 10 6amioB KaKabIi
* mpeMuasbHBIC OauTel — 20 6aioB

Pacrnipenenenre 6aJiioB 10 3aaHMSIM:

No  [HaszBanue Ttembl | DopMbl Max. Mertoauka mpoBeICHUS 3aHATUS U OLICHKU
Te | /BHJI y4eOHOH |TEKyIEro | KoJI-BO
MBI paboThI KOHTpoJisi | 0asuioB

/ cpe3sl




Obecneuenne
WHPOPMAIIOHH
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Ha OCHOBE
OTEYECTBCHHBIX
pa3paboToK
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MerToauKa OLIEHKH CaMOTIOATOTOBKH CTY/ICHTOB.

6 Oan cTaBUTCS TOTHA, KOTIA!

* CTyzneHT cBOOOAHO MPUMEHSET 3HAHUS Ha TIPAKTUKE;

* He nmomyckaet ommboK B BOCIPOM3BEICHUH N3yYECHHOTO MaTepuana;
* CTyaeHT BbIIENACT [JIaBHBIE MOMOXKEHHUS B M3yUEHHOM Marepuanie U
HE 3aTPyIHSETCS B OTBETAX HA BUJOU3MEHEHHBIC BOIIPOCHL;

 CTyzeHT ycBauBaeT BeCh 00bEM MPOrpaMMHOTO MaTepHara.

2 GaJia CTaBsITCS TOTAA, KOTA!

 CTyzeHT 3HaeT BeCh U3yUeHHBIH MaTepHal;

* OTBeyaeT 6e3 0COOBIX 3aTPYIHEHHUI Ha BOTIPOCHI MPEIoaBaTels;

* CTyzeHT yMeeT IPUMEHSTh MOJTy4YeHHbIE 3HAHUS Ha IPAKTHKE;

* B ycnoBHBIX OTBeTax HE [OMYCKAaeT CEPhE3HBIX OIIMOOK, JIETKO
yCTpaHseT ONpeAeTICHHbIE HETOYHOCTH C IOMOUIBIO TOTIOTHUTENBHBIX
BOIIPOCOB MPETIOABATENS.

0,1 Oam1 cTaBUTCS TOrAa, KOLIa:

* CrymeHT OOHapy)XHBaeT OCBOCHHE OCHOBHOIO Marepuana, HO
UCTIBITHIBAET 3aTpyAHEHUS npu ero CaMOCTOSITETEHOM
BOCTIPOM3BEIACHUH W TpeOyeT IOMOJHHUTEIBHBIX —JOMOJHSIOIINX
BOIIPOCOB TMPETOIABATEIIS;

* [IpeamounTaer oTBeYaTs Ha BONIPOCH! BOCIIPOU3BOISIIETO XapaKTepa
W UCHBITHIBACT 3aTPyJHEHHUS MpPU OTBETAX Ha BOCHPOH3BOAALINE
BOIIPOCHI.

Bann He Hauncnsercs Toraa, Korna:

* V cTyaeHTa UMEIOTCSl OTACIbHBIE HpEeACTaBICHUs 00 H3ydaeMoM
Marepuaie, Ho Bce, ke OO0JbIlasi 4acTh He yCBOEHA.

OCHOBHBIMH KPHUTEPHSMH OLICHKH BBIOJHEHHOH CTYIEHTOM |
MPEACTaBICHHON I TPOBEPKU PaOOTHI SIBISIOTCS:

1. CremeHb COOTBETCTBHSI BBHINOJHEHHOTO 3aJaHUSl TOCTaBICHHBIM
TpeOOBaHUM;

2. CTpyKTypupoOBaHHiE 1 KOMMEHTUPOBAaHUE J1a00paTOpHOU pabOTHI;

3. YHUKaNbHOCTD BHINIOTHEHUE paboThl (OTIUYKE OT PaboT KOJIET);

4. YenemHble OTBETHI HAa KOHTPOJIbHBIE BOIIPOCHL.

«4 OGamn» - odpopMmIeHHE COOTBETCTBYET TpPeOOBaHMSAM, KPUTEPHH
BBIJIEPKaHbI, 3alIUTa BCETO MEPEYHS KOHTPOJIBHBIX BOTIPOCOB.

«2 OGamn» - opopMIICHHE COOTBETCTBYET TpPeOOBaHMSAM, KPUTEPHH
BBIJIEPKaHBbI, 3a1IUTa TOIBKO 80 % KOHTPOJIBHBIX BOTIPOCOB.

«1 OGamm» - odopmieHHE COOTBETCTBYET TpPeOOBaHMSIM, KPUTEPHH
BBIJIEPKaHBbI, 3aIIUTa TOIBKO 61 % KOHTPOJIBHBIX BOIIPOCOB.

Bann we wHaumcnsercs, ecim oQopmieHHE HE COOTBETCTBYET
TpeOOBaHUSAM, KpPUTEpUH HE BBLACP)KAHBI, 3ammra MmeHee 61 %
KOHTPOJIHBIX BOTIPOCOB.

Tectupos
aHue

TectupoBanne mnoapazymeBaeT 10 BompocoB. 3a MIPOXOXKAECHUE
TECTUPOBAHUS BBICTABIISIOTCS CIEAYIONINE OaJLTb;

-90 % - 8 6annoB;

-65 % - 5 6ann0B;

- 50 % - 2 6anna;

- MeHee 50 % - 0aT He HAaYHMCIIAeTCS.

be3omacHoCTh
"UaTepHera
Beren"”

Tectupos
aHue

TectupoBanme mompasymeBaeT 10 BompocoB. 3a MPOXOXKICHUE
TECTHUPOBAHUSI BRICTABIISIFOTCS CIITYIOIIUE OB

- 90 % - 8 Gamnos;

- 65 % - 5 6Gamnos;

- 50 % - 2 Ganna;

- meHee 50 % - 0ayuT He HAaYHUCIIACTCS.

14



Bormpocsr
IS
caMoInoAr
OTOBKH /
Jlaboparo
pHas
pabora

MerToauKa OLIEHKH CaMOTIOATOTOBKH CTY/ICHTOB.

6 Oan cTaBUTCS TOTHA, KOTIA!

* CTyzneHT cBOOOAHO MPUMEHSET 3HAHUS Ha TIPAKTUKE;

* He nmomyckaet ommboK B BOCIPOM3BEICHUH N3yYECHHOTO MaTepuana;
* CTyaeHT BbIIENACT [JIaBHBIE MOMOXKEHHUS B M3yUEHHOM Marepuanie U
HE 3aTPyIHSETCS B OTBETAX HA BUJOU3MEHEHHBIC BOIIPOCHL;

 CTyzeHT ycBauBaeT BeCh 00bEM MPOrpaMMHOTO MaTepHara.

2 GaJia CTaBsITCS TOTAA, KOTA!

 CTyzeHT 3HaeT BeCh U3yUeHHBIH MaTepHal;

* OTBeyaeT 6e3 0COOBIX 3aTPYIHEHHUI Ha BOTIPOCHI MPEIoaBaTels;

* CTyzeHT yMeeT IPUMEHSTh MOJTy4YeHHbIE 3HAHUS Ha IPAKTHKE;

* B ycnoBHBIX OTBeTax HE [OMYCKAaeT CEPhE3HBIX OIIMOOK, JIETKO
yCTpaHseT ONpeAeTICHHbIE HETOYHOCTH C IOMOUIBIO TOTIOTHUTENBHBIX
BOIIPOCOB MPETIOABATENS.

0,1 Oam1 cTaBUTCS TOrAa, KOLIa:

* CrymeHT OOHapy)XHBaeT OCBOCHHE OCHOBHOIO Marepuana, HO
UCTIBITHIBAET 3aTpyAHEHUS npu ero CaMOCTOSITETEHOM
BOCTIPOM3BEIACHUH W TpeOyeT IOMOJHHUTEIBHBIX —JOMOJHSIOIINX
BOIIPOCOB TMPETOIABATEIIS;

* [IpeamounTaer oTBeYaTs Ha BONIPOCH! BOCIIPOU3BOISIIETO XapaKTepa
W UCHBITHIBACT 3aTPyJHEHHUS MpPU OTBETAX Ha BOCHPOH3BOAALINE
BOIIPOCHI.

Bann He Hauncnsercs Toraa, Korna:

* V cTyaeHTa UMEIOTCSl OTACIbHBIE HpEeACTaBICHUs 00 H3ydaeMoM
Marepuaie, Ho Bce, ke OO0JbIlasi 4acTh He yCBOEHA.

OCHOBHBIMH KPHUTEPHSMH OLICHKH BBIOJHEHHOH CTYIEHTOM |
MPEACTaBICHHON I TPOBEPKU PaOOTHI SIBISIOTCS:

1. CremeHb COOTBETCTBHSI BBHINOJHEHHOTO 3aJaHUSl TOCTaBICHHBIM
TpeOOBaHUM;

2. CTpyKTypupoOBaHHiE 1 KOMMEHTUPOBAaHUE J1a00paTOpHOU pabOTHI;

3. YHUKaNbHOCTD BHINIOTHEHUE paboThl (OTIUYKE OT PaboT KOJIET);

4. YenemHble OTBETHI HAa KOHTPOJIbHBIE BOIIPOCHL.

«4 OGamn» - odpopMmIeHHE COOTBETCTBYET TpPeOOBaHMSAM, KPUTEPHH
BBIJIEPKaHbI, 3alIUTa BCETO MEPEYHS KOHTPOJIBHBIX BOTIPOCOB.

«2 OGamn» - opopMIICHHE COOTBETCTBYET TpPeOOBaHMSAM, KPUTEPHH
BBIJIEPKaHBbI, 3a1IUTa TOIBKO 80 % KOHTPOJIBHBIX BOTIPOCOB.

«1 OGamm» - odopmieHHE COOTBETCTBYET TpPeOOBaHMSIM, KPUTEPHH
BBIJIEPKaHBbI, 3aIIUTa TOIBKO 61 % KOHTPOJIBHBIX BOIIPOCOB.

Bann we wHaumcnsercs, ecim oQopmieHHE HE COOTBETCTBYET
TpeOOBaHUSAM, KpPUTEpUH HE BBLACP)KAHBI, 3ammra MmeHee 61 %
KOHTPOJIHBIX BOTIPOCOB.

Be3onacHocTh
"Bonpunx
TaHHBIX"

TecTupon

aHue(KOoH

TPOJIBLHBI
i cpe3)

10

TectupoBanne mnoapazymeBaeT 10 BompocCoB.
TECTUPOBAHUS BBICTABIISIOTCS CIEAYIONINE OaJLTbI:
-90 % - 10 6ammoB;

-65 % - 5 6ann0B;

- 50 % - 2 6anna;

- menee 50 % - 6a1 He HAYKCIIAETCS.

3a MpOXOXKACHUE
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[Inarexxusie | Bompocsl MerToauKa OLIEHKH CaMOTIOATOTOBKH CTY/ICHTOB.
CHCTEMBI IS 6 Oan cTaBUTCS TOTHA, KOTIA!
o0ecriedeHne ux | CaMoIoAr * CTyzneHT cBOOOAHO MPUMEHSET 3HAHUS Ha TIPAKTUKE;
WHPOPMAIIMOHH | OTOBKH / * He nmomyckaet ommboK B BOCIPOM3BEICHUH N3yYECHHOTO MaTepuana;
oii 6ezomnanoctu | Jlaboparo * CTyaeHT BbIIENACT [JIaBHBIE MOMOXKEHHUS B M3yUEHHOM Marepuanie U
pHas HE 3aTPyIHSETCS B OTBETAX HA BUJOU3MEHEHHBIC BOIIPOCHL;
pabora  CTyzeHT ycBauBaeT BeCh 00bEM MPOrpaMMHOTO MaTepHara.
2 GaJia CTaBsITCS TOTAA, KOTA!
 CTyzeHT 3HaeT BeCh U3yUeHHBIH MaTepHal;
* OTBeyaeT 6e3 0COOBIX 3aTPYIHEHHUI Ha BOTIPOCHI MPEIoaBaTels;
* CTyzeHT yMeeT IPUMEHSTh MOJTy4YeHHbIE 3HAHUS Ha IPAKTHKE;
* B ycnoBHBIX OTBeTax HE [OMYCKAaeT CEPhE3HBIX OIIMOOK, JIETKO
yCTpaHseT ONpeAeTICHHbIE HETOYHOCTH C IOMOUIBIO TOTIOTHUTENBHBIX
BOIIPOCOB MPETIOABATENS.
0,1 Oam1 cTaBUTCS TOrAa, KOLIa:
* CrymeHT OOHapy)XHBaeT OCBOCHHE OCHOBHOIO Marepuana, HO
UCTIBITHIBAET 3aTpyAHEHUS npu ero CaMOCTOSITETEHOM
BOCTIPOM3BEIACHUH W TpeOyeT IOMOJHHUTEIBHBIX —JOMOJHSIOIINX
BOIIPOCOB TMPETOIABATEIIS;
* [IpeamounTaer oTBeYaTs Ha BONIPOCH! BOCIIPOU3BOISIIETO XapaKTepa
W UCHBITHIBACT 3aTPyJHEHHUS MpPU OTBETAX Ha BOCHPOH3BOAALINE
BOIIPOCHI.
Bann He Hauncnsercs Toraa, Korna:
* V cTyaeHTa UMEIOTCSl OTACIbHBIE HpEeACTaBICHUs 00 H3ydaeMoM
Marepuaie, Ho Bce, ke OO0JbIlasi 4acTh He yCBOEHA.
OCHOBHBIMH KPHUTEPHSMH OLICHKH BBIOJHEHHOH CTYIEHTOM |
MPEACTaBICHHON I TPOBEPKU PaOOTHI SIBISIOTCS:
1. CremeHb COOTBETCTBHSI BBHINOJHEHHOTO 3aJaHUSl TOCTaBICHHBIM
TpeOOBaHUM;
2. CTpyKTypupoOBaHHiE 1 KOMMEHTUPOBAaHUE J1a00paTOpHOU pabOTHI;
3. YHUKaNbHOCTD BHINIOTHEHUE paboThl (OTIUYKE OT PaboT KOJIET);
4. YenemHble OTBETHI HAa KOHTPOJIbHBIE BOIIPOCHL.
«4 OGamn» - odpopMmIeHHE COOTBETCTBYET TpPeOOBaHMSAM, KPUTEPHH
BBIJIEPKaHbI, 3alIUTa BCETO MEPEYHS KOHTPOJIBHBIX BOTIPOCOB.
«2 OGamn» - opopMIICHHE COOTBETCTBYET TpPeOOBaHMSAM, KPUTEPHH
BBIJIEPKaHBbI, 3a1IUTa TOIBKO 80 % KOHTPOJIBHBIX BOTIPOCOB.
«1 OGamm» - odopmieHHE COOTBETCTBYET TpPeOOBaHMSIM, KPUTEPHH
BBIJIEPKaHBbI, 3aIIUTa TOIBKO 61 % KOHTPOJIBHBIX BOIIPOCOB.
Bann we wHaumcnsercs, ecim oQopmieHHE HE COOTBETCTBYET
TpeOOBaHUSAM, KpPUTEpUH HE BBLACP)KAHBI, 3ammra MmeHee 61 %
KOHTPOJIHBIX BOTIPOCOB.
Tectupos TectupoBanne mnoapazymeBaeT 10 BompocoB. 3a MIPOXOXKAECHUE
aHue TECTHUPOBAHUS BBHICTABIISIFOTCS CIICAYIOIIUE OalIbl:
-90 % - 8 6annoB;
-65 % - 5 6ann0B;
- 50 % - 2 6anna;
- meHee 50 % - Oann He HaYHUCIIEeTCS.
T'ocCOIIKA | Tectupos TectupoBanme monmpazymeBaeT 10 BompocoB. 3a MPOXOXKICHUE
aHue TECTUPOBAHUs BHICTABIISIIOTCS CIIEAYIOIUE OalIbl:

- 90 % - 8 Gamnos;

- 65 % - 5 6amnos;

- 50 % - 2 Ganna;

- meHee 50 % - Oayu1 He HaYuCIIIeTCs.
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MerToauKa OLIEHKH CaMOTIOATOTOBKH CTY/ICHTOB.

6 Oan cTaBUTCS TOTHA, KOTIA!

* CTyzneHT cBOOOAHO MPUMEHSET 3HAHUS Ha TIPAKTUKE;

* He nmomyckaet ommboK B BOCIPOM3BEICHUH N3yYECHHOTO MaTepuana;
* CTyaeHT BbIIENACT [JIaBHBIE MOMOXKEHHUS B M3yUEHHOM Marepuanie U
HE 3aTPyIHSETCS B OTBETAX HA BUJOU3MEHEHHBIC BOIIPOCHL;

 CTyzeHT ycBauBaeT BeCh 00bEM MPOrpaMMHOTO MaTepHara.

2 GaJia CTaBsITCS TOTAA, KOTA!

 CTyzeHT 3HaeT BeCh U3yUeHHBIH MaTepHal;

* OTBeyaeT 6e3 0COOBIX 3aTPYIHEHHUI Ha BOTIPOCHI MPEIoaBaTels;

* CTyzeHT yMeeT IPUMEHSTh MOJTy4YeHHbIE 3HAHUS Ha IPAKTHKE;

* B ycnoBHBIX OTBeTax HE [OMYCKAaeT CEPhE3HBIX OIIMOOK, JIETKO
yCTpaHseT ONpeAeTICHHbIE HETOYHOCTH C IOMOUIBIO TOTIOTHUTENBHBIX
BOIIPOCOB MPETIOABATENS.

0,1 Oam1 cTaBUTCS TOrAa, KOLIa:

* CrymeHT OOHapy)XHBaeT OCBOCHHE OCHOBHOIO Marepuana, HO
UCTIBITHIBAET 3aTpyAHEHUS npu ero CaMOCTOSITETEHOM
BOCTIPOM3BEIACHUH W TpeOyeT IOMOJHHUTEIBHBIX —JOMOJHSIOIINX
BOIIPOCOB TMPETOIABATEIIS;

* [IpeamounTaer oTBeYaTs Ha BONIPOCH! BOCIIPOU3BOISIIETO XapaKTepa
W UCHBITHIBACT 3aTPyJHEHHUS MpPU OTBETAX Ha BOCHPOH3BOAALINE
BOIIPOCHI.

Bann He Hauncnsercs Toraa, Korna:

* V cTyaeHTa UMEIOTCSl OTACIbHBIE HpEeACTaBICHUs 00 H3ydaeMoM
Marepuaie, Ho Bce, ke OO0JbIlasi 4acTh He yCBOEHA.

OCHOBHBIMH KPHUTEPHSMH OLICHKH BBIOJHEHHOH CTYIEHTOM |
MPEACTaBICHHON I TPOBEPKU PaOOTHI SIBISIOTCS:

1. CremeHb COOTBETCTBHSI BBHINOJHEHHOTO 3aJaHUSl TOCTaBICHHBIM
TpeOOBaHUM;

2. CTpyKTypupoOBaHHiE 1 KOMMEHTUPOBAaHUE J1a00paTOpHOU pabOTHI;

3. YHUKaNbHOCTD BHINIOTHEHUE paboThl (OTIUYKE OT PaboT KOJIET);

4. YenemHble OTBETHI HAa KOHTPOJIbHBIE BOIIPOCHL.

«4 OGamn» - odpopMmIeHHE COOTBETCTBYET TpPeOOBaHMSAM, KPUTEPHH
BBIJIEPKaHbI, 3alIUTa BCETO MEPEYHS KOHTPOJIBHBIX BOTIPOCOB.

«2 OGamn» - opopMIICHHE COOTBETCTBYET TpPeOOBaHMSAM, KPUTEPHH
BBIJIEPKaHBbI, 3a1IUTa TOIBKO 80 % KOHTPOJIBHBIX BOTIPOCOB.

«1 OGamm» - odopmieHHE COOTBETCTBYET TpPeOOBaHMSIM, KPUTEPHH
BBIJIEPKaHBbI, 3aIIUTa TOIBKO 61 % KOHTPOJIBHBIX BOIIPOCOB.

Bann we wHaumcnsercs, ecim oQopmieHHE HE COOTBETCTBYET
TpeOOBaHUSAM, KpPUTEpUH HE BBLACP)KAHBI, 3ammra MmeHee 61 %
KOHTPOJIHBIX BOTIPOCOB.

CrangapTsl
UHPOPMAIIOHH
oM
Oe3omacHOCTU

TecTupon

aHue(KOoH

TPOJIBLHBI
i cpe3)

10

TectupoBanne mnoapazymeBaeT 10 BompocCoB.
TECTUPOBAHUS BBICTABIISIOTCS CIEAYIONINE OaJLTbI:
-90 % - 10 6ammoB;

-65 % - 5 6ann0B;

- 50 % - 2 6anna;

- menee 50 % - 6a1 He HAYKCIIAETCS.

3a MpOXOXKACHUE
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MerToauKa OLIEHKH CaMOTIOATOTOBKH CTY/ICHTOB.

6 Oan cTaBUTCS TOTHA, KOTIA!

* CTyzneHT cBOOOAHO MPUMEHSET 3HAHUS Ha TIPAKTUKE;

* He nmomyckaet ommboK B BOCIPOM3BEICHUH N3yYECHHOTO MaTepuana;
* CTyaeHT BbIIENACT [JIaBHBIE MOMOXKEHHUS B M3yUEHHOM Marepuanie U
HE 3aTPyIHSETCS B OTBETAX HA BUJOU3MEHEHHBIC BOIIPOCHL;

 CTyzeHT ycBauBaeT BeCh 00bEM MPOrpaMMHOTO MaTepHara.

2 GaJia CTaBsITCS TOTAA, KOTA!

 CTyzeHT 3HaeT BeCh U3yUeHHBIH MaTepHal;

* OTBeyaeT 6e3 0COOBIX 3aTPYIHEHHUI Ha BOTIPOCHI MPEIoaBaTels;

* CTyzeHT yMeeT IPUMEHSTh MOJTy4YeHHbIE 3HAHUS Ha IPAKTHKE;

* B ycnoBHBIX OTBeTax HE [OMYCKAaeT CEPhE3HBIX OIIMOOK, JIETKO
yCTpaHseT ONpeAeTICHHbIE HETOYHOCTH C IOMOUIBIO TOTIOTHUTENBHBIX
BOIIPOCOB MPETIOABATENS.

0,1 Oam1 cTaBUTCS TOrAa, KOLIa:

* CrymeHT OOHapy)XHBaeT OCBOCHHE OCHOBHOIO Marepuana, HO
UCTIBITHIBAET 3aTpyAHEHUS npu ero CaMOCTOSITETEHOM
BOCTIPOM3BEIACHUH W TpeOyeT IOMOJHHUTEIBHBIX —JOMOJHSIOIINX
BOIIPOCOB TMPETOIABATEIIS;

* [IpeamounTaer oTBeYaTs Ha BONIPOCH! BOCIIPOU3BOISIIETO XapaKTepa
W UCHBITHIBACT 3aTPyJHEHHUS MpPU OTBETAX Ha BOCHPOH3BOAALINE
BOIIPOCHI.

Bann He Hauncnsercs Toraa, Korna:

* V cTyaeHTa UMEIOTCSl OTACIbHBIE HpEeACTaBICHUs 00 H3ydaeMoM
Marepuaie, Ho Bce, ke OO0JbIlasi 4acTh He yCBOEHA.

OCHOBHBIMH KPHUTEPHSMH OLICHKH BBIOJHEHHOH CTYIEHTOM |
MPEACTaBICHHON I TPOBEPKU PaOOTHI SIBISIOTCS:

1. CremeHb COOTBETCTBHSI BBHINOJHEHHOTO 3aJaHUSl TOCTaBICHHBIM
TpeOOBaHUM;

2. CTpyKTypupoOBaHHiE 1 KOMMEHTUPOBAaHUE J1a00paTOpHOU pabOTHI;

3. YHUKaNbHOCTD BHINIOTHEHUE paboThl (OTIUYKE OT PaboT KOJIET);

4. YenemHble OTBETHI HAa KOHTPOJIbHBIE BOIIPOCHL.

«4 OGamn» - odpopMmIeHHE COOTBETCTBYET TpPeOOBaHMSAM, KPUTEPHH
BBIJIEPKaHbI, 3alIUTa BCETO MEPEYHS KOHTPOJIBHBIX BOTIPOCOB.

«2 OGamn» - opopMIICHHE COOTBETCTBYET TpPeOOBaHMSAM, KPUTEPHH
BBIJIEPKaHBbI, 3a1IUTa TOIBKO 80 % KOHTPOJIBHBIX BOTIPOCOB.

«1 OGamm» - odopmieHHE COOTBETCTBYET TpPeOOBaHMSIM, KPUTEPHH
BBIJIEPKaHBbI, 3aIIUTa TOIBKO 61 % KOHTPOJIBHBIX BOIIPOCOB.

Bann we wHaumcnsercs, ecim oQopmieHHE HE COOTBETCTBYET
TpeOOBaHUSAM, KpPUTEpUH HE BBLACP)KAHBI, 3ammra MmeHee 61 %
KOHTPOJIHBIX BOTIPOCOB.

Tectupos
aHue

TectupoBanne mnoapazymeBaeT 10 BompocCoB.
TECTUPOBAHUS BBICTABIISIOTCS CIEAYIONINE OaJLTbI:
-90 % - 8 6annoB;

-65 % - 5 6ann0B;

- 50 % - 2 6anna;

- menee 50 % - 6a1 He HAYKCIIAETCS.

3a MpOXOXKACHUE

ITocemaeMocThb

10

10 6amnoB — crynent nocetwn Bce 100% 3ansaTHiA

7-9 GannoB — cTyaeHT moceTwus He MeHee 80% 3aHATHil

4-6 6amnoB — cTyneHT nmocetun He MmeHee 50% 3aHaTuit

1-3 Ganma — CTyIeHT moceTHI He MeHee 25% 3aHaTuit

Ecnu ctynenT nmocetun meHee 25% 3aHATHIA, OAJUTBI HE HAUUCIISIFOTCS
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9. [IpemuansHbie OaIITBI 20
JlomomHUTENbHBIC TPEeMHUATTbHBIC OAJITBI MOTYT OBITh HAYHCIICHBI:
- 32 TIPOGKT, BHINOJHEHHBIM MO0 3aka3zy paborojarens W
peann3oBaHHBIN Ha mpakTHKe — 20 6aJoB;
- MOCTOSHHAs aKTWBHOCTh BO BpeMsl NMPakTHUECKHX 3aHATHH — 10
0aoB;
- TIOJTHOCTBIO TIOJITOTOBJICHHAS K IYOTUKAIIMK CTAThsl MO0 TEMaTHKE B
pamMKax TUCIIMILTUHBI — 10 6aoB;
- y4acTHe C JIOKJAJIOM BO BCEPOCCHICKOW ONUMIIHMAJIE 110 TEMAaTHKE
n3ydaeMoit qucturuiuHe — 20 0amios;
- y4acThe B BBICTaBKE 10 TEMAaTUKE U3ydyaeMOW TUCIHILTUHBI — 20
0aoB;
- myOnuKarusi CTaThM 10 TEMAaTUKE W3ydaeMOW JTUCIMILTUHBI B
COOpPHHKE CTYJACHYECKMX paboT / MaTepuanax BCEPOCCHIICKOM
koH(epeHyH / xxypHane u3 nepeuns BAK —10/15/20

10. |MHIuBHIyaTbHBIC 3aIaHUA, 20

C TIOMOTITHIO0 KOTOPBIX Pemenne xetica (10 6amoB)
MOXKHO HaOparhb [Ipoxoxxnerane TtectupoBarus (30 BOMPOCOB) MO BCEMY KypCy
JIOTIOJIHUTEIILHBIE OaJIIbI mucatoIiHE (10 6aToR)
11. Hroro 3a cemectp 100

Hrorosas omenka mo 3a4eTy BbicTaBisieTcs B 100-0amipHOM MIKaie U B TPAIUIIMOHHON YeThIpeXx0aTbHOM
mkane. [lepeBog 100-0ayutbHONM  PEHTHMHTOBOM  OLIGHKHM 1O  JUCIHUIUIMHE B TPAIUIHOHHYIO
YETHIPEX0AUTBHYIO OCYIICCTBIISETCS CIASAYIOMNUM 00pa3oM:

100-6ayuipHasA cucTeMa TpanuimonHas cucteMa

50 - 100 GayuioB 3auTeHo

0 - 49 6aiut0oB He 3aureno

4.2 TunoBsie OLIEHOYHBIE CPEACTBA TEKYIIIETO KOHTPOJIS
Bomnpoce! qis camonoarorosku / Jlaboparopuasi padora

Tema 1. O6ecnedenne nHPpOPMAITMOHHON OE30MMACHOCTH Ha OCHOBE OTEUECTBEHHBIX pa3paboTOK
1. Kakue umerotcst 0COOEHHOCTH CO3MaHMsI YIETHBIX 3alMCei T0Ih30BaTeNIeH ¢ UCIOIB30BAHUEM KOMAH/T
adduser, useradd u rpapuueckoii yrunutsl «lIlonmutika 6e3onacHoctu» (Fly-admin-smc), B Tom uncie:
KaKO¥ rpymie o/ KHA MPUHAAIEKATh yUETHAS 3aIUCh ITOJIB30BATENS, YTOOBI ObLTA BO3MOXKHOCTH
BBITIOJTHEHHSI KOMaH bl adduser? KakuMU KOMaHIaMU CO31a&Tcsl yu€THas 3alKCh MMOJIb30BATENS, U KaKue
JIOTIOJTHUTENBHBIE TTApaMETPBI TIPU ATOM BBOJATCSA? KaKWe OTPAaHMYCHUS HAKJIAILIBAIOTCS HA MAPOJIh
Y4ETHOM 3am¥CH MOJIb30BaTENs IPH €r0 CO3aHUU? B KaKUE TPYIIBI aBTOMATHUECKH T00aBIseTcs yueTHast
3aMuch MOJIb30BATENS?
2. Kak BBINOJIHATH IPUBWIETMPOBAHHBIE KOMAH/IbI?
3. Co3maroTcs M IOMAITHUE KaTaJIOTH YYETHBIX 3alMCEH MOoIb30BaTeNel mpy J00aBIEHUN UX C
HCIIONIb30BaHuEM Tpaduaeckon yTunThl «llomuTrka 6e30macHOCTH?
4. Co3maroTcs U IOMAITHUE KaTaJloru YUYETHBIX 3alicel oJib30BaTesieii mpyu ux 100aBJICHUH C
ncnons3oBanueM koMaH adduser u useradd?
5. Kakue MUHUMaIbHbIA U MAKCUMAJIBHBIN YPOBHM JOCTYIA 3aIaI0TCA 110 YMOJYAHHIO JJIs1 YUETHBIX
3aIicel MoJib30Bareneli, co3naBaeMblx komanaamu adduser u useradd?

6. Kakumu criocobaMu MOXHO J00aBUTH WIN YAATUTh YYETHYIO 3alIUCh MOJIB30BATENS U3 TPYIIIbI?

Tewma 2. be3zonacHocts "MHTEpHETa Bemieit"”
1 Ponb cereBbix monkitoueHuit B "MutepHere Bemeit".
2 KoHeuHble yCTpOHCTBA U UX poJib B apxuTektype "Mutepuera Bemeit".
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3 OcHoBHble TpeH bl B pazBuTuu "MHTepHera Bemeit" B Poccuiickoit @enepaunu u Mupe.
4 ITpumeps! ycnenrHoro BHenpenus loT-cuctem u cepucoB B Poccutickoit @enepannm.
5 OO6ecneueHns 6€30MaCHOTO MOIKIIOUEHHS K UHTEPHETY BEIICH.

Tema 4. [1narexHble CUCTEMBI U 00eCTIeYeHIE UX HHPOPMAIIMOHHOM 0e30MaHOCTH
1 Yto Ttakoe muarexxHasi cucrema "Mup".
2 UYro Takoe miarexHas cucrema "CIIDC".
3 Yro Takoe miarexHas cuctema "SWIFT".
4 OcobeHHoCTH TUIaTeKHOU cucteMbl "Mup"
5 Ocobennoctu miarexHou cuctemsl "CIIOC"
6 OcobenHoctu riarexHon cuctemsl "SWIFT".

Tema 5. TocCOIIKA
1 Kakue niars ocHOBHBIX nozicucTeM teHTpa [ocCOITKA?
2 Kaxkue ¢ynkiun Boimonnser [ocCOITKA?
3 Uctopus co3zganue ['ocCOIIKA ?
4 Jlns gero co3maBanachk [ocCOITKA?
5 Kaxk mpoucxoaut B3aumoneiicteue cyopexta KU u TocCOITKA?

Tema 7. AHanu3 CyleCTBYIOIIMX U MIEPCIIEKTUBHBIX CPEJICTB 3aIUTH HH(OPMAITHI
1 Kakue cymecTByIoT Kpuntorpapuieckue CpeacTBa 3auThl HHPopMaumn?
2 Kakwue cymecTByIOT cpeicTBa 3amuThl JaHHbIX oT HC?
3 Kaxkue cymecTByIOT METOABI 3aIIUThHI HHPOpMaIm?
4 Kakwue cymecTBYIOT yrpo3bl HH(PpOpMAIMOHHOM Oe30macHOCTH?
5 Kakwue cymecTByrOT METObI OOPHOBI C IKOHOMUYECKUM IIMHOHAKEM?

TecrupoBanue

Tema 1. O6ecneuenne nHGOPMAIIMOHHOM 0€301MaCHOCTH Ha OCHOBE OTEYECTBEHHBIX pa3paboToK
1.Kakum 06pa3om oprann3oBaHO XpaHeHHUE cynrHocTel ¢aimoBoit cuctembl OCCH, co3manHbIX
mpoueccaMu, o0JIaJaloMMK Pa3IMYHbIMU YPOBHAMHU J0CTymHa?

2. I'ne u B xakoM (hopmaTe XpaHATCs MapaMeTpbl MAHJATHOTO YIIPABIEHUS JOCTYIIOM M MaHJaTHOTO
KOHTpPOJISI LIEI0CTHOCTH, 3aganHbie B OCCH?

3. I'me u B kakoM ¢opmare XpaHsATCs MapaMeTpbl MAaHAATHOTO YIPABICHUS TOCTYIIOM U MaHAATHOTO
KOHTPOJISI LIEJIOCTHOCTHU 7151 YYETHBIX 3alMCEil MoJIb30BaTeei?

4. Kakoif komaHI0M 3a1a€TCsl MAaKCUMaJIbHBIN HAOOp HEMEPAPXUICCKUX KaTErOpuil I TeKyIIel yuéTHOM
3aMKCH MOJIb30BATEINSA?

5. Kakum 06pazom ocyiiecTBisieTcs: Iepexo]l OT TEKYIEro ceaHca K ceancy, pyHKIHOHUPYIOIIEMY OT
WMEHU JPYrol Y4ETHOW 3alIMCH MOJIb30BaTeIs ?

6. [To3Bomsttor mu koMmaH bl useradd u adduserzagaBaTs mapamMeTpsl MAHIATHOTO YIIPABJICHHS TOCTYIIOM U
MaH/IaTHOTO KOHTPOJIS IIEJIOCTHOCTH JUISI CO3/IaBAeMbIX YUETHBIX 3alllCceld OIbh30BaTeNei?

Tema 2. be3onacHocts "UHTepHeTa Bemeit"”
1 Onpenenenue nousarus "Murepuer Beneit.
2 Ilpumepsl u ocHOBHBIE oOnacTu npuMeHenus "Murtepuera Bemeit".
3 Hctopus nosiBinenus u pazsutus "HMurepuera Bemeit".
4 OcHoBHBIE (aKTOPHI, MOBIUABIINE Ha pa3BuTHE "MHTepHeTa Bemeit".
5 BaxHOCTh MHTEpPHETA BEIIEH B COBPEMEHHOM MHPE
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Tema 3. be3zonacHocTh "bonbux 1aHHBIX'
1 CpencrTBa U MHCTPYMEHTBI XPAHEHUS JaHHBIX.
2 Pa3HOpPOAHOCTH M CEMaHTUKA JAHHBIX.
3 OcHOBHbIE XapaKTepUCTUKH bonbmmx J[aHHBIX.
4 CpenctBa v MHCTPYMEHTHI CTaTUYECKONH 00PabOTKHU TaHHBIX.
5 CpencTBa U HHCTPYMEHTHI TOTOKOBOM 00paOOTKU JaHHBIX.
6 CpencTBa U MHCTPYMEHTBI XpaHEHUS TAHHBIX.
7 Kakum obpazom peanusyercs ¢punbrpanus biryma ¢ momompio MapReduce?
8 Peanmusyiite anroputma Page Rank ¢ ucnons3oBannem MapReduce.

Tema 4. [TnarexHble CUCTEMBI U 00eCTIeYeHIEe UX HHPOPMAIIMOHHOW 0e30MaHOCTH
1 Ilepeuncnuts marexxHsie cucteMsl B Poccuiickoit denepanmu.
2 IlepeyucnuTh TIATEKHBIX CUCTEM B MUpE.
3 IlepeyncnuTh aNbTEPHATUBHBIX IIATEKHBIX CUCTEM.
4 Yo Takoe "IlnarexHbie cucTemsl".
5 Kak obecnieunBaeTcsi 0€30MacHOCTD IJIATEKHBIX CHCTEM.

Tema 5. I'ocCOIIKA
1 Kaxk paboraet cpencTBa oOHapyKeHUs
2 Kaxk paboraet cpenctpa npeaynpexacHus
3 Kak paboTaeT cpencTBa TUKBUIAIIH
4 Kaxk paboraet cpenctpa pacmudposku (ITITKA)
5 Kak paboraer cpencTBa oOMeHa HHPpOpMaIei
6 Kaxue ncronb3yroTcst CpeicTBa KpUnTorpauaeckon 3auThl KaHAJIOB CBS3H

Tema 6. Crannaptsl HHOOPMAITMOHHON O€30MTACHOCTH
1 Kakue cranaapTsl HHQOPMAIIMOHHOM 0€301MacHOCTH UMEIOT Kiaccupukanumn?
2 UYrto Takoe cTaHAapThl THHOPMAIIMOHHON 0€30TIaCHOCTH | JIJIsl YeTO OHU HY>KHBI?
3 Kaxkue ocHOBHBIE 001aCTH CTaHAAPTU3ALMU HH()OPMAIIMOHHOM Oe30macHoCTh?
4 Kakue cymecTBYIOT pOCCUHUCKHE CTaHAAPTH HHGOPMAIIMOHHON 0€30macHOCTH?
5 MexnyHapoaHble CTaHAapThI B 001aCcTH HH(OPMALIMOHHOM 6e301macHOCTH

Tema 7. AHanu3 CyleCTBYIOIIMX U MEPCIIEKTUBHBIX CPEJICTB 3AIUTH HH(OPMAITHI
1 Kak obGecnieuntsb 6e30nacHblil puznyeckuit foctymn?
2 Kaxk obecnieunth O€30TaCHBIN JOCTYIT K JAHHBIM?
3 Kak ecTb crtocoObI 3aIIUThI JAHHBIX?
4 Kakue ocHOBHBIE 3a/1auu Kpunrorpapuun?
5 Kakue 0CHOBHBIE TPUHIUIIBI pAOOTHI KPUIITOCUCTEM?

4.3 TIpomexxyTouHas aTTecTalus 10 AUCIUILTHHE IPOBOAUTCS B hopMe 3aueTa

Tunosbie Bonpocekl 3auera (I1K-1)
1 Tlonsarue «uHDOPMAIIMOHHBIE TEXHOIOTUIY. OnpenencHue.
2 Knaccugukarus nHHOPMAIMOHHBIX TEXHOIOTUH.
3 Knaccudukanus mporpaMMHBIX CPEJICTB.
4 Dpomonus MHGOPMAIIMOHHBIX TEXHOJIOTHH.
5 CaoiicTBa HHGOPMAIIMOHHBIX TEXHOJIOTHA.
6 Buzapl nHQOpMAIIMOHHBIX TEXHOIOTUN. VX KpaTKasi XapaKTepUCTHKA.
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7 NudbopMaIimoHHbIE TEXHOIOTHH 00paOOTKH JaHHBIX.
8 NudopmarnmoHHbie TEXHOJIOTHN yIPABICHHUS.
9 NudopmManoHHbIe TEXHOJIOTUU aBTOMAaTHU3aluH ouca.
10 MudopmarimoHHbIe TEXHOJIOTHN TTOIIEPIKKH IPUHITHS PEIICHUM.
11 MHpOopMamoHHbIE TEXHOIOTUHU 3KCIIEPTHBIX CUCTEM.

12 Tlepeuncnute coBpeMeHHbIE HHPOPMAITMOHHBIE TEXHOJIOTUA KOMMYHHKAIMU. JlaiiTe NX KpaTKyIo
XapaKTEePUCTHUKY.

13 Jlokanbeubie cetu Ethernet kak ¢usznueckas cpena Juisi TOCTPOSHUS HHPOPMAITMOHHBIX TEXHOJIOTHH.

14 CoBpemeHHas Gu3nueckas cpeia s MOCTPOSHHs HH(POPMALIMOHHBIX TEXHOJIOTUHM —
ONTOBOJIOKOHHBIE KAHAJIBI.

15 BecnpoBonubie kommyHuKamu Bluetooth.

16 Texnonorun Wi-Fi.

17 Texnonorun WiMAX.

18 MoOunpHas CBsSI3b Ha OCHOBE COTOBBIX TEIE()OHHBIX CETEH.

19 TexHonOTHM UCTIONH30BAHUS CITyTHUKOBOTO HHTEPHETA.

20 TenexoHdepeHInH, AeKTpoHHas mouta, IP-tenedonus, SIP oneparopsi.

Tunosble 3aganusa 1 3adera (IIK-1)
1.
K HeraruBHBIM MOCEICTBUSAM Pa3BUTHS COBPEMEHHBIX HH()OPMAIMOHHBIX M KOMMYHHKAIIMOHHBIX
TEXHOJIOTHUI MOKHO OTHECTH:
A)
(dbopmMHpoBaHUE €AMHOTO HHPOPMALMOHHOTO POCTPAHCTBA
b)
pabota ¢ naopmalmelt CTAaHOBUTCS ITIABHBIM COACPKAHUEM NPO(eCcCHOHATBLHON 1eATENIbHOCTH
B)
OpTaHU3aIMI0 CBOOOIHOTO J0CTyIa KaXKA0T0 YelloBeKka K HH(OPMALIMOHHBIM PECypcaM 4eI0BeueCKOn
UBWIN3ALUT
)
MIMPOKOE NCTOJIb30BaHNE NHPOPMAIMOHHBIX TEXHOJIOTHI BO BCeX chepax YeT0OBEUECKOM AeITEIbHOCTH

1Y)

JTOCTYITHOCTh TUYHOU MH(OPMAITUH I OOIIECTBA U TOCYAapCTBa, BTOp)KEHHE HH(DOPMAITHOHHBIX
TEXHOJIOTUI B YACTHYIO KU3HB JIIOAEH

2.
Tepmun «uHpoOpMaTH3anus o0IIecTBa» 0003HAYACT:
A)
1ieJIeHanpaBiieHHOe U 3((EeKTUBHOE UCTIONb30BaHUE HH(POPMAIIMH BO BCEX 00IaCTAX YETOBEUECKOM
JESITeIbHOCTH Ha OCHOBE COBPEMEHHBIX HH(POPMAITMOHHBIX U KOMMYHHUKAITHOHHBIX TEXHOJIOTHA

b)

yBeIn4YeHUE N30BITOYHON HH(POpMAITUH, ITUPKYITUPYIONIEH B 001IIeCTBE
B)

YBEIIMYCHUE POJTH CPEJCTB MACCOBOW MHPOPMALIUU

)

BBEJICHUE M3YYCHUSI MHPOPMATHKH BO BCE yUEOHBIC 3aBEICHUS CTPAHBI

1Y)
OpraHM3aIfio CBOOOJHOTO JOCTYyMa Ka)KI0T0 YeloBeKa K MHOPMAIIMOHHBIM pecypcaM 4esI0BeYeCKOM
LIMBWIA3ALUU

3.
Pa3BuThIii pHIHOK HH(POPMALMOHHBIX MPOAYKTOB U YCIIYT, H3MEHEHHUE B CTPYKTYPE SIKOHOMHKH, MaCCOBOE
MCTIOJIb30BaHNE WH(POPMALMOHHBIX 1 KOMMYHUKAITMOHHBIX TEXHOJOTHH SBJISIOTCS MPU3HAKAMU:



A)

MH(OPMAITMOHHOHN KYJIBTYPBI

b)

BBICIIICH CTCTICHH Pa3BUTHUS ITUBUIIH3AIIUN
B)

MH()OPMAITMOHHOTO KpHU3HUCa

I)

nH(pOpMAITMOHHOTO 00IIIEeCTBa

1Y)

WH(POPMALMOHHOW 3aBUCUMOCTH
4.
MeTtonsl ob6ecrnieueHust THGOPMAIIMOHHON 0€30TaCHOCTH AeNATCs (yKa3aTh HETPABUIIbHBIE OTBET):
A)
MIPaBOBBIE
b)
OpTraHU3aIMOHHO-TEXHIHUECKUE
B)
TIOJTUTUYICCKHUE
)
HKOHOMHUYECKHE
1)
BCE TIEPEUNCIICHHBIE BBHIIIIC
5.

OoecnieueHne 3anIUThl HHHOPMAIIUU TIPOBOAUTCS KOHCTPYKTOPAMH U pa3paboTYHMKaMH TPOTPAMMHOTO
obecrieueHus B CIEAYIOIINX HANPaBICHUAX (yKa3aTh HETPABWIBHBIN OTBET):

A)

3amuTa ot c6oeB paboThl 000PYIOBAHUS

b)

3alUTa OT CyyailHOHM nmotepu nHpopMaLuu

B)

3alIUTa OT MPETHAMEPEHHOT0 HCKAKECHHUS

)

pa3paboTKa nmpaBoBOil 6a3bl 111 6OPHOBI C MPECTYIUICHUSIMU B chepe HHPOPMAITMOHHBIX TEXHOJIOTHIA

1)

3alIUTa OT HECAHKIIMOHMPOBAHHOTO JI0CTyNa K HH(OpMauu
6.
KoMniproTepHbI€ BUPYCHI — 3TO:
A)
BPEIOHOCHBIE MPOTPaMMbI, KOTOPbIE BO3HUKAIOT B CBS3U CO COOSIMH B allapaTHBIX CPECTBAX KOMITBIOTEPA
b)
IPOTPaMMBbl, KOTOPBIE MMUITYTCS XaKepaMH CIIeIUaIbHO Il HaHeceHus yiiepoa nonb3oBarersm [1K
B)
MIPOTPaMMBl, SIBJISIFOIIMECS CIIECACTBUEM OIIMOOK B ONEPALIMOHHON CUCTEME
)
nyHKTHI A) u B)
1)

BUPYCHI, CXOTHBIE 110 MPUPOJIE C OMOIOTHYECKUMH BUPYCaMH
7.

OTIUUNTENLHBIMI 0COOEHHOCTIMU KOMITIBIOTCPHOTO BUPYyCa ABJIAIOTCA:
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A)
3HAUUTENFHBIA 00BEM MPOrPaMMHOTO KOJa
b)
CIOCOOHOCTh K CAMOCTOSITEILHOMY 3aITyCKy ¥ MHOTOKPAaTHOMY KOTIMPOBaHUIO KOJa
B)
CIIOCOOHOCTB K CO3JIaHHIO ITOMEX KOPPEKTHOW padOTe KOMITBIOTEpPA
)
JIETKOCTh PaclO3HaBaHUS
1)
[Tynktel b) u B)

8.

Kakoit 13 HOpMaTUBHO-TIPABOBBIX JIOKYMEHTOB OIPE/IEISICT TePeYeHb 00bEKTOB HHPOPMAIIHOHHOM
0€30MacHOCTH JIMTYHOCTH, OOIIECTBA U TOCYIapCTBA M METOABI ee obecrieueHus?

A)
VYronoBHbIl Kopeke PO
b)
I'paxnanckuii konexc PO
B)
JloktpuHa nHPOpPMAIIMOHHOM Oe30macHocTH PO
I)
ITocranosnenus IIpaBurenscTa
)
Vka3 [Ipe3unenra PO
9.
Yro HE OTHOCHUTCS K 00BbeKTaM HH(pOpMaLMOHHOM Oe3omacHocTH Poccuiickoii @eneparn?
A)
MIPUPOIHBIE U SHEPTETUYECKUE PECYPCHI
b)
MH(POPMALIMOHHBIE PECYpPCHI BCEX BUI0B
B)
MH(POPMALMOHHBIE CUCTEMBI PA3JIMYHOTO Kjlacca U Ha3HaYeHUs, UH(OPMALIMOHHBIE TEXHOJIOTHU
I)
cuctema (hOpMUPOBAHUS OOIIECTBEHHOTO CO3HAHUS

1)

[IpaBa IrpakJaH, FOPUANYECKUX JIUIl U TOCYJapCTBa Ha MOJIYyYEHUE, PACIIPOCTPAHEHUE, UCIIOJIB30BAHUE U
3alUTy WH(POPMALIUU M UHTEIUIEKTYyadIbHONH COOCTBEHHOCTH

10.
Kakue neiictBus B YronoBHoM kozekce PD kmaccuuimpyroTcs Kak mpecTyIIieHUs] B KOMITBIOTEPHOM
nHpopmarmoHHou chepe?
A)
HenpaBoMepHbIif JoCcTyn K KOMIBIOTEpHON HH(DOpMAIK
b)
Co3znanue, UCIIOIB30BaHUE U PACIIPOCTPAHEHUE BPEJOHOCHBIX IIporpamm ains OBM
B)
VYMBINIEHHOE HapyllIeHne IpaBuil 3KcIutyaranuu OBM u ux cereit
)
Bce nepeuncnenHoe Bailiie

)
[lynkrsl b) u B)



I1.

Kakoli 3akOHOJJaTeNBHBINA aKT pEerIaMEHTHPYET OTHOIICHHSI B 00IACTH 3alIUTHl aBTOPCKUX U
MMYIIIECTBEHHBIX MpaB B o0yiactu nHpopmaruzanuu’?

A)

JloktpuHa nHPOpMAIIMOHHOM Oe30macHocTH PO

b)

3axoH «O mpaBoBoii oxpaHe mporpamm it O9BM u 6a3 1aHHBIX»

B)

Paznen «IIpectynnenus B chepe KOMIbIOTEpHOI HH(OpMaUmM» YToI0BHOTO Kojekca PO

)

Vka3 [Ipe3unenra PO

1)

3axoH «O0 nHpopMaIu, HHPOPMATH3ALUN U 3aIIUTE HHPOPMALIUN
12.

Kakoli 3akoHOJaTeNbHBIN aKT PEryaHpyeT OTHOIIEHHUS B 001aCTH 3aIUTHl HHPOPMAIIMOHHBIX PECYPCOB
(TMYHBIX ¥ OOIIECTBEHHBIX) OT UCKAKEHUS, IOPYN U YHUUTOXKECHHUS?

A)
3akoH «O06 nHpopManmu, HHPOPMATH3ALIUN U 3aIIUTE HHDOpMAITINY
b)
3akoH «O mpaBoBO oxpaHe mporpamm st OBM u 6a3 maHHBIX)
B)
Paznen «lIpectyminenus B cepe KOMIbIOTEpHON HHGOPMAIHI YTOIOBHOTO Kojiekca PO
)
[TynkTter A) u B)
1)
Vka3 [Ipe3unenta PO
13.

Kakoil 3akoH cofepUT rapaHTUX HeTOMyIEeHUs cO0pa, XpaHEHUs, UCIIOJIb30BAaHUS U PaclpOCTPaHEHUS
nH(GOPMAIIUHU O YACTHOM JKU3HU TPaxIaH:

A)
Vka3 [Ipe3unenra PO
b)
3axoH «O0 nHpopMaIu, HHPOPMATH3ALUN U 3aIUTE HHPOPMALIUN
B)
3axoH «O mpaBoBoii oxpaHe mporpamm it O9BM u 6a3 1aHHBIX»
)
Paznen «IIpectynnenus B chepe KOMIbIOTEpHOI HH(OpMaUKM» YTOI0BHOTO Kojiekca PO
)
JlokTpuHa HalMOHAIBHOU Oe3omacHocTH PO
14.

Jlnist HarMcaHust CaMOCTOATENbHOM paboThl Bbl ckonupoBanu n3 HTEpHET MOIHBIN TEKCT
HOpPMaTUBHO-IIPaBOBOro akTa. Hapymmiu in Bel ipu 3TOM aBTOpckoe npaso?

A)

11a, HApYIIIEHO aBTOPCKOE MPaBO BIIAJEIbIa calTa

b)

HET, TaK KaK HOPMaTHBHO-TIPABOBBIC aKThI HE SIBIISTIOTCSI OOBEKTOM aBTOPCKOTO MpaBa
B)

HET, €CJIM €CTh pa3pelIeHHe BIajielbla canTa

)
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71a, HApYIIEHO aBTOPCKOE MPaBO aBTOpa JOKYMEHTa
)
HET, €CJIM UCTEK CPOK JCHCTBHS aBTOPCKOTO MIpaBa
15.
Mo:XHO i pa3MeCTUTh Ha CBOeM caiiTe B IHTepHET OmyOIMKOBaHHYIO B TICUaTH CTaThiO KAaKOrO-HUOYIb
aBTopa?
A)
MOXHO, C yKa3aHHEM UMEHHU aBTOpPA M UCTOYHUKA 3aMMCTBOBAHUS
b)
MOXXHO, C Pa3pelICHUs ¥ aBTOPA CTaThH, U U3AATEIIs
B)
MOYXHO, HO HCKITIOUMTEIIFHO C BEJIOMa aBTOPA U C BBITUIATON €My aBTOPCKOTO BO3HATPAXKICHUS
)
MOXHO, TIOCKOJIBKY OITyOJIMKOBAaHHBIE CTaThH HE OXPAHSIOTCS aBTOPCKUAM TIPABOM

1Y)

MOXHO, C PaspCUICHUA U30aTCJIA, U30aBIICTO JaHHYIO CTAaThbIO, UJIK aBTOpa CTaTbU

4.4. llIkana oueHUBaHUS TPOMEKYTOUHOM aTTeCTALMKI
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JleckpunTopsl (YpOBHH) — OCHOBHBIC IPU3HAKH OCBOCHHUS (ITOKA3aTeIn

Ornenka Komnerentuu
TOCTHKEHHMSI pe3ynbTaTa)

IK-1 JIeMOHCTpHUpPYET TOCTAaTOYHBIM YPOBEHBb 3HAHWWA B 0OOJACTH OCHOB

nH(pOpMAITMOHHON 0€30MTaCHOCTH.

AHanu3upyeT CyIIeCTBYIOIINE METOIUKHU OMpeaeTeHuid TpeOOoBaHUs
«3a4TECHO» K 3a1uTe HHPOPMALIHH.

(50 - 100 6amnoB) JIeMOHCTpUpYET 3HAHHWE MPHHIUIOB OOCCICUCHHS  3aIIUTHI

nH(popMaIuu 1 UICTOYHUKOB yrpo3 Mb.

CrocobeH  mpPOAEMOHCTPUPOBATH  COBPEMEHHBIE  TMOAXOABI K

TEXHOJIOTHUAM U MeTonam obecrieuenus Ub.

IK-1 He wumeer 3Hanmit B o007acTM OCHOB HMH(POPMAIMOHHOMN
0€30IMacHOCTH.
«HE 3a4TCHO» He anmamusupyer cCymiecTBYIOIIME  METOAMKH  ONPEACICHUI
(0 - 49 6annoB) TpeOOBaHUS K 3aIuTe HHPOpPMAITUH.

He cmocoben  mpoaeMOHCTpUpOBaTh  3HaHUS ~ IPUHIIUIIOB
oOecredeHus 3auUTsl UHOpMaIMKU U UCTOYHUKOB yrpo3 Ub.

5. Metoanueckue yKkazaHus JJisi 00y4al0UUXCsl IO OCBOCHHM IO TMCIUILIMHBI (MOXYJIA)

5.1 Meroauueckue yKa3aHus IO OpraHU3aIUN CaMOCTOSITEIbHOI paboThl 00yUYaromuXCs:

[Ipuctynas K W3yYeHHUIO TUCIUIUIMHBI, B MEPBYIO ouepe/b OOydaromuMcsi HEOOXOAMMO O3HAKOMHUTHCS
comepkanremM paboueii mporpammbl aucturumabl (PIT[]), koTopas ompenensieT comepskaHue, oObem, a
TaK)Ke MOPSAIOK U3YUEHHsI U MTPEToAaBaHus yueOHOM TUCIUILIMHEIL, €€ pa3/iena, YacTu.

J1J1s1 caMOCTOSTENBHOM pabOThl BAKHOE 3HAYCHHE UMEIOT pa3eibl «O0beM u collepiKaHue TUCIUTITMHBD),
«YuebHO-MeTonn4Yeckoe U HHGOPMAITMOHHOE 00eCTieueHIE TUCITUTUTMHED U «MaTepruaabHO-TEXHUIECKOe
obecriedeHre TUCIUILINHEI, IPOrpaMMHOE obecrieueHue, mpodeccHoHaIbHbIe 0a3bl TaHHBIX U
MH(OPMAITMOHHBIE CIIPABOYHBIC CUCTEMBD».

B pazmene «O0veM u copepkaHWe AWCHUILIMHBDY YKA3bIBAIOTCS BCE pa3leNbl M TEMBI HU3ydaeMOM
JTUCIUILTAHBL, @ TAK)KE BUJIbI 3aHITHIA U TUTAHUPYEMBI 00BEM B aKaJIeMUUYECKHUX Yacax.

B pasgene «YuebHO-MeTommyeckoe W HMH(OpMAIMOHHOE oOecreueHre AUCHUIUIMHBDY — yKa3aHa
peKoMeHyeMasi OCHOBHAS U IONOJTHUTENbHAS JINTEpaTypa.

B pasgene «MarepuaabHO-TeXHUYECKOE oOOECIeYeHne IUCLHUIUIMHBL, MPOrpaMMHOE OOecCIeyeHue,
npodeccruoHanbHble 0a3bl MaHHBIX W WH(OPMAIMOHHBIE CIPABOYHBIE CHCTEMBD) COACPKHUTCS IMEpPeUeHb
npodeccuoHaNbHBIX 0a3 JaHHBIX U HHPOPMAIIMOHHBIX CIIPABOYHBIX CHCTEM, HEOOXOIUMBIX JJISi OCBOCHHUS
JUCIUTUTAHBL.



5.2 Pexomennanuu o0y4aromumcs 1o padbore ¢ TeOPETHUECKUMHU MaTepHallaMu 110 TUCIUITIIMHE

[Tpu n3yuennu u npopaboTKe TEOPETUUECKOTO MaTepraia HeoOX0IUMO:

- IPOCMOTPETH €Ile pa3 npe3eHTaluo Jekuu B cucteMe MOODLe, noBTOpUTh 3aKOHCIIEKTUPOBaHHBIN Ha
JEKUMOHHOM 3aHATUM MaTepual M JOMNOJIHUTh €ro C YYEeTOM PEKOMEHJOBAHHOM JIOMOIHUTEIbHOU
JIUTEPATYPBL;

- IIPA CAMOCTOATEIbHOM M3Y4YEHHH TEOPETUYECKOU TEMBI CAENIaTh KOHCIIEKT, HCIOJIb3Yysl PEKOMEHIOBAHHbIE
B PITJ] ucrounuku, npogeccuoHanbHble 0a3bl JaHHBIX U HHPOPMALMOHHBIE CIIPAaBOYHBIE CUCTEMBI:

- OTBETUTDH Ha BOIIPOCHI JIsl CAMOCTOATEIILHON pabOoThI, TTO TeMe MpeacTaBieHHbIe B myHKTe 3.2 PIT/I.

- TP MOATOTOBKE K TEKYIIEMY KOHTPOJIIO HCIIOIb30BaTh MaTepralibl (hoHIa oreHouHbIX cpencts (POC).
5.3 Pexomenmanuu mo paboTe ¢ HayYHOU U y4eOHOM JIUTepaTypoit

PabGoTa ¢ OCHOBHOM M JONOJIHUTENBHOM JHMTEPaTYpOl SBISETCS IIaBHOM (POpMOI caMOCTOATENbHOM
paboThl M HEoOXOoOMMa MPH MOATOTOBKE K YCTHOMY ONpPOCY Ha CEMUHApPCKUX 3aHATHAX, K Jebartam,
TECTHUPOBAHHUIO, 3Kk3aMeHy. OHa BKIIOYaeT MpopabOTKy JIEKIMOHHOTO MaTephalia M PEeKOMEHIOBAHHBIX
HCTOYHHMKOB U JINTEPATYPHI 110 TEMATHKE JIEKIIUH.

KoHCHeKT JIeKInu JOJKEeH coliepKaTh pedepaTUBHYIO 3alIUCh OCHOBHBIX BOIPOCOB JICKIIUH, B TOM YHUCIIE C
ornopoii Ha pa3MmeleHHsle B cucteme MOODLe mpe3eHTany, OCHOBHBIX MCTOYHUKOB M JIMTEPATYphl IO
TeMaM, BBIBOJBI MO KaXKAOMY Bompocy. KoHCeKT MOXKeT OBITh BBITIONHEH B paMKax pacliedyaTKH BbIIa4uH
Mpe3eHTAlUi JIGKIUH WM B OTACNIBHOW TeTpaau mo mpeamery. OH JOKEH OBITh aKKypaTHBIM, XOPOIIO
YUTAaEMBbIM, HE COAEPIKAaTh HE OTHOCALIYIOCS K TeMe HH(POPMAITUIO HITH PUCYHKH.

KoHcnieKkThl HayyHOW JHUTEparypbl NMPU CaMOCTOSATENBHOM IMOATOTOBKE K 3aHATHUAM JOJDKHBI CONEPIKaTh
OTBETHl HA KaX/bli TOCTAaBICHHBIH B TEME BOINPOC, MMETh CCHUIKY Ha HCTOYHHK HWH(POpPMALUU C
00s13aTeNbHBIM YKa3aHUEM aBTOpA, HAa3BaHMS W TOJA W3AAHUS HUCIOJIb3yeMOH HayyHOW JHMTEpaTyphl.
KoHcniekT MoOXeT ObITh ONOpPHBIM (COAEpXkAaTh JHUIIb OCHOBHBIE KIIIOUYEBBIC MO3HMIMH), HO TPU 3TOM
MO3BOJISIIOIIMM  JIaTh TIOJIHBIA OTBET IO BOINPOCY, MOXET OBbITh MOAPOOHBIM. OO0bEeM KOHCHEKTa
OIIPENIETSAETCS CAMUM CTYIECHTOM.

B nporecce paboThl ¢ OCHOBHOM U JOTIOTHUTEIIBHON JTUTEPATYPOI CTYICHT MOXKET:

- JenaTh 3allUCU IO XOAy 4YTE€HHS B BHJIE NPOCTOr0 WIM pPa3BEPHYTOrO IIaHa (co31aBaTh IEPEUYEHb
OCHOBHBIX BOIIPOCOB, PACCMOTPEHHBIX B UCTOYHHKE);

- COCTaBJATH Te3HUCHl (LMTHpOBaHHE HauOoJee BAKHBIX MECT CTaTbl MJIM MOHOTpaduu, KOPOTKOE
U3JI0KEHHE OCHOBHBIX MBICJIEH aBTOpA);

- TOTOBUTH aHHOTAIMH (KpaTKoe 0000I1eHIe OCHOBHBIX BOIIPOCOB PadOTHI);

- CO3/1aBaTh KOHCIIEKTHI (Pa3BEPHYTHIC TE3UCHI).

5.4. PexoMeH1a1iuy Mo NOATOTOBKE K OTAENIBHBIM 33aHUAM TEKYIIETO KOHTPOJISA

CoOecenoBaHue mpeanojaraeT OpraHU3alUI0 Oecelbl MpernojaBaTeis €O CTYIEHTaMH II0 BOIpOcaM
IIPAKTUYECKOTO 3aHATUS C LENbl0 0ojiee OOCTOATENBHOIO BBISBICHUS UX 3HAHUN IO ONPEAEICHHOMY
paszmeny, TeMe, npolieme M T.II. Bce uieHbl Ipynmbsl MOTYT ydacTBOBaTb B OOCYKICHUH, 100aBISTH
MH(POPMALUIO, TUCKYTUPOBATh, 331aBaTh BOIPOCH! U T.1.

YCTHBIE OMpPOC MOXET TMPUMEHATHCS B pas3au4HbIX (Qopmax: (QpoHTAIbHBIN, WHIWBUIYAIBHBIN,
KOMOMHUPOBaHHbII. OCHOBHBIE Kau€CTBA YCTHOTO OTBETA MOJUIEXKAILETO OLICHKE:

- IPaBUJIBHOCTB OTBETA IO CONEPIKAHHUIO;

- IOJTHOTA U TIIyOuHa OTBETA;

- CO3HATEJIBHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepuaa;

- PallMOHAIILHOCTh MCIIOJIb30BAHHBIX IIPUEMOB U CIIOCOOOB PELIEHHs OCTABICHHON yueOHOil 3a1auy;

- CBOEBPEMEHHOCTh M 3((PEKTUBHOCTH MCIIOIB30BAHUS HATNISIHBIX MOCOOMH M TEXHUYECKUX CPEICTB IPH
OTBETE;

- HCII0JIb30BAaHUE JIONIOJHUTEIBHOTO MaTepraa;

- PalIMOHAJILHOCTb UCIIOJIBb30BaHUS BPEMEHH, OTBEJCHHOIO Ha 3a/laHNE.

YCTHBI OIIPOC MOXKET CONPOBOXKAATHCS IMPE3ECHTALUEH, KOTOpas IMOATOTABIMBACTCA IO OAHOMY U3
BOIIPOCOB MPAKTHUYECKOTO 3aHATUS. [IpH BRICTYIUIEHHH ¢ Mpe3eHTanueld HeoOXoauMo oOpamarb BHUIMaHUE
Ha TaKU€ MOMEHTBI KaK:
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- cofep)KaHUE MPE3CHTAlMN: AKTYaJIbHOCTh TEMbI, MOJHOTA €€ PACKPBITUS, CMBICIOBOE COJAEp)KaHUE,
COOTBETCTBHE 3asIBICHHOW TEMBI COJIEPKAHHUIO, COOTBETCTBHE METOAMYECKUM TPEOOBAaHUAM (IIETTH. CCHUIKU
Ha PeCypChl. COOTBETCTBHE COJEPXKAHHUS M JUTEPaTyphl), MPaKTHYECKash HAlpaBIE€HHOCTb, COOTBETCTBHE
coziepKaHus 3asiBICHHON (opMe, aleKBaTHOCTh UCIIOJIb30BaHUS TEXHHUUECKUX CPEJCTB yUEOHBIM 3a1adam,
MOCIIEIOBATEILHOCTD U JIOTHYHOCTb MPE3CHTYEMOT0 MaTrepuara;

- odopmiieHHE TMpe3eHTalMu: 00beM (ONTUMAIbHOE KOJIWYECTBO), IHM3aiiH (YMTaeMOCTb, HAJIWYHE HU
COOTBETCTBHE TpapUKd W aHUMAIMM, 3BYKOBOE OQOpMIICHHE, CTPYKTYypUpOBaHHE HWH(POpPMALUH,
COOTBETCTBHE 3asBJICHHBIM TpPEOOBAHUSIM), OPUTHHAIBHOCTH OGOPMIICHHS, 3CTETHKA, HCIIOIb30BaHHUE
BO3MO)KHOCTH ITPOTPaAaMMHOI CpeJibl, COOTBETCTBHE CTaHIapTaM 0(hOpMIICHUS;

- IMYHOCTHBIC Ka4eCTBa: OPATOPCKUE CIIOCOOHOCTH. COOMIONEHHE PErIaMEHTa, SMOLMOHAIBHOCTD, YMEHHE
OTBETHUTbH Ha BOIPOCHI, CHCTEMATU3UPOBAHHBIE, TITyOOKHE 1 TIOJIHbIE 3HAHUS 110 BCEM pa3JiesiaM IpOrpaMMBI:
- COIep)KaHHE BBICTYIUICHUS: JIOTMYHOCTh M3JIOKEHUS Marepuasa, pacKpblTHE TEeMbl, JOCTYIHOCTb
m3noxkeHus, dPdexTuBHOCT npuMeHeHust cpeactB WKT, cmocoObl ©u  yClIOBHS  JTOCTHIKCHHUS
PE3yABTaTUBHOCTH M IPGEKTUBHOCTH AJIsS BBIONHEHUS 3a/ad CcBoed MpodeccHoHANbHOW WU yueOHOU
JeSTeIbHOCTH, J0KA3aTeIbHOCTh NMPUHUMAEMBIX PELICHUH, YMEHHE apTyMEHTHUPOBATh CBOM 3aKJIIOYCHUS,
BEIBO/IBI.

6. YueOHO-MeTOnM4YecKoe 1 HHPOPMALMOHHOE o0ecriedeHre JUCHMIITHHbI

6.1 OcHoBHas UTEpaTypa:

1. Tam06. roc. yH-T um. I'P. [lepxaBuna HopmaruBHoe obecrieueHue HH()OpPMAIIMOHHON 0€30MacHOCTH
cucteM W oprauzanuii : uHd. pecypc. - [TamboB]: Uzn-Bo TI'Y, 2008. - 1 31MeKTpOH. ONT. JUCK
(CD-ROM).

2. bo6pora, M. JI., Cespyk, K. A. Meronuueckue ykKazaHus W WHAUBUAYAJbHbIC 3aaHUS IS
CaMOCTOSITENIbHON paboThl 1Mo nucuuiuinHe KomriekcHoe obecniedeHrne MHGOPMAIIMOHHON 0€30MMacHOCTH
MH(POKOMMYHHUKAITMOHHBIX ceTed u cucteM. - 2022-04-04; MeToaudeckne yka3aHUsI ¥ MHIUBHUIyaJIbHBIC
3alaHusl JUISI CaMOCTOSITENIBHOW paloThl MO JUCHUIUIMHE . - MockBa: MOCKOBCKMM TEXHHUYECKUH
yHUBepcUTeT CBsi3M U uHpopmaruku, 2015. - 35 c. - Teker : anexkrponusiii / IPR BOOKS [caiit]. - URL:
http://www.iprbookshop.ru/61737 . html

3. Kpyrckux A.B. MexnyHnapoaHas nHbopMalmoHHas 6e3onacHoCTh. Teopus u mpakTuka. B Tpex Tomax.
Tom 2. COOpHHK TOKYMEHTOB (Ha PYyCCKOM $3bIKe) : yueOHoe mocobue. - Mocka: Acmekt-IIpecc, 2021. -

784 c. - Tekcr : snexrponHsii // DbC «KoHcynpTaHT cTyneHTa By3a u wmeaBy3a [caiiT]. - URL:
https://www.studentlibrary.ru/book/ISBN9785756710991.html

4. Tlerpenko B. U. Teopernueckue OCHOBBHI 3amuThl MH(POpMaIuu : ydyeOHoe mocobue. - CTaBpoOmoib:
Ceepo-Kapkaszckuii @enepanbupiii yauepcuteT (CKDY), 2015. - 222 c. - Teker : anexrponssiid // 9bC
«YHUBEPCUTETCKAS OmoOImoTeka OHJIANH» [caiT]. - URL:
http://biblioclub.ru/index.php?page=book&id=458204

6.2 JlonosHUTENBHAS IUTEpPATYpA:

1. CmupHoB A.A. Obecnieuenne nHPOPMAITMOHHOW OE30MMACHOCTH B YCJIOBHUSX BUPTyaIH3alluyd OOIIECTBA.
OmnwiT EBpornetickoro Coro3a : mororpaduwus. - M.: OHUTH, 3akon u nipaBo, 2012. - 159 c.

2. YUysnos, A. I., CumaxoB, A. A. OGecriedeHue HMHGOPMAIIMOHHONH O€30MaCHOCTH B KOMITHIOTEPHBIX
cucteMax : yueOHoe mocobwue. - Bech cpok oxpanbl aBTOpcKoro mpasa; ObecrneueHne WHGOPMAITMOHHOMN
0€30macHOCTH B KOMITBIOTEPHBIX cucTeMax. - Omck: Omckas akagemus MBJ[ Poccuu, 2012. - 204 c. -
Texct : anexrponnsiii / IPR BOOKS [caiit]. - URL: http://www.iprbookshop.ru/36015.html

6.3 VHbIe NCTOUHMKMU:

1. XKypnan «BIS Journal - Undopmannonnas 6e3onacHOCTs 6aHKOBY - https://journal.ib-bank.ru/pub/169
2. Kypc «Crannaptsl nuHpopmMaIimoHHou 6e3omacHocTny - https://www.intuit.ru/studies/courses/30/30/info
3. ®enepanbhblii nopran "Poccuiickoe oopazoBanue" - http:// www.edu.ru/

4. Kypc «OcHOBBI HHGOPMAIIMOHHOK 0e30macHOCTHY - https://www.intuit.ru/studies/courses/10/10/info

5. Texuuueckue cpeacTBa HHPOPMAITMOHHBIX TeXHOJOTHH - http://www.knigafund.ru



6. Kypc nexuuit nmo ocHoBaM uHdopmatuks - http://www.intuit.ru/catalog/informatics/

7. MaTepuaibHO-TeXHHYECKOe o0ecnedeHue M CHUILIMHBI, IPOrPpaMMHOe odecrieveHne,
npodeccuoHaIbHbIEe 0a3bI JAHHBIX U HHPOPMAIIMOHHBIE CTIPABOYHbIE CHCTEMbI

I[J'DI MMPOBCACHUA 3aHATUM TI0 JUCHUITIINHEC HGOGXO,Z[I/IMO CJICAyromee MarcpruaJIbHO-TCXHUYCCKOC
obOecrnieucHue: y‘-Ie6HI>Ie AyauTOpruun JId TIPOBCACHUA 3aHATHI JICKOIUOHHOI'O W CCMHUHAPCKOT0 THIIA,
rpynmnoBbIX W HWHIAWBHUIYAJIbHBIX KOHCYHLTaLII/If/’I, TCKYLICTO KOHTPOJA H HpOMe)KYTOqHOﬁ arrecranuu,
IIOMCIICHUA 1A CaMOCTOSITEIIHLHOM pa6OTI:I.

VY4eOHble ayTUTOPUN U MTIOMELICHHUS JJIS1 CAMOCTOSTEIbHON pabOThl YKOMIUIEKTOBAHBI CHICIIMATM3UPOBAHHOM
MeOeNbI0 U TEXHUYECKUMHU CPEACTBAMH 00yUeHHUsI, CITy>KalllMMU JJIsl TIPeACTaBIeHus] yueOHoM nHpopManuu
OO0JIBIION ayTUTOPHH.

[TomereHust A1 CaMOCTOSITEIbHON PabOThl YKOMITJIEKTOBAHBI KOMIIBIOTEPHOW TEXHUKOM C BO3MOXKHOCTBIO
MOAKITFOYEHHUS K ceTn "UnTepuer” u obecrieueHrEeM JloCcTyna B AIEKTPOHHYIO
nH(pOPMAITMOHHO-00pa30BaTEILHYIO CPENy YHUBEPCUTETA.

Jlnst mpoBeieHusl 3aHATHI JIEKIIMOHHOTO THIIAa UCTIONB3YIOTCS HA0OPBI IEMOHCTPAIIHOHHOTO 000PYI0BaHUS,
00ecreYnBarole TEMaTHYEeCKHE WILTIOCTPAIH (TIPOEKTOP, HOYTOYK, SKpaH/ MHTEPaKTUBHAS JOCKA).

JlumeH3noHHOE U CBOOOHO pacpOCTpaHsIeMOe IPOrpaMMHOE 00eCTICUCHHE:

Kaspersky Endpoint Security 10 qns Windows "Jlabopatopust Kaciepckoro" 26.07.2018
Microsoft Windows 10

Yandex Opay3zep

Microsoft Office [Ipodeccuonanbusiii moc 2007

[Tpodeccuonanpubie 6a3bl JaHHBIX U MH(POPMAITMOHHBIC CITIPABOYHBIE CUCTEMBI:
1. Onexrponnas oubnnorexka PODU. — URL: https://www.rfbr.ru/rffi/ru/library
2. Poccwmiickas rocynapctBenHas onomuoreka. — URL: https://www.rsl.ru

3. DIEKTPOHHBII Karajor DyHIaMEeHTaIbHON OnOIMOTEeKH TI'V. - URL:
http://biblio.tsutmb.ru/elektronnyij-katalog
4. Hayunas onektponHas OuOmmoreka Poccuiickoii  akagemuu  ectrectBo3Hanusi. — URL:

https://www.monographies.ru
5. Poccwuiickast HarmoHanbHas oubanoreka. — URL: http://nlr.ru
6. Hayunas snexrponnas 6ubnuoreka eLIBRARY.ru. — URL: https://elibrary.ru

DJIeKTpPOHHAS HH(OPMALIMOHHO-00pa3oBaTe/IbHas cpeaa
https://auth.tsutmb.ru/authorize?response type=code&client id=moodle&state=xyz

BsaumogeiictBue mnpemnopaBarensi M CTyAEHTa B Iporecce OOy4deHHs! OCYIIECTBISETCS MOCPEICTBOM
MYJIBTUMEIUNHBIX, THIIEPTEKCTOBBIX, CETEBBIX, TEICKOMMYHUKALMOHHBIX TEXHOJOTHH, MCHOIb3yEMbIX B
AIIEKTPOHHON MHPOPMAIIMOHHO-00pa30BaTeIbHOM Cpesie YHUBEPCUTETA.
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